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Hocnidsceni npouecu ananizy, inmezpauii ma
dopmysanns konmenmy 3 6paxYBaAHHAM KPUNMOBA-
Jomnux nompeé xopucmyeaua. Buxopucmosyionu
po3pobaeny Qopmanviy Moder> ma npoeedenuil
Kpumuunuil ananiz memooie i mexnonozii npozno-
3y Kypcy xkpunmoeamomu, nodyooeano 3azaiviy
apximexmypy cucmemu onpau08anis KOHmenmy 3
pisnux kpunmosantomuux Inmepnem-6iporc.

Taxoxc copmyaveani 3azanvui Qynxuyio-
HaIbHI 6UMO2U 00 THMENEKMYAIbHOT KpUnmosa-
Jomnoi cucmemu, opienmosanoi na Inmepnem-
xopucmyeauie. /locidyiceno memoou, mooeni ma
incmpymenmu 0 YooCKoHANeHHA edexmueHi-
woi niompumxu po3pooaeHHs CMpYKmypHuUX ene-
Menmie modeni cucmemu niOmpumxu npuiinamms
piwens 3 Kepyeanns KoHmeHmom 32i0no nompeo
xopucmyeaua. Po3pobaeno 3azanvni apximex-
mypu backend ma fronted wacmun inmenexmy-
anvHoi kpunmosamomnoi cucmemu. Taxoxc pos-
pobneno npozpamne 3abde3neueHns cucmemu
inmezpayii ma Qopmyeanns xoumenmy 3 epa-
XYBAHHAM KPUNMOBANIOMHUX nomped Kopuc-
myeauis. Ilposedenuii ananiz pesyromamie exc-
nepumenmanvnoi anpobauii 3anpononoeamnozo
Memody inmezpauii ma Qopmyeanns xowmen-
my 3 6paxyeaHHAM KpunmoeaitomHux nompeod
xopucmyeauie. Ocobaueicmv cucmemu nojseae
Yy ananisi ingopmauii 3 couianvnux media ma
CMEoOpeHHs npozHO3Y KYpPCié Ha 0CHOG 3i0panoi
ingpopmauii. Jlana cucmema 00360ons€ 62adamu
mpend nanpamxy xypcie. Kondepenuii neenoi
Kpunmoeaniomu, Hoei 6npoeaoicenus, 0epircas-
Hi YyKasu pizHux Kpain 3a0aiomov mexnc HAnPAM
mpendy, momy ue medxc mpebéa eépaxosyeanmu.
ns mozo w06 epaxyeamu oiavwicmv eunao-
Ki6, nompioHo nocmiiino naxonuuyeamu indop-
Mauilo no memi ma copmyeamu no madAUUAX 6
6a3i danux. Jlanuii npoyec 6id6ysaemvcs 3a dono-
Mo2010 cneuianvHoi npoepamu Goma, sxa 30u-
pae ma indexcye inpopmauito. O0numu 3 Kpauwux
MoJCaIUBOCHEl CUCMeMU, NOPIBHANHO 3 aHajloza-
MU, € weuoxicmo 2enepauii CMopinKu; npucym-
nicmo SSL cepmupixama ma wudpyeanns TLS;
Oinv axicHiwull Konwmenm, max K 6in 0HOGJI0-
EMbCA WOXBUNUHU; 6IOCYMHI HEAKMUBHI PO30iaU
cepeicy; mobiavia eepcmra caimy 6e3 0yoasicy
Konmenmy na nidoomeni; aemonepesipxu npomu
3acMineHHss NOWMU NOBIOOMACHHAMU NPO KYPC.
OcnosHuil axuenm cucmemu poéumucs Ha uac-
momi onosenHA Ha WeuodKocmi azpezauii danux 3
TIumepuem-6ipac ma couianvrux mepesic

Kantouoei crosa: kpunmosanioma, npoeno3yean-
ns, Inmepnem-Gipoica, inmenexmyanvruii ananis
danux, limepnem-mapxemune, Web-Mining, Data-
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1. Introduction

intermediaries, by using a public key as the address to a

Cryptocurrency is a kind of currency, which makes it
possible to transfer coins from one client to another without

purse and a private key to access the open address [1]. Cryp-
tocurrency is divided into bitcoin and altcoin, derivatives
from the bitcoin with their features. Certain currencies are




created as platforms for anonymous investment and issue of
tokens [2]. The bitcoin (cryptocurrency) has a number of
positive features that attract more and more different types
of users that apply a given technology for their own specific
purposes [3]. Tokens are a sort of monetary substitutes for
those who do not use fiat currency for financing [4]. As a
rule, tokens are employed by the virtual world figures, spe-
cifically the founders and organizers of ICO-startups [5].
With the advent of a blockchain technology these tokens,
through the Bitcoin network and its analogs, have been in
use for different purposes [6], namely:

1) the process of crediting different users [7];

2) sale of shares related to the property of a company or
to its profit. Shares-tokens are sold over a specially allotted
period in the process ICO (primary placement of coins) [8];

3) Monetizing the service embedded in a network. In
this case, one can buy tokens at a specialized internal system
store. The tokens received are spent on the products pro-
posed by different projects [9].

The most interesting feature of any cryptocurrency is
the lack of administration or a system that would monitor
the issue of any virtual coins [10]. Decentralization makes
it possible for programmers to get unlimited opportunities
to create new payment systems based on the blockchain
platform (chain of blocks) [11]. If a transaction is execut-
ed to the wrong address, there is no way to cancel it, as
the system is not programmed to return [12]. This means
that when a mistake is made when writing the number of
a purse, the user will lose the money when sending to an-
other person or to a non-existent, or not yet created, purse
[13]. Money cannot be returned, it is lost alas forever. In
order to avoid trouble when using electronic purses with
bitcoins and other cryptocurrencies, it is necessary to copy
the already completed specified address to the clipboard
and paste it into the address line when it is needed [14]. An
intelligent system for content integration and generation
that takes into consideration the user’s cryptocurrency
needs is a system that would help find out: to buy or sell
a currency, building projections based on human behavior
[15]. The word integration is understood as an open API for
all who want to acquire data in the formats json and xml on
currency exchange rates and announcements of events in
the Internet market [16]. A given issue is relevant because
the world of today requires standardization in the develop-
ment of intelligent cryptocurrency systems (ICS) for the
end user according to his needs, as well as requirements of
the international Internet market. This work reflects the
need for general requirements and a typical architecture
for the ICS integration for the cryptocurrency needs of
users. The proposed typical architecture of ICS should
provide for improved reliability in the search for informa-
tion about cryptocurrencies. Another issue that must be
resolved relates to the centralized storage of information
about exchange rates and fluctuations of cryptocurrencies.
That in turn would provide the end user with a swift access
to the up-to-date cryptocurrency information at any time,
thereby saving his time and resources required to search for
it and to analyze it.

2. Literature review and problem statement

There are many systems that specialize in collecting
information about cryptocurrencies (Table 1) [17]. The

main disadvantage of analogous systems of this type is
the issue on the speed and accuracy of importing exchange
rates from the Internet stock exchanges and information
from social networks [18]. The Internet exploits three
types of traffic to a web site [19]. First, the traffic from
search engines [20], second, transitions from web sites
[21], third, transitions from bookmarks and direct visits
to the web site via a browser’s URL ribbon [22]. We shall
focus on the first type of traffic. To this end, we shall cre-
ate ICS that would promptly update all the necessary data
and add relevant information only. We shall also develop
and promote the project at the Internet through thematic
forums [23].

Considering the advantages and disadvantages of exist-
ing ICS, in order to improve a typical architecture of similar
systems, they should be supplemented by the following fea-
tures [24]:

— create an automated system to collect exchange rates
through API,;

—a list of Internet stock exchanges and information on
trading;

— subscription to exchange rates;

— forecast the exchange rate based on human behavior;

— search engine optimization;

— aggregate data from social media;

— a book of orders for sale and purchase;

— characteristics and features of cryptocurrencies;

— open API to integrate a system with other systems.

Every transaction that is carried out inside the system
is completely anonymous [25]. A transaction log records
only that a transaction was completed, as well as a purse
number [26]. This circumstance ensures total anonymity
of users when transferring funds from one account to an-
other [27]. Thus, no organization can keep track on where
from and who sent money [28]. It is impossible to transfer
fake money because the process is “being watched over”
by miners [29] (analogs of a central bank [30]). Owing to
miners, transactions are confirmed several times until the
required number, preset in a transfer’s settings, is achieved
[31]. The number of transactions is infinite [32]. Services
can in no way track the purse either geographically or
individually [33].

When registering a new purse, there is no need to enter
any data, including passport [34]. This is exactly how the
maximum level of security for a payment is achieved, as well
as anonymity of payments [35]. None of the currently exist-
ing virtual coins can be fake, because to do this it would be
necessary to recalculate the entire blockchain, by replacing
the required data on all computers [36]. This is physically
impossible, which is why nobody has dared to forge a crypto-
currency as yet [37]. Based on cryptocurrencies, it becomes
possible to organize anonymous investments, that is create
tokens to exchange coins [38].

ICS is the base system, which imports exchange rates
from cryptocurrency Internet stock exchanges and exchang-
ers [39]. It must integrate the functions of forecasting and
chart construction, and implement the aggregation of infor-
mation from social media such as Twitter. It is necessary to
keep importing news related to cryptocurrency from reliable
sources. Open developer’s API to integrate with other appli-
cations in the network should be designed in a modern style
with the required functionality, must be optimized for search
engines and services, distributed across servers. A given sys-
tem acts to inform about fluctuations in currency exchange



rates depending on the news informational background. This
must employ methods of prediction. One can make a predic-
tion based on the trend and information from Internet users.
The main objective of this work is to design and implement
ICS that would operate independent of humans. The tasks
that should be solved by ICS are:

— aggregation of information from API at cryptocurren-
cy Internet stock exchanges [40];

— aggregation of information from social media [41];

— aggregation of data from exchange systems [42];

— data on cryptocurrencies, features and characteris-
tics [43];

—sorting exchange rates, assignments, agreements of
purchase and sale [44];

— the timestamp at the time of the beginning and ending
of trading and the volume of trading [45];

—search based on coins, Internet exchanges and ex-
changers [47];

— charts for exchange rate fluctuation over a specific
period [48];

— selection of news items imported from social media [49];

— e-mailing the fluctuating rates and information for
the user, selected according to his interests on the topic of
cryptocurrency [50];

— storage of historical changes in exchange rate, histori-
cal lows and highs [51];

— forecasting based on people’s posts [52];

— forecasting based on trend [53];

— forecasting a correction of the rate [54];

— open API for developers [55];

— export data to social networks based on hashtags [56];

— multilingual service [57];

— functionality for adding exchangers and new coins [46];

— feedback for troubleshooting [58].

Table 1

Main advantages and disadvantages of services at similar cryptocurrency systems

Analogs

Advantages

Disadvantages

coinmarketcap.com

The oldest cryptocurrency system, containing histor-
ical snapshots of currencies and their exchange rates.
Referenced by most services. APT for developers is
available. The chart of dominance of certain coins to
the total capitalization.

Neither messages about changes in exchange rate nor
descriptions of coins’ features. There is no detailed
information in APT about trading, there is only a
current exchange rate.

bitcoinwisdom.com

The system works in real time, no need to update it
for more information about exchange rates.

The system has not been updated for a long time,
there are exchange rates from Internet stock exchang-
es that no longer exist.

bitmakler.com

Description of technical features of different coins.
Catalogue of mining equipment and pools for mining.
Multilingual.

The system is rarely updated, there is much non-rele-
vant information. The system is characterized by low
performance.

bitinfocharts.com

The browser of blocks makes it easier to search for
transactions. Night and day view of the site is avail-
able. Multilingual.

Not all browsers of blocks are available for currencies.
There is no API for developers.

cryptocompare.com

Extended API for developers, detailed statistics of
cryptocurrency exchange rates. A forum to create
communities. Directories of purses for cryptocurren-
cies and equipment mining.

Not a very user-friendly interface, there are sections
with outdated information.

cryptocoincharts.info

Embedded calculator of cryptocurrencies. There is a
section with ICO.

Certain sections are raw and not complete. Displaying
all materials on a single page is rather inconvenient.

cryptocurrencychart.com

One can create a chart for selected currencies.

Only one type of charts, no data about opening and
closing the trading.

coinranking.com

Embedded exchanger of rates.

Similar to coinmarketcap.com. No complete data on
cryptocurrencies.

coingecko.com

Section with ICO, detailed information about coins.
Many languages for the interface of the site.

Registration makes no sense since it does not provide
any additional functions, except a subscription to
currencies. There is no API to integrate with other
services.

Developed social component, advanced chart editor,

Complicated navigation; one can easily get lost at the

about all the orders in the book, hot keys.

radingview.com ne can navi hrough th rs’ nd mak . . .
tradingview.co one can navigate through the users texts a d make a site. Some sections are empty and not filled.
prediction.
API, automa idding via the site, information .
cryptowat.ch » automated bidding via the site, informatio Not all Internet exchanges and currencies are present.

cointradeanalysis.com

Accuracy and update in real time. A possibility to
view the volume at various Internet exchanges in a
graphical form.

No additional functionality, such as messages about
fluctuating rates. There is no API to integrate with
other services.




The system works with the following Internet stock
exchanges:

— Binance (Chinese);

— BitBay (Polish);

— Bitfinex (American, one of the biggest in terms of
trading);

— BitFlyer (Japanese);

— BitSquare (anonymous decentralized);

— Bitstamp (English);

— BitTrex (American, one of the biggest in terms of
trading);

— Bleutrade (anonymous);

— BTCMarkets (Australian);

— Cexio (English);

— Coinbase (American, headquartered in California, one
of the first);

— Coinfloor (English);

— Cryptopia (New Zealand, great amount of coins);

— Exmo (English, intended for the market of the CIS, a
feature is trading pairs of US Dollar, Euro, RUR, and UAH
to cryptocurrencies);

— Gatecoin (Hong Kong, created by bankers);

— Gemini (American);

— HitBTC (anonymous Internet stock exchange, one of
the first);

— itBit (a platform to exchange fiat currencies to digital
cryptocurrencies);

— Kraken (one of the first);

— LakeBTC (anonymous);

— Liqui (Ukrainian);

— LiveCoin (anonymous);

— LocalBitcoins (a service to buy and sell digital cur-
rency);

— Lykke (Swizz);

— Novaexchange (American);

— Poloniex (American, one of the biggest in terms of
trading);

— QuadrigaCX (Canadian);

— Quoine (offices in Singapore, Japan, Vietnam);

— TheRockTrading (Malta);

— Tidex (American);

— TuxExchange (Canadian);

— WavesDEX (based on Waves cryptocurrency);

— Yobit (anonymous to change cash for digital currency);

— Zaif (Japanese).

Each of the listed Internet stock exchanges has API for
developers that makes it possible to acquire information
about trading, exchange rates, and other details of trading,
based on the methods of intelligent data analysis, Web-Min-
ing, Data-Mining, Machine Learning [59]. Most Internet
stock exchanges have put in place a thorough check of docu-
ments, especially those based in Europe [60].

ICS has to import data from social media such as Twitter
based on methods of Web-Mining and Data-Mining [61].
Given that this social network is quick and informative in
terms of messages, using it makes it easier to understand the
mood of people and their attitude to different particularities
in their life [62]. By importing short messages according to
selected hashtags, one can see almost all the announcements
of news from around the world [63]. The disadvantage of this
approach is the introduction of a system to restrict infor-
mation from bots that fill popular hashtags with spam [64].
The latter is filtered using an additional bot based on the
methods of Machine Learning. The basic requirements to

the proposed structure of the system are the factors outlined
below [65].

— Create a catalog of exchangers, where one can exchange
currency among different payment systems. Exchange rates
at exchangers usually differ, and a commission for changing
is taken into consideration. The Internet exchangers are
used by all Internet public figures that create projects. Some
exchangers were created by banks to exchange monetary
mass at a particular payment system. A base of cryptocur-
rencies would contain the following information: algorithm,
method for generating blocks, the number of built coins, the
total number of coins, a logo, title, code, link to the site, a
link to the browser of blocks, page at the Forum Bitcointalk,
the number of created coins at the start of a currency [66].

— Informative and rapid search for the required material
at the site based on Web-Mining, sorting out tables with
exchange rates and currencies [67].

— Possibility to add new cryptocurrencies, exchangers
by users and to mark crooks to remove them from the di-
rectory [68].

— Charts should be constructed in the style of Japanese
candles based on data acquired from Internet stock ex-
changes. There must be a built-in feature to sort and sample
exchange rates for certain periods of time, such as the entire
period, year, month, hour, and minute [69].

— Selection of information from social networks based on
Web-Mining and Data-Mining, posts, short messages by us-
ers, selection of messages from thematic forums, news sites,
for the category of cryptocurrency [70].

— A system of messages to users that contains informa-
tion about fluctuating rates, instantaneous information at
the preset parameters for a minimum and a maximum price.
Automated selection of dispatches about the coins of interest
to the user of service [71].

— History and dates of historical highs and lows in
changes in exchange rates of cryptocurrencies.

— The system has to work with three types of forecast-
ing, based on the posts of people, on the basis of information
noise from specialized sites that set the trend for an exchange
rate, forecasting an exchange rate correction in accordance
with different events [72]. To this end, it is necessary to
apply methods of intelligent data mining, Web-Mining, Da-
ta-Mining, and Machine Learning.

— Creating REST API for developers, writing documen-
tation related to API. Generation of answers on API in the
formats JSON and XML.

— Export of data to social networks such as Twitter,
Facebook, and the automated generation of hashtags to
promote information messages about the fluctuating rates in
social networks.

— Multilingual service implies the automated choice
of the user’s language depending on where he resides and
whether he uses such services as VPN for the sake of an-
onymity. The basic language of the service would be En-
glish. Users would be given the choice of languages such as
Ukrainian, Polish, French, etc.

— Development of communication between service’s users
and service’s developers to correct possible errors in their work.

3. The aim and objectives of the study

The aim of this work is to develop a general architecture
of the intelligent system of content integration and gener-



ation, taking into consideration the cryptocurrency needs
of users, which would contain all relevant information on
cryptocurrencies for users.

To accomplish the aim, the following tasks have been set:

— to form general functional requirements to an intelli-
gent cryptocurrency system aimed at Internet users;

— to construct a method of content integration and gen-
eration considering the cryptocurrency needs of users;

—to develop general architectures of the backend and
frontend parts of the system;

— to develop software for the system of content integra-
tion and generation taking into consideration the cryptocur-
rency needs of users;

—to conduct experimental research related to the con-
tent integration and generation considering the cryptocur-
rency needs of users.

4. General functional requirements to the intelligent
cryptocurrency system aimed at the Internet users

ICS focuses on the Internet users, so the place of its
application is naturally the Internet. The type of such a
system is a service that facilitates the task on buying and
selling currencies for sellers at the Internet. Assume the
following scenario: a client of the hosting wants to pay for a
service using a cryptocurrency in order not to make public
any data on him, in this case a seller needs a good calculator
of exchange rates, to not sell goods at a loss. One can also
consider another situation when an Internet user is miner
and has a huge number of coins and wants to profitably
sell them; this is exactly why such services are needed. The
popularity of this subject is contributed to by a huge num-
ber of services that use it for completely different purposes,
digital economy, you know. It involves a large number of
different Internet users and services:

— Miners — they help gather new coins, using computa-
tional power to select a hash for a block;

— Traders — they trade at the Internet stock exchanges,
make money on exchange rate fluctuations;

— Hosters — they sell servers and other hosting services,
hosting also includes web domain registrars, proxy services,
VPN services;

— Developers — they create alternative coins and services
to those already existing;

— Fraudsters — they steal someone else’s property at
the Internet, these include carders and other unscrupulous
Internet users;

— Hackers — they are engaged in obtaining unauthorized
access to certain systems;

— Spammers send out spam messages and pay anony-
mously mainly by cryptocurrency;

— Investors — they invest their money in various projects,
some of which are risky;

— Exchangers — they change cryptocurrency to fiat and
vice versa. Many exchangers were created by banks to ex-
change some assets to others;

— Internet-stock exchanges are specialized services for
traders that make money on exchange rate fluctuations;
they are also used by everyone who has to deal with cryp-
tocurrency,

—ICO is the initial placement of coins, created to raise
funds for a specific project. In this field there is quite a lot of
scams at present.

One can specify the following features and aspects of
ICS under development:

1. Automation — the system must operate without human
intervention, the automation underlies almost all processes:
data acquisition, analysis, distribution, sorting, selection of
information. A pressing issue relates to that information is
growing exponentially and people find it difficult to process
information, so they started to use automated services that
filter out all that is unnecessary based on certain algorithms.
However, a human factor is still required to register errors
that occur in the system, and fixing bugs of technical nature
in the system.

2. Accessibility — the system should be accessible from
anywhere in the world and from any device, not to lose a single
user. There must be a mobile version of the system. Deployed
among servers at different points of the world to ensure a high
uptime and fewer technical problems with the availability of
the service. Correctly distributed system so that in case of
malfunctions the entire system could function, that is a scan-
ner of data from the Internet stock exchanges at one server,
static information that is generated from a database is at an-
other one, a second mailing server — at another, etc.

3. Convenience is one of the main important factors
when using systems. The system must be easy to use and
designed for an average user. The interface should not have
unnecessary and incomprehensible details; it should be intu-
itively simple.

4. Effectiveness — this feature of the system would be pro-
vided to the user through quick updates of databases with very
accurate data on exchange rate fluctuations and automated
selection, as well an option to unsubscribe from the mailing list
at any time. Do not create annoying messages to users.

5. Adaptability — this feature implies the automated
setting of the system to the language of the user, to the
user’s screen extension, the type of a browser. In addition, a
possibility to choose the language by users to facilitate use
of the system.

6. Benefit from the implementation of the system would
be received in the form of service attendance. Highly-fo-
cused projects have higher conversion of target buyers, that
is, it is easier to promote products that are associated with
cryptocurrencies.

7. The value of the system is the audience that uses the
system on purpose. In order to reach the greatest number of
geeks, we shall introduce a multilingual service, in order to
circumvent a language barrier and engage the multilingual
audience from different countries. In addition, to reach out
to the audience of mobile users whose number at this mo-
ment is considerable.

8. Propose and use the API of our system in other ser-
vices, the integration of data from our service to add to other
services.

9. Reference to the service at thematic sites, feedback
and non-stop attendance by users and using the service for
its purpose.

10. A possibility to integrate data from the service with
other services in our group of sites, export of exchange rates,
export of volumes and trading (Fig. 1, a).

The operation of ICS is enabled by the following com-
ponents:

1. Data Analyzer is a program that would analyze all
incoming data and sort it for all tables in the database. In-
coming data are composed of news, social aspect, exchange
rates at the Internet stock exchanges.



2. Forecasting system is a management system that
would analyze the posts by users, select materials on crypto-
currency dependency, predict the trend, and inform about a
possible correction of an exchange rate.

3. Mailing system is a script for the automated mail-
ing and sending push messages to the browser if possible.
The system would be designed for a large number of users;
therefore, the spam would not be delivered all at once, but
gradually, based on the sample of subscribed users at a spe-
cific time.

The relationships among actors and precedents within a
given ICS, as well as all variants of activities, are given in the
diagram of precedents (Fig. 1, b). The class diagram shows
components and their dependences (Fig. 2).
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Fig. 2. Class Diagram

The diagram shows the classes and attributes of the in-
telligent system of content integration and generation taking
into consideration the cryptocurrency needs of the user.

S§=<O0bmn, Cryptocurrency, StockExchange, Graphs,
Lists, AI, Cron>,

where Obmn is the class for manipulating the data imported
from exchangers; Cryptocurrency is the class for manipu-
lating data on cryptocurrencies; StockExchange is the class
for manipulating the data imported from the Internet stock
exchanges; Graphs is the class for manipulating graphs; Lists
is the class to display information; Sender is the class for the
organization of mailing; ATl is the class with an intelligent
element of the system; Cron is the class to import data from
third-party services.

Obmn=< Onamev Oid; findex: fshow’ frows; fput: fget; fde/ete>y

where O, is the technical name of the exchanger in a da-
tabase, O;, is the ID of the exchanger in a database, fjyzey is
the method to construct the custom and added tasks, fo0 is
the method to monitor data, f;oqs is the sampling method for
the number of rows in a database, f,,, is the method to insert
data, fg is the method to sample data, fzee is the method
to sample data.

StockExchange=
:<5namev Sid7 fin(lexv fshowv f?’oww fpul,v fgety fdelel,e>y

where S,ume is the technical name for the Internet stock
exchange in a database, S;; is the ID of the Internet stock
exchange in a database.

Cryptocurrency=
=<Cuame> Cias findexv fshowy frozws: finfm fpun fgetv fdeleze>v

where Cyape is the technical cryptocurrency name in a da-
tabase, Cj4 is the ID of a cryptocurrency in a database, fi,
is the method to sample information in an array on crypto-
currency.

Graphs=
:<Gtimexlampv chrrencyiidv fyezm fmonthy f24h{1u1‘syf1houﬁ f1min>y

where Glimestamp is the time tag, Gsiockerchange ia is the 1D of
the Internet stock exchange in a database, Geyrrency ia is the
ID of a cryptocurrency in a database f, is the method to
sample exchange rates over a year, fons is the method to
sample exchange rates over a month, /5440 is the method to
sample exchange rates over a day, f740.r is the method to sam-
ple rates over an hour, /7, is the method to sample exchange
rates over a minute.

LiStS:<Ltypey Lyame, Linfov fview>y

where Ly, is the type of the list, L, is the technical name
of the list, L, is the array of data from other classes, fyjew is
the method to compile lists.

Cron=< fkursy fti(:kerv fchurt.s‘y fimpm’tex>y

where f,s is the method to import exchange rates from
exchangers and the Internet stock exchanges, fiicer is the
method to sort the exchange rates, fars is the method to
sort the exchange rates for graphs, fimporer is the method for
a mass data import from exchangers and the Internet stock
exchanges.

Sender:<Remaily Ridy frgel,v frpulv frsenda frslalus; frinfo>y



where R, is the email from a database, R;; is the email’s
ID from database tables, f,q; is the method to sample data,
Jrput 1s the method for inserting data, fysnq is the method for
sending messages, fysarus is the method for receiving the sta-
tus of the mailed message, /,ins, is the method to sample data
in the form of an array.

Al=
:<Atypev Adata, fcron: fforecastv fkumv fnews, finfw ffdatav fsend>,

where Ay, is the technical code, Aga is the array with data,
Jeron is the method to work with the class “Cron”, ff,recas: is the
method for forecasting exchange rates and other data, f,,s is
the method to process exchange rates, fy..s is the method to
process and analyze informational messages, /i is the meth-
od to sample information, /e, is the method to sample in-
formation in arrays, fienq is the method to work with the class
“Sender”. Table 2 gives basic modules of information system.
The main package within information system is the database
that includes all the functionality of the service (Table 3).
ICS has the following problems: lack of information,
outdated information, incorrect results of data collection, is-

sues with sending letters, a problem with the user’s access to
the resource. That is eliminated by periodic renewal of data
from reliable sources such as the Internet stock exchanges of
cryptocurrencies.

3. Method for content integration and generation taking
into consideration the cryptocurrency needs of users

For each cryptocurrency, ICS must contain actual in-
formation about exchange rates, a sample of informative
messages to users from social networks and thematic fo-
rums. To resolve this problem, we use a scanner bot that
periodically scans over short intervals the data on exchange
rates through open API at the Internet stock exchanges and
exchangers. A state diagram shows dynamic features of ICS
(Fig. 3, a). Table 4 gives a state transition matrix, which
makes it possible to better understand the diagram. Assum-
ing that the system is designed for the Internet user, the
generation of pages for him takes place through the transfer
of GETor POST parameters; user activities at the service
would depend on these parameters (Fig. 3, b).

Table 2
Modules within an intelligent cryptocurrency system
Module Description
Browser Web-viewer of sites from electronic devices
Web-interface Generated dynamic page, a page of API response in the json format for integration with other sites
Static files Cascading style tables and javascript files, ico and png files
Web-server Program for processing program files
DB server Processing of SQL queries, data storage system
DB interface Type of database and interface for connection
MySQL Database for information storage
Analyzer Responsible for relevance and content of data
Scanner Application to import data from the Internet stock exchanges, news sites and social networks, thematic forums
Forecasting Using data imported from social networking and other thematic sites
Sorting A sPecial robot to sort information about exchange rates, data from the Internet stock exchanges, data on pro-
jections
Planner A program, which makes it possible to execute commands and programs automatically at a specified time
Mailing A.script for sending email to users of the service, sending works via cron, so as not to load the servers of the service
with redundant load
Table 3
Packages within an intelligent cryptocurrency system
Package Description
Cron Scripts that are run at a specified time
The Internet stock The listing, which is used for scanning
exchanges

Social networks

Listing for importing information

List of exchangers

Listing of exchangers to search for best rates

Scanner

The program, which works with API in automatic mode

Forecasting element

Forecasting based on posts and texts

Analyzer Program to sort texts and exchange rates
Database Data warehouse for storage of dynamic information
Processing Processing of SQL queries, work with text, etc.
API APT for integration with other services at the Internet

Page generator

Generator of pages based on GET and POST requests

Cleaner

Program for cleaning spam information in a database

Charts

Generator of charts based on collected data
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Fig. 3. Diagram: a — State Diagram; b — Sequence Diagram for an intelligent cryptocurrency system

Table 4
State transition matrix for an intelligent cryptocurrency system
Current state Condition Action Next state
Initial state - Main page Lists, additions, feedback, API
Additions Cryptocurrencies or exchangers Send a filled-in form to database -

The Internet stock exchanges,

Lists If a section is chosen Transition >
exchangers, cryptocurrencies

If parameter _GET, contains a selected
code symbol for the Internet stock
exchange

The Internet stock
exchanges

Generation of page about the Internet

stock exchange Charts

If parameter _GET, contains a selected|  Display a list of its exchange rate

L Charts
number for an exchanger directions

Exchangers

If parameter _GET, contains a selected
Cryptocurrencies code symbol for a cryptocurrency
Internet stock exchange

Display data on a coin, characteristics,

and supplemented info Charts, forecast

Automated construction of charts

If parameter _GET, contains based on data collected from the

Charts a command to build charts and a . -
. Internet stock exchanges over a certain
period .
period
Forecast If a user visits a page of Forecasting based on collected and Subscription
cryptocurrency sorted data
Feedback If parameter GET, contains a type of E-mail template to send to _
the page the developer
. If the request for a mail subscription Send data to a database for further
Subscription e . . -
is filled in processing
AP If page with GET parameter API Display of docs to integrate the service 3

with other Internet services




Activity diagram (Fig. 3, b) is the kind of a state graph
of the finite state automaton, where vertices are activities
and transitions take place only after the completion of the
action. The diagram shows an example of an exchange rates
scanner from stock exchanges through a cron task. A cycle
is organized via the data array from stock exchanges. When
scanning, somebody initiates a request for the verification
of API accessibility. If the result is null, then the data are
ignored and the timestamp of the last check of data from a
stock exchange is recorded, if a server replies with a result in
the json format, the exchange rates are sorted and stored in
adatabase, a timestamp is recorded to avoid data duplication
at repeated request (Fig. 4, a). After a cycle is over, someone
enters a timestamp to the database, which indicates the last
time the exchange rates were scanned (Fig. 4, b).
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Fig. 4. Diagram: @ — Activity Diagram; b — Deployment
Diagram for an intelligent cryptocurrency system

ER-model is given by the following tuple:

MEgrpp=< VL‘iﬁ(:hansihist()ricalidaysy ‘/L'l-7L’hart.\;hi.&'l’()Tl’L’dlih()urS)
Vciichartsihistoricaliminutesv Vciicurrencyv Vciiemail,
Vci_email_lisly Vci_exchangey Vci_exchange_currencyy Vci_in/o»
Vciikursr Vciiobmm Vciisendv Vcifsettings; Vciiticker;days,
Vciilickerihoursy Vciizickeriminutesy Vciﬁvalula>)

where Vi chares historical days 1S the relation to preserve historical
exchange rates over days; Vii charts historical hours iS the relation
to preserve historical rates over hours; Vi chares historical minutes
is the relation to preserve historical exchange rates over
minutes; Vi currency is the relation to the list of crypto-

currencies; Vi emqir is the relation to save mail boxes of
subscribers; Vi; emair iise is the relation to record request for
subscription; Vi exchange 18 the relation to the list of stock
exchanges; Vii exchange currency 1S the relation to communicate
with other relations (link the relations Vi; cxchanger Vei currency
and Vi sicker #); Vei ino is the relation to save the imported
information; V; s is the relation to store data on exchange
rates from exchangers; Vi opmn is the relation to a list of ex-
changers; Vi; senq is the buffer relation to create a queue for
sending messages; Vei serings is the buffer relation to register
the system’s settings; Vi sicker days 1S the buffer relation to
register and store daily data on rates from stock exchanges;
Vei_ticker hours is the relation to register and store hourly data
on exchange rate from stock exchanges; Vi; sicker minutes is the
relation to register and store minute-based data on exchange
rate from stock exchanges; Vi; yamua is the relation of values
for currencies.

The essence of V(:if(:harfsihistm'i(:alidays, V(:Lcha7‘t.§7histr)ri(:alihr)urs
and Vi chares historical minutes 1S used for constructing exact
charts of the exchange rates. For rapid operation of the
service, each relation contains indexes at fields that define
the id of the record to search when working with a database.

The essence of Vi seings is given by the following tuple:

Vciisettings = <Aselting7namey Axeztingitext >,

where Ageting name is the name of the parameter, Aseying rext iS
the text of the parameter.
The essence of Vi currency is given by the following tuple:

Vciﬁcurrency:<Acur‘rency7ida Acurrencyﬁsymbula Acurrencyialgoa
currency_diffs Acurrancy_di[/_caunlv Acurrency_gemype)
currency_coins» Acurrencyiname, Acurrencyﬁday, Acurrencyihoun

currency _minutes Acm’rency724ha Acurrency71hv Acurn%ncy71my

A
A
A
Acurrencyisitev Acurren(:yiexploren A(;urrencyih()ardy Acurrem:yithready
Acurrem‘,yimarkelcapy Acurrencyﬁsupplya Acurrencyitsupply?

A

currencyitimestamp>y

where Acurrency ia is the serial number of a cryptocurrency,
Acurrency_symbot 18 the symbol representing a cryptocurrency,
Acurrency_algo 18 the hashing algorithm of blocks, Acurrency daifr
is the difficulty of selecting the hash-code for blocks,
Acurrency _diff count 1S the recalculation of complexity of hashing,
Acurrency _gentype 15 the type of issue of new coins, Acurrency coins
is the maximum number of coins, Acyrrency name is the name
of the cryptocurrency, Acurrency day is the timestamp of the
last scan on exchange rate over a day, Acurrency hour is the
timestamp of the last scan on exchange rate over an hour,
Acurrency _minute 1s the timestamp of the last scan on exchange
rate over a minute, Acyrency 241 is the daily rate, Acyrrency
is the hourly rate, Acyrrency 1 is the exchange rate per
minute, Acyrrency site 1S the link to a cryptocurrency site,
Acurrency_explorer 1s the link to the block viewer, Acurrency board 1S
the link to the community of cryptocurrency, Acurrency thread is
the link to the topic at the forum Bitcointalk, Acyrency marketcap
is the total capitalisation of currency, Acumency supply iS
1.:he nurnber. of issued coins ip circulati.on, .Acu,..,encyﬁu.pply
is the maximum number of issued coins in circulation,
Acurrency _timestamp 15 the timestamp of update in technical
information.

The essence of V,; s is given by the following tuple:

Vciiin_fo:<Aiwfoiid7 Ainfoitexlv Ainfoilypev Ainfoicurrencyiidy
Ainﬁ)ﬁtimesmmpy Ainﬁ)ﬁkeywm’dsy Ainfoilangy Ainfaidam>y



where Ay, iq is the serial number of the imported data re-
cord, Ainfo rexs is the text of imported news and information
records, Ainfo ype is the type of text: a post, article, news,
Ainfo_currency_ia 1s the serial number of the cryptocurrency
addressed in the text, Ajnfo rimestamp is the timestamp of text
publication, Ainfy, keywords is the text keywords, Ainfy sang is the
language of the text, Ajy daia is the technical array of data
for a text analyzer, json format.
The essence of V;; senq is given by the following tuple:

Vciisend: <A.send7idv Asendﬁsubjectr Asenditextr Asenditonamev
Asendizoemail, Asendﬁfmmnamm Asendifromemaily Asenditype>y
where Agenq iqis the serial number of the message, Asend subject
is the message header, Asenq rexs is the generated text of the
message, Asend toname 15 the name of the recipient, Asend roemait
is the recipient’s mail, Aseng_fromname is the name of the sender,
Asend_fromemail is the mail of the sender, Aseng gype is the type
of the message.

The essence of Vci_chm‘[x_his[oricul_days is given by the fol-
lowing tuple:

VCLchartsihistoricalfdays:<Achart7id ) Achartﬁhighv thartﬁlowy
Acharlﬁopen, Achart7610367 Acharlﬁtime, Achartﬁcurrencyy
Achartﬁvolumefr()my Achurtﬁv()lumet()>y
where Acare ia is the serial number for a quick search, Achare nigh
is the highest price over a day, Achar 10w is the lowest price
over aday, Achar open 1S the price that opens trading, Achar close
is the closing price of trading, Acrare sime is the timestamp,
Achart currency 15 the serial number of a cryptocurrency,
Acharl_volumefmm is the initial volume, Achan_zrolumem is the vol-
ume over a day after the start of trading.

The essence of VCLchar[sihistom’calihours is given by the fol-
lowing tuple:

VCiﬁchartsihistm'icalihaurs:<Achart7id ) Achanihighy Acharzilowy
Achartﬁopena Achartﬁclosey Achartﬁtime, Achartﬁcurrencyv
Achart_volumefmmy Acharl_wlumelo>y
where Agqre_ia is the serial number for a quick search, Achars nigh
is the highest price over an hour, Agpar 0w is the lowest
price over an hour, Agar open is the price that opens trading,
Achart_close 18 the closing price of trading, Achare sime is the
timestamp, Achare currency is the serial number of a cryptocur-
rency, Achartﬁvolumefrom is the initial VOlque, Acharzivolume[o 1S
the volume over an hour after the start of trading.

The essence of VCLchartsihistoricaliminutes is given by the
following tuple:

Vciichartsihisloricaliminules:<Acharliid, Acharlihighv Achartilowy
Achartﬁ(}penv Achartﬁ(;losey Achartﬁtimev Acharticurrencyv
Acharlﬁvolumefromv Achartﬁvolumeto>y
where Agpare ig is the serial number for a quick search,
Achart_high is the highest price over a minute, Acpare 0w 15
the lowest price over a minute, Acpare open is the price that
opens trading, Achare close is the closing price of trading,
Achartilime is the timeStampy Acharticurrency is the serial
number of a cryptocurrency, Agiare volumefrom is the initial
volume, Achare solumeto is the volume over a minute after the
start of trading.

The essence of Vi sicker days is given by the following
tuple:

Vciﬁti(;kerfdays=<Aticke?;idy Atickerihigh, Ati(;kerilamv Atiﬁkerf(}penv
Atickericlose, Aticker; time> Aticker; exchange_currency» Aticker; volumefroms
Aticker_volumezo>v
where Ajicker ia is the serial number for a quick search,
Aticker high is the highest price over a day, Asicker 1000 is the
lowest price over a day, Asicker open is the price that opens
trading, Avicker close 1S the closing price of trading Asicker sime
is the timestamp, Aticker;exchangeﬁcurrency is the serial number
from relation Vci_exchange_currencyv Alicker_volumq[)"om is the initial
volume, Agicker volumeto 1S the volume over a day after the start
of trading.

The essence of Vi sicker hours is given by the following tuple:

Vci_t’icker_haurs:<ALicker_id7 Azicker_highv ALicker_lowy Alicker_openy
Atiokerfclosev Atickeritime, Arickerfexchungeﬁcurrencyv AtickerJ/olumef1‘omv
A[icke;;volume[o>y
where Ajicker i is the serial number for a quick search,
Aticker high is the highest price over an hour, Aicker 100 is the low-
est price over an hour, Aviter open is the price that opens trading,
Alicker close 18 the price that closes trading, Ajicter sime is the
timestamp, Ayicker exchange currency 1S the serial number from re-
lation Vciiexchangeicurrency, Alicker; volumefrom is the initial VOlque,
Aticker volumeto 18 the volume over an hour after the start
of trading.

The essence of Vi sicker minutes is given by the following tuple:

Vciitickeriminules:<Aticke7;id, Atickerfhighy Alickerjow,
Atickeriapeny Aliﬂkericlasey Atickeritimey Atickerfexahungeicurrencyy
Aricke;;volumefmm, Aticke;;z,*olumet0>,
where Avicrer iqis the serial number for a quick search, Asicer nigh
is the highest price over a minute, Ayicter 1o is the lowest
price over a minute, Ayicker open i the price that opens trad-
ing, Avicker ciose 1s the closing price of trading, Ayicker sime is the
timestamp, Avicter exchange currency 13 the serial number from re-
lation Vciiexchangeicurrencyr Aticker;volumefrom is the initial volume,
Aticker volumeto i the volume over a minute after the start of
trading.

The essence of Vi exchange is given by the following tuple:

Vciiexchange:<Aexchangeiid, Aexchangeinamm Aexchangeﬁflaga
Aexchange_desw Aexchange_siw>y

where Agychange ia 1S the serial number of a stock exchange,
Aexchange name 1S the name of a stock exchange, Aexchange flag
is the language of a stock exchange interface, Acychange desc 1S
the description of a stock exchange, Acvehange sice 18 the link
to the service.

The essence of V; g is given by the following tuple:

Vciﬁkur5=<Akurs7id, Akur’sﬁfrom’ Akursﬁlor Akursﬁin,
Akursf()uty Akursiamounl>y

where Ay i is the serial number of an exchange rate, Apus fiom
is the buy exchange rate, A ¢ is the sell exchange rate,
Apurs inis the buy exchange rate, Agys oucis the sell exchange
rate, Apurs_amount is the balance for exchange, Agurs obmn is the
serial number of an exchanger from V; opmn.

The essence of V.; vamea W is given by the following tuple:

Vciivalum :<Avalutiidy Avalulishzfn Avalu[fobmeny
Avalutinumy Avalutiorder>y



where Ay iq is the serial number of a currency, Avamue shifr
is the code of a currency symbol in the payment system,
Avalut_obmen is the full name of the payment system, Avarus num
is the character code value of the currency, Avaius order is the
order of display at the site.

The essence of Vii exchange currency i given by the follow-
ing tuple:

Vciiexchangeicurrency:<Aexchangeicurrencyiid7 Aexchangeﬁida
Acurrency_idy Aexchange_currency_dayv Aexchange_currency_hourv
Aexchangeicurrencyiminutey Aexchangeﬁcurrencyﬁ?ﬁv
Aexchangeﬁcurrencyﬁ%y Aexchangeicurrency71m>y
where Aerchange currency ia 1S the serial number of the record,
Aexchange ia is the serial number of a stock exchange from
Vei_exchanges Acurrency _ia1s the serial number of a cryptocurrency
from Vciicurrencyy Aexchangeﬁcurrencyﬁday is the timestamp of the
last scan of the exchange rate over a day, Acxchange currency hour
is the timestamp of the last scan of the rate over an hour,
Acxchange_currency minute 15 the timestamp of the last scan of the
rate over a minute, Aeychange currency 24h 1S the exchange rate
over 24 hours, Acvchange currency 11 18 the exchange rate over an
hour, Acrchange currency 1m is the exchange rate over a minute.
The essence of V;; gpmn is given by the following tuple:

Vciiobmn:<Aobmniidv Aobmniname, Aobmnirefr Aobmnﬁxml»
Aobmn_mby Aobmn_usdv Aobmn_eurv Aobmn_uahy Aobmn_btm Aobmn_click>v

where Aypmy _iais the serial number of the exchanger, Aypmn name
is the name of the exchanger, Aypmn s is the referral link to
the exchanger, Appmn mi is the link to the XML file of the cur-
rency exchange rate, Aopmn_rup is the balance of the exchanger
in rubles, Aopmn_usa is the balance of the exchanger in US Dol-
lars, Appmn_euris the balance of the exchanger in EUR, Aoy uan
is the balance of the exchanger in UAH, Agpmn_pec is the bal-
ance of the exchanger in bitcoins, Agpmn cic is the conversion
rate from the service to the exchanger.
The essence of V;; emair is given by the following tuple:

Vciiemaﬂ: Aemailjd’ Aem{lilimailv Asendﬁhashv Asendilast>v

where Agpair iq is the serial number of the mail, Aemair mair is
the e-mail addresses, Asenq nash is the hash of the sent email,
Asend subscrive 18 a tag for subscription, Agend ase is the addi-
tional information on sent messages.

The essence of Vii emair iise 18 given by the following tuple:

Vciiemuililist:<Alist7idy Alisrﬁcurrencyv Alistibuyilowy
Alist_sell_l()wv Alix[_huy_highv Alisl_sell_highv Alisl_emuily Alisl,‘_dala>v

where Ajig; iqis the serial number of subscription, Ajis currency
is the serial number of a cryptocurrency, Ajist puy 10w is the
minimum purchase price, Ajis seir iow i the lowest price sale,
Alist buy_high i the maximum purchase price, Ajige ser high 15
the maximum selling price, At emqir is the serial number
of the addresses from table Vi emait, Aiist_data is the array of
additional information on mailings.

6. General architectures of the backend and frontend
parts of the system

ICS is implemented by using the following technologies:
PHP 7, Nginx, HTML 5, CSS 3, Apache, MySQL, Javas-

cript, Google Charts, UIKit. Servers employ the operating
system Debian 9.

To filter requests, the servers are operated using software
ipTables and fail2ban, which makes it possible to filter all the
unnecessary requests to servers.

To manage the files, we use the FTP server vsftpd, as
well as a panel file manager developed by ISP System, ISP
Manager 5 Lite.

The frontend server uses the web-server Nginx, because
this web server can withstand the tremendous number of re-
quests and quickly handle them. This web server was created
for sites with large loads.

The backend server, which would process the PHP
files, will be use the web server Apache. A feature of such
a link makes it possible to simultaneously maintain up to
2 thousand connections without creating excessive load
on the server. We have chosen the programming language
PHP for generating dynamic pages at the service and for
processing GET and _ POST requests. Mailings exploit
the mail server Exim4 with a customized record of DKiM, a
SPF and DMARC signature. Dynamic information is stored
using the relational database management system MySQL.
The intelligent system of content integration and generation
taking into consideration cryptocurrency needs of the user
is dominated by operations to insert of information and to
sample it. Differences between InnoDB and MyISAM are
given in Table 5.

Table 5
Differences between InnoDB and MylISAM
Capabilities MyISAM InnoDB
Support to external keys No Yes
Requests to different parts Slower Faster
of table
Mixed operations Slower Faster
Operation INSERT Faster Slower
Operation SELECT Faster Slower
Request Faster Slower
Support to full-text search Yes Yes
File storage File to each table | One large file
Binary copying Yes No
Table size Smaller Larger

Based on the differences above, we selected the data
storage system MyISAM. The design is built on the light and
modular UIkit framework to develop fast and powerful web
interfaces. There is support for CSS 3 and HTML 5. This
framework supports cross-browserness and adaptive mark-
up for mobile phones and tablet PCs. Using Javascript to
quickly search and sort data, ease of page loading. To build
online charts, we used the library Google Charts. To obtain
dynamic technical information about cryptocurrencies such
as complexity and hash rate, etc., it is necessary to download
a blockchain to each cryptocurrency and run the program
in the background to organize API requests. To build this
system, we used such hardware solutions as servers. The
configuration of the servers and running tasks are described
in Table 6.



Table 6
Hardware configurations of an intelligent cryptocurrency system

Task Server configuration

E3-1225v2 32GB RAM 3x120GB SSD

Page generation

Thus, ft raid
Apjofﬂiiftfnd i5-2400 16GB RAM 2TB SATA
Database E3-1245v2 32GB RAM 2x240GB SSD

Thus, ft raid
i7-920 16GB RAM 2TB SATA

Processing cron tasks

Forecasting and

. W3520 16GB RAM 2TB SATA
sorting

Atom N2800 4GB RAM 2TB SATA
i3-2320 8GB RAM 2TB SATA

Mail server
DNS servers

Blockchain nodes Atom N2800 4GB RAM 2TB SATA

When constructing a given ICS, we used, for each task, a
certain hardware configuration of the server to avoid prob-
lems related to the performance of the system. The descrip-
tion of tasks and their configurations:

7. Software for the system of content
integration and generation taking into
consideration the cryptocurrency needs
of the user

ICS (https://abcd.money/) is a website service for the
Internet users at which one can get the necessary informa-
tion about cryptocurrencies (Fig. 5).

A language of the interface depends on the user’s sub-do-
main, so for the sake of convenience we added a link to
language sections at the bottom column of the site. A cryp-
tocurrency need of users refers to exchange, using fiat mon-
ey, for services and goods. To provide these opportunities,
one requires a catalog of exchangers and the Internet stock
exchanges with relevant information. A DataTable module
for CSS of the framework ui-kit makes it possible to quickly
search and sort. The section “list of cryptocurrencies” shown
in Fig. 6 demonstrates in a tabular form the following data
on cryptocurrencies: name, code, algorithm, market capi-
talization, exchange rate over the last twenty-four hours,
exchange rate over the last hour, and the last minute, based

— generation of pages — this function- on time UTC=0:00.

ality ensures quick generation of dynamic

pages for the service, saving static files,

etc. This task is executed by a powerful

server with SSD drives for fast access — avemsnc aerr

to files; —— —— Search:
— API module and documentation — a

functionality that is created for developers to

[@ABCD.money  ®fome

t B List 1 List MReverse  + Add
angers  cwplocumency  exchanges Ik exchanger

$ Support
Froiect

Monitoring of exchange points ABCD.money

Webmoney WMZ

Webmoney WMU

“ Giveitaway Receive M Reserve

I

2 Exchange
Webmoney WMU

R K L . Webmoney WME Webmoney WME 24-Exchange 2585142 UAH 1USD 44550.18 USD
mtegrate l.l'ltO ll'ld.lVIdU:al services aF the I.H_ Webmoney WMB Webmoney WMB Change-WM 1000 UAH 3463011 USD 1.03222 USD
ternet. This functionality works mainly with — vereneyun — viebmoney win e I - N
GET requests. For this task, we used a serv- vandexRUS TanderRUS Exchange market ORG 26,65 UAH 1USD 38168 USD
- . h f . . API Qiwi RUB Qiwi RUB
er with an average con 1gurat10n, simce 1S D RIS Obmen AT 1UAH 0.03422142USD  70802.92 USD
not a very loaded element in the system; Paypal UsD PaypalUsD obmen oo 2569339993 A 1usD 001 UsD
—a database _ the System’s database PayPal EUR PayPal EUR Obmen WM72 39,6289 UAH 1USD 12137453 USD
. . OKPay RUB OKPay RUB
employs a powerful server with SSD disks ., . P comenka Fez At s SO usD
. . obmenneg 26626451 UAH 1.000000 USD 410.33 USD
to quickly retrieve data from the database; OKPay EUR OkPay EUR
. R D RermitrmVEE Obmennik 1UAH 00387597 USD 23303.01 USD
— processing of cron tasks — this task
. . . Perfect Money EUR  Perfect Money EUR Savechange 1UAH 0030124 USD 27566.42 USD
is executed by the server CODflgUI"aUOH of AavCash RUB AgvCash RUB Smartwi 301 UAH 1USD 5661.72 USD
average COnﬁguratiOn. The funCtiOnality Of AdvCash USD AdvCash USD SpbWmCasher 27,095 UAH 1UsD 6908115 USD
cron tasks executes a I‘equest to API Of the povcasnEuR AaNCastER Ultragold 28.490700 UAH 1.000000 USD 50793.63 USD
CoepBark RUB CoepBatk RUB
\-Obmen NET 31 UAH 1USD 4310.58653 USD

Internet stock exchanges and queries to so-
cial networks to collect information about
users and to record data to the database;

— forecasting and sorting — this func-
tionality uses a server with Xeon processor
for multitasking. Forecasting is built on the
assigned rules, which are recorded to the
database;

Mpwzar 24 UAH Mpuear 24 UAH

Fig. 5. Home page of the service in the Ukrainian language

ABCD.money % Reverse 4+ Add @ Market $ Support

echanger  caitaiizaton project

#Home = List BList o List
pege

exchangers  cypocurency  exchangas

The list of crypto currency ABCD.money

Search

—a malhng server for creating Inailings  Name ~ Ccode Algorithm Capitalization Rate for 24n Rate for 1h Course for 1m
. . . . Bitcoin BTC SHA-256 $75150507797,00 4346.97 4332.16 (-0.34) 4312.19 (0.8)
exploits the mail server exim4, which op-
hvsical ith Bitcoin Cash BCH SHA-256 $3553116417,00 235.52 24047 (1.97) 241.05 (2.35)
erates at a physical server wit processor Dash DASH X1 $853469917,00 101.58 102.67 (1.07) 101.75 (0.17)
Atom N2800, Ethereum ETH Dagger-Hashimoto $12710667144,00 12417 122.61 (+1.26) 121.78 (1.92)
- DNS servers — to Organize DNS serv- Litecoin e scrypt $1893135312,00 3236 31.96 (-1.24) 31,63 (-2.26)
ers, we used two physical servers at differ- Monero XMR CryptoNight $1090642284,00 67.62 86,69 (-1.38) 65.94 (-2.48)
ent data centers; NEM XEM EigenTrust $687305804,00 0.07931 0.07639 (-5.68) 0.07745 (-235)
_ Blockchain nOdeS eXtraCt information Ripple XRP RPCA $16347580932,00 0.4102 0.4052 (-1.22) 0.4015 (-2.12)
Zcash zEC Equinash $404687392,00 7584 7651 (2.71) 76.12(3.2)

about the complexity, the number of issued
blocks, hash rate, transactions, and other
important information about cryptocur-
rency — we use servers that run, under
background tasks, programs of cryptocur-
rencies. As each currency is running on
different ports, there are no conflicts.

Showing from 1 to 9 with 9 elements

ABCD.money © 2016 - 2018
=] 5

Fig. 6. List of cryptocurrencies



Each cryptocurrency represented in the
service has a page with technical informa-
tion: name, currency symbol, algorithm, a
type of generation of new blocks, the maxi-
mum number of coins issued, the number of
coins in circulation, the maximum number
of coins in circulation, previous issue of
coins — preyman, hash rate, complexity.
The page also contains links to the official
community of coins, official sites of coins.
Information about the number of issued
coins, hash rate, complexity is taken from
the node servers that are running on a dedi-
cated server via RPC API.

8. Testing content integration and
generation taking into consideration the
cryptocurrency needs of users

Data on the capitalization of a certain
coin are formed based on the volumes of
trading at the Internet stock exchanges, one
takes the mean exchange rate during trad-
ing and multiplies it by the number of issued
coins in circulation; this is the technique to
form the basic capitalization for a specified
coin. There is also a timestamp displayed for
the last recalculation of capitalization in the
system. Data on exchange rates are formed
based on the information imported from
cryptocurrency Internet stock exchanges;
calculation of fluctuations and changes in
the exchange rate is derived from formula:

round((-1*($row->

currency 24h-$row->
currency _1h)*100)/($row >
currency _24h),2).

The page of a currency contains a sub-
scription form to fluctuations in exchange
rates and selection of information messages
on the topic. A graph is drawn in the style of
Japanese candles, which makes it possible to
demonstrate the price at the beginning and
end of trading, as well as a trading minimum
and a maximum of prices (Fig. 7). There is
a possibility to sort the graph for one hour,
twenty-four hours, one month, and one year.

The service acts as an aggregator of data
from the Internet stock exchanges; to better
navigate prices, the page shows, below the
graph, a dynamic table of data from trading
over a certain period of time. The following
data are displayed: date, lowest price, high-
est price, price that opens trading, the price
that closes trading, volume at the start of
trading and volume after the end of trading
(Fig. 7). The service needs a feedback (Fig. 8)
so that users report problems related to the
service and write about their wishes to the
admin, propose promotional offers, etc.
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Low

$4419.48

$4640.72

$4689 55

$4953.96

§5615.98

$5701.35

$5602.01

$5676.54

$5767.06

$6375.7

56389.43

56435 41

$6411.73

$6419 92

$6457 97

$6542 42

$6562.79

$6482.81

564758

$6498.16

$6398.09

High
$4157.19
$4410.43
$4315.68
$4168.25
$4854.69
$5567.95
$5524.7

$5511.37
$5300.75
$5469.93
$6315.58
$6364.18
$6326.38
$6376.17
$6358.82
$6438.27
$6476.69
$6412.56
$6406.69
$6351.92

$6336.96

Open
$432068
$4593.04
$4441.81
$4509.62
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$5740.51
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$6375.08
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$6396.39
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$6467.05
$6376.55
$6394.65

c
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Volume From Volume To
$116541.69 $499211834.91
$69114.05 $312907597.29
$139907 17 $629926550.52
$291371.53 $1329770621.82
$183528 $953854655.22
$37828.37 $211726087.34
$27340.85 $152024928.32
$63295.97 $354315749.76
$140197.05 §778084559.07
§164113.41 $964107952.77
§33230.15 $211602174.24
$23743.79 $152202999.22
$18130.09 $116021417.63
$12741.19 $81962590.46
$33480.43 $214847208.95
$37595.1 $244195929.23
$50771.21 $331780510.58
$37162.36 $239808254.25
524142 $155758902.3
$24245.49 $155902093.98
$28808.38 $183565304.27

Fig. 7. Page with the results of Bitcoin trading:

a — characteristics of cryptocurrency; b — trading dynamics diagram;
¢ — trading statistics
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Fig. 8. Page with data on the Internet stock exchange

The server provides information about the cryptocurren-
cy Internet stock exchanges, which contains the following
data: name, language of the Internet stock exchange inter-
face, currency trading pairs at the Internet stock exchange

(Fig. 9, a).

List of exchanges ABCD.money

& Name Language site
Binance = Nitps: /Awwaw. binance. com/
BitBay - = https://bitbay.net/
Bitfinex EE hitps: /ww bitfinex.com/
bitFlyer ° htps: /ibitflyer jp/
BitSquare 5] htps: /ibisq.network/
Bitstamp EE hitps:/fwwaw. bitstamp.net/
BitTrex = https: /bittrex.com/
Bleutrade 5] https:/ibleutrade com/
BTCMarkets 5] https:/Awww.btcmarkets net/
BTER BE hitps://bter.com/
Cexio EE g Bl nips/icexiof
il
Coinbase = hitps: /iwvaw.coinbase.com/
Coinfloor B hitps:/Awww. coinfloor.co uk/
Cryptopia 5] hitps:/iwwaw. cryptopia.co.nzf
a
Exmo
Name: Exmo Language:
Stock Code: Exmo Website:
Code Rate for 24h Rate for 1h
Bitcoin $4434 91 $4447.31 (0.28)
Ethereum $1258 $125.64 (0.13)
Litecoin §32.57 $32.94 (1.14)
Dash $100.82 $103.55 (2.71)
Zcash STT6 $78.57 (1.25)
Monero $66.27 $67.2(1.4)
Ripple $0.4153 $0.4163 (0.24)
b

Search:

Currency pairs

ETHLTC BCH

BTCETHLTC BCH

BTC ETH LTC DASH ZEC XMR BCH XRP
ETH

BTC ETH LTC DASH ZEC XMR

BTC LTC XRP

BTC ETH LTC DASH ZEC XMR BCH XEM
XRP

ETH LTC DASH BCH
ETHLTC

BTC ETH LTC DASH ZEC XMR BCH XEM
XRP

BTCETHLTC

BTC ETHLTC
BTC

ETH LTC DASH ZEC XMR BCH XEM

mElIEESIl=iI@E

https://exmo.comiru/trade

Rate per 1m
54449.4 (0.33)
$126.01 (0.17)
$32.85 (0.86)
510336 (2.52)
$78.55 (1.22)
$67.24 (1.46)

50.4132 (-0.51)

Fig. 9. List of: @ — cryptocurrency Internet stock exchanges;
b — data about the Internet stock exchanges

Search and sorting make it possible to quickly find the
required Internet stock exchange among all those given in
the directory. For each Internet stock exchange, we form a
dynamic page with data on the Internet stock exchange, as
well as a table of exchange rates and their change over a day,
hour, and minute (Fig. 9, b).

9. Discussion of results of the integration and generation
of content taking into consideration the cryptocurrency
needs of users

Each currency has a certain capitalization (Fig. 10): the
capitalization is calculated every hour not to load the server.

Capitalization of the Cryptocurrency - ABCD.money
Capitalization of the Cryptocurrency @ Zcash

@ NEM

@ Dash

@ Monero

@ Litecoin

@ Bitcoin Cash
@ Ethereum
@ Ripple

@ Bitcoin

Search:

& Name Code Capitalization Percent of capitilization Average rate
Bitcoin BTC $75 029 358 290,00 66.79% $4314.14
Bitcoin Cash BCH $3 618 266 086,00 3.22% $207 05
Dash DASH $847 174 681,00 0.75% $10012
Ethereum ETH $12 600 875 430,00 11.22% $12187
Litecoin LTc $1 888 640 748,00 168% $3185
Monero XMR $1 085 413 258,00 097% $65.41

NEM XEM $683 775 065,00 0.61% $0.08

Ripple XRP $16 181 600 733.00 14.4% $0.4

Zcash ZEC $403 847 114,00 0.36% §76.14

Fig. 10. Cryptocurrency capitalization page

The page that shows capitalization displays a pie chart
and a table that gives the total capitalization, namely: coin
name, coin code, capitalization that is calculated from a
certain formula, the percentage of ratio of the total capital-
ization to the capitalization of a certain coin, and the average



weighted exchange rate. The chart is constructed based on
the javascript library from Google Charts.

Owners of exchangers are given a form to add an ex-
changer to the catalog of exchangers. To automatically scan
data, it will suffice to add only a link to the website and the
link to the file of exchange rates; everything else would be
handled by a bot that works via a cron task under an au-
tomated background mode. A form to add an exchanger is
depicted in Fig. 11a. Assume a situation when a user must
change his cryptocurrency for money from payment systems;
most payment systems do not accept cryptocurrency while
smart guys who create exchangers for changing currencies
do it, taking a certain percentage, and enable the exchange
to the user.

The directory of exchangers lists the most popular pay-
ment systems: Webmoney, Yandex.Money, Qiwi, PayPal,
ADVcash, OkPay, Payeer, Skrill, Neteller, Privat24, Perfect
Money, and the most popular cryptocurrencies in terms of
capitalization volume: Bitcoin, Litecoin, Monero, Ethereum,
zCash, Dash. A user can specify an exchange direction and
the service will automatically pick available exchangers in

£4 Add an exchanger
four mail:
URL of the exchanger:

URL link to XML file of exchanger currency exchange rates

the form of a table that contains four columns: name of the
exchanger, offer of the user, offer in the equivalent of ex-
change currency, and reserve of the exchanger. Quick search
and sorting make it possible for users, based on keywords,
to find the data created (Fig. 11, b). For more information
about currency exchangers, we formed a list of such data as
the name of the exchanger, reserve in UAH, reserve in US
Dollars, reserve in EUR, reserve in rubles, and reserve in
bitcoins. The page contains the timestamp of the last col-
lection, a recalculation of exchange rates from the database,
and updates of reserves at exchangers. A list of exchangers
and their reserves are depicted in Fig. 12, a; quick search is
in Fig. 12, b.

For exchangers’ owners, we designed a form to add an ex-
changer to the directory of exchangers. A user can subscribe
for exchange rates, indicating the buy-sell price. In addition,
a user can subscribe to news (13).

After submitting a request for subscription, a user must
confirm subscription via e-mail, to verify the identity and
the existence of e-mail. An example of a mailed letter is
shown in Fig. 14, a.

GIVE IT BACK GETIT

Webmaoney WMR Webmaney WMR

D The

Webmoney WMZ Webmoney WMZ

[ Exchange

Webmoney WMU Webmoney WMU

Exchanger.org.ua

Webmoney WME Webmoney WME

Webmoney WMB \Webmoney WMB MoneyCraft
Webmoney WMX Webmoney WMX P
Yandex RUB Yandex RUB

V-Obmen NET
Qiwi RUB Qiwi RUB

Westchange
PayPal RUB PayPal RUB
PayPal USD PayPal USD
PayPal EUR PayPal EUR
OKPay RUB OKPay RUB
OKPay USD OKPay USD
OKPay EUR OKPay EUR

Perfect Money USD Perfect Money USD

Perfect Money EUR Perfect Money EUR
AdvCash RUB AdvCash RUB
AdvCash USD AdvCash USD
AdvCash EUR AdvCash EUR

CoepBank RUB

Mpuear 24 UAH

CoOepEaHk RUB
Mpuear 24 UAH

Tinkoff RUB Tinkoff RUB
Alfa Bank RUB Alfa Bank RUB
Bitcoin Bitcoin
LiteCoin LiteCoin

Monitoring of exchange peints ABCD.money

Search

11.2018 15:15.
“  Give itaway = Receive 1 Reserve
37 UAH 1USD 1017.86 USD
2799 UAH 100 USD 11226 USD
36 UAH 1USD 854.62 USD
33 UAH 1UsSD §99.25017 USD
27.98 UAH 1USD 190.7007 USD

Showing from 1 to 5 with 5 elements

Fig. 11. Page: a — to add exchangers; b — to filter exchangers



List of exchangers and their reserve ABCD.money

Search:
D The Iist has been updated 24.11.2018 15:20.
(# Exchange “ PRubles $ Dollars € Euro 31 Greene B Bitceins
1-Obmen 30,092.00 2 43200% = 134,039.00 =
100BTC 461,066,250.00 £ 5,293,334.00 $ - 100,195,245.00 =2 2,757.00B
123change 10.00 £ 630.00 % -— — 114.00 B
123exchange = 4,980.00 § 758.00 € = 6.00 B
1WM 41,766,146.00 £ 1,518,806.00 § 70,172.00 € - 33.00B
24-Exchange 1,878,278.00 £ 222,836.00 § — -
247exchange - -—_ -—_ — 23583008
24Bestex 3.088,306.00 £ 459,097.00 § 162,805.00 € 4,556,550.00= 230.00 B
240bmin 6,717,873.00 £ 140,354.00 § 30,200.00 € 100444003 6.00B
24pay - 225,988.00 $ 39,806.00 € 2,141,644 00 @ 127.00 B
a

List of exchangers and their reserve ABCD.money

Search: |43z

‘D The list has been updated 24 112018 15:20.

' Exchange “ PRubles $ Dollars. € Euro Greene B Bitcoins
1-Obmen 30,092.00 £ 432.00% — 134,039.00 @ —
Obmenka 24 21,432,607.00 9 21,564.00 § 27.00€ 2,249,724.00 = =
ww-pay 37,432,439.00 2 414,699.00 $ 76,095.00 € — 2976008

Showing from 1 to 3 with 3 elements (filter on 135 elemenis)

b
Fig. 12. Page: a — list of exchangers; b — quick search resultsa b

Bitcoin

L{iHa MoKy kM BKa3aHa 5k $5000.
LiiHa npoaaxy BKasana sik $7000.
TIANNCKa Ha HOBMHM BYKOHZHA YCIILLHO.

T0BIIOMIIEHHH BIINPABNIEHO.

Hasga: Bitcoin
A Mignucka Ha KypcK | HOBUHK Cumson: BTC
AnropHTM. SHA-256
me@voval234.com
Texepauia- POW
5000 7000 Kype 3a 24h: 7185.06
B Hoovin Texc? Kype 3a 1h: 7031.78 (-2.13)
Kype 3a 1m: 7010.45 (-2.43)
Kanitanizayis: $118 587 216 953.00

Fig. 13. Page: @ — to subscribe; b — message about subscriptiona b

ABCD.money: MiaTeepaKeHHA NiANKCKM  ABCD.money: Kypeu kpuntosantot wa 2017-11-13 01:21:47 cerogun 8 23:22

A ABCDMoney rmarsamzbcvs.infs 1}“ ABCDMoney rarssebeva s

[S Oreerwre [ Yaanurs &9 Srocnam! =+ Ewe

T ABCD.MONEY

YmoBa nianucku

Kpunosaniota: Bitcoin Hassa | Norotun: Kanitanisayis | Kypcsa24h |  Kypcsah Kypcsaim | Mokynka | Mpogaxa

Torotun 0 Bitcoin © | sesseacers7a00 | 619460 5902,87 (4.71) | 5819,01(-6.06) | <5500,00 | =6 000,00

LiiHa nokynkm $5000 Dash | 5336151533400 | 336,03 420,77 (25.22) | 437,09 (30.07) | <350,00 | 410,00

Liiva npogay- $7000 Litecoin $3169 489 330.00 | 58,71 5840(-0.83) | 57,70 (-172) | <5400 | =60,00

Mianucxa Ha vosus | Tak Monero | (@ | 5188326718600 | 11524 121,45 (5.39) | 11880(3.09) | <11500 | >125,00
MinTeepaKeHHA NignMCKu: TonoBHa / CNMCOK KpUNTOBANIOT / 3BOPOTHIi 38'A30K

Copyright ® 2017 ABCD.money, All rights reserved.
https://abcd.money/st 1

Fig. 14. Information page: a — regarding the subscription; 6 — on exchange rates




To receive exact exchange rate fluctuations, an automat-
ed program defines and sorts all of the available data for a
period of one minute, and also disables the task on double
mailing (Fig. 14, b). The integration of a given intelligent
system relies on open API to integrate data from the ser-
vice into other Internet services and mobile applications.
Using the advanced API, one can receive information about
exchange rates, trading, information about coins, historical
exchange rates, and other important information in the for-
mat of JSON and XML. We even embedded a possibility to
automatically restrict requests in the case of intentional cre-
ation of excess load on the service’s servers. For API queries,
we created a subdomain as an alias to the primary domain,
so in case there are problems with load, we can easily scale
the system. An example of page with API queries is depicted
in Fig. 15 more details are given in Table 7.

The intelligent element relates to analysis of information
from social media and to forecasting exchange rates based on
the collected information. This system makes it possible to
guess the trend in the exchange rate direction. Conferences
for a certain cryptocurrency, new implementations, and gov-
ernment decrees in different countries, all set the trend’s di-
rection, so this must necessarily be taken into consideration.
In order to account for the majority of cases, it is necessary
to constantly accumulate information on the topic and sort
for tables in the database. This process is enabled by means
of a special programmed bot that collects and indexes infor-
mation. From Twitter, this activity is enabled by a query via
API based on hash tags and importing the information to the

(D] ABCD.money # [onoBHa = CnHCoK B Cnucok g}(CHMCOK

cTopitka oBmiHHUE KpuUnTOB3MOT

B4 API

3anuT Ha BHBIA iHchopMaLyl NPo MOHETY:
https://api.abed. money/api/calljsen/cryptocurrency/btc

Pesynerar ==
("result”:
{"currency_symbol":"BTC","currency_name":"Bitcoin”,"currency_algo":"SH
a-

currency_coins":"21200000.0"
6529.5", "currel
", currency_supply”:”

"currency_timestamp”:

urrency_24h":"849
currency_marketca,
currency_total suppl

', "currency_
893376156448
B673575.@",

A

3annT Ha 3aranbH1i BUBIA MOHET:
https://api.abcd moneyfapi/calljson/cryptocurrency

Pesynerar ==
("result”: B
[{"currency_symbol”:"BTC", "currency_name”:"Bitcoin”,"currency_slga”:
"SHA-

256", "currency_coins": "21800880.0", "currency_24h":"6499.62","currenc
y_1h":"6529.5", "currency_1m":"6628.5", "currency_marketcap”:"18933761
6448","currency_supply”:"16679575.8", "currency_total_supply”:"1667%5
75.@","currency_timestamp”:"1518686001"},
{*currency_symbol": "ETH", "currency_name”:"Ethereum”," currency_alga": ~
"Dagger- A

3anuT Ha iHpopMaLliio Npo Kypcu:
https://api.abcd. moneyfapi/calljsen/datallic/1334707200/1510511200/hours.

Pesynerar ['Ger |

{"result":{"chart_symbol":"LTC","chart_name":"Litecoin","charts": =
[{"chart_high":"42.81","chart_low":"41.6","chart_open”:"41.91","char
t_close™:"41.94","chart_time":"1500834320@", "chart_volumefrom": " 23343
.2","chart_volumeto™:"1212918.64", "chart_date":"2017-07-18

65:00:00"},

{"chart_high":"41.94", "chart_low":"41.15","chart_open":"41.94","char
t_close™:"41.21","chart_time":"150834680@", "chart_volumsfrom":"32429 _
.26","chart_volumeto”:"1343429.41", "chart_date”:"2017-07-18

AR AR A" L Vi

database; from Facebook, just the same via API. Collecting
news from respective sites is enabled through RSS feeds.
After capturing a text, we calculate for each post in tables a
checksum of the message and select keywords for the further
organization of quick search. Checksum prevents the dupli-
cation of information (Fig. 16).

Table 7
API queries
Query Result
/json/cryptocurrency,/btc Info on cryptocurrency
/json/cryptocurrency List of cryptocurrencies
/ison/data/ Trading data result

Ite/1334707200,/1510511200/hours

List of the Internet stock

/json/stockexchange exchanges

List on a specific Internet

/json/stockexchange/livecoin stock exchange

/json/kurs Info on exchange rates
/json/kurs/in/out Info on exchange directions
Jison/obmn List of exci;;gie;: and their
/json/info Latest news
/json/info/btc Latest news on cryptocurrency
/json/info/

bte/1334707200/1510511200 | Newsoveratime interval

List of cryptocurrencies

json/val .
/json/ supported by service
£ 3B0pOTHINA + [106aBnTH € PuHrosa &£ API $ NigTpumaTi
sa'AzOR oBMiHE KaniTanisayis json [ xml npoesT

Bxigxi paxi Ta onnc

Js0N - MacHB jSON OTPUMAHMX PesynbTaTis;
cryptocurrency - MeTo[, BUKIMKY;
btc - ko[l KpUNTOBAMKOTH

Bxigxi paxi Ta onnc

Js0N - MacHB jSON OTPUMAHMX PesynbTaTis;
cryptocurrency - MeTof, BUKIIMKY;

Bxigxi gaxi Ta onnc

Js0N - MacHB jSON OTPUMAHMX PesynbTaTis;

data - MeTo BHKNUKY

Itc - Kofl KpUNTOBAMIOTH;

1334707200 - noyatkoBa Aata 6 UNIX popmMari;
1334707200 - KbiHUeBa aTa B UNIX dpopmari;
minutes - iHTepean. AocTynHo: days, hours, minutes.

Fig. 15. Page with descriptions of API queries



info_text info_type i info_timestamp inf data info_hash

The Weakonomist: OH: hedge funds have been buying ... |tweets 1 1510006937 |en| NULL | d03ea50443acdicbb6ald695fl1a463e
Retweeting bitcoinpoet: Exchange groups CME and Cb... |tweets 1 1510006937 |en| NULL | 7c259133c2b08462f2368eald25b3%eT
Zed Chamaa: Is #bitcoin the Elite’s backup solutio... tweets 1 1510006936 en| WNULL 18d7e3021a298b322dd2c222bfBb414a
https:/ft.co/MWVmSj9ZPFS Co-Owner: | Will Support M. tweets 1 1510006936 en| NULL Ofdaalef95e7evc032303cecaba98658
Retweeting bitcoinpoet: SAN FRANCISCO — The chief ... |tweets 1 1510006936 |en| NULL 58b07c2e8erlaa3b142aTel1blaf9adch
RT @gabriellejhanna: | DO NOT UNDERSTAND BITCOIN |tweets 1 1510006936 |en| NULL bee392c60cc2ee3beT3fald1d51a85a5
#Bitkoyn latest news: £80,000 or 18 bitcoin: I'll ... tweets 1 1510006936 en| WNULL 5b786131489614cdefdbadc20897a375
RT @lopp: The NYA&#39:s just a precursor for the ... fweets 1 1510006936 en| NULL 9bbed881832cf99443ef851dd02420e5
Stampery Demonstrates Timestamping on Public Block... |tweets 1 1510006935 |en| NULL | 295b2f7cfeed33fce50c8861b40becsl
KIN G.: My potna just hit 3 Gs in bitcoin tweets 1 1510006935 |en| NULL 1754c5167376f728ab914cT4e7e6340f
Quotes.addict: #CredenceCoin People who will rese. .. tweets 1 1510006935 en| NULL 49c9ad544a1794119e9652e6b719f1eb
#Bitkoyn latest news: How to get a job working wit... tweets 1 1510006934 en| NULL fo0cbcbbcalddce707607ed6f389a943
BTC to USD Price $7,168.22 https:/it.co/jL4dnyCY]B... tweets 1 1510006934 |en| NULL 28c2d152defela71c35191dba121627d
Bitcoin Ticker: Bid: $7150.85 Ask: $7153.81 tweets 1 1510006934 en | NULL 6bdfcd64e161e5da788c23f1afa27leb
Andre: Dapet call dr uncle and he said that i shou. .. tweets 1 1510006934 |en| NULL | eb52579c90106c1d82efE0bararabb04
RT @MrTokke: Bitcoin faucet multi-player game site... tweets 1 1510006933 en| NULL DaBabdedald2chbcaadbGe503df902b0c
BigBlockers: The curmrent price of Bitcoin is $7182.. tweets 1 1510006933 |en| NULL e74b78bdd18af61calcad55d4259biea
BrAiNiAc 15): Finally jumped in the #BitCoin world. .. tweets 1 1510006933 en | WNULL Taffe66c60ad4c1657f9500203d7971d
RT @mBTCPizpie: Today #bitcoin crashed to $9.200 ... tweets 1 1510006933 en| NULL 531d0bc330ablaecf93c6ab3fB897353
ali butt: Crypto markets don't care about what's t... tweets 1 1510006932 |en| NULL 48dcd5259c00e608212054dcadab1del
RT @BourseetTrading: tweets 1 1510006932 en| NULL ee9036dc697d9a51d0816c53a6add50f
RT @BitcoinWrld: GOLDMAN SACHS: #Bitcoin could get... tweets 1 1510006932 en| NULL bac10777de9103e340eb3ce596ef9374
Big Baller Karl: Most illegal transactions done on... tweets 1 1510006932 |en| NULL babc1b6e51c01ect3f7dc1eb699%fba20
TonFivaTraders: RT StakenonlCom &ount Thase 2 comn tweets 1 1510006931 lan| NUT T | eedafd? aeadBdN977168dehTh7ha3129

Fig. 16. Information from V; jns

Once a day, a robot, via the cron task, samples the mate-
rials collected and generates content in the form of a report
(Fig. 17) for all signed users to load them with a selection
of news, volume of trading at the Internet stock exchanges

over a day, possible direction of the trend, and
projected chart of exchange rates regarding
the information at the Internet, associated
with the cryptocurrencies chosen by the user.

The sample is generated in an array and is
sent to the queue for the bot that sends out let-
ters to all signed users of the service (Fig. 17).

The lack or absence of relevant information
is resolved by the periodic daily automated
updating of dynamic data from the blockchain
of cryptocurrencies, working under a back-
ground mode at servers that can be accessed
by API through RPC. To solve the problems
of outdated information, we built a bot that
removes all the unnecessary and outdated
information over a specific period from the
database. Different data are updated based on
different time (daily, every hour, every 10 min-
utes, etc.). In addition, to provide frequent data
updates, with no participation of the admin
and users, we created a program that works
based on the assigned algorithms of search,
aggregation, and selection of information for
the user. To resolve the bug related to incor-
rect results, users are given an opportunity to
specify wrong data and submit own version,
correct in their opinion. To solve the problem
of sending letters and their receipt by an end
user, we employ own mail server that operates

based on SMTP protocol. To solve the task on providing the
users with an uninterrupted access to the resource, in order
to prevent problems related to inaccessibility of the service,
we split the transactions of operations among servers.

CBOE Releases New Details on Bitcoin Futures Contracts

CBOE has released early specifications for its planned Bitcoin futures product in a blog post. The company published s
futures contract, which will be listed under the symbeol XBT, pending approval from U_S. regulators.

Although the exact listing date isn't available, CBOE's website had other points of interest related to the XBT listing, inc

and quarterly contracts will be available. Additionally, CBOE's Russel Rhoads wrote that readers may want to avoid tryil
relate to today's price. Rhoads stated

"The question | am constantly hearing is, "How will the futures prices relate to spot bitcoin pricing,” and the best (and most honest) answ
Personally, | think the best strategy is to see what the market tells us when bitcoin futures are available for trading.”

Read more here
CME Says Bitcoin Futures Are Coming This Year, But Date Not Set

CME Group Inc, the world's biggest futures exchange, said on Monday it still plans to launch a futures contract for Bitcc
website stating the contract would begin trading on Dec. 11 was posted in error. The new statement on the CME websit

"Effective Q4 2017, and pending all relevant regulatory review perieds, please be advised that CME will launch Bitcoin futures.”

Read more here
$30 Million Tether Treasury Wallet Hack

The company behind the Tether project has announced a few hours ago that it suffered a cyber attack in which an alleg
worth of USDT. Tether is currently working on possible solutions to freeze the stolen USDT. The announcement reads:

"Yesterday, we discovered that funds were improperly removed from the Tether treasury wallet through malicious action by an external
from the Tether Treasury wallet on November 19, 2017, and sent to an unauthorized bitcoin address.

State of the Crypto
Bitcoin is up 1.97% at $8,214 460 with a volume of $109 5k - $889 2M on the USD pairs
Litecoin is down 0.61% against the dollar for the day at $71.23 and down 2.71% to B0.008845 on volumes of B5.6k.

Ether is up 0.27% against Bitcoin at B0 04452 per Ether and up 2 27% against the dollar to $365 65 with average volun

Fig. 17. Example of an intelligent mailed report on cryptocurrencies



10. Conclusions

1. In the course of development of the system for con-
tent integration and generation taking into consideration
the cryptocurrency needs of the user, we identified com-
peting services and analyzed their functionality. Owing
to this, we have defined basic requirements to a general
structure of similar systems, underlying the general archi-
tecture of ICS aimed at the Internet users. We have also
stated general functional requirements to an intelligent
cryptocurrency system focused on the Internet users. The
proposed standard architecture of ICS ensures enhanced
reliability in the search for information about cryptocur-
rencies. In addition, it solves the issue on the centralized
storage of information about exchange rates and fluctua-
tions in cryptocurrencies. This in turn provides the end
user with a swift access to the up-to-date cryptocurrency
information at any time, thereby saving time and resources
needed to search for it and analyze it.

2. A method for the integration and generation of con-
tent taking into consideration the cryptocurrency needs of
users has been constructed, which resolves a whole lot of
tasks. The lack or absence of relevant information is solved
by the periodic daily automated updating of dynamic data
from the blockchain of cryptocurrencies, working under a
background mode at servers that can be accessed by API
through RPC. To solve the problems of outdated informa-
tion, we have built a bot that removes all the unnecessary
and outdated information over a specific period from the
database. Different data are updated based on different time
(daily, every hour, every 10 minutes, etc.). In addition, to
provide frequent data updates, with no participation of the
admin and users, we created a program that works based on
the assigned algorithms of search, aggregation, and selection
of information for the user. To resolve the issue related to
incorrect results, users are given an opportunity to specify
wrong data and submit own version, correct in their opinion.
To solve the problem of sending letters and their receipt by
an end user, we employ own mail server that operates based
on SMTP protocol. To solve the task on providing users with
an uninterrupted access to the resource, in order to avoid
problems related to inaccessibility of the service, we split the
transactions of operations among servers.

3. General backend and frontend architectures for the
information resource ICS have been suggested. We have
described and selected methods to implement and ways to
solve the task on building such systems; the benefits of these
means are given. ICS faces the following problems: lack of
information, outdated information, incorrect results of data
collection, issues with sending letters, a problem related to
user access to the resource. This is eliminated by the periodic
updating of data acquired from reliable sources such as the

Internet cryptocurrency stock exchanges. When construct-
ing a given ICS, each task is executed by a certain hardware
configuration of the server to avoid problems associated with
the performance of the system.

4. We have implemented the developed software for the
system of integration and generation of content considering
the cryptocurrency needs of users. A given intelligent in-
formation system can be scaled. ICS (https://abcd.money/)
is a website service for the Internet users, where one can
obtain the required information about cryptocurrencies. It
can be easily scaled for any site and any topic. The devel-
oped modules of ICS are optimized for the maximum per-
formance of the system, as well as for work with large arrays
of data. An end user that actively works with ICS would
not even notice that the periodic automated updating of
data from respective Internet stock exchanges is enabled
in parallel. It would suffice to scan currency exchangers
for the fluctuations in cryptocurrencies each morning, the
Internet stock exchanges should be scanned every minute.
At present, there are more than 30 such Internet stock ex-
changes. And the list is constantly updated. Using modern
methods for data mining, Web-Mining, Data-Mining, Ma-
chine Learning significantly improves results of ICS oper-
ation, thereby accelerating the processing of large arrays of
data in a short period of time.

5. We have analyzed the results of experimental verifica-
tion of the proposed method for the integration and genera-
tion of content taking into consideration the cryptocurrency
needs of users. A feature of the system is analysis of informa-
tion from social media and forecasting the exchange rates
based on the collected information. A given system makes
it possible to guess the trend in exchange rates. Conferences
for a certain cryptocurrency, new implementations, govern-
ment decrees in different countries, all set the trend’s direc-
tion, so this must necessarily be taken into consideration. In
order to account for most cases, it is necessary to constantly
accumulate information on the topic and sort to tables in the
database. This process is enabled by means of a specially pro-
grammed bot that collects and indexes information. Thus,
the capabilities of the system that favorably distinguish it
from analogs include:

— page generation speed;

— the existence of SSL certificate and TLS encryption;

— better quality of content as it is updated every minute;

— there are no inactive sections of the service;

— mobile markup of the site without duplicated content
at a subdomain;

— autochecks against spamming the e-mail with messag-
es about exchange rate.

The focus of the system is on the frequency of updates
at the speed of data aggregation from the Internet stock
exchanges and social networks.
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