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Onmumizayin cmpykmyp iHPOPpMaUiino-ynpasasouux cuc-
mem GU3HAUAEMBCA BUOOPOM MAKOi PYHKUIOHATLHOI cmpyK-
mypu, axa 6 3abes3neuysana 6ucoxy 0ocmogipricmo iHdopma-
uii. Ilpu cmeopenni cxnadnux cucmem 3’a6AAEMbCA NPodIEMA
3abe3neuenns 6uCoKoi mexHiunoi HadiuHOCMi 3’ €OHAHHSA 8€UK020
HUCTIA OKPEMUX eTleMeHMi6 6 €0UHY MOHONIMHY BUCOKOePeKmue-
Hy inpopmauiiiny cucmemy. Taxa npoonema epexmueno eupiuy-
€MbCL 34 00NOMO2010 00’ €OHANHA eJleMenmie cucmemu KOHmMpo-
Ab0BaAHUX 0amuuKie ingopmayii Memooom 6KAA0eHUX MOOYLIE.

Po3pobdaena mamemamuuna modesv napaeivnozo ingopma-
YillH020 pe3epeyeants HA OCHOGL NOJIIHOMIHATILHOZ0 PO3N00iny.
I modenv 003607151€ 00CLONHCYBAMU UMOBIPHICHI CIMAHU CUCTEMU
noNceNHcHoi cuzHaizauii, wo CKAA0AEmvbCa 3 n idenmuuHux napa-
nenvHo 3’conanux damuuxie. Ak cman cucmemu noxcexcnoi cuz-
Hanizauii po3ena0aromocsa maxi NOKA3IHUKU, K UMOBIpHOCMI npa-
BUILHO20 BUABTCHHS, HEBUABNEHNHSA | NOMUNKOBOT MPUBO2U.

Ha ocnosi 3anpononoeanoi modeni ompumani mamemamuuni
3anexcnocmi 6azosux mooynie M 3, M 4 3 ypaxyeannam xoegi-
uienma masxcopumaprocmi i 6i0no6ioHo po3podeni NpuHUUno6i
CXeMU UUX MOOYJIi8 HA JI02IMHUX eleMeHmax.

Ompumano mamemamuuni 3anesicrnocmi 05 nepuioi (N9, N12,24)
i opyeoi (Lys 27, Lys,o6) iepapxiii nioxmouenns damuuxie cucmemu
NOXMCEHCHOT CUZHAIZAUTL, WO Peanizyomb MANCOPUMAPHUL NPUH-
uun <m 3 n> 3 YpaxyeaHHam ix iepapxii.

3anpononoeano ysazanvhHeni mamemamuyni Qopmyau 0as
6U3HAUEHNSA KibKOCMI 102iunuUx enemenmie <H» 6 xodcnii 6usna-
"eHill CmpyKmypHii cxemi 015 6KAA0EHUX MOOYNi6 nepuioi i Opy-
20i iepapxiil, a maxosc mamemamuuna Qopmyaa 0as n icpapxii.

Ompumano mamemamuuni 3anejHCHOCMI 3a2a1bHO20 EKOHOMIY -
HO020 8uzpauLy, WO NOAL2A€ 8 CKOpoueHHi cxem <H»> dns peanizauii
MajcopumapHoz0 nPUHYUNY 3a KPUMepiem <m 3 n»> 3a 00NOM02010
6K1A0eHUX MOOYIE.

Houinvre 6nposaodsicenns y 6upoOHUYMEO CMPYKMYp Cuc-
mem cuznanizayii npo noxcedxncy, nodydosanux na ocHogi exaade-
HUX M0OYNi8, Max AK NidGUUWYEMbCA 00CMOsipHicmy iHdopma-
Uil HABIMb NPU HULKUX HAOTUHICHUX XAPAKMEPUCMUKAX CAMUX
damuuxie

Knouo6i crosa: damuuxu noscexncnoi cuenanizauii, 0ocmosip-
Hicmb po3niznasanns noodii, inpopmauiiine napanenvie pesepey-
6anms, IMOBIPHICHI cmanu, 6KAaA0eHi MOOYi
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1. Introduction

Information redundancy is the main condition for ensu-
ring the reliability of the data obtained from fire extin-
guishing system sensors. As a rule, each sensor has insuffi-
ciently high characteristics that determine data reliability.
These characteristics include the probability of correct de-
tection, non-detection of fire and false alarm.

To improve these characteristics, parallel and serial in-
formation redundancy is used. However, both parallel and
serial information redundancy implies a number of problems
associated primarily with the cost of the system of paral-
lel-connected sensors, time of information aging and oper-
ational reliability of the sensors whose information is read
consistently in time.

Therefore, it is proposed to introduce parallel informa-
tion redundancy by means of nested modules. The module

of controlling fire alarm sensors is a set of n parallel-used
sensors, in which the decision on the presence of fire is made
according to the <«n-out-of-m» criterion. The number 7 is
chosen small n=3, 4, 5. To increase the total number of paral-
lel-used sensors, the method of nested modules is used, where
not primary sensors are combined into the module, but the
same modules. Moreover, the resulting module can be used
as a primary source for the subsequent modular combination.
So, the modular connection of 2, 3, etc. hierarchy levels of
sensors connection can be created. This method is called
the method of nested modules. In this way, the number of
connected primary sensors can be increased. At the same
time, there is also an alternative way of connecting the same
large number of sensors directly to the information consumer
without first combining them into modules.

The method of sensors combination by the method of
nested modules provides high probability characteristics of




an information system with significantly lower economic
expenses compared with the alternative method of sensors
combination. In this case, the problem of operational reliabi-
lity of the structures connecting a large number of primary
sensors is solved much easier.

In accordance with airworthiness requirements, aircraft
fire refers to dangerous flight situations, the probability of
which does not exceed 1077 Failures of the fire alarm system
also refer to dangerous flight situations. These failures are
mainly divided into non-detection and false alarm, reaching
about 75 %. A false alarm is caused by insufficient reliability
of the actuators and sensors. Therefore, search for a solution
to increase the reliability of fire alarm systems is an urgent
scientific and technical problem. Thus, the relevance of
this study consists in the need to improve the reliability of
information that comes from fire alarm sensors, in order to
increase flight reliability and safety.

2. Literature review and problem statement

The analysis of structures of information control sys-
tems (ICS) of aircrafts (AC) shows that their efficiency de-
pends on the reliability of information on the basis of which
the relevant decisions are made. Therefore, it is necessary to
take appropriate measures to increase the reliability of infor-
mation in ICS.

Solutions to the problem of data validation during trans-
mission and processing in process control systems are pro-
posed in [1]. In it, the principles and methods of using
statistical redundancy data for solving problems related
to information reliability control based on the root-mean-
square minimum error criterion under various distribution
laws are considered. In this case, the issues of obtaining reli-
able information by the operator in the decision-making pro-
cess are not considered in this work. Therefore, it is advisable
to study the issue of increasing the reliability of information
before it arrives to the operator to make a decision.

In [2], the reliability monitoring scheme for active fault-
tolerant control systems using the method of stochastic
modeling is proposed. In this work, previous fault detection
and localization data are used to update the transition cha-
racteristics in the reliability model. It also addresses issues
of parallel information processing, but without simulta-
neous accounting of probability characteristics of the control
object. Basically, the issue of monitoring the reliability
and fault tolerance of control systems using the method of
stochastic modeling is solved. Thus, issues of reliability of
technical systems are considered in terms of monitoring, but
not decision support.

The study of quantitative error estimates of the lambda
method in predicting the mean time to first failure and the
failure rate of technical systems depending on the element
base reliability, system complexity and operation life is car-
ried out in [3]. At the same time, the work does not consider
the effect of reliability of technical systems on the accuracy
of the information they provide.

In [4], the method is proposed for determining the dis-
tribution of the limiting condition of time by the excess of
the diagnostic parameter, which determines the accuracy
of maintaining a zero state. The change in the magnitude of
deviation occurs as a result of destructive processes during
operation. To estimate the deviation of the increase rate in
a probabilistic sense, the Fokker-Planck equation was used to

determine the residual life of onboard devices. Such methods
are advisable to use in the study of mechanical systems, but
evaluation of modern electronic systems requires a different
approach.

Determination of failure components that may lead to the
degradation of the entire production system is investigated
in [5], where the probabilistic model is based on the Erlang
distribution, and the failure rate of elements is subject to an
exponential law. These are failures, which in turn can lead to
degradation of the entire production system. Thus, the pro-
bability model is investigated, which is constructed for the
case when random variables are distributed according to the
Erlang law, and the failure rate of elements — exponentially.
In this case, reliability assessment of the information received
is not performed.

Estimation of safe time of fire detection required to start
fire extinguishing procedures, based on the method for esti-
mating the time of fire detection by temperature detectors,
rate of temperature rise, light scattering detectors such as
smoke, is given in [6]. In this case, the paper does not provide
solutions for the construction and selection of optimal fire
alarm structures.

In [7], the analysis of alarm systems to identify the causes
of false alarms is carried out and several solutions to reduce
their rate are discussed. In this case, the paper does not con-
sider the reliability of the incoming information.

In [8], the method of fault diagnosis, based on the fault
detection and diagnosing procedure is proposed. This me-
thod relies on the use of adaptive filters developed using
non-linear geometric approach. This allows increasing the
noise immunity of the system. The above method enables
fault detection, but it does not address the issue of the influ-
ence of faults on the reliability of information received from
the system.

In [9], the issues of increasing the efficiency of informa-
tion systems by means of serial information redundancy are
considered. It is shown that a priori probability of fire detec-
tion depends on the quality of sensors for the given a poste-
riori probability values and number of repeated requests. The
disadvantage of the proposed solutions is the high coefficient
of non-detection of the monitored parameter.

The paper [10] is aimed at improving the reliability of
data by parallel information redundancy. Mathematical mo-
dels of parallel information redundancy systems are obtained.
The studies show that parallel information redundancy al-
lows creating reliable information systems with low informa-
tion capabilities of individual information sources. The dis-
advantage of the proposed solutions is a high false alarm rate.

The most progressive method of increasing the infor-
mation reliability in ICS is serial and parallel information
redundancy. In this case, serial redundancy reduces the false
alarm probability, and parallel — non-detection probability.
Modular information redundancy is the development and
expansion of parallel information redundancy and allows
you to simultaneously reduce false alarm and non-detection
probabilities.

Despite the extensive list of works on information relia-
bility, it can be noted that there are no works on non-detec-
tion and false alarm probability reduction in terms of pro-
viding the crew with reliable information. Providing reliable
information to the crew is especially necessary when making
decisions in complex and dangerous flight situations. This is
especially important when localizing and processing aircraft
engine fires, when the pilot needs to make a decision about



shutting down the engine, making an emergency landing.
However, fire non-detection leads to an emergency situation
and may lead to the loss of an aircraft with crew members
and passengers. False alarm of the alarm system leads to large
economic losses associated with shutting down the running
engine, making an emergency landing, etc., and can lead to
an aircraft accident. Therefore, there is a need to study new
ways of forming alarm system structures by the principle of
«nested modules». This method is more efficient than the
basic method of parallel information redundancy.

3. The aim and objectives of the study

The aim of the work is to develop reliable structures of
the aircraft fire alarm system (FAS) by means of nested mo-
dules to support crew decision making.

To achieve the aim, the following objectives were set:

— to develop mathematical models for the construction of
the modules My 3, M54 and their hierarchies;

—to conduct a comparative analysis of the reliability
characteristics of the proposed nested modular circuits;

— to assess the cost efficiency of nested modular circuits
in comparison with the corresponding parallel information
redundancy circuits.

4. Mathematical model for constructing nested modules
of the fire alarm system

ICS efficiency depends significantly on the reliability of
the information that is the basis for crew decision making.

Available information alarm systems, primary informa-
tion sensors have a fuzzy operation threshold. As a result,
information from a real sensor always comes with a certain
degree of reliability, which can be characterized by three
probability states [11]:

a — correct event detection probability;

b — false alarm probability;

d — event non-detection probability.

Such a system of probability states is rather fully de-
scribed by trinomial distribution, which is an extension of the
binomial distribution.

The probability pe,-m, m-#, # that & out of n sensors will
not detect the controlled phenomenon at all, m—k sensors is-
sue a false alarm and n—m will give correct information about
the controlled phenomenon is described by the following
expression [12]:

p(nfm,m—k,k) — szmanfmcszbmfkdk (1)
and
a+b+d=1. 2)

The probability characteristics ay, b, and d,, for n paral-
lel redundant information sensors can be determined from
trinomial distribution. If the majority rule is introduced,
according to which information is received only when at least
Q sources assert about the presence of a controlled charac-
teristic, then dependencies (3) can be derived from the trino-
mial distribution expression. These dependencies determine
the probability a(n, Q) of correct detection of monitored
information, as well as the probabilities b(n, Q) and d(n, Q)
of false alarm and non-detection, respectively [11]:
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where v is the number of sources giving correct informa-
tion about the controlled characteristic; @ is the number of
sources giving false information about the controlled cha-
racteristic.

For Q=1 and b+d=1-a, expressions (3) are greatly sim-
plified:

Ant = 1- (1 - a)”;
by=01-a)'=d" (4)
dm = dn-

The most effective principle of parallel redundancy is the
majority rule, according to which information coming from
n sensors will be the most reliable when at least m out of
n sensors confirm its reliability and it is necessary that the
ratio between m and 7 hold:

m=n/2. ®)

If condition (5) holds, the probabilities p,s of non-detec-
tion of the controlled event and the probabilities py, of false
alarm will be approximately equal:

Dot =D (6)

The overall information reliability, correct detection
probability p.; increase with an increase in the number of
sensors 7, and the probabilities p,q and ps, under this condi-
tion decrease significantly.

Of course, information reliability p.; significantly de-
pends on the quality of information sensors, assessed by the
probability a of correct detection of a single sensor, as well as
on the operational reliability of this sensor, estimated proba-
bility of its failure-free operation.

As a rule, there is a trend in engineering according to
which sensors with high functional characteristics have low
operational reliability. This pattern follows from the fact that
high functionality requires significant complication of the
information sensor equipment. This entails an increase in the
cost of manufacture, reduction in operational reliability and,
consequently, an increase in the cost of operation.

The way out of these contradictory technical conditions
can obviously be found by applying parallel redundancy of
a large number of sensors n with low functional characteris-
tics and high operational reliability. At the same time, low
functional characteristics of the sensor are estimated by the
low probability a of correct detection and high probability b
of false alarm and d non-detection of the controlled event.
Such sensors are generally characterized by exceptional de-
sign simplicity and, as a result, high operational reliability.

An increase in the number 7 of parallel-used, inefficient,
but operationally reliable sensors will compensate their low
probability characteristics a of correct detection. At the same
time, this will lead to the creation of informative, highly
efficient, operationally reliable and inexpensive information



systems, according to the principle «create reliable structures
from unreliable information sources».

The studies show that such highly efficient information sys-
tems can be created using the principle of modular redundancy,
the essence of which will be considered on specific examples.

3. Development of structures of aircraft fire
alarm systems

Fig. 1 shows the primary module M, 3 of the information
system consisting of three fire alarm sensors implementing
the majority rule «2-out-of-3» for deciding on the correct-
ness of the message.
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Fig. 1. Information module M, 3 of the majority
rule «2-out-of-3» for deciding on message reliability

The probability pas.q of correct detection, the probabi-
lity p2 344 of non-detection and the probability py 3/, of false
alarm for the information module (Fig. 1) is estimated by the
following relations:

Pz, = a’+3a’b+3a’d +6abd;
P2,3d=d3+3bd2+30d2; (7)
Pas,, = b*+3b%d +3ab?,

where a, b and d are the probabilities of correct detection,
false alarm and non-detection of a sensor, respectively. All
sensors on the circuit (Fig. 1) are denoted by x;.

On the basis of the module (Fig. 1), it is possible to build
a more efficient information system Ngg, shown in Fig. 2,
combining 9 information sources x; and implementing the
majority rule «6-out-of-9». The circuit (Fig. 2) is performed
on the modules My 3 (Fig. 1) and its probability characteris-
tics pe.geds P6.9nd» P6.9fa TesPectively, determining the probabi-
lities of correct detection, non-detection and false alarm, are
evaluated by the following recursive dependencies:
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Fig. 2. Information module N g of the majority
rule «6-out-of-9» for deciding on message reliability

It is easy to calculate the number k,; of AND circuits,
providing majority switching of 9 information sources x;
using 6 options of connecting 3 information modules Mj3
(Fig. 2), each of which contains 3 AND circuits. When consi-
dering 3 more AND circuits in the module Ngg (Fig. 2), we get:

ku=m-C"+m, ky=3x6+3=21. 9)

Thus, the information module Ngg is based on the 21st
AND circuit, combines 9 sources x; and implements the ma-
jority rule «6-out-of-9» for deciding on the receipt of correct
message.

An alternative option of systems of parallel redundancy
of sources x; with the majority rule «6-out-of-9» for deciding
on message reliability is shown in Fig. 3.
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Fig. 3. Alternative option of parallel redundancy
of sources x; with the majority rule «6-out-of-9»

The probabilities pgg.s of correct detection, pggns non-
detection and pg gy, false alarm, as shown in Fig. 3, are eva-
luated by the general formulas:
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Since the majority rule <«6-out-of-9» for the circuits
(Fig. 2, 3) is the same, and sensors have identical probability
characteristics a, b and d, we can expect:

Doy, = Poga, Pos,, = Poy,o Peg, = Pey,,:

The number of AND circuits in the circuit (Fig. 3) is
determined by the number ¢ of combinations of 6-out-of-9
and is equal to C{ =84, i.e., 4 times the number k, of AND
circuits in the system (Fig.2). Thus, the circuit (Fig.3)
having similar probability characteristics p1, ps, ps, will be
about 4 times more expensive than the circuit (Fig. 2) and
the operational reliability in such a complex circuit is expec-
ted to be significantly worse.

Consequently, the circuit (Fig. 3) compared to the circuit
(Fig. 2) will be more expensive both in manufacture and in
operation.

In accordance with the modular principle of parallel re-
dundancy circuits, Fig. 4 shows the circuit Lgs7, combining
27 sources x; and implementing the majority rule «18-out-
of-27», and information sources for this circuit will be mo-
dules Ny (Fig. 2).
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Fig. 4. Information module L4g 57 of the majority
rule «18-out-of-27» for deciding on the receipt
of correct message

Naturally, the probability characteristics of the mo-
dule Lig7 (Fig. 4) namely, the probabilities p1g 2704 of correct
detection, p1g27,¢ non-detection and pig»7/, false alarm will
be significantly better than for the circuit Ngg (Fig. 2) and
are evaluated by the following dependencies:

3 2 2 ]
Pigar ;= Peg,, + 3ps,90d ps,gfa + 3p6,9(d Dey,, +
+ 6p6.9m pﬁ,gfa pG,Qnd;

(11)

3 2 2 .
Pisor ;= Pey,, + Spssml p6,9/u + Spa,gnd Pey, 0

3 2 2
p18,27ﬁ1 = ps,gfa + 3p6,9fa Pss,, + 3p6,9fa Pes,,- ]

The number k,5 of AND circuits providing majority
switching of 27 information sources x; can be determined
using the general dependency:

ky, =k, -m-CI'+CI=C-(k,,-m+1). (12)

Substituting k,1=21, n=3, m=2 we get: k,5=129.

The functional diagram of the information module Lig 27
contains 129 AND circuits, combines 27 sources x; and im-
plements the majority rule «18-out-of-27» for deciding on
message reliability.

The alternative option of parallel redundancy of sen-
sors x; with the majority rule «18-out-of-27» for deciding on
message reliability is shown in Fig. 5.
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Fig. 5. Alternative option of parallel redundancy
of sources x;with the majority rule «18-out-of-27»

Similarly, it can be shown that the main quality parame-
ters of the circuit (Fig. 5), namely, the probability pis274ca of
correct detection, pig 27,4 NoN-detection and p1g 2747, of false
alarm can be estimated according to the general expressions:

27 .

i 27-i (3

p18127av =1- Z C127a 1(1_61),
cd i=18

a T
Pigora,, = > Chwa' Y Clsh’d"™; (13)

i=0 j=0

27

D o

p18127a :2012717161 !
Ja =18

Given that the majority rule «18-out-of-27» is the same
for both circuits (Fig. 4, 5), information sources x; have iden-
tical probability characteristics a, b and d, it is easy to show
the validity of the following identities: piso7acd =P1827¢d;
P18,27and =P18,27nd> P18 27afa = P18,27fa-

Thus, it can be argued that the circuits (Fig. 4,5) are
identical in their functionality, but the number of AND cir-
cuits for implementation of the circuit (Fig. 4) is 129, and
for implementation of the circuit (Fig. 5) it is determined
by the number of combinations % and will be equal to
C¥=246675,i. e., the circuit (Fig. 5) is practically unsuitable
for implementation.



Similarly, it is possible to show significant advantages
of the modular principle of parallel redundancy for the
module My, given in the circuit (Fig. 6), implemented on
6 AND circuits and combining 4 information sources x;.
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Fig. 6. Information module M, 4 of the majority
rule «2-out-of-4» for deciding on the receipt
of correct message

In accordance with trinomial probability distribu-
tion, it is easy to show that the probability characteris-
tics, namely the probability pssq of correct detection,
the probability ps 4. of non-detection and the probabi-
lity ps4sq of false alarm, are estimated using the following
formulas:

Pas, = A+ Aa*h+ 6420+ 4aph+ ha’d +
+124%d +12ab'd +6a’d*+12abd’
Pos,, = d*+4bd?+ 4ad?;

Py, =b'+ 40" +6b°d"

(14)

By analogy with the modules My 3, Ngg (Fig. 1,2), it is
possible to construct a modular circuit Nyyo4 (Fig. 7) on the
modules My 4 which is performed on 42 AND circuits, com-
bines 24 information sources x; and implements the majority
rule «12-out-of-24».

The probability characteristics p1224ca, P12,24nd P12,24fa
of the circuit (Fig.7) are estimated by the following ex-
pressions:

4 3 2 2
Piroa ;= Pay, + 4]72,4”1, pu/»a + 6172,4”1 pmfa +
3 3 2
+ 4p2,4b_d p2,4/a + 41’2,4“[ Pas, + 12]’2,4“1 p2,4/a Paa, +
2 2 2

+ 12172,4(01172.4/0 p2,4ﬂd+6p2,4cdp2,4nd+ (15)

2 .
+ 12p2,4u1p2.4/ap2,/1nd )

4 3 3.
Piros, = Pas,, + 4]72,4“1 Das, + 4p2.4fa Pas,

p12,24ﬁl :pg/l/a +4p2,4m1 p;/lfa +6p§'4m1 p;/lfa'

By analogy with the modules Nggo, Ligo7 (Fig. 2, 3), it is
possible to construct a modular circuit Lyggs (Fig. 8) on the
modules Njz94, Which is performed on 174 AND circuits,
combines 96 information sources x; and implements the ma-
jority rule «48-out-of-96».

The probability characteristics pisgscd, Pasgend Pas96fa Of
the circuit (Fig. 7) are estimated by the following expressions:

4 3 2 2
Pisgs ;= Praga, + 41712.24&1 p12,24/a + 6p12,24[dp12,24fa +
3 3
+ 4p12,24cd p12,24fa + 41712,24“1 Props,, +
2 2
+12 y: bor +12p.,, "y wou  F
Props, pu,zzi/a Pioga, Pizas, p1z,z4/a Do, (16)
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Fig. 7. Information module Ny 74 of the majority
rule «12-out-of-24» for deciding on message reliability
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Fig. 8. Information module L4g,96 of the majority
rule «48-out-of-96» for deciding on message reliability

The alternative option of the circuit for the module N9 94
will be the circuit Fis 4, shown in Fig. 9.
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Fig. 9. Alternative option of parallel redundancy
of sources x; with the majority rule «12-out-of-24»
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The circuits (Fig. 7,9) have identical probability cha-
racteristics p12,24cd: P12,24nd> P12,24fa> Dut implementation of the
circuit Nyg4 (Fig. 7) requires 42 AND circuits, and imple-
mentation of the circuit Figo4 (Fig. 9) — Ci3 =2704156 AND
circuits, which is almost impossible.

6. Results of evaluation and study of reliability
characteristics of fire alarm systems

Fig. 10, a, b, respectively, show graphical dependencies
P2.3¢d(@), P6.9cd(@), P18270d(@), P2,4cd(@), P12,240cd(), Pas 96cd(a)
of system modular probabilities of correct detection on the
probability a of correct detection of a separate fire alarm sen-
sor. They are the main defining functional characteristics of
the modular circuits My 3, N9, L1g27, M2 4, N12,24, Lig g6 The
analysis of the graphs shows that with the use of modules
with large n, the functional quality of these modules is signifi-
cantly improved even with poor quality (low probability @)
of individual sensors.
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Fig. 10. Graphic dependences of the probability of correct
event detection on the probability of correct detection
by the sensor: a — for modules M, 3, N5 9, L15,27;

b — for modules M2,4, N12Y24, L43’96

For example, when a=0.5, the probability of correct
detection for the module My 3 is 0.6875; for My — 0.9063;
fOI‘ N6,9 - 08687, fOI" N12y24 - 09999, fOI‘ L18,27 - 09753,
for Lyggs — 0.99999. And with high-quality sensors, a=0.9,



the probabilities of correct detection for the module M3 is
0.9855; for My — 0.9994; for Ngg — 0.9997; for Nigos —
0.999999; for Ligo7 — 0.9999; for Lsggs — 0.9999999.

This suggests that the idea of building highly efficient fire
alarm systems with parallel nested redundancy is quite real
and is waiting for technical implementation.

For a more accurate estimation, efficiency increase fac-
tors can be introduced:

p69(d(a) p1827rd(a)
k (@)=—=—"= k (a)=———;
8 2,3cd (a) 2“ p2.3£d(a)
k ( ) p1224cd(a) k ( ) p4896£d(a)
a)y=———; a)=—————
v p2,4cd(a) . 2,4cd(a)

accordingly, for the modular circuits Ngg, Li1s 27, N12.24, L4g96-
Graphic dependences ky,(a), kao(a), kis(a), kag(a) are shown
in Fig. 11. The analysis of the given graphs shows that the effi-
ciency of modular circuits depends on the number of hierarchy
levels of nested modules connection. Conducting such a study,
the optimal number £ of hierarchical connections can be found.
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Fig. 11. Graphic dependences of efficiency increase
factors k1,(a), koo(Q), k1p(a), k2p(a) of modular circuits

Increasing the number of hierarchies & significantly
increases the probability of correct detection even at very
small values of a. Also, an increase in the number % is asso-
ciated with a significant complication of parallel redundan-
cy circuits. According to the comparison of modular and
alternative circuits implementing the same majority rule
«m-out-of-n», modular circuits are greatly superior in design
simplicity and technical implementation capabilities.

In this work, two types of basic modules My 3, and My,
are studied, which determined the following sequences of
nested modular circuits: My s, Ngg, L1s27, Ma4, Ni2.24, Lagoe.
By the method of mathematical induction, general depen-
dencies can be derived: My, Nt nt, Lm2.n2, Tk, the indi-
ces my, n,in which are determined by the expressions:

m1=mCZn,WL2=m(C:’)Qy---mkzm(C:f)k;} (17)

2 k

m=nC,ny=n(Cy) -m=n(Cy) »
where ny, n,..., n; are the total numbers of connecting the
primary information sources with probabilities a of correct

detection, probabilities b of false alarm and probabilities d of
non-detection, respectively, for the k-th level of the hierarchy

of nested modules; my, my,..., my, are the values of the majority
rule «m-out-of-n», respectively, for the k-th level of the hie-
rarchy of nested modules; % is the number of hierarchy levels
of nested modules.

By the method of mathematical induction, it is easy to
derive general formulas for determining the number V of
AND circuits in modular circuits and the number V,; in alter-
native circuits.

For example, for the first level of the hierarchy (k=1),
i. e., for the circuits Ny, 41, the total number Vi of AND cir-
cuits is determined by the dependency:

Vi=m-Cl+m. (18)

For the second level (k=2), i.e., for the circuits Lz, 2,
the total number V, of AND circuits is determined by the
relationship:

Vo=V Ch+m=Cy-(Cy-m+m)+m. (19)

Accordingly, for alternative circuits, the total numbers
Vat, Voo of AND elements for the first (k=1) and second (k=2)
circuits Fy1 1, Fpono are determined by the dependencies:

Va= C;nf,
Var=Crs } @0
where

mi=m-C,; m=n-C,;
p— m 2- p— m 2
mz—m(C,,), nz—”'(Cn)'

Now it is easy to get the formula dependencies of the
total economic gain W, which consists in reducing the num-
ber of AND circuits for the implementation of the majority
rule «k-out-of-m» using nested modules for the first level of
hierarchy:

ml
W= Va _ mCim (21)
V1 Cn ‘m+m
For the second level of hierarchy:
m2
w,=Ye Con (22)

vy (Cr(Cl-m+m)+m)

The results of the comparison of the modular circuits Ng g,
L18y27, L48,96 and their alternative OptiOHS FG‘Q, F18y27, F12'24
and Fyg 96 are summarized in Table 1.

Table 1
Comparative data of modular circuits
with alternative circuits
Basic | Hie- |Nested | Number | Typeof | Number
mo- |[rarchy| mo- |of AND [alternative| of AND w
dule | level | dules | circuits | circuits | circuits
1 Neo 21 Fso 84 4
My
2 | Ligar | 129 Fissr | 246675 | 1912
1 Nigos 42 Fioo4 2704156 | 64380
Mo,
2 | Lisos | 174 Fisos | 6.435-10%7|3.698-10%




Comparison data of modular circuits with their alter-
native circuits given in Table 1 indicate that the technical
implementation of the principle of majority parallel informa-
tion redundancy should be carried out only on the basis of
modular circuits.

7. Discussion of the results of the study of reliability
characteristics of information systems

Synthesis of systems of parallel redundancy of fire alarm
sensors is cost-effectively provided by the modular principle
of their construction. With the help of the modular principle
of information systems, it is possible to create highly efficient
information systems from simple, operationally reliable and
inexpensive sensors with limited functionality, defined by
relatively low accuracy characteristics.

The modules M, 4 are more efficient than the modules My 5:

— to obtain almost identical values of probabilities p; of
correct detection for the modules M, 3, two levels of the hie-
rarchical structure of nested modules are required, and only
one level for the modules My 4, as shown in the graphs (Fig. 10);

— implementation of the 2-level hierarchy of nested mod-
ules My 3 requires 129 AND circuits, and implementation of
the 1-level of the hierarchy of nested modules My 4 — 42 AND
circuits, i. e., three times less to obtain identical results, as
can be seen from Table 1.

At the lowest quality of sensors, when a=0.5, the pro-
bability of correct detection for the module My is p1=0.69,
and for My, the probability is p;=0.91. This suggests that
there is a fundamental possibility of creating highly efficient
information modules of the type M,,,, from low-informative,
simple fire alarm sensors with high operational reliability.

In the study of the economic gain factor W, the following
results were obtained. For the module Ngg compared to Fsy,
the gain increased 4 times, for the module Ligy7 compared
to Figo7; — almost 2,000 times, and for the module Ny 4
compared to Fio94 — almost 6,500 times. This suggests that
the basic module M, 4 is superior to the basic module My 3 in
operational reliability and economic efficiency.

The main advantage of the proposed method is a significant
increase in the probability of correct detection and a decrease in
the probability of non-detection and false alarm. The limitations
of the proposed method are as follows. At high M,, ,, there is no
need to introduce several hierarchies in the system, and one can
be limited to the first hierarchy, since this provides high prob-
ability characteristics with minimum values of sensor quality.

Aircraft fire alarm system sensors operate in a complex
environment, especially engine fire alarm sensors: high tem-
peratures, high vibration levels and other factors that reduce
performance. The proposed method of nested modules en-

sures a sufficient level of information reliability even with
a significant deterioration in the quality of sensors.

The use of the proposed method for constructing the fire
alarm system implies structural changes in the available one,
which, in its turn, incurs additional costs for re-equipment of
available systems and change of production technology for
new systems.

The prospects for research in this direction is the creation
of a generalized mathematical model with the help of which
one can build any structural circuit of modular redundancy.
Thus, it is possible to expand the use of modular redundancy for
other information management systems, such as nuclear power
plants, «smart» house, and in other areas of smart technologies.

8. Conclusions

1. The structure of the aircraft fire alarm system using
nested modules is developed. Such a system makes it possible
to ensure high operational reliability of connecting a large
number of fire alarm system sensors into a single highly effi-
cient information system. The mathematical model of parallel
information redundancy by the principle of nested modules
and their implementation on logic gates are developed. This
model shows theoretical and practical importance, both for
the production and operation of fire alarm systems. Mathe-
matical dependencies of the system’s probability characteris-
tics on the probability of correct detection of a separate sen-
sor for the basic modules M3 and My 4 and their hierarchies
are obtained. The corresponding graphs are presented. Based
on the graphs, it is concluded that the module M, and its
hierarchies are superior to the module My 3, since it provides
the best probability characteristics of the fire alarm system.

2. The comparative analysis of probability characteristics,
namely, for modules My 3 and Ms 4 showed that the use of mo-
dules with a large number of sensors 7 significantly improves the
functionality of these modules even with low quality (a<0.5) of
individual sensors. Mathematical formulas for evaluating the ef-
ficiency of the hierarchy are obtained. The analysis of the mathe-
matical dependencies shows that the efficiency of modular cir-
cuits increases with an increase in the number of hierarchy levels
of nested modules. According to the comparison of modular
circuits and alternative circuits implementing the same majo-
rity rule «m-out-of-n», modular circuits greatly benefit in terms
of design simplicity and technical implementation capabilities.

3. The dependencies to assess the economic gain of the
methods used are proposed. The obtained dependencies can
be used as a technique for selecting the structures of fire
alarm systems built on the basis of nested modules. The ob-
tained results are of practical importance and can be used in
the design of reliable and safe structures of fire alarm systems.
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1. Introduction capacity, and a faster performance from networks. How-
ever, further increases in the infrastructure of networks are

New mega-trends in information and communication  only a temporary solution and they lead to complications
technologies demand greater flexibility, greater throughput in network management as well. That is why conventional




