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GENERALIZED MODEL OF THE ADS-B UNMANNED AERIAL VEHICLE
DATA TRANSMISSION PROCESS IN A STEGANOGRAPHIC SYSTEM

The subject of the article is a model of the ADS-B data transmission process of an unmanned aerial vehicle in a steganographic
system using direct spectrum expansion technology. The aim of the publication is to improve the security of unmanned
aerial vehicles with an integrated ADS-B system. Particular scientific tasks: analysis of basic methods of ADS-B format data
protection; development of the scheme of ADS-B drone data transfer in steganographic system with the use of direct
spectrum expansion technology; improvement of the model of ADS-B drone data transfer in steganographic system with the use of
direct spectrum expansion technology; determination of qualitative and quantitative characteristics as well as security properties
of ADS-B format data. The following research results were obtained: as the result of the scientific works analysis the hypothesis
about the perspectives of the ADS-B format steganographic data protection usage was put forward; the scheme of an unmanned
aerial vehicle ADS-B data transmission in the steganographic system with the usage of the direct spectrum spreading technology
was developed; the main safety properties as well as the safety parameters and characteristics of the ADS-B format information
signal were formulated; the generalized model of an unmanned aerial vehicle ADS-B data transmission was further developed.
This will improve the safety of UAVSs. The advantages and disadvantages of the model were revealed, which allowed to determine

the priority of further research and possible promising ways of solving the assigned tasks.
Keywords: unmanned aerial vehicles; security; ADS-B system; steganography; direct spectrum enhancement technology;

data protection.

Introduction

Literature review

Under the conditions of increased demand for the
volume and speed of cargo and passenger delivery, the
intensity of air transportation is steadily increasing every
year. This, in turn, necessitates an increase in operational
flexibility while maintaining or improving safety.
The safe organization of increasingly large and complex
air traffic requires the use of technologies that are more
advanced, tools and means. One such important tool in
the air traffic management process is aerial surveillance,
in particular automatic dependent surveillance of the
broadcast-type ADS-B.

Given the fact of increasing attention to unmanned
aerial vehicles (UAVs), the issue of using ADS-B
technology in them is also relevant.

However, ADS-B lacks explicit mechanisms to
protect confidentiality, integrity and availability of data
transmitted between UAVs and controlling personnel
(air traffic controllers), which makes such system
vulnerable to threats of cyberterrorist nature, which
are especially relevant in connection with the modern
development of computer technologies and programmable
radio (SDR - Software Defined Radio). Therefore,
the problem of increasing the security of the ADS-B
data transmission process of an unmanned aerial vehicle
is urgent.

Article [1] provides an overview of the
shortcomings of the ADS-B system. In addition, the
paper analyzes a number of countermeasures aimed
at reducing the risks of cyberattacks. However, the
authors of the article do not focus on the highest-priority
areas in the issue of improving ADS-B security. It should
be emphasized that all the examples under consideration
are more related to guided aircraft (aircraft and
helicopters) and do not touch the problems of UAV.

Work [2] presents the results of comparative studies
of methods to improve cybersecurity of UAVs with
embedded ADS-B system. It analyzes the main types of
cyber attacks on UAVs with embedded ADS-B system,
developed a taxonomy of cyber attacks of modification
and forced implementation of ADS-B messages.
In addition, a broad review of cryptographic methods
to enhance ADS-B data security was performed.
The results of the review led to conclusions about
their disadvantages in operation in the UAV management
system, including the increased burden on the generation
of public keys; the threat in case of a private key;
increased hardware requirements, etc.

Also, the paper proposed the use of steganographic
data methods to improve the security of the ADS-B
UAYV system.
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In [3] an analytical report on promising directions
and modern methods of steganographic data protection is
presented. The paper notes the promising direction
associated with the use of direct spectrum expansion
technology in steganographic systems.

The analysis of the communication system with
direct spectrum spreading, as well as the feasibility and
effectiveness of using this technology are considered in
[4]. Unfortunately, this analysis is limited only to the
military field of use, which reduces the practical value
of this research.

The paper [5] describes the technology of direct
spectrum enhancement for data hiding in audio.
The article shows the advantage of using this technology
for data security.

In [6] the research of the technology of direct
spectrum expansion in steganographic system s
presented in a practical application to data hiding in
images. The analysis of this paper allowed us to conclude
about the wide possibilities of this technology in the
implementation of different types of data.

The issue of using the technology of direct spectrum
expansion in steganographic system is disclosed in [7].
It describes a mathematical model and a structural
scheme of a steganographic information protection
system using complex discrete signals of direct spectrum
expansion technology. The paper modifies the structural
scheme of receiving-transmitting information in a noise-
protected digital communication system using the
technology of direct spectrum spreading. This technology
can be the basis for further research in the framework
of the problem of increasing the security of UAV using
the ADS-B system.

The analysis of these works allowed us to conclude
that the problem of security of UAV with built-in ADS-B
system is topical, the need to develop new methods and
means to improve their security. In addition, the results of
the analysis allowed us to put forward a hypothesis about
the possibility of using steganographic methods of data
protection to improve the security of UAV with built-in
ADS-B system. The basis for the developed system
can be the technology of direct spectrum expansion.

Main part

By analogy with the steganographic system model
considered in [7], let us introduce and justify the basic
operators of steganographic transformation of ADS-B
UAYV data. In the developed model, it is necessary to take

into account several factors, which have not found their
representation in known models. Firstly, it is necessary to
consider the factor that the direct spectrum expansion
technology is proposed to be used as the basis for ADS-B
steganographic data protection. Secondly, it is important
to consider the factor of objective environmental
interference and the means of their allocation. Thirdly,
it is necessary to consider the peculiarities of format of
transmitted digital data from ADS-B UAV devices.

The updated ADS-B UAV data transmission
flowchart in the steganographic system using direct
spectrum expansion technology is shown in fig. 1.
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Fig. 1. Structure diagram of ADS-B UAV data
transmission in steganographic system with the use
of direct spectrum expansion technology

The information signal, which is formed on the
basis of the digital identifier and is supposed to be
embedded into the container of the ADS-B UAV data
format, we denote asxe X , and the operator,

which formalizes the process of identifier formation,
we denote as W, . The information signal xe X in

steganographic system is modeled by means of its
multiplication by the expanding code signal g =, e ® -
a noise-like pseudo-random sequence from an ensemble
O ={®,,®,,... D, ,} of weakly correlated discrete
signals. Functioning of a pseudo-random sequence
generator is formalized by operator W, . The extended
signal can be represented in the form of the relation
y=xgeyY.

If we take into account the fact that the processes
of information signal x e X formation, pseudo-random

sequence g=®, ed and extended signal y=xgeY
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are equivalent to the processes taking place in
a broadband communication system with direct spectrum
expansion, the modulation process can be formalized
in the form of mapping ¢: X x® - Y .

The process of operation of the ADS-B UAV tool is
represented by the operator W, . Note that the
embedding of the digital signal identifier in the ADS-B
UAYV data container can be described as

s=Y+c, 1)
where the modified ADS-B UAV data S is a mapping
v YxC—>S )

of the filled container s=yw(y,c), realized by the

operator W, of embedding the extended signal y into
the container € using a complex discrete signal g .

In this case S —is a set of filled containers.

Thus, the empty data container ADS-B UAV ¢
should be interpreted as a noise e in the communication
channel, and the process of embedding the information
signal in the container can be represented as a process of
transmitting an enhanced signal below the noise level in a
broadband covert communication system

Taking into account the factor of external
interference and impacts requires its representation in the
form of a block of interference in the communication
channel and formalized by the operator W, . In this case,

the result of interference can be represented as s’ =sq,
where q — external interference.

As in a digital communication system, the receiving
side of a steganographic system is tasked with extracting
a useful signal from a mixture of noise (an empty
container). Thus, the transmission of the filled container
s=Yy+c Iis actually the transmission of a useful signal

below the noise level, i.e. such a covert transmission
of information in which the transmission itself is
indistinguishable from noise (distortion of the container
is not detected). Since the code signal g =®, € ® by its

statistical properties similar to noise, then the resulting
filled data container ADS-B UAV (as well as enhanced
signal y=xg) is slightly distinguishable from an empty
container (from the noise in the communication channel),
which allows to implement a covert data transmission.
The process of extracting a UAV identifier from
an ADS-B format data container at the receiving end of
a steganographic system is similar to the operation of the
receiving end of a broadband communications system.
Filled ADS-B UAYV data container s’ is processed by the

correlation receiver. A multiplication procedure s’ is
performed to a synchronized copy of the expanding
signal g. This calculates the correlation coefficient,

the value of which determines the decision making rule:
h(s',9)=5s'g=xgg+cg =

1n—1 1 n-1 ,
:H;x((bizdbiz >+ﬁ;C®iz =x+h(c,9)

where h(c,g) —correlation coefficient of the initial

ADS-B UAV signal ¢ and expanding code signal.

The process of calculating the correlation coefficient
and making a decision about the received information
signal ADS-B UAV can be formalized in general terms
by the operators W, and W,. respectively.

The result of the operation W,. in the form of

an evaluation x' is processed by a detector designed
to confirm the authenticity of the identifierx" .

This procedure can be formalized by the operator W, .

The formalized evaluation of the authenticity of the
identifier x' and the result of the detector operation

are then output to the control device.

When describing the receiving part of ADS-B data
transmission systems, consider the signal preprocessing
process in the signal converter, quadrature demodulator,
and normalization and threshold calculation unit.

Signal registration and recording can be performed
by Software Defined Radio (SDR) hardware and software
[8]. For example, based on the PXI 1062 platform [9],
with the NIPXI 5600 frequency reduction module and
the NIPXI 5142 ADC [10]. The output signals of this
converter are samples of in-phase and quadrature
components, the frequency spectrum of which is shifted
to the region of zero intermediate frequency.

The quadrature counts of the complex signal go to
the quadrature demodulator, where the envelope of the
input signal s’ is extracted. The normalization block
normalizes the demodulated signal in the range from 0
to 1 and calculates the threshold.

In [11] an example is presented when the signal
amplitude is subject to random fluctuations as a result of
interference. Figure 2 shows a de-modulated signal from
the output of the quadrature demodulator of one of the
ADS-B packages, illustrating this practical case.

To reduce the probability of error when demodulating
such a signal, it is proposed to perform pre-processing in the
block of normalization and calculation of the threshold.
This will increase the accuracy of the extraction of symbolic
synchronization signals from the received message.
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Fig. 2. Example of quadrature demodulator output signal

The analysis of the presented generalized model and
the scheme of steganographic ADS-B identifier
transmission system has shown that during the element-
by-element addition of the modulated message with
the ADS-B information signal a signal with new
properties is formed. This process can be associated with
the superposition of errors on the useful signal. In this
case, only knowledge about the properties of the signal g

makes it possible to extract the identifier, and taking into
account the most important characteristics in the setup
and configuration of the steganographic system will
increase the level of security of the identifier.

The qualitative characteristic of the system to
a large extent depends on such indicators as its noise
immunity, stealth, resistance to unauthorized extraction,
destruction and modification. These indicators have
a great influence on the security of steganographic
communication channel. Therefore, when organizing
information exchange with ADS-B format data, it is
necessary to take these properties into account.

It can also be noted that in a number of scientific
studies [12 — 15] among the properties that characterize
the security of signals, the following are noted:
correlation, ensemble and structure properties.

In addition, the conducted research showed that the
safety of the ADS-B UAV identifier transmission process
is affected by the following characteristics: communication
channel bandwidth, time of signal transmission and
processing, etc.

Based on the above it can be concluded that the
proposed model of ADS-B UAV data transfer in
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Conclusion

The analysis of methods to improve the cybersecurity
of unmanned aerial vehicles with built-in ADS-B system,
as well as promising directions in the development of
formalized data protection systems was carried out.
Conclusions are made about the promising direction of
steganographic protection of ADS-B UAV format data.
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steganographic system with the use of direct spectrum
enhancement technology has been developed.

On the basis of the developed scheme the
generalized ADS-B UAV data transmission model was
further developed. The model differs from the known
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improve the cybersecurity of the UAV with the built-in
ADS-B system.
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Y3AT'AJIBHEHA MOJEJIb ITPOLHECY IIEPEJIAYI TAHUX ADS-B
BE3INLJIOTHOTI'O JIITAJIbHOT'O AITAPATA B CTETAHOT'PA®IUYHIN CUCTEMI

IIpenMeToM BHBUYEHHsS CTATTi € MOJENb mpouecy mepeaadi gaHux ADS-B 6e3minoTHOro miTaabHOrO amapara B cTeraHorpadiynii
CHCTEMi 3 BUKOPHCTAHHSIM TEXHOJIOTil HPsIMOIO PO3IIMpEeHHs criekTpa. Mera myOmikarii — migBUIeHHS Oe3neku Oe3MmiIOTHHX
JiTaTPHAX amapartiB i3 BOygoBaHOIo cuctemolo ADS-B. KoHkpeTHI HayKoBi 3aBIaHHSI: aHAJ3 OCHOBHHX METOJIB 3aXHCTy JaHUX
dopmary ADS-B; po3pobnenHs cxemu mepenadi maHux ADS-B 0e3minoTHHX JiTaNbHEX amapariB y creraHorpadidHiii cuctemi
3 BHUKOPHUCTAHHSAM TEXHOJOTl MPSAMOro pO3IIUPEHHA CIEKTpa; YIOCKOHAIEHHS Mojeni mporecy nepegadi nganux ADS-B
0E3MMIOTHOrO JIITAJBHOTO amapaTa B CTeraHorpagiuHiii cHCTeMi 3 BHKOPHCTaHHSM TEXHOJIOTil HPsIMOTO PO3IMIMPEHHS CHEKTpa;
BU3HAYEHHS SKICHUX 1 KUIBKICHHX XapaKTEPUCTHK, a TaKOXX BilacTHBOCTeH Oesmekn manmx ¢opmary ADS-B. Orpumano Ttaxi
pe3yabTaTH JOCHIKEHb: YHACHIJOK aHali3y HAyKOBHX poOOIT BHCYHYTO TilOTe3y NP0 MEPCHCKTUBHICTh BUKOPHCTaHHS
creraHorpagiusoro 3axucty nanux gopmaty ADS-B; po3pobnena cxema nepenadi qanux ADS-B 6e3mioTHOTO JTiTaqbHOTO anapara
B cTeraHorpadiuHiii cucteMi 3 BUKOPHCTAHHSM TEXHOJIOTII HPSIMOr0 PO3IIMPEHHS CHEKTpa; chopMyJIbOBAaHO OCHOBHI BIACTHUBOCTI
0e3rexy, a TaKoXK ITOKa3HUKH Ta XapaKTepPUCTHKH Oe3neku iHpopMmamiiiHoro curaamy gopmary ADS-B; orpumMana momambmmit
PO3BHTOK Yy3araibHeHa Monenb Tmepenadi maHux ADS-B 0e3miioTHOro miTanpHOrO amapara, MO BigpPi3HAETHCS Bill BiIOMHUX
3aly4eHHsIM y Tpoliec iHdopmariiiHoro ooMity, creranorpadiqHoi CHCTEMH 3aXHCTY JaHHX i3 BUKOPUCTAHHSIM TEXHOJIOTIT IPSIMOTO
posmmupenHs cuekrpa. Lle no3sonute ninpuiuty 6esnexy bITJI. BusiBjieHo nepeBary i HeOJTIKKA MOJIEII, 1110 AAJI0 3MOTY BU3HAYUTH
HPIOPUTETHICTH MOJAIBIINX JOCIIHKEHb 1 MOXKJIMBI IIEPCIEKTHBHI NULSIXH BUPIMICHHS IOCTaBICHUX 3aBIaHb.

KurouoBi ciioBa: Ge3mMiIOTHI JTiTanbHI anaparty; Oesmeka; cucteMa ADS-B; creranorpadis; TeXHONOTIS MPSIMOTO PO3IIUPEHHS
CIIEKTpA; 3aXUCT JJaHUX.

OBOBHIEHHAS MOJEJIb ITPOLECCA IIEPEJAYU JJAHHBIX ADS-B
BECIIMJIOTHOI'O JIETATEJIBHOI'O AIIITAPATA
B CTETAHOTPA®UYECKOM CUCTEME

IIpeameToM u3yueHHs B CTaTbe SBISIETCS MOJEb Ipoliecca mepeaadd AaHHBIX ADS-B 0ecnuiIoTHOro JeTaTenbHOrO ammapara
B cTeraHorpaduueckoil cucremMe ¢ MCIOJIB30BaHUEM TEXHOJIOTHH MPSIMOro pacummmpeHus crekrpa. Leas myOnukanuu — noBeleHne
0€30MacHOCTH OECTMIOTHBIX JIETAaTENBHBIX allapaToB CO BCTpoeHHOH cucTeMoil ADS-B. UacTHble HaydHBIE 3aJaduM: aHAIN3
OCHOBHBIX METOJIOB 3alIMTHl JaHHBIX (hopmara ADS-B; pazpaboTka cxemsl nepenadn JaHHBIX ADS-B 0eCHHMIOTHBIX JeTaTenbHBIX
anmapaTtoB B cTeraHorpaduveckoil CHCTeMe ¢ HCIOJIb30BAaHHEM TEXHOJOTHH MPSIMOT0O PACIIMPEHHUs CHEKTPa; YCOBEPLUICHCTBOBAHUE
MOZENM Ipollecca Hepenadn JaHHBIX ADS-B  OecnmioTHOTo JieTaTenbHOTO ammaparta B CTeraHorpauyeckoll  cucreMe
C UCIIONB30BAaHMEM TEXHOJIOTHH IPSMOTO PACHIUPEHUs CIIEKTPa; ONpeAelIeHHe KaueCTBEHHBIX U KOJIMYECTBEHHBIX XapaKTePHCTHK,
a Tak)Ke CBOMCTB Oe30macHOCTH JaHHBIX opmara ADS-B. [omydeHs! crneayroniyie pe3yibTaThl HCCIESIOBAHUIA: BCIEACTBUE aHATI3A
Hay4YHBIX pabOT BBIABHHYTA IMIOTE3a O MEPCIEKTUBHOCTH UCIIONB30BaHMs CTeraHorpadyeckon 3alluThl JaHHbIX (popmara ADS-B;
pa3paboTaHa cxema mepenaud naHHBIX ADS-B OecrmnmoTHOro eraTensHoro ammapara B - CTeraHOTpadHUYecKod cucrteme
C HCHOJIB30BAaHHEM TEXHOJOTUH IPSMOTO PACIIMPEHHs CIeKTpa; c(hOpPMYIHPOBAaHBI OCHOBHBIE CBOHCTBA 0E30IACHOCTH, a TaKkKe
MOKa3aTeNId M XapaKTepUCTUKU Oe30MacHOCTH HWHPOpManHoHHOro curHana ¢opmara ADS-B; momyumna nanbHeiimee pa3BHTHE
0000IIIeHHas MOoJeNb mepeaaun AaHHbix ADS-B 06ecniioTHOro JeTaTelbHOrO ammapaTta, KOTOpas OTJIHYAeTCs OT H3BECTHBIX
BKJIIOYEHHEM B CYLIECTBYIONIMI mpolecc HHGOPMAIMOHHOTO OOMEeHa, CTeraHorpagM4ecKkoil CHCTEMBI 3alllUThl JTaHHBIX
C HWCIOJIb30BAaHUEM TEXHOJIOTHH IIPSIMOTO PACIIMPEHUs] CIEKTpa. OTO MO3BOJHT IOBEICUTH Oe3omacHocTs BIIJI. BbisiBieHBI
JOCTOMHCTBA M HEJOCTATKH MOJEIH, YTO IMO3BOJMJIO ONPEAENUTh NPHOPUTETHOCTh JATbHEHIINX WCCIECIOBAHUH M BO3MOXHBIC
NEPCIICKTUBHBIC IYTHU PEUICHUSA TIOCTABJICHHBIX 3a/1a4.

KoioueBnle ciioBa: OecrnmiioTHBIE JIeTaTeNbHBIE ammaparsl; Oe3omacHocTh, cucteMa ADS-B; creranorpadus; TexHOIOTHS
HPSIMOTO PACIIMPEHHMs CHEKTPA; 3aMINTA JaHHBIX.
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