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STUDY OF THE INFLUENCE OF THE MODERN ROBOTISATION LEVEL
ON THE CHALLENGES AND RISKS
OF THE ECONOMIC SECURITY OF AN INDUSTRIAL ENTERPRISEG

Industry 4.0 envisages a comprehensive transformation of all industries by combining digital technologies and the Internet
with traditional industries. It is important to emphasize that Industry 4.0 relies heavily on robotics. Robotization opens up
new opportunities for an industrial enterprise, completely transforming the technologies and organization of its production
process and business model. Many of today’s threats to the economic security of an industrial enterprise can be mitigated
due to digitalization and flexible robotization of production and promotion of goods. But at the same time, processes related
to the robotization of the economy create new threats to economic and social security. The consequences of their influence
and the mechanisms of their leveling are the subject of research. The goal of the work is to study the impact of robotics
on the economic security of an industrial enterprise. The following tasks are solved in the article: an overview of the areas
of application and trends in the development of industrial robots; overview of the robotics market; analysis of risks and threats
to the economic security of industrial enterprises arising as a result of robotization. The methods of system analysis, graphic
generalization and classification are used. The results of the work include an analysis of the current state of robotics
and the introduction of industrial robots in production, a brief analysis of the robotics market and a study of external
challenges, uncertainties and risks arising from robotics: political-economic, technological, financial and environmental.
Conclusions. The development of robotics is a priority direction for innovative industrialization not only in the long term,
but also in the short term. Robotics can also become a locomotive for general economic growth, given that the most
advanced developed countries are currently creating their own robotic enterprises and transferring production from
developing countries to them. However, in the context of robotization, it should be taken into account that these processes,
along with potential benefits for the industrial enterprise, can also create new threats to economic and social security.
Keywords: Industry 4.0; robotics; digitization; risks; economic security; industrial enterprise.

Introduction

Today, the creation and implementation of robotics
is recognized as one of the priority areas of industrial
development. More than a thousand modern companies
develop and produce industrial work. All large companies
are beginning to invest in the production of industrial
robots. New companies specializing in these products
are being created, as well as intermediary companies
for the introduction of industrial robots. All developed
countries have created national associations for
industrial robotics, and in some countries, activities
in this area are the priority of the state program.

The term Industry 4.0 means the fourth
industrial revolution, which involves a comprehensive
transformation of all industries by combining digital
technology and the Internet with traditional manufacturing.
All production links (suppliers, manufacturing companies,
distributors, the product itself) are combined, based
on the digitalization of processes, into an integrated value
chain. Industry 4.0 envisions: a change in the production
process (integration of machines, warehouse systems
and production facilities into cyber-physical systems,

a significant increase in flexibility, efficiency and
productivity in "smart" enterprises), and a change in
the nature of work in enterprises (workers are expected
to be freed from routine tasks and perform work that
requires creativity) [1, 2]

The implementation of Industry 4.0 is based on
the development of the following areas: information
and communication technologies (ICT), providing
digitalization of all stages of product creation and
use both inside and outside companies; cyber-physical
systems for control and management of physical
processes and systems (in particular, integrated sensors,
smart works, 3D-printed devices, etc.); network
communications (wireless and Internet technologies
for communication of machines, products, systems
and people); modeling and virtualization in product
development and production processes; systems
for collecting, processing and using large amounts
of information and cloud computing; augmented reality
tools and intelligent systems [3].

As a result, it is expected to increase productivity
by significantly reducing the time between the
development of a new product and its delivery to the
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consumer, increasing efficiency, saving energy, ensuring
competitiveness in the global market, etc.

Central to Industry 4.0 is cooperation and work
in the industries of the future, where new generations
of robots with a high degree of artificial intelligence
and humans will become equal partners. Industrial
work will help workers with various tasks, and the quality
of production and production processes will improve.
In this case, different products can be produced on
the same production equipment, making it possible
to produce small batches thanks to the ability to
quickly reconfigure the equipment [4].

However, with the current level of robotization of
enterprises, it is necessary to take into account that these
processes, along with the potential benefits for industry,
can cause new threats to economic and social security.

Industrial robots and the advantages
of their introduction into production.
The relevance of robotics

The number of robots installed in industry
worldwide has more than tripled in the last ten years.
Robotics is a new tool for the comprehensive
mechanization and automation of production, a technique
of the latest generation that gives high efficiency.

The industrial robot is another step in the
development of flexible automation to optimize
production with the ability not only to constantly
repeat the same operations with guaranteed accuracy,
but also with the possibility of easy reprogramming
when the user’s production program changes.

The concept begins with simple workstations
where the robot is equipped with a positioner to place
devices and position parts at two or more stations for
an entire robotic production line, where the function
of the devices, in particular the loading and unloading
of parts, is handled by robots. Important helpers in the
world of modern automation are auxiliary systems that
are widely used, such as imaging systems or cameras
that allow robots to remove and manipulate large parts.

However, the reliability of robots, their software,
high productivity and ease of operation are necessary
prerequisites for the proper functioning of these devices
and systems.

The level and methods of production automation
significantly depend on its type and scale, and if in mass
and large-scale production the use of automatic lines is
most justified, then in medium-scale, small-scale and single-
piece production complex automation is implemented

by means of computer technology, machines with
numerical program control. (NPC) and industrial robots.

On the basis of NPC technological equipment and
industrial robots, multi-nomenclature lines, sections,
workshops are composed, which are called flexible
automated production. The basic principle of such
flexible production is modularity. The automation of
flexible production develops from simple to complex —
first, flexible production modules (FPM) are created
and implemented, on their basis flexible production
complexes (FPC) are built, and, finally, flexible
automated production (FAP). However, the reliability
of robots, their software, high productivity and ease
of operation are necessary prerequisites for the proper
functioning of these devices and systems.

Their further development is practically unmanned
automatic production, where flexible automated production
is supplemented by systems of automated product design
(APD) and technological preparation of their production,
planning and dispatcher control (AEMS). The basic
structural unit of flexible production modules of any
complexity are robotic technological complexes (RTC),
which can be formed on the basis of one industrial
robot providing individual or group maintenance of the
equipment connected to it or a complete product processing
cycle (for example, welding), or on the basis of several
industrial robots performing interrelated operations.

Versatility of the majority of industrial robots
allows their wide application as a part of robotic
technological complexes for different kinds of production.

Modern industrial robots can be used in many
machining operations such as milling, grinding,
polishing, trimming, deburring and cutting. They can be
used in all industries and are also available to small
and medium-sized businesses, allowing them to grow
with a small investment.

Today, the most common area where industrial
robots are used is in repetitive operations on production
lines: welding, moving parts, assembly, painting, etc.
On these lines, robots operate in a cyclic manner and
carry out the same operations, replacing routine human
labor. This makes it possible to increase labor
productivity, reduce the factor of human error and
injuries and automate the process as much as possible.

When creating parts, industrial robotic systems
(IBS) can save a significant amount of materials and
raw materials (with a rational organization of the work
process) [5]. But this is not the limit: more expensive
robotic systems can perform multi-axis movements along
the desired path thanks to the six-step freedom of the
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robot. This makes it possible to perform any machining
operations that were previously only performed
on specialized machines.

When properly organized, all of these operations
are controlled by a single operator. The IBS makes it
possible to carry out work where it is difficult and
dangerous for humans. They are precise, error-free
and fast. They can work 24 hours a day with the lowest
lighting and the lowest temperature in the shop, thereby
saving on utility costs [6].

Thus, the intensive use of industrial robotics
at present and in the future is due to a number of reasons.

First of all, creation and wide introduction of
industrial robots and manipulators, allowing intensifying
various technological processes and operations, makes it
impossible to use manual low-skilled and monotonous
labor, especially in heavy, dangerous and hazardous
conditions for humans.

In the coming years, a significant increase in output
in industry must be ensured through the introduction of
new types of machinery and progressive technologies.
Although the share of manual labor in industry has
declined, millions of people in the world are still engaged
in manual labor today.

Numerous surveys of working conditions show that
about 30% of workers are adversely affected by noise,
30% have to work according to a regimented schedule,
25% are exposed to damp, heat or cold, 20% work
in physically uncomfortable positions or in conditions
of smoke and fumes. % have to expend a lot of physical
effort, and 15% work at night.

These stressors often act in combination, so about
40% of workers are simultaneously affected by two
and about 25% by three or more factors. Accordingly,
the use of robotics contributes to a significant reduction
in the proportion of manual, heavy, harmful and tedious
work (social factor). In addition, industrial robots have
very high positioning accuracy, and repeatability allows
achieving the desired level of product processing
while reducing production defects. By avoiding the
human factor in technological processes, the percentage
of work errors is significantly reduced. This approach
has a positive effect on the growth of enterprise
performance and overall industry performance [7].

In addition, the nature of production has changed —
about 80% of products are produced in small batches.
Production automation is one of the significant levers
to increase labor productivity in small batch production
(economic factor).

Robotics makes it possible to solve the problems
of two- and three-shift work, increase the equipment
load factor and rhythm of its work, improve the
quality of products and reduce their cost, especially
in small-scale production.

Robotics creates prerequisites for transition to
flexible automated production systems that allow
for quick changeover for operations with a different
sequence and nature of actions and with minimal
human involvement.

The main technical characteristics of industrial
robots are related to the sphere of application and
production conditions for which they are designed.

Research shows that when used in individual
operations, one industrial robot, depending on the
variability of the work, replaces 1-3 workers, increases
labor productivity by 60-80% and reduces the cost
of production preparation by 45-50%.

When using industrial robots in groups, the
efficiency of industrial robots increases dramatically:
the productivity increases at least 3-5 times, and in
some cases 8-10 times, capital investment and
maintenance costs decrease, the intensity and rhythm
of production, shiftiness, product quality increase,
the number of defects decreases.

Among the directions of reduction of manual and
heavy physical labor, in addition to robots, an important
place also belongs to the simplest devices — manipulators
as a means of complex mechanization of production.

In the production, where there is no need for
human protection from the environment and frequent
loading and unloading of equipment, manipulators
with command control, characterized by the fact that
a man-operator sequentially turns on the drives of
each link, have become widespread.

Such robots-manipulators are the simplest in design
relatively cheap and their use does not change the
technological process, because they easily fit into the
existing technology. Versatility, low cost and high
efficiency on loading and unloading operations are
their special qualities.

Many types of work, in particular, mechanical
assembly, construction and finishing, lifting and
transporting, storage and repair, can be mechanized
in the near future just with the help of manipulators.

According to calculations, the satisfaction of
industrial needs in the work of manipulators will
reduce the number of manual labor in more than
30 professions: mechanics by 4%, repairers — by 3%,
packers — by 5%, storekeepers — by 2.5%, transport
operators — by 3% and loaders — by 5%.
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As a result of innovations in networking technology,
many sectors in manufacturing have only recently begun
to embrace automation. Examples include the food and
beverage, textile, wood and plastics industries.

Until recently, a number of safety and accident
prevention measures accompanied the use of standard
types of industrial robots. Therefore, the use of
"collaborative" robots or "cobots" is a justified solution.
Research and development of “collaborative™ robots
initially focused on the safety of use and at the same
time the possibility of their integration into working
lines with human operators.

The design of the robot has limited power and
a function that immediately stops work when a collision
is detected, which can be done in several ways. In many
programs, this robot can be used without a guardrail.

Modern robotics manufacturers can offer their
customers a type of robot that meets a clear requirement
for its characteristics and at the same time has a number
of other advantages, among which can be highlighted
the following:

— simultaneous operation with a human operator;

— space saving;

— easy setup;

— high productivity

—accuracy;

— reliability.

Instead of a worker performing the same task
for many hours, it is relatively easy to implement
a "collaborative" job in its place due to simple
programming and setup and without all of the safeguards
required for traditional industrial robots. For the same
reasons, the "collaborative" robot is also much more
affordable (not only the cost of the job is lower, but
also the installation cost, which is achieved by
eliminating the time required for technical support
and configuration of the "robotic cell” equipment), and
therefore it is easier to justify financially.

The best examples of successful implementations
of such robots are manufacturing facilities where
there are multiple stations performing the same type
of process, such as manufacturing processes with
multiple NPC machines.

Robotics market survey

Recent growth trends in the robotics market are
due to its significant penetration into the economy,
particularly in the service sector; technical improvements

in "collaborative" robots designed to interact with
humans in a shared workspace; and cheaper
manufacturing of robots. As robotization accompanies
the digital transformation of the enterprise, the
digitalization of the economy also stimulates the
development of robotics. At the same time, robotization
and the widespread use of robots in the enterprise
entails new risks to its security — human, technical-
technological, financial, etc. The economic security
of an industrial enterprise is understood as such a state
of its production, labor, management, information,
creative structures, which provides a timely and adequate
response of the enterprise to the emergence and
development of external and internal risks and threats.

Depending on the field of application, it is
customary to distinguish between industrial and
service robotics. At present, this division is rather
arbitrary due to the mutual penetration of industrial
and service technologies. To assess the dynamics of the
industrial robotics market, the indicator of the number
of installed industrial robots over a certain period
of time is used. According to estimates of the
International Federation of Robotics, 422,000 industrial
robots were installed worldwide in [8], 2018, which is
6% more than in 2017. Although there has been
an increase in this number since 2012, its rate is not as
high and steady as many analysts expected. Experts
are unanimous that the market for industrial robots
will grow; only the estimates of the rate of this growth
as well as its structure are different. For example, experts’
expectations that one of the key robotics trends
will be wide implementation of "collaborative" robots
("cobots") did not come true.

Asia is the largest and fastest growing market
for industrial robots. The share of this region in
global demand is about 68%, while Europe’s share
is 18% and America’s is 14% (fig. 1).

Asia 68%

Fig. 1. Structure of the industrial robots market
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According to forecasts by experts from the
International Federation of Robotics [9], further growth
in demand for industrial robots will be provided
by the Asian region, primarily China. Regarding the
breakdown by country, 74% of industrial robotics sales
in 2018 came from five countries: China (154,000 units),
Japan (55,200 units), the United States (40,400 units),
South Korea (37,800 units) and Germany (26,700 units).
Taiwan, Italy, France, Mexico, Spain, India, Singapore,
Canada, Thailand and the Czech Republic are followed
by a large margin (fig. 2).

Most of them are also leaders in the indicator
characterizing the intensity of the use of industrial
robots — robot density, that is, the number of robots
per 10,000 workers. In 2018, the highest value of
this indicator came from Singapore and South Korea
(831 and 774 robots per 10,000 workers, respectively).
Germany (338 robots per 10,000 workers), Japan (327),
Sweden (247), Denmark (240), Taiwan (221), the United
States (217), and Italy (200) followed by a wide
margin (Table 1). At the bottom of the ten leaders

is Belgium with 188 robots per 10,000 workers, and
in China this indicator reached 140. Note that the global
average is 99 robots per 10,000 workers.

154
a5,2
ETIB EEIT
‘China USA ‘Germany
Japan  South Korea

Fig. 2. Volumes of industrial robotics sales
by leading countries

Table 1. "Top ten" countries in the intensive use of industrial robots

Ranking Country Number of robots per 10,000 workers
1 Singapore 831
2 South Korea 774
3 Germany 338
4 Japan 327
5 Sweden 247
6 Denmark 240
7 Taiwan 221
8 USA 217
9 Italy 200
10 Belgium 188

Among the main areas of the economy in which
industrial robots are in demand are the automotive
industry, which accounts for about 30% of global
demand, electronics manufacturing (25%), machine
building, metallurgy, chemical and pharmaceutical
industries, and the food industry, which has shown
a steady growth in its share in recent years. The industrial
sector has high potential for further automation
and robotization, as a number of industries still have
a high share of manual labor. However, the ratio
of the average cost of manual to robotic labor reduces
the incentive to robotize industry.

Risks and threats to the economic security
of industrial enterprises caused by robotization

Along with the increasing opportunities arising from
robotization, there are also growing threats, primarily to
the economic security of the industrial enterprise [10].
The introduction of intelligent robots is a crucial part
of the digitalization of industry, which faces many
external challenges related to uncertainty and risk:

— political-economic,

—technological,

— financial,

— environmental.
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These risks are becoming pervasive, many of
them unpredictable. As an example, the consequences
of a pandemic are changing the social and economic
landscape of today’s world. The mass suspension of
production, the shift to telecommuting, the disruption
of supply chains (especially international supply chains),
and the movement of some business processes into
the digital world have demonstrated the benefits
of robotization.

While experts call sustainable competitive
advantage the main factor determining the state of
a firm’s economic security, and nowadays successful
enterprises are those that in these conditions preserve
production and ensure the safety of workers — online
services, autonomous production and warehouse
complexes, etc. [11].

The service robotics segment has received a new
impetus for development. Many countries have faced
a shortage of personnel providing care for the sick
and elderly, as well as problems with ensuring the
safety of workers. Compensating for their shortage by
replacing them with robots offers benefits for the
safety of staff and people in need of care. Robots can
deliver food, medications, and take temperature and
pulse. Their use provides safety for medical personnel
by limiting the possibility of spreading a virus, since
robot bodies are easier to disinfect and cannot be carriers
of disease. In other areas of the economy, the demand
for non-contact service delivery by service robots is
also increasing. Businesses that are unable to adapt to the
new environment face the risk of economic loss.

Consequently, one of the key competitive
advantages of the industrial enterprise in modern
conditions is its adaptability. Flexible automation
of production based on the introduction of industrial
robots contributes to the adaptability of enterprises
through rapid retooling and changing programs of the
means of production. Industrial automation uses
both robots that have a material shell corresponding
to their functions and those that do not.

The processes of digitalization, automation and
robotization of industry cover all stages of production,
from obtaining and analyzing data on trends emerging
in the markets, automated design and engineering,
robotization of logistics and the production process
itself, to digital positioning and sales tools. These
processes are associated with an increasing number
and variety of external and internal risks and threats to
the industrial enterprise, and the effective robotization
and digitalization of foreign competitors generate threats

to the domestic real sector. Many challenges and threats
to national and economic security can be timely detected
and neutralized at the enterprise level. Threats to the
economic security of wvarious industrial enterprises,
acquiring a stable, regularly recurring nature, it is
legitimate to consider as potential threats to the
economic security of the industry, and in conditions
of a developed system of division and cooperation
of labor — and as potential threats to the economic
security of the country.

The key problem in the context of robotics
economy scientists and experts call the impact of
new technologies on labor markets. The transformation
of labor relations and changes in the structure of
employment as a result of mass automation and
robotization occupy a significant place in the scientific
economic discourse [12]. On the one hand, robots,
replacing human labor, leave a large number of workers
without work, forcing them to change their profession
or place of work. The literature on this point notes that
"if the use of robots continues to expand and automation
increases, given advances in artificial intelligence research,
worker participation is expected to be limited to making
decisions about plant prospects within a human-designed
strategy” [12]. Among the advantages of replacing
manual labor with robotic labor the most frequently cited
is that robots can work virtually without interruption,
do not need vacations, sick leave, cannot quit,
require higher wages, comfortable working conditions
(temperature, lighting, convenient location, etc.), and are
flexible in terms of the volume of products produced.

In addition, robotization is stimulating the
emergence of a significant number of new professions
and jobs in science, engineering, and analytics.
The growing dynamism and flexibility of labor markets
requires the workforce to adapt to new conditions.
In order to maintain their competitiveness a person
must improve their professional competencies throughout
their life. Moreover, high qualifications do not guarantee
sustainable competitive advantages. Along with the
developed professional skills, a modern worker is
expected to have a set of personal qualities, which
allow effective interaction with colleagues and partners
in the process of labor activity. All these requirements
of the labor market necessitate the configuration of
approaches to personnel training.

Mass robotization entails a likely polarization
of jobs, with medium-skilled workers at risk of being
displaced. Robotization of functions requiring low-
skilled labor is less economically advantageous,
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because the average cost of manual labor is lower or
at the same level (depending on the country and industry)
as the average cost of robotic labor. Highly skilled labor
is still difficult to replace with robots and artificial
intelligence. In the end, this creates risks of increasing
property differentiation in society. "The likely result
of robotization could be an economy where high
wages go to a few people with exceptional talent,
while most other workers receive low wages" [13].
In terms of the evolution of economies and labor markets,
changes in employment patterns can be expected.
"Opportunities to reduce risk and maximize profits as
a result of technological advances depend on accurate
forecasting of what skills will be needed in the future,
as well as the alignment of educational policies and
strategies" [13]. However, at the macro- and micro-levels,
transformations in the structure of employment will be
accompanied by social instability and changes
in income distribution. In this regard, C. Webster and
S. Ivanov rightly emphasize the presence of reasonable
concerns  "among  researchers,  politicians and
representatives of the real sector about how people,
companies, economies, governments and society should
adapt to the new technological, economic, social
and political realities that robonomics will create” [14].
This leads to social risks related to the ethical limitations
of the use of robots, the increase of social class
differentiation, the competition for jobs not "man with
man" but "man with robot".

Changes in the structure of employment at the
micro level, consisting in the transformation of the
organizational structures of the enterprise, leads to the
emergence of personnel risks. Personnel risks appear at
two stages: first, at the stage of providing enterprises with
specialists possessing modern competences that meet the
modernization policy of the enterprise; second, at the
stage of retention of such specialists. Ensuring personnel
security is one of the most important components of the
economic security of an industrial enterprise.

Robotization and digitalization transform not only
economic, industrial and labor relations, but also the
entire set of social relations, namely consumer behavior,
which is becoming more varied due to the influence
of new social and functional innovations, reducing
the effectiveness of traditional mechanisms of
promotion, in particular advertising. Complication
of the management mechanisms of consumer choice
requires the most adequate response from the producers.
With the demand now being personalized, the
manufacturer is forced to determine the features of

the manufactured product in direct coordination
with the consumer. Information service providers, who
create platforms for contact between producers and
consumers, are beginning to play a role no less than
traditional trade intermediaries do. IT-companies create
new structures in the society and in the economy,
in which users are grouped on different grounds.
In such structures new nodes of relations have taken
an obvious form around which the global economic
networks have developed [15, 16]. Such platforms
are electronic platforms for the promotion and sale
of goods, social networks, virtual systems, which
allow partially automating the process of consumer
choice. This makes it necessary to take measures
to integrate virtual elements into real production and
business processes. Information technology is a tool to
optimize their efficiency by increasing flexibility and
responsiveness to consumer demands and changing
trends (behavioral, technological, raw material trends).

The digitalization and robotization of the industry,
with the accelerated development of information and
communication technologies and the integration of
virtual and real business processes, cause a shift in
the centers of profit capitalization in value chains.
If in the second half of XX century observed their
movement from the direct material production
to design, marketing and logistics, then they are shifting
to the creation and maintenance of computer systems
to manage business processes and process control
systems use of big data. The acceleration of production
cycles necessitates the intensification of product
development processes, management decision-making,
raw material renewal, innovation activity, interaction
with partners and improvement of information exchange
within the enterprise and with the external environment.
Cost-effective shortening of production cycles and
increasing the flexibility of production systems based
on digitalization, automation and flexible robotics
will enable the transition to small batch production
and frequent renewal of the assortment.

At present, the undermining of the competitiveness
of industrial enterprises, the disruption of the normal
economic reproduction cycle can be carried out without
explicitly violating the laws. In the conditions of
expansion of information space, elimination of economic
relations in the Internet and transformation of economic
competition with the help of socially functional
technologies aimed at the task of the enterprise-
competitor both economic and reputational losses, the
risks of assumption of wvarious forms of unfair
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competition (discredit, delusion, incorrect comparison,
illegal use of results of intellectual activity, creating
displacement, illegal actions with secrets protected by
law) increase. Along with the listed forms of unfair
competition prohibited by law, in practice there are
common situations when: firstly, formally the actions
of a competitor do not relate to prohibited forms of
competition or in practice it is not proved (for example,
implicitly  discrediting a  competitor,  business
intelligence); secondly, it is difficult to identify the source
of aggression (for example, many negative reviews of
"consumers” of goods / services, spread negative opinion
about the company’s products, particularly by bots
forming public opinion) and, consequently

Digitalization and robotization of industry entail the
emergence of fundamentally new risks associated with
the spread of the industrial Internet of Things, which
increases the risk of cyber attacks aimed at disrupting
production processes and illegally obtaining commercial
information (industrial espionage) [17, 18]. Additional
risks arise from the use of industrial works, mainly
imported production. In the process of using foreign
software solutions in control systems there is a risk
of vulnerabilities in them that can be used for cyber
attacks, which entails economic losses.

Consequently, the current level of robotization
poses a threat to the emergence of such social risks
affecting the economic security of the enterprise:

— changes in labor markets as a result of
new technologies;

— increase of property differentiation in society;

— social risks associated with moral constraints,
with an increase in social class differentiation
and competition;
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— personnel risks caused by the transformation
of the organizational structures of the enterprise;

— risks of assumption of different forms of unfair
competition;

— risks of cyber-attacks.

Conclusion

The development of robotics is a priority for
innovative industrialization not only in the long term,
but also in the short term. Robotics can also become
an engine for overall economic growth, given that the
most advanced developed countries are now creating
robotic enterprises and relocating production from
developing countries.

Many threats to the economic security of the
industrial enterprise can be mitigated by digitalization
and the flexible robotization of production and
promotion. However, in a robotized economy, it must
be borne in mind that these processes, along with the
potential benefits of the industrial enterprise, may cause
new threats to economic and social security.

The article analyzes the current state of robotics
and the introduction of industrial robots into production.
A systematic review of the current world market of
robotics is made. External challenges, uncertainties
and risks arising from robotization are investigated.
Also the identification of partial socio-economic
risks, their causes and their impact on the economic
security of the industrial enterprise was carried out.

In further research, a qualitative and quantitative
analysis of the risks caused by robotization will
be conducted and recommendations for their elimination
will be given.
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JOCJAIKEHHSA BILIUBY PIBHSI CYUYACHOI POBOTU3AIIIL HA BUKJIUKH
TA PUBUKU EKOHOMIYHOI BE3NNEKH NPOMUCJIOBOI'O NIJINPUEMCTBA

Industry 4.0 mepenbavae KOMIUIEKCHY TpaHC(OpMALIiFO BCiX Taidy3eil MPOMHCIOBOCTI LUBIXOM TMO€THAHHS LU(POBHX TEXHONOTIH
Ta IHTEpHETY 3 TPaJWIiHAUMU BUPOOHHITBAMH. BaxkmBo Haromocutw, mo Industry 4.0 Garato B 4oMy CIIMpaeThcs Ha POOOTH3ALLIO.
PoboTn3aris BigkpuBae HOBI MOMUIMBOCTI JUTS TIPOMHUCIIOBOTO HiAIIPHEMCTBA, TIOBHICTIO TpaHC(HOPMYIOUH TEXHOJIOTII Ta OpraHizamiro Horo
BUPOOHHYOTO Tpoliecy i Gi3Hec-Mozenb. barato 3 HasiBHUX 3arpo3 I eKOHOMIUHOI O€3MeKH MPOMHUCIIOBOTO HiANPUEMCTBA MOXYThb OyTH
MOMSIKIIIEHI 3aBASKH LUppoBizamii Ta THyUKOoi poOOTH3allii BUPOOHUIITBA Ta MPOCYBAHHS TOBApiB. AJie OHOYACHO MPOLIECH, MOB’S3aHI
3 poOOTH3ALIIEI0 EKOHOMIKH, CTIPUYHHSIOTH HOBI 3aTpO3H JUIsl EKOHOMIYHOI Ta colliabHOi Oe3mekn. Hacmigku IXHpOro BIUIMBY i MEXaHI3MH
iXHBOTO HIBENIFOBAHHS € MPEIMETOM JIOCIiDKCHHA. MeTow poGoTH € IOCTIDKEHHS BIUIMBY pOOOTH3AIlii HA E€KOHOMIYHY Oe3reKy
MPOMHUCIIOBOTO ITiMIPUEMCTBA. Y CTaTTi BUPIIIYIOTECS TaKi 3aBAAHHS. O cep 3aCTOCYBaHHS I TEHICHIIH PO3BHTKY HMPOMICIOBHX
PpoOOTIB; OIS PUHKY POOOTOTEXHIKH; aHAJIi3 PH3HKIB Ta 3arpo3 JUlsl eKOHOMIUHOI Oe3eKH IPOMHUCIOBHUX MiANPHUEMCTB, 10 BUHUKAIOTH
yHacImgok poboru3amii. 3acTOCOBYIOTHCSI METOAM CHCTEMHOIO aHajidy, rpadiuHoro ysaraipHeHHs Ta Kiacuikarii. PesyabraTu
JIOCTIDKEHHS MICTATB. aHaJi3 Cy9acHOTO CTaHy POOOTOTEXHIKH Ta BIPOBAIKEHHS IIPOMICIOBUX pOOOTIB Ha BUPOOHHMIITBI, CTUCIMIA aHAII3
PHHKY pOOOTOTEXHIKM ¥ BHBUCHHS 30BHIIIHIX BUKIUKIB, HeBU3HAUYEHOCTEH 1 PH3HIKIB, [0 BUHUKAIOTh YHACIIIOK POOOTH3ALLii, — MOJIITHKO-
CKOHOMIYHMX, TEXHOJNOTIYHMX, (PIHAHCOBUX Ta EKOJOTriYHMX. BHCHOBKH. PO3BUTOK pOOOTOTEXHIKM € TIPIOPHUTETHHM HAIpsSIMOM
JUI 1HHOBALiiHOI iHAOycTpiami3alii He TUTBKM B JOBIOCTPOKOBIH, anme W y KOPOTKOCTPOKOBiM mepcrekTuBi. PoOoToTexHika Moxke
CTaTH JIOKOMOTHBOM 1 JUIS 3arajbHOTO0 E€KOHOMIYHOTO 3pPOCTaHHS, YpPaxXOBYIOUH, IO HaHOLIBII TepemoBi Ta pPO3BHHEHI KpalHM HHHL
CTBOPIOIOTH y ce0Oe poOOTH30BaHI MiANPUEMCTBA I MEepeBOIATh 10 cebe BHpOOHMITBA 3 KpaiH, IO po3BHBAIOTHCS. OfHaK B yMOBax
poGoTu3auii HEOOXiTHO BpPAaXOBYBaTH, IO Ii MPOLECH, OAHOYACHO 3 TOTCHLIHHUMH BUTOJaMH IS TPOMHCIIOBOTO IIiNPHEMCTBA,
MOXKYTh CIIPHYMHATH H HOBI 3arp0O3H I EKOHOMIYHOI Ta COLIAIBHOT Oe3MeKH.
Kuarouosi ciioBa: Industry 4.0; poboTu3attis; nndpoBizallis; pU3UKH; €KOHOMIUHA Oe3eKa; MPOMHUCIOBE MiIIPHEMCTBO.

WCCJIEJJOBAHUE BJUSHUA YPOBHSI COBPEMEHHOM POBOTHU3AILIAN
HA BbI3OBBI 1 PUCKHW SKOHOMMYECKOM BE3OINACHOCTH
IMPOMBIIIVIEHHOT O ITPEANIPUATUA

Industry 4.0 mozpazymeBaeT KOMIUIEKCHYO TpaHC(OPMALIHIO BCEX OTpaciel IPOMBIIUICHHOCTH ITyTeM COYeTaHUs LU(POBBIX TEXHOIOTUI
U WHTEpHETa C TPaJWLIHOHHBIMU ITIPOW3BOACTBaMH. BaxkHO momuyepkHyTh, uto Industry 4.0 Bo MHOroM ommpaercss Ha pOOOTH3ALMIO.
PoGoTu3anms OTKPBIBaCT HOBBIE BO3MOXKHOCTH [UIsl TPOMBILIUICHHOTO MPEANPHSTHS, IOJTHOCTBIO TPaHCHOPMHPYS TEXHOJIOTHH
W OpraHM3allMIo ero IPOM3BOJCTBEHHOrO Ipoliecca M OM3Hec-Mozenb. MHOTHE M3 CYLIECTBYIOIMX CErOfHS Yrpo3 SKOHOMUYECKOH
6€30IM1aCHOCTH TIPOMBIIUICHHOTO MPEANPUATHS MOTYT OBITh CMSTYEHBI 33 C4eT HU(POBH3ALMH M THOKOH pOOOTH3ALMK MPOM3BOACTBA
W TIpOJBWKEHHs ToBapoB. Ho OFHOBpeMEHHO IIPOIECCHI, CBSI3aHHBIE C pPOOOTH3AIMEN SKOHOMHKH, IOPOXIAIOT HOBBIE YIPO3bI
IKOHOMHYECKON M CO]_[I/I&J'[bHOﬁ GCSOHaCHOCTI/I. nOCJ’le)ICTBl/Ifl UX BJIMAHHUA W MEXAHU3Mbl WX HHUBCIUPOBAHUA SABJIAIOTCA HNPEAMETOM
uccienoBanus. Lleas paboThl — HccreaoBaHue BIAMSHUS POOOTH3AMH Ha SKOHOMHYECKYIO 0€30MacHOCTh TPOMBILIICHHOTO MPEINPHSATHS.
B crarpe pemarorcs cnemyronye 3agaum: 0030p o0aacTel MpuMeHeHNs U TEHICHIMI pa3BUTHS MPOMBIIIIIEHHBIX pOOOTOB; 0030p PHIHKA
pPOOOTOTEXHHKH; aHAIM3 pHCKOB M  YIrpo3 OSKOHOMHYECKOH OE30MacHOCTH TNPOMBINUICHHBIX —NPEANPUATHH, BO3HHMKAIOLIMX
B pe3yJbTare podoTH3anuy. VCones3yroTess MeTOObI CUCTEMHOTO aHalIN3a, rpadideckoro o0o0menns u knaccuduranmy. PesyabTarTsl
BKJTFOYAOT B ce0sl aHAJIM3 COBPEMEHHOIO COCTOSIHUS POOOTOTEXHUKU M BHEIPESHHE TPOMBILLICHHBIX POOOTOB Ha MPOU3BOJACTBE, KPATKHUiA
QHAIM3 PBHIHKA POOOTOTEXHMKHM M HCCICIOBAHMS BHEIIHMX BBI3OBOB, HEOIpPEIENCHHOCTEH M PHCKOB, BO3HMKAOIIMX BCIICACTBHE
poOOTH3AINH, — TMOIUTHKO-3KOHOMHUYECKHX, TEXHOJOTHYECKUX, (DMHAHCOBBIX M JKOJIOIHYECKHX. BbIBOABI. Pa3BHTHE POOOTOTEXHHKH
SIBJISIETCS IPHOPUTETHBIM HAIpPaBICHUEM JUIsI WHHOBALMOHHOM WHIYCTPHAIM3allMK HE TOJBKO B JOJITOCPOYHOM, HO M B KPAaTKOCPOYHOM
IEPCIIEKTUBE. Po0OOTOTEXHIKA MOKET CTaTh JOKOMOTHBOM H JUIA O6Ll.leFO OKOHOMMYECKOI'0 pocCTa, YyUUThIBas, YTO Han60nee NEPEAOBLIE U
pa3BUTBIC CTpaHbl B HACTOALIEE BPEMs CO3JAIOT Yy ceOs poOOTH3MPOBAHHBIE MNPEANPUATHS M INEPEeBOAAT K cebe IpOM3BOICTBA
U3 pa3BUBAIOLIMXCS cTpaH. OfHaKO B YCIOBUSAX POOOTH3ALMHM CIEAYET YIUTHIBATH, YTO 3TU MPOLECCHI, OJHOBPEMEHHO C MOTCHIMATBHBIMU
BBITOZIAMH JUTSI IPOMBIIIIEHHOTO MIPEIIPHSTHS, MOTYT IIOPOXKIATh U HOBBIE YTPO3bI SKOHOMHUUECKOH 1 COLIMATIEHON G€30MacHOCTH.

KiroueBble cioBa: Industry 4.0; poGoTusaumsi; undpoBHU3aLus; PHUCKH, 3KOHOMHUYECKash OE30MacHOCTh; MPOMBIIUICHHOE
IPEaNPUATHE.
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