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METHOD FOR DETERMINING THE RATIONAL NUMBER OF UAV FLOTILLA
TAKING INTO ACCOUNT THE RELIABILITY OF THE AIRCRAFT

The conducted studies showed that projects of analysis and assessment of emergencies at critical infrastructure facilities have been
initiated in Ukraine and abroad. The purpose of such a system is the formation of data for the development of architecture,
demonstration analytics and a prototype of decision support capabilities, taking into account the use of currently available data
and analytical methodologies. Unmanned aerial vehicles (UAVs), which work with ground and air control points in emergencies,
are planned as the basis for the construction of such a system. The subject of the study is methods of determining the rational
number of UAV flotillas taking into account the assigned tasks and characteristics. Currently, there is no method for determining
the rational number of a UAV flotilla, taking into account the reliability of the aircraft. An urgent scientific and technical task
is the task of creating a rational number of the UAV flotilla, taking into account the reliability of the aircraft and the necessary
quality of monitoring the situation in emergencies. The purpose of the article is to develop a method for determining the rational
number of UAV flotillas taking into account the reliability of the aircraft and the necessary quality of monitoring the situation
in emergencies. Research methods — provisions of risk theory, probability theory, combinatorics, mathematical apparatus
of reliability theory, mathematical methods of optimization. Research results: an analysis of factors affecting the structure
of the UAV grouping was carried out; the dependence of task performance on the probability of UAV failure under the influence
of interfering factors was obtained; it is shown that in conditions with a low impact of interfering factors, the reliability of
individual UAVs does not have a significant impact on the performance of assigned tasks. It has been established that with
increasing influence of interfering factors, the probability of completing tasks depends on the reliability of the aircraft.
Conclusions: The proposed method makes it possible to create a rational number of UAV flotillas taking into account the reliability

of the aircraft and the necessary quality of monitoring the situation with a rational number of UAVs in emergencies.
Keywords: UAV flotilla control; UAV grouping; rational number; emergencies; reliability of functioning.

Introduction

Analysis of recent research and publications

A number of publications by domestic and foreign
scientists have been devoted to ensuring and assessing
the reliability, survivability, and safety of technical
systems, in particular those intended for monitoring,
control, and management in emergencies. In Ukraine and
abroad, projects have been initiated to analyze [1, 4],
assess the occurrence of emergencies [5, 6], generate data
for architecture development [2, 3], and demonstrate
analytics and prototype decision support capabilities
using currently available data and analytical
methodologies to prevent accidents and incidents [3, 5].
Unmanned aerial vehicles (UAVSs) working with ground
and airborne control centers in emergencies can become
the basis for building such a system. The idea of such
systems is quite simple. A UAV or a group (fleet)
of UAVs operate in the emergency zone. The number
of aircraft is determined by the list of tasks assigned
to the UAV group. In addition, each of the aircraft
is capable of duplicating the assigned tasks to
a neighboring UAV.

The construction of an information management
system involves structural and numerical redundancy of
UAVs. Paper [7] proposes a methodology for assessing
the probability of performing a task by a fixed humber of
flotilla taking into account the reliability characteristics
of UAVs. This approach provides for maximum
redundancy of the grouping, as well as the use of highly
reliable aircraft, and therefore expensive UAVs, and does
not allow for rational construction of aircraft groups.

Paper [8] considers risk models in information
systems and formulates the tasks of building self-
healing systems.

Studies [9, 10] solve the problem of detecting covert
attacks using false data in intelligent networks. At the
same time, the network structures for detecting attacks
are not substantiated and algorithms for building a system
in case of network degradation are not considered.

Works [11, 12] predict the load in an intelligent
network based on long-term and short-term memory.
The results obtained make it possible to solve the
problem of predicting the state of the system, but do not

© |. Ruban, V. Lebediev, 2023


https://doi.org/10.30837/ITSSI.2023.23.108

Cyuachuii cman HayKogux 00CaiONceHb ma mexHonozitl 8 npomuciogocmi. 2023. Nel (23)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

allow solving the problem of self-healing of the system
in the event of failure of its elements.

The following papers [13, 14] consider the impact
of cyber-physical attacks on data in real-time smart grids.
A mechanism for detecting cyber-physical attacks with
false data is proposed to protect the operation of power
transmission and distribution systems by automatically
determining the main physical relationships using
cross-sensory analytics.

The study [15] raises the issue of the ability of
the smart grid to self-heal and receive new energy.
The results obtained can be applied to power systems that
combine different energy sources to maximize the safety
of system operation.

Despite the significant number of developed
methods and models, a number of important issues
remain outside the scope of research, namely

— development of models and methods for ensuring
self-healing in information systems for the management
and operation of the UAV flotilla;

— organization of a multi-level information system
for the management and operation of the UAV flotilla
and creation of a method for assessing the characteristics
of such systems;

— development of self-healing methods in
information systems of UAV fleets with multi-stage
degradation and recovery;

— creation of a model for deploying multi-purpose
self-healing unmanned systems for monitoring and
analyzing emergencies.

In addition, it is necessary to emphasize the lack
of information technology to plan the use and ensure
the reliable operation of UAV fleets, given the existing
capabilities of unmanned aircraft to measure, transmit
and analyze information about the state of objects.

Existing approaches to determining the number
of UAVs in a flotilla are aimed at some redundancy
of aircraft and do not take into account the ability
of UAVs to operate under specific destabilizing factors
and threats. Currently, there is no method for determining
the rational number of UAV flotillas, taking into account
the reliability of the aircraft. The rational number of
aUAV flotilla will be understood as the minimum
number of aircraft capable of performing the assigned
tasks with a given probability.

Therefore, the task of creating a rational number of
UAV flotilla taking into account the reliability of the
aircraft and the required quality of control of the situation
in emergencies is relevant.

The purpose of the article is to develop a method
for determining the rational size of a UAV flotilla, taking
into account the reliability of the aircraft and the required
quality of control of the situation in emergencies.

Materials and methods of the study

Advances in probabilistic accident modeling and
data analysis make it possible to explain and predict
events and incidents with greater accuracy using large
amounts of available data and sophisticated analytical
tools. Unmanned aerial vehicles (UAVS) that work with
ground and airborne control centers in crises can be the
basis for building such a system. The idea of the system
is quite simple. A UAV or a group (fleet) of UAVs
operates in a crisis area (Fig. 1). The number of UAVs is
determined by the list of tasks assigned to the UAV
group. In addition, each UAV is capable of duplicating
the tasks assigned to a neighboring UAV.

UAVT UAVSE

Fig. 1. UAV grouping

An analysis of the tasks assigned to UAV groupings
that require decision-making shows that the same typical
elements are usually present in these processes (Fig. 2).
These elements include the following:

The analysis of Fig. 2 shows that, depending on the
required probability of completing tasks, increasing the
impact of interference, the quality of the UAV fleet
depends on both the reliability of the aircraft and the
quality of the control system.

Let F be the functional describing the quality of the
UAYV grouping control system under threats [9, 10]:

F{G(hR), I(R), S(L), V(e), T(t)}, (1)
where G(h,R) is a function characterizing the energy

parameters of the control system;
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I (R) is a function characterizing the resistance to

external influences;
S(L) is a function characterizing the structural

reliability of the control system software;

V(e) is a function that characterizes the speed

characteristics of the control system;

T(t) is a function characterizing the time

parameters of the control system.

Fig. 2. Typical elements and factors affecting the structure of a UAV grouping

Thus, the task of synthesizing a self-healing system
is to develop methods and algorithms that maximize the
functional of the form (1). Mathematically, this can be

expressed through the objective function y(x), which is
written in the form [3]:
v(x)=max{F{G(h, r), I(R), S(L), V(r), T(t)}}, @
where x=(h, r, R, L, e, 1).
In addition, the following restrictions must be met:
G(h.R)=gan
I(R)< Ly,
S(L)=Sy, 3
V(e)<Vyy,
T(t)<Ty.
where gg is the minimum allowable value of the energy

parameters of the control system;
I is the required value of resistance to external

influences;

San is the set value of structural reliability of the

control system software;
Vg is the minimum allowable value of the speed

characteristics of the control system;
T is the maximum allowable time for executing

control commands.

Thus, expression (2), taking into account the
constraints (3), describes in a generalized form the main
task of research — the synthesis of the control system —
and ensures the maximum quality of the system in the
complex under the conditions of given probabilistic and
temporal characteristics and the influence of interference.

The studies conducted have shown [11] that the
synthesis task that ensures conditions (2) in the case of
their limitations (3) is an extreme task. The variational
nature of the problem of constructing a self-healing
system implies the use of ideas and methods as
a mathematical apparatus, including theoretical-numerical
and combined-multiple methods. Solving the problem
of rational allocation of resources of the system of
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aircraft operating in emergencies is associated with the
following areas [7]:

1. Creation of a UAV fleet with some redundancy
of aircraft that ensures guaranteed mission performance
in case of failure or destruction of a part of the UAV;

2. Creation of a UAV grouping, taking into account
the possibility of self-healing of the system of both
the aircraft itself and the redistribution of management
resources of the grouping itself.

The elements considered in (2) and (3) are
interdependent. The objective function cannot be formed
without identifying those variables and parameters that

determine the outcome of the operation. An in-depth
analysis of the relationships and correlations between
the parameters and variables is also necessary. The choice
of an objective function optimization method depends
entirely on the specific form of its representation,
which reflects the content of the mathematical model.

In the course of the research, a structural scheme
for managing a UAV flotilla was developed, taking
into account the self-healing of the system in the
conditions of degradation of the control system in the
event of the influence of destabilizing factors and threats.
The structural and functional diagram is shown in Fig. 3.
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Fig. 3. Block diagram of UAYV flotilla control

In the course of research, we analyzed the proposed
method.

Let the probability of completing a task by a fleet
of UAVs be equal to Py - Each UAV has its own task.

The probability of each UAV completing its task is
equal to B,.
Assuming that a UAV flotilla contains n UAVs

whose failures are random and independent events,
the probability Ry, of the flotilla completing a task

can be taken as equal to the product of the probabilities
of an individual UAV completing a task [13]:

n
I:)comp = H R.
i=1

When using a single UAV, taking into account
the effects of obstacles, the probability of completing
the task is written in the form [6]:

Pf :PintPc +(1*P‘

int

)P,

w?

4)
where Ry is the probability of an interference effect on

the UAV at a particular time;
P. is the probability of UAV failure under the

condition of interference;

P,, is the probability of UAV failure without
interference.

The probability of UAV failure in case of
interference depends on the UAV failure rate and the
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adopted failure model. In known studies, a simple failure
model is considered.

In the context of a UAV grouping, let's assume
that if one UAV fails, its tasks are instantly assigned
to another vehicle. The probability of such an event is
equal to [3].

Po=Peilejlis ©)
where P,; — the probability of failure of the i-th UAV

if the UAV is affected by interference;
P.j;;— is the conditional probability of failure

of the j-th UAV in case of interference, after the

failure of the i -th UAV.

UAVSs can be in one of two possible states during
a task: operable or failed. In [3], it is shown that in this
case of a UAV failure after it is turned on in the active
mode of operation, the Bernoulli scheme can be applied.
As a result, we have:

n .
P= > CiR(1-R)"". (6)
i=t+1
Using expressions (4)-(6), we analyze the

probabilities of performing a UAV task in the face
of interference. Fig. 4 shows the dependence of P;

on P, if P, has different values.

These dependencies make it possible to justify
the number of UAVs and the probability of obtaining
information for analyzing the situation in the face of
interference. The results obtained are taken into account
in the process of emergency response.

Fig. 4. Dependence of task performance on the probability
of UAV failure in case of interference and when using
aircraft with different reliability

Fig. 4 shows that in conditions with insignificant
interference, the reliability of individual UAVs does not
significantly affect the performance of tasks. As the

impact of interference increases, the probability
of completing tasks depends on the reliability
of the aircraft.

Pcomp

A

1+ P,=10"! P, =107
P, =107
—f—+—+—+*n

Fig. 5. Dependence of the UAV flotilla's mission performance
on the number of aircraft

Implementation of the functions of reallocation of
group management resources will allow efficient use
of each aircraft.

Fig. 5 shows the probability of completing
a task by a UAV flotilla depending on the number
of aircraft. The figure demonstrates that, given the
required probability of completing a task, the size
of the UAV fleet depends on the reliability of the aircraft.

Conclusion

Thus, the proposed method makes it possible
to substantiate the rational size of the UAV flotilla,
taking into account the reliability of the aircraft
and the required quality of control of the
situation in emergencies. The obtained results allow
us to determine the rational size of the UAV
flotilla depending on the required probability of
performing  tasks, the growing influence of
interference and the reliability of aircraft. The basis
for building such a system should be unmanned
aerial vehicles that work with ground and airborne
control centers in emergencies.
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Given the results obtained, the developers of the
emergency control system can justify a strategy for
choosing a rational number of UAV flotilla and the
reliability of the aircraft used. The question is
whether to choose a large number of cheap but less

reliable UAVs, or to choose aircraft that are more
reliable with asmaller number. The results of the
study can serve as abasis for economic justification
of the size of the UAV flotilla and the quality of the
aircraft used.
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METO/]I BABHAYEHHS PAIIIOHAJIBHOI YUCEJBHOCTI ®JIOTUIII BILTA
3 YPAXYBAHHSAM HAJIMHOCTI JITAJTBHOI'O AITAPATA

[IpoBemeHi nOCHiUKEHHS IIOKa3anmu, OO0 B YKpaiHi Ta 3a KOPJOHOM IHINIOBAaHO NPOEKTH aHAN3y M OI[IHIOBaHHSI
BUHUKHEHHS HAI3BUYalHUX CHUTyamid Ha o00’ekTaXx KpUTHYHOI iHQpacTpykrypu. Mera iHpopmamiiiHOi cucTeMH
yOpaBiiHHS — (OpMyBaHHS JaHUX [  PO3POOJCHHS AapXiTeKTypH, MAEMOHCTpPAUiiiHOI AaHANITHKA Ta MPOTOTHILY
MOXJIMBOCTEH MIATPUMKH NPHUHHATTS pIlIeHb 3 ypaxyBaHHSIM BHKOPHCTaHHS HAsBHUX Ha CHOTOAHI JaHMX 1 aHANITHYHUX
Merofosorid. OCHOBOIO MOOYHOBH TakKoi CHCTEMH MOXYTh OyTH Oe3miyoTHi nitaneHi amapatd (BIUJIA), mo mnparroroTh
i3 Ha3eMHMMH W TOBITPSHUMH IyHKTaMH KepyBaHHS B HaI3BHYaHMX cuTyarisx. IIpeaMeToM IOCIi/KEHHS € METOIU
BU3HAYEHHs palioHanbHOl uucenbHocTi ¢uotwnii BIIJIA 3  ypaxyBaHHAM TIOKJIQJCHHX 3aBJaHb Ta XapaKTEPHCTHK.
Huni BixcyTHii MeToj BH3HAa4YeHHs panioHanbHOi uucenbHOCTi (iotwmii BIJIA 3 ypaxyBaHHAM HaIiifHOCTI JIITaTBHOTO
amapata. AKTYaJbHHM HAyKOBO-TeXHiYHMM 3aBJaHHAM € CTBOPSHHS pauioHaubHOi uncenbHoOcTi ¢urotmnii  BIUIA
3 ypaxyBaHHSM HQJIHHOCTI JITaJlBHOTO amapara Ta HEOOXiJHOT SKOCTI KOHTPOJ OOCTaHOBKM B yMOBaxX HaJI3BUYANHHX
curyarid. Mera cTaTrri — po3poOMTHM MeToJ BHU3HAUEHHS palioHAIbHOI 4YncenbHOCTI Quotwiii BIIJIA 3 ypaxyBaHHIM
HAJIHHOCTI JTaNbHOTO amapara W HEOOXIMHOiI SKOCTI KOHTPONO OOCTaHOBKM B yMOBaX HAJI3BUYaWHHUX CHTYAaIii.
MeToau [OCTIKEHHA: TMOJOXKEHHS Teopil pHU3MKiB, Teopii HMOBIpHOCTI, KOMOIHATOPWMKH, MAaTEeMaTHYHOTO amapaTry Teopii
HAJiHOCTI, MaTeMaTHYHMX MeETOAiB ontuMizamii. Pe3yabTaTH aOCHiZKeHb: MPOAHATI30BAHO YHHHUKH, W10 BIUIMBAIOTh
Ha CTpyKTypy yrpynoBanHs BIIJIA; oTpumaHO 3aJie’)KHOCTI BHKOHaHHS 3aBIaHHs Bix iMoOBipHOCTI BuXoxmy 3 Jyamy BITJIA
mix 4yac mii necrabimizamiiHuX (akTopiB; MOKa3aHO, IIO B YMOBaX 3 HE3HAYHOIO JI€I0 IepemKox HaailHicTh okpemux BITJIA
ICTOTHO He BIUIMBA€ Ha BHKOHAHHA IIOCTABJICHMX 3aBJaHb; YCTAaHOBIECHO, IO 3i 3pPOCTAaHHAM BIUIUBY II€PEIIKOL
IMOBIpHICTP BHKOHAHHS 3aBAaHb 3aJIOKUTh Bl HANIHHOCTI JITANbHOTO amapata. BHCHOBKH: 3alpONOHOBAHUI METOX
J1a€ 3MOTy CTBOPHUTH palliOHaNbHY 4ucenbHICTh ¢utotiiii BIIJIA 3 ypaxyBaHHAM HajAifHOCTI JiTanpHOro amapata W HeoOXimHOT
SIKOCT1 KOHTPOJTIO 0OCTaHOBKH 32 YMOBH pallioHATBHOI KibKocTi BITJIA mij yac Haa3BUYailHUX CUTYaIliid.

Koarouosi cioBa: ynpasninas ¢uortwiieto BIUIA; yrpymoBanns BIIJIA; pamioHanbHa YHCENBHICTB;, HaJ3BUYalHI CHUTYaIL;
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