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THE METHOD OF DETECTING INFORMATION ATTACK OBJECTS IN
RECOMMENDATION SYSTEM BASED ON THE ANALYSIS OF RATING TRENDS

The subject matter of the research is the process of identifying information attacks on the recommendation system. The goal of this
work is to develop a method for detecting information attack objects in a recommendation system based on the analysis of trends in
the ratings of system objects. The task to be solved is: develop a method of detecting information attack objects in a recommendation
system. Results. The paper investigates methods for determining the existing trends in time series, in particular, methods based on a
moving average, several moving averages and zigzag tops. Also, a method for predicting the dynamics of trends in a time series in the
future based on R/S analysis was considered. The set of indicators has been proposed, by the values of which it is possible to
determine the presence or absence of an information attack on an object of the recommendation system. This set of indicators
includes: the existing trend in the numerical series of ratings of the system object, the predicted trend in the ratings of the system
object, the number of getting of the object in the lists of recommendations and statistical characteristics of the series, for example, the
number of target ratings, the variance of ratings, the variance of the time of assigning ratings, etc. On the basis of the proposed set of
indicators, the method for detecting objects of information attack in a recommendation system using trend analysis in the ratings of
system objects was developed. This method makes it possible to detect the presence of an information attack on the objects of the
recommender system and generates the list of possible targets for bots. Many possible targets can be used to further search for bot
profiles and clarify information about their true targets. This will make it possible, when searching for botnets, to check not all system
profiles, but only those that interacted with probable targets of attack. Conclusions. The method of detecting information attack
objects in recommendation system based on the analysis of rating trends was developed. The software implementation was created
and experiments to test the effectiveness of the developed method were carried out. The experiments have shown that the developed
method makes it possible to identify with high accuracy the objects of information attacks on recommender systems for random,

average and popular attack models.
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Introduction

Recommendation systems are increasingly used on
various websites and are becoming an important part of
them, allowing users to better find the content they need
[1, 2].

Like other components of multi-user websites,
referral systems need to be protected from information
attacks that may be used to disseminate informational
influences for marketing, political or other purposes [3, 4].

The main type of information attacks on referral
systems are profile injection attacks [3-7]. They are
implemented by bot networks [4, 5]. Such attacks are
aimed at changing the frequency of impressions in the
recommendations of certain objects of the system.
Increasing the frequency of impressions in the
recommendations draws more attention to certain content.
And reducing the frequency of impressions - reduces the
likelihood of users' attention to the content. Therefore,
attacks on referral systems are used by attackers to draw
attention to their content, or to reduce the popularity of
competitors' content. There are different models of profile
injection attacks, in particular, random, medium and
popular attack models [6, 7], which differ in strategies for
filling bot profiles with estimates for targets and for filling
the profile and masking it as a user profile from the target
system segment.

Existing methods of detection and neutralization of
attacks in recommendation systems [1, 8-11], require
constant repeated checks of all profiles of system users.

Mostly in existing studies, it is proposed to consider
the detection of an attack on the recommendation system
identical to the detection of bot profiles [1, 4, 8-11]. To

identify bot profiles, clustering and classification methods
are used to separate all system profiles into normal and
suspicious, and the distribution of ratings in individual
user profiles is analyzed by statistical methods to find
anomalies specific to bot profiles.

Detecting bot profiles is a very resource-intensive
task that requires the use of machine learning methods and
processing large amounts of data.

In this paper, it is proposed to identify the objects of
information attack in the recommendation system, and
then, if such are found, you can further search for bot
profiles among users who interacted with them. It is
suggested to look for objects of attack on the basis of
statistical characteristics and dynamics of trends of their
ratings. In this case, detecting the presence of an attack
will be a less resource-intensive task, and bots can be
searched among fewer user profiles.

Main part

We will assume that the attack on the
recommendation system occurs when the dynamics of
ratings of one or more objects of the system changes as a
result of the actions of the bot network. However, the
amount of damage from an attack does not always depend
on the number of objects affected. Successful change of
ratings of even one object by a botnet can have big
consequences if it is a question, for example, of social,
political or medical sphere, etc.

Thus, the presence of an information attack on the
recommendation system causes a change in the ratings of
objects (increases or decreases them), but a change in the
ratings of the object is not sufficient reason to believe that
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an attack occurs, as ratings may change as a result of
normal actions of authentic users. Therefore, we highlight
a number of additional features that may indicate an
information attack:

- in the case of an object, the number of ratings has
increased sharply over the period of study — this may
indicate an attack, because to shift the ratings you need to
create a significant number of bots that will deliver
targeted ratings of the object;

- object, on the studied period of time put a lot of
target ratings, i.e., the highest when increasing the rating,
or the lowest when lowering the rating - such ratings may
be higher than all others in the current period, which may
indicate the haste of the attacking system when he needs
to promote his content as soon as possible;

- low variance of object ratings - it is natural that the
attack object will have many identical marks in the studied
period of time, because during the attack they try to
change ratings, i.e., for example, before the attack there
were many low marks, and the botnet exposes many high
estimates;

- the object became more often than others to get on
the recommendation lists — if it is an attack, it is
successful, in fact only successful attacks and should be of
interest to the security subsystem of the recommendation
system, because they must be neutralized, and
unsuccessful attacks can be ignored in case of savings
system resources.

So, let's form a set of indicators, the values of which
can determine the presence or absence of an information
attack on the object of the recommendation system:

Qa,i:{trv pr,drldhnr’ntr’nrec} ! (1)

where tr is a trend of dynamics of object i ratings, which
can take the following values {-1, 0, 1} — respectively
"rating downward trend”, "no change" and "upward
trend"; pr — forecasting the trend of the dynamics of object
i ratings; d, — variance of object i ratings; d, — variance

of object i rating time; n, — the number of estimates in the
object i and in the studied period of time; n, - the

number of target estimates in the object i in the studied
period of time; n,, — the number of hits of the object i

and the lists of recommendations to users in the study
period.

If the objects of the system can be ranked according
to their importance in terms of the need for protection
against attacks, they can be assigned the appropriate
coefficients and primarily monitor the status and dynamics
of ratings of the most important objects, ignoring, or lastly
monitoring the status of ratings less important objects.

Of all the indicators (1), it is difficult to determine
only trends and forecasts of trend dynamics. Since the
definition of trends is the economic science, for example,
to determine changes in exchange rates, stocks, etc., we
turn to their tools, namely to technical analysis [12, 13].

Technical analysis is a set of tools used in the
economy to predict future price changes based on the
analysis of patterns of price changes in the past.

In technical analysis, there are many methods for
determining the direction of the trend [12-15], consider
the simplest of them, which can be easily applied not only
to prices in trading systems, but also to any time series:

- moving average;

- for several moving averages;

- behind the vertices of the zigzag.

Determining the direction of the trend on the
moving average.

One of the easiest ways to determine the presence of
a trend and its direction - the moving average. You can
use both a single moving average and a whole set, which
is sometimes called a "fan".

The rule for determining the trend for one moving
average:

- the trend is directed upwards, if at a given period of
time the last value of the numerical series is above the
moving average;

- the trend is directed downwards, if at a given
period of time the last value of the numerical series is
below the moving average.

When at a given time the last value of the numerical
series is above / below the moving average, the next value
often then unfolds in the opposite direction. That is, this
method gives a large number of incorrect answers. Due to
this, its use as a trend indicator is quite limited. It can only
be used as the coarsest trend filter.

Determining the direction of the trend by several
moving averages.

To improve the quality of the moving trend, you can,
for example, use two or more moving averages with
different periods. Then the rule for determining the trend
for any number (more than one) of moving averages with
different periods will look like this:

- the trend is directed upwards, if at a given period of
time all moving averages are built in the correct order of
increase to the end of the numerical series;

- the trend is directed downwards, if at a given
period of time all moving averages are built in the correct
order of decrease to the end of the numerical series.

In this method, the number of false signals about the
change in the direction of the trend will be less than in the
previous one. But the time spent on determining the trend
will increase.

Determining the direction of the trend by the
highs and lows of the ZigZag indicator.

This method uses the rule of Charles Doe [12]:

- the trend is directed upwards, if each subsequent
local maximum of the graph of the numerical series is
higher than the previous local maximum and, at the same
time, each subsequent local minimum of the graph of the
numerical series is also higher than the previous local
minimum;

- the trend is directed downwards, if each subsequent
local minimum of the graph of the numerical series is
below the previous local minimum and, at the same time,
each subsequent local maximum of the graph of the
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numerical series local
maximum.

Local highs / lows can be found behind the vertices
of the ZigZag indicator.

The ZigZag indicator is a trend indicator in technical
analysis that connects local lows and highs on a numerical
series graph and allows you to filter noise. There are many
different modifications of the ZigZag indicator for stock
market analysis.

The minimum time series value change parameter
determines the number of points to which the value must
move to form a new Zig or Zag line. Thus, the ZigZag
reflects only the most significant changes and reversals.

The main disadvantage of this method of
determining the trend - in real time it is impossible to
understand the already formed extremum or not.

This disadvantage makes this method of little value
for practical use in real time. But it is very useful in the
technical analysis of previously collected data in order to
find patterns and to assess the quality of the system.

In addition to identifying the current trend, you can
also try to predict possible further changes in the time
series. In the context of determining the presence of an
attack on a recommendation system, predicting the
preservation of an abnormal trend can be an additional
indicator of a successful attack.

R/S analysis can be used to predict future trends in
numerical series [15].

Consider the algorithm of R/S analysis. It consists of
the following steps:

1. Given the initial time series St. Let’s calculate the
logarithmic ratio:

is also below the previous

N, = In—t @)
St

2. Let’s divide the series N by A adjacent periods of
length n. Let’s denote each period as Ia, where a=1, 2,...,
A. Determine for each la the average value:

E(la)=%kz_‘1Nk,a. 3)

3. Let’s calculate the deviation from the mean for
each period |, :

k
Xk,a:z<Ni,a_E(la))' (4)
i=1
4. Let’s calculate the scope within each period:

Ry, =max (X, )-min(X,,). (5)

5. Let’s calculate the standard deviation for each
period 1, :

S|a :\/Ei(l\lk,a_lz(la))2 ' (6)

)

6. Each R, we divide by S; . Next, we calculate
the average value R/S:

ZA:R/S(A)
R/S(n):ale. @)

7. Increase n and repeat steps 2-6 until n < N/2.
8. Build a graph of dependence Iog(R/S(n)) from

log(n) and using the least squares method we find the
regression of the form:

log(R/S(n))=H-log(n)+c, (8)

where H is a Hirst index.

9. Next, let’s check the result for significance. To do
this, we test the hypothesis that the analyzed structure is
normally distributed. If R/S are random variables normally
distributed, then we can assume that H is also normally
distributed. The asymptotic limit for the independent
process is the Hirst index equal to 0.5. Peters [15], as well
as Ennis and Lloyd [16] suggested to use the following
expected R/S:

n-0.5 P I =t s
E(R/S(n))= - '[n'Ej ; — 9)

For n observations we find the expected Hirst index
E(H).

10. Let’s calculate the expected variance of the Hirst
index by the formula:

Variance(H ) = % . (10)
where H — is the Hirst index; N — the number of
observations in the sample.

11. Let’s check the significance of the obtained Hirst
coefficient by estimating the number of standard
deviations by which H exceeds E(H). The result is
considered significant when the significance indicator on
the module is more than 2.

Interpretation of Hearst index indicators:

—H = 0.5 - process with no memory, no trend.

—H > 0.5 - the process tends to maintain the trend.

—H<05 - the process is characterized by
antipersensitivity, i.e. any tendency tends to change to the
opposite.

The values of the Hirst index of natural processes are
grouped near the values of 0.72-0.73, which is indicated
in the following works [17].

When studying the state of the recommendation
system, it makes sense to pay attention to objects in which
H> 0.5 in the studied period of time, such objects will
change their ratings according to a certain trend over a
long period of time, therefore, among them may be goals
of successful information attacks, especially if H> 0.73.

A method of detecting objects of information attack
has been developed, which consists of the following
stages:

Stage 1. We form a set of objects | for checking, it
can contain all objects of system, or only critically
important objects which need protection against attacks.
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Stage 2. Determine with the help of several moving
averages (or other methods of trend determination) for
each object from the set | the indicator tr over time z.

Stage 3. Determine by R/S analysis for each object
from the set | Hearst index H over time .

Stage 4. Determine for each object from the set | on
the time interval z the variance of the estimates d, and the

variance of the time intervals between the setting of the
target estimates d, , as well as their average values in the

systems d, ,,

Stage 5. Determine for each object from the set |
time interval z the number of target n,, and all estimates

Ta d; 4 -

n,, as well as the average number of target n ., and all

estimates n, ,, for system objects.

r,av

Stage 6. Determine for each object from the set |
time interval ¢ the number of hits in the lists of
recommendations n,., as well as the average number of

hits in the lists of recommendations n,,. ,, for all objects

of the system.
Stage 7. Determine the presence and type of attack
according to the following rules:

Rule 1. If the object has any 5 signs from the data:
the trend of rising ratings tr, =1, H>0.73, d. <d_,,,

d, <d then

we believe that there is a high probability of an attack to
increase the rating for this object.
Rule 2. If the object has any 5 characteristics from

t,av ! r]r > r‘|r,av' ntg > ntg,avl nrec > nrec,av’

the data: the trend of decreasing rating: tr, =-1, H > 0.73,
dr = dr,aV! dt = dt,avl nr > nr,av’ ntg > ntg,av*
Nree < Nyec.av » WE believe that there is a high probability

of a downgrade attack for this object.

To test the developed method, software in the Python
programming language using the Neo4j database will be
implemented. The open data set MovieLens Datasets was
used as input data, the data of the simulated information
attacks on the recommendation system was added to it.
Attacks were modeled using the models of information
attacks given in [1, 6, 7].

A series of experiments was performed to test the
effectiveness of the proposed method. The results of the
experiments are shown in tablel.

Table 1. The results of testing the developed method of detecting information attack by injecting profiles on the recommendation

system and objects of attack

c
. GE_J Model of information Number of Co_rrectly. Falsely recognized
S & | attack by injection of | objects in the Number O.f bot recognized ObJeCtEas objects of attack RMSE
z = yinj ) attack objects of attack, )
% profiles system % %
o
1 200 20 100.00 5.55 0.223
2 Random attack 200 10 80.00 23.68 0.484
3 200 5 40.00 22.05 0.479
4 200 1 100.00 16.58 0.406
5 200 20 90.00 0.00 0.100
6 Medium attack 200 10 50.00 13.68 0.393
7 200 5 60.00 13.84 0.380
8 200 1 100.00 12.06 0.346
9 200 20 75.00 0.00 0.158
10 Popular attack 200 10 80.00 12.63 0.360
11 200 5 40.00 17.94 0.435
12 200 1 100.00 15.57 0.393
Average values: 76.25 12.79 0.346
According to the results of experiments, the Conclusions

developed method allows to detect on average 76% of
objects of information attacks in the recommendation
system. Objects that were not attacked by information and
were mistakenly identified as being attacked accounted for
an average of 13%.

From objects that have signs of information attack on
them, you can form a set 1g. This will allow the search for
botnets to check not all system profiles, but only those that
interacted with the objects of the Ig set. After finding the
bot network, you can refine the data based on
the analysis of the activity of bots obtained by the
developed method.

The study of methods for determining existing trends
in time series, in particular, methods based on moving
averages, several moving averages and ZigZag vertices
has been done. Also, the method of forecasting the
dynamics of time series trends in the future based on R/S
analysis is considered.

There are many indicators that can be used to
determine the presence or absence of an information
attack on the object of the recommendation system. This
set of indicators includes the current trend of system
object ratings, the forecast trend of system object ratings,
the number of object hits in the recommendation lists and
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statistical characteristics of the series, such as the number
of target estimates, variance of estimates, etc.

Based on the proposed set of indicators, a method for
identifying objects of information attack in the
recommendation system using trend analysis in the ratings
of system objects has been developed.

The developed method allows to detect the presence
of an information attack on the objects of the
recommendation system, as well as forms a set of
probable targets of bots. Many probable targets can be

information about their actual targets. This will allow the
search for botnets to check not all system profiles, but
only those that interacted with the probable targets of the
attack.

The developed method was implemented and
experiments were conducted to test its effectiveness. The
conducted experiments showed that the developed method
allows to detect with high accuracy the objects of
information attacks on recommendation systems in
random, medium and popular attack models.

used to further search for bot profiles and refine
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METO/I BUSIBJEHHS OB’€KTIB IHOOPMAIIIMHOI ATAKH Y
PEKOMEHJIAIIIMHIN CUCTEMI HA OCHOBI AHAJII3Y TPEH/IIB PEVTUHTIB
IIpeamerom nociiKeHHS € MpOIEC BHUSBICHHS 1H(QOpMAIiHUX aTak Ha pEeKOMEHAaliiiHy cucteMy. MeToro maHoi poOoTH €

po3pobka MeToay BHABJICHHS 00’€KTiB iHPOpMAIiitHOT aTakn y peKOMEHIALIHIA CHCTeMi Ha OCHOBI aHaJi3y TPEHIIB Y peHTHHTaX
00’€exTiB cucTeMu. 3axaya: po3poOUTH METO BUsIBICHHs 00’ €KTiB iH(pOpMamiiiHOl aTaku y pekoMeHaliiHiil cucremi. Pe3ynbraTh.
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VY po6oTi IpoBeneHO MOCTIIKEHHS METO/IIB BU3HAYCHHS HAsIBHUX TPEHIIB Y YaCOBUX PsiIax, 30KpeMa, METO/[iB Ha OCHOBI KOB3HOTO
CepeHBOr0, JEKUIPKOX KOB3HMX CEpeIHiX Ta BEpUIMH 3HUI3ary. A TaKOXX PO3MIITHYTO METOJ[ IPOTHO3YBaHHS AWHAMIKH TPEHIB
4acoBOTO psAy y MaiOyTHhOMYy Ha OCHOBI R/S-amamizy. 3amponoHOBaHO MHOXXHHY HOKa3HHKIB, II0 3HAYCHHSIM SKHX MOJKHA
BU3HAYNTH HAsBHICTh UM BIACYTHICTH iH(pOpMaNiiiHOl aTakn Ha 00’€KT PEeKOMEHAAIIWHOI cHCTeMH. Y JaHy MHOXHHY HOKa3HHUKIB
YBIMIIIM: HassBHUH TPEH]| YMCIOBOTO PSy PEHTHHTIB 00’€KTY CHCTEMH, IIPOTHO30BAHUII TPEH PEHTHHTIB 00’ €KTY CHCTEMH, BEJIHKA
KUIBKICTh MOTPAIUIHb 00’€KTYy Yy CIIMCKH PEKOMEHIAWild Ta CTATUCTUYHI XapPaKTEPUCTHKU DALY, HANPUKIAJ, KUIBKICTh IBOBUX
OIIIHOK, IMCHEpCis OILIHOK, AWCIEpCis Yacy BHCTaBICHHS OILIHOK, Tomo. Ha OCHOBI 3ampomoHOBaHOI MHOXHHH ITOKa3HHKIB
po3po0eHO MeTOo BUSBICHHS 00 €KTiB iH(GOpMAIiifHOI aTaku y peKOMEHJAIiiHIi cUcTeMi 3 BUKOPHCTAHHSAM aHaJi3y TPEHIIB y
peiituHrax o6’ekTiB cucteMu. JlaHuWit MeTOA MO3BOJIAE€ BUSBUTU HAsBHICTH iHPOpMAIiiiHOT aTaku Ha O0’€KTH pPEKOMEHAALiHOI
cucTeMH Ta (GopMye CIIMCOK HMOBIpHUX Hineil 60TiB. MHOXXHHY HMOBIpHHX IiJIed MO’KHa BHUKOPHCTATH JUIS HOAAIBIIOTO IOUIYKY
npodiniB 60TiB Ta yrouHeHHs iH(popMamii mpo ix mikcHi mimi. e n103BOIHMTH NMpM MOUIyKy 0OT-Mepek INepeBipaTH He Bci mpodini
CHUCTEMH, a TUIBKH Ti, SKi B3a€EMONISUTM 3 WMOBIpHHUMHU 00’€kTamu artakd. BucHoBKkH. Po3po0iieHO MeTOJ| BUSBIICHHS 00’ €KTIB
indopmariifHoi aTtaku y peKOMEHMIAIHHIA CHCTeMi Ha OCHOBI aHaNi3y TpeHIIB peHTHHTriB. CTBOpEHO MpOrpaMHy peaji3aliio Ta
MPOBEICHO EKCIICPUMEHTH U1 MepeBipKd ePEeKTUBHOCTI po3poOiieHOro merony. IIpoBemeHI EKCIEPUMEHTH IOKa3ajiH, IO
3aMpOMOHOBAHUI METOJ J03BOJISIE 3 BUCOKOIO TOYHICTIO BHSIBISITH 00’€KTH iHQOpPMALIHUX aTak Ha PEKOMEHMIALHI CHCTEMH IPU
BUIAKOBHX, CEPEAHIX Ta MOMYJIAPHUX MOACIAX aTak.

KurouoBi ciioBa: pexoMeHzaniiHi ciuctemu; iHopmariiiiti ataku; inpopMmariitHa 6e3neka; BUABICHHS iHGOpMaLiiiHOT aTaky;
TEXHIYHUHN aHalli3; KOB3HE cepenHe; R/S-ananis.

METO/ OBHAPY’KEHUSI OBBEKTOB WH®OPMAIIMOHHOM ATAKH B
PEKOMEHJIATEJIbHOU CUCTEME HA OCHOBE AHAJIM3A TPEHJI0OB
PEUTHUHI'OB

IIpeameToM HccIea0BaHNUS SBISIETCS TIPOLIECC BBIABICHHS MH)OPMALMOHHBIX aTaK HAa peKOMEHAaTeIbHyo cucteMy. Ilesblo naHHO#M
paboThl sBRseTcss pa3paboTka MeTona OOHApYKEHHS O0OBEKTOB MH()OPMALMOHHON aTaku B PEKOMEHIATENBFHON CHCTEME Ha OCHOBE
aHaM3a TPEHIOB B PEUTHHrax OOBEKTOB CHUCTEMBI. 3ajaya: pa3paboTaTh METOJ BBIABICHUS OOBEKTOB WH(POPMAIIOHHON aTakd B
peKkoMeH/aTenbHO# cucteMe. Pe3yabrarsl. B paboTe mpoBeaeHO HMCCIEIOBaHHE METONOB ONpPEACHCHHS UMEIOIIMXCS TPEHIOB BO
BPEMEHHBIX PSAJaX, B YACTHOCTH, METOJOB HAa OCHOBE CKOJIB3AIIEr0 CPEAHETO, HECKOIBKUX CKONB3SIINX CPEIHUX M BEpIIMH 3Ur3ara.
A TarKe paccMOTPEH METOJ| MPOTHO3HUPOBAHMS JHHAMHKH TPEHIOB BPEMEHHOro psiia B Oyaymiem Ha ocHoBe R/S-anammsza.
[pemnoskeHo MHOXKECTBO IOKa3aTelsiel, M0 3HAYCHUSIM KOTOPBIX MOXKHO OTPEIEINTh HAIMYHE WM OTCYTCTBHE MH(POPMAIMOHHOW
aTakl Ha OOBEKT PEKOMEHJATENbHOIH CHCTeMBl. B JIaHHOe MHOXECTBO HMOKa3aTelield BOIUIM: MMEIOIIMHCS TPEHI YUCIOBOTO psiaa
PEHTHUHIOB OOBEKTa CHUCTEMBI, POTHO3HUPYEMBIH TPEH/ PEHTHHIOB OOBEKTa CHCTEMBI, KOJIMYECTBO IMOMAJaHUH 0OBEKTa B CIIUCKH
PEKOMEH/IALMH U CTATUCTHYECKUE XapAKTEPUCTHKH psijia, HAIIPUMEP, KOJIMYECTBO LEJEBBIX OLCHOK, AUCHEPCHS OLICHOK, AUCHIEPCHs
BPEMCHU BBICTaBJCHHS OLCHOK M T.JA. Ha OCHOBE NpPENTIOKEHHOrO MHOXECTBA IIOKa3areieil paspaboTaH MeToJ] OOHapyKeHHs
00BeKTOB MH()OPMALMOHHOH aTaku B PEKOMEHIATEJIbHOW CHCTEME C HCIOJIb30BAaHHEM aHaH3a TPEH/IOB B PEHTHHIrax OOBEKTOB
cucteMbl. JIaHHBI METOJ IO3BOJSIET BBIABUTH HAIMYME MH(POPMAIMOHHOH aTakh Ha OOBEKTHl PEKOMEHJATENIbHOH CHCTEMBI U
(OopMHUpYeT CIMCOK BO3MOXKHBIX Liesied 00TOB. MHOXXECTBO BO3MOXHBIX IiejIeif MOXXHO HCIIOJNB30BaTh AJS JANbHEHIIEero IOHCcKa
npodueii 60TOB M yTOYHEHHsT MHPOPMALMKM 00 WX MCTHHHBIX LENSIX. JTO MO3BOJIMT NPH IHOMCKE OOT-ceTeil MpoBepsTh HEe Bce
MpOoQMIIN CUCTEMBI, @ TOJILKO T€, KOTOpblE B3aUMOJECHCTBOBAIM C BEPOSITHBIMH OOBeKTaMH arakd. BeiBoabl. PaspabGoran meron
BBISIBJICHHST 00BEKTOB MH(MOPMAIIMOHHOM aTakW B PEKOMEHJATENIbHOI CHCTeMe Ha OCHOBE aHalu3a TPeHAoB pedTuHros. CosnaHa
MpOrpaMMHasi peaau3alis U MPOBEACHBI 3KCIEPHMEHTHI Ul MpoBepkH 3()GEKTHBHOCTH pa3paboTaHHOro Merona. IIpoBeneHHbIE
9KCHEPUMEHTHI MOKa3aJi, YTO Pa3paboTaHHBIH METO]] MO3BOJISET C BHICOKOH TOYHOCTBIO BBISABIATH 00BEKTH MH)OPMAIMOHHBIX aTaK
Ha PEKOMEH/IATENIbHBIE CHCTEMBI MIPH CIIyYalHbIX, CPEHHUX H TIOIMYJISIPHBIX MOJEISAX aTakK.

KnroueBble ciioBa: peKoMeHaTeNbHbIE CHUCTEMBI; WH(OpPMAIMOHHbIE aTakW; WH(OpMalHoHHas 0e30MacHOCTh; BBISBICHUE
MHPOPMAIIHOHHOM aTaKK; TEXHHIESCKUI aHAIN3; CKOJIb3sIIee cpenHee; R/S-ananms.
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