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CYBER SECURITY REGULATION:
CYBER SECURITY CERTIFICATION OF
OPERATIONAL TECHNOLOGIES

The object of research is the system and schemes of conformity assessment (certification) of cybersecurity of
operational technologies (OT), as a set of rules and procedures that describe the objects of certification, determine
the specified requirements and provide a methodology for certification. The terminological base and conceptual
apparatus of the study of cybersecurity certification of operational technologies are based on the international
standard ISO 17000:2020 Conformity assessment — Vocabulary and general principles. Cybersecurity certification
systems and schemes are based on assessment standards, the choice and application of which is not unambiguous
and historically has many interpretations and application mechanisms. These standards consist of tools, policies,
security concepts, security assurances, guidelines, risk management approaches, best practices, safeguards, and
technologies. But they have, to one degree or another, a significant drawback — the complexity of transforming
the results of information security assessment according to these standards into security guarantees with any wide
international recognition. In the context of globalization, this significantly degrades the cybersecurity quality.

The main hypothesis of research is that the cybersecurity quality can be improved by converging towards a
common methodology that is based on agreed international standards and international best practice for certi-
fication. The question of the key role of cybersecurity for operational technologies, which become the basis for
Economy 4.0 and are now considered as a new frontier of cybersecurity, is considered. The need to create a system
and schemes for certification of OT cybersecurity based on international and European certification principles is
shown. A hierarchical model of cybersecurity certification system assessment standards and a hierarchical model of
agreements on mutual recognition of cybersecurity certificates have been developed, which will allow a systematic
approach to the creation of a system and schemes for OT cybersecurity certification. This provides an opportunity
for developers of systems and certification schemes to form OT cybersecurity certification systems based on the
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principles of wide cross-border recognition of OT cybersecurity certificates.
Keywords: cybersecurity system, conformity assessment system, hierarchical model, cybersecurity certification

scheme.

Received date: 09.10.2020
Accepted date: 26.11.2020
Published date: 26.02.2021

1. Introduction

Network and information systems with related services
play a central role in society. It is important for economic
and social activities, in particular for the functioning of
the internal market, that they are reliable and safe. The
scale, frequency and impact of information security in-
cidents are growing and pose a significant threat to the
smooth operation of network and information systems.
Such cases affect the conduct of economic activities, cause
significant financial losses, undermine user confidence and
cause great harm to the economy [1].

One of the directions in ensuring the cybersecurity of
the modern digital economy should be, along with the cyber-
security of IT technologies, the cybersecurity of operations
technologies (OT technologies) systems, such as critical in-
frastructure and intelligent systems, as well as processes that
ensure the functioning these systems. Among OT technologies,
cybersecurity of industrial automation and control systems
(TACS) occupies a special place, which is an important part
of most critical infrastructures and critical services.

© The Author(s) 2021
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The process of transformation of society towards In-
dustry 4.0 will lead to an even greater dependence on
such systems. Experience has already shown that their
cyber infiltration can be used to create a huge impact on
critical infrastructure and further impact on the economy
and people’s lives. In practice, cyberattacks on critical
infrastructures are actually cyberattacks on their TACS.

Therefore, it is extremely important to take all possible
measures to improve the TACS cybersecurity level. To
build an TACS cybersecurity, it is necessary to provision
and assemble properly the TACS cybersecurity components,
be it hardware or software.

At this stage, it is important to focus on the certi-
fication/conformity assessment of the individual TACS
components to ensure that the cybersecurity requirements
of each of these components are met as building blocks
of the entire IACS. And by approaching component-based
certification/conformity assessment, it is possible to define
different security and assurance requirements for different
elements of the overall TACS, depending on the system
design, intended use and operating environment, and the
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defined security system. In the EU, the Cybersecurity
Component Certification Thematic Group, TACS TG,
has been operating since 2014, which focuses on the
cybersecurity certification of industrial automation com-
ponents and control systems. The TACS TG has already
developed for the EU common features (Framework)
for the cybersecurity certification of TACS components,
which will comply with EU cybersecurity legislation
[2, 3]. The certification approach is an instance of the
risk-based safety assessment methodology presented by
ETSI based on ISO 31000 and the ISO 29119 software
testing standard, reviewed in [4]. A study on the EU
Cybersecurity Directive, the need to develop cybersecu-
rity certification schemes, and the obligations of Member
States with respect to their respective national strategies
and cooperation in these matters at the EU level are
presented in [5]. Certification systems and schemes can
generally operate at the international, regional, national,
subnational or sectoral level [6]. These circumstances
will require developers of OT cybersecurity certification
systems and schemes to apply a certain methodological
framework. This is most problematic in the case of inter-
national recognition of cybersecurity certificates obtained
from national level certification bodies. At the national
level, each country has its own unique conditions for this.
However, national OT cybersecurity certification schemes
must ensure international recognition of their results.

In the future, the material will be presented on the
example of Ukraine, without limiting the possibility of
its use for any other country.

Therefore, it is relevant to create methodological support
for the development of national systems and schemes for
OT cybersecurity certification with cross-border recogni-
tion of certification results.

Thus, the object of research is the system and schemes
of conformity assessment (certification) of OT cybersecurity,
as a set of rules and procedures describing the objects
of certification, determine the specified requirements and
provide a methodology for certification. The aim of re-
search is to develop models of assessment standards for
the cybersecurity certification system and agreements on
mutual recognition of cybersecurity certificates, which will
allow a systematic approach to the creation of procedures
for assessing the compliance of OT cybersecurity with
cross-border recognition of certificates.

2. Methods of research

The main hypothesis of research is the assumption
that the effectiveness of cybersecurity governance can be
achieved through convergence towards a common meth-
odology that is based on agreed international standards
and international best practice for certification. At the
same time, it is assumed that such an approach will re-
quire certain improvement in the legal and regulatory
framework for cybersecurity in Ukraine.

Research is based on methods:

— dialectical — in identifying and researching the re-

lationships between participants in the certification

processes for OT cybersecurity, determining factors
and conditions at the national level that will affect
their international recognition;

— empirical — when collecting information in the pro-

cess of analyzing international standards that can be
used for certification of OT cybersecurity, the state
of the national accreditation body of Ukraine and in-
ternational systems for ensuring mutual recognition of
certification results;

— system-analytical — for the formation of an orga-
nizational and technical mechanism for certification
of OT cybersecurity, the development of models of
assessment standards for OT cybersecurity certifica-
tion and agreements on the mutual recognition of
certification results;

— generalizing and comparative — to assess the current
mechanisms of international accreditation systems for
certification bodies and to study the possibilities of
applying international experience for certification of
OT cybersecurity for the national cybersecurity system
of Ukraine.

3. Research resulis and discussion

To date, the issue of cybersecurity in Ukraine is regu-
lated by a number of regulatory legal acts [7, 8]. Among
them, the most relevant are:

1. Decree of the President of Ukraine dated March
15, 2016 No. 96/2016 on the implementation of the «Cy-
bersecurity Strategy of Ukraine».

2. Law of Ukraine «On the basic principles of ensur-
ing the cybersecurity of Ukraine» dated October 5, 2017.

These documents note that the development of a
safe cyberspace should primarily consist in the harmo-
nization of regulatory documents, in the protection of
information, information system and cybersecurity in
accordance with international standards and EU and
NATO standards.

In the work, first of all, international standards that
can be used for OT cybersecurity certification are ana-
lyzed and defined.

Among others, the requirements for components, prod-
ucts and equipment used as elements of an OT system
can be based on the international IEK and ISO standards
that relate to TACS standards, such as:

1. TEK 62443-1-1 ed. 2: Terminology, concepts and
models.

2. IEK 62443-2-1 ed. 2: Drawing up a program to
ensure the security of the control system and industrial
automation.

3. IEK 62443-2-3: Patch management in the IACS
environment.

4. TEC 62443-2-4: Security program requirements for
IACS service providers.

5. IEC 62443-2-2: TACS protection levels.

6. IEC 62443-3-2: Assessment of security risks and
system design.

7. IECEE OD-2061: Industrial cybersecurity program.

8. IEK 62443-4-1: Requirements for life cycle safety
in product development.

9. IEK 62443-3-3-3: Requirements for system security
and security level.

10. TEK 62443-4-2: Requirements for technical safety
of TACS components.

Requirements for personal competence in the field
of cybersecurity can be based on existing interna-
tional ISO and IEC standards in this area, such as
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ISO/IEC 27021: 2017 Information technology — Meth-
ods and means of ensuring security — requirements for
the competence of information security management
systems (ISMS) specialists.

The requirements for OT processes can be based on
the relevant international standards IEC and ISO:

1. TEC 62443-4-1: Life cycle safety requirements for
product development.

2. IEC 62443-2-1: TACS security programming.

3. IEC 62443-2-2: TACS protection levels.

4. TEC 62443-2-4: Security program requirements for
IACS service providers.

5. IEC 62443-3-2: Assessment of security risks and
system design.

Let’s note that some of these standards are still under
development.

At the same time, the presence of a large number of
cybersecurity standards does not provide national regu-
lators with answers to the questions of the choice and
procedure for their application in the systematized legal
and regulatory framework for IT cybersecurity. The situa-
tion is further complicated by the national status of these
standards, guarantees of their correct implementation at
all stages of the OT life cycle, risks and trust in OT,
and the like.

The article investigates the methodology of a systematic
approach to the cybersecurity of labor protection within the
framework of the general system of technical regulation. It
differs from other cybersecurity methodologies in that, in
addition to purely technical cybersecurity issues, it involves
an analysis of cybersecurity compliance assessment (certi-
fication) needs. The need for certification of cybersecurity,
in turn, will require taking into account the state of de-
velopment of the national system of technical regulation or
formulate tasks to improve the national system of technical
regulation, taking into account the needs for cybersecurity.
This convergence towards a common methodology, which is
based on agreed international standards and international best
practice in conformity assessment, has several advantages. In
particular, where third party conformity assessment is used
to demonstrate the conformity of components and tech-
nologies, competencies and qualifications of individuals, this
facilitates the recognition of this conformity in international
trade and the movement of qualified personnel. It is also a
universal methodology applicable to many different technical
systems in different sectors of the economy that need to be
adjusted. It is especially important to apply this method-
ology by national regulators responsible for cybersecurity
issues [8].

The article highlights the key elements of government
regulatory processes that can be used by authorities and
policymakers, especially in sectors where cybersecurity
regulations do not currently exist. The developed hier-
archical models of assessment standards and international
agreements in the field of technical regulation can become
the basis for the development of national systems and
schemes for certification of cybersecurity. They can also
become the basis for normative documents on cybersecurity,
meaning, first of all, ensuring cross-border recognition of
the results of assessing the cybersecurity compliance of
OT technologies.

3.1. OT cybersecurity conformity assessment (certification)

Conformity assessment (certification) is a demonstra-
tion that specified requirements are met (conformity as-
sessment includes activities such as testing, inspection,
validation, verification, certification and accreditation).
Specified requirement — a need or expectation that is
specified (the specified requirements can be stated in
regulatory documents such as regulations, standards and
technical specifications. The specified requirements can

be detailed and general) [6].

3.2. Accreditation of conformity assessment hodies

As stated above, the convergence towards a common
OT cybersecurity certification methodology is based on
agreed international standards and international best
practice in conformity assessment, which allows for the
widespread use of mechanisms for the mutual recogni-
tion of certificates of conformity. The best international
practice of conformity assessment is primarily based on
the international system of accreditation of conformity
assessment bodies, it is desirable to apply it to the OT
cybersecurity.

Accreditation is the process by which an authoritative
body gives formal recognition of the competence of an
organization or individual to perform specific tasks [9].
Within the framework of technical regulation, the ac-
creditation body evaluates the competence of certification
bodies for products, services and processes, management
systems, inspection and personnel, testing and calibration
laboratories. Official recognition, called <accreditations,
proves to clients and users of services the competence of
these organizations. Accreditation is often mandated by
government accreditation, which can provide recognition
for its accreditation services through the International
Accreditation Forum (IAF) and the International Labora-
tory Accreditation Committee (ILAC).

IAF and ILAC are global conformity assessment
organizations of accreditation bodies and other bod-
ies interested in conformity assessment in the field of
management systems, products, services, personnel, test-
ing laboratories and the like. Their main function is
to develop uniform worldwide conformity assessment
programs [10, 11].

IAF and ILAC shall promote and govern the rec-
ognition of Bilateral or Multilateral Agreements or
Arrangements (MRAs/MLA) whereby the parties to
them agree to mutually recognize the results of test-
ing, inspection, certification or accreditation. MRAs/
MLAs are today an important step towards optimizing
or reducing the number of certifications for products,
services, systems, processes and materials, especially in
international activities.

It should also be noted that the IAF/ILAC global sys-
tem operates through regional accreditation organizations.
Their geographical location is shown in Fig. 1.

For Ukraine, the regional accreditation organization
is the European Organization for Accreditation (EA). It
is EA in the TAF/ILAC system that is the primary bar-
rier that must be overcome in order to sign MRA/MLA
agreements with the aim of cross-border recognition of
cybersecurity certificates.

;SS
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ILAC - International
Laboratory Accreditation
Cooperation

1. EA - European co-operation
for Accreditation

2. APLAC - Asia Pacific
Laboratory Accreditation
Cooperation

3JAAC - Inter-American
Organization for Cooperation in
Accreditation

4. AFRAC African
Organization for Accreditation
Cooperation

5. SADCA - South African
Community for the Development
of Cooperation in Accreditation

IAF- International Accreditation
Forum

1. EA - European co-operation for
Accreditation

2. PAC - Pacific Accreditation
Cooperation

3. TAAC Inter-American
Organization for Cooperation in
Accreditation

4. ARAC - Arab Accreditation
Cooperation

5. AFRAC - African Organization
for Accreditation Cooperation

6. SADCA - South African
Community for the Development
of Cooperation in Accreditation

b
Fig. 1. International organizations: a — ILAC; b — IAF

3.3. Cyhersecurity certification system for OT technoloe-
gies for Ukraine

OT cybersecurity certification in the national cyberse-
curity system of Ukraine primarily requires the creation
of an ICT cybersecurity conformity assessment system
(hereinafter — the Certification System).

Conformity assessment system is a set of rules and
procedures for the management of similar or related con-
formity assessment schemes. The conformity assessment
system can operate at the international, regional, national,
subnational or sectoral level. The assessment (confirma-
tion) of compliance with the established requirements by
an impartial third party is called certification [6]. In what
follows, instead of the generalized concept of «conformity
assessment» let’s use the term «certification». The con-
tent of the certification system is the organization and
management of related certification schemes, the general
assessment methods that underlie certification [6].

Related schemes for assessing compliance with cyberse-
curity certification (hereinafter — the Certification Scheme)
can be various applications of conformity assessment pro-

cedures, depending on the relationship to certain
OT technologies (for example, IACS, 0T, cloud
services, etc.). A certification scheme should use
specific rules, procedures and management that
may be specific to that scheme or which may
be defined in a product certification system ap-
plied to a number of schemes. The certification
system should be created taking into account
all important factors and conditions. As for
certification of OT cybersecurity for Ukraine,
among them it is necessary to highlight three
system-forming factors:

1. The need to comply with the requirements
of the Ukraine-EU Agreement and Article 56
of this Agreement.

2. Signed agreements on recognition in the
field of accreditation of certification bodies.

3. The presence in the EU of Regulation
2019/881 on certification of cybersecurity, the
basic principles of which will eventually have
to be implemented in the national cybersecurity
system of Ukraine.

Taking into account heterogeneous essen-
tial and rapid factors for creating a certifica-
tion system for OT cybersecurity is possible
by introducing unified models based on global
mechanisms for eliminating technical barriers
to trade and the current state of the technical
regulation system of Ukraine:

— hierarchical model of assessment standards
of the Cybersecurity Certification System;

— hierarchical model of agreements on mu-
tual recognition of cybersecurity certificates.

The general hierarchical model of assessment
standards of the Cybersecurity Certification Sys-
tem (hereinafter — the Model of Standards) is
shown in Fig. 2. The model allows to streamline
the definition and application of standards or
other regulations, standards and schemes with
possible combinations for the development of
certification schemes.

The model consists of 6 levels, the systematic
distribution of assessment standards for which creates flex-
ibility for developers of cybersecurity certification schemes.

Level 1 — requirements for accreditation bodies, ac-
creditation bodies involved in cybersecurity certification.
Defined in ISO/IEC 17011, Regulation (EC) 765/2008
and, if necessary, additional requirements defined in bind-
ing EA documents and in IAF and/or ILAC documents
(approved by EA as mandatory for EU) [10, 11].

Level 2 — conformity assessment activities of CABs
(conformity assessment bodies), which accreditation bod-
ies grant accreditation in accordance with the standards
included up to level 3 (hereinafter — conformity assess-
ment activities). This is usually defined in the certi-
fication scheme. For certification of OT cybersecurity,
depending on the certification scheme, the following
may be involved:

— certification bodies for products, services and processes;

— certification bodies for management systems;

— personnel certification bodies;

— testing laboratories;

— inspection bodies.
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Scope of accreditation: additional requirements included in the scope of accreditation (according to the Law of Ukraine
"On Accreditation of Conformity Assessment Bodies')

Fig. 2. Hierarchical model of assessment standards of the cybersecurity certification system of operational technologies

Level 3 — harmonized standards (or other normative
documents) containing general requirements for CABs
performing cybersecurity compliance assessment activi-
ties included up to level 2 (hereinafter conformity assess-
ment standards). These are the following assessment stan-
dards: ISO/IEC 17025; ISO/IEC 17020; ISO/TEC 17065;
ISO/IEC 17021-1; ISO/IEC 17024.

Level 4 — documents containing additional criteria
to the level 3 standards. Level 4 only applies where
documents exist to complement the Level 3 standards
(meaning that Level 5 is often directly related to the
Level 3 standard).

Such documents for the EU: industry standards or
other regulatory documents (hereinafter industry stan-
dards); sectoral schemes as specified in Regulation (EC)
765/2008 Articles 2 (10) and 13; Conformity assessment
schemes according to EA-1/22 (hereinafter schemes).

Thus, the industry standard that will no doubt be in
the system is ISO/IEC 27006:2015. Information tech-
nology — Security techniques — Requirements for bodies
providing audit and certification of information security
management systems.

It is also highly probable that additional criteria of EU
Regulation 2019/881 are included in the Cybersecurity
Certification System.

Level 5 — scope of accreditation of the certification body:
standards or other normative documents used by the ac-
credited CAB of conformity to a specific accredited scope
of conformity assessment. The framework is based on the
standards discussed in clause F May include, for example,
specific test methods and specific management system re-
quirements (e. g ISO/TEC 27001), ISO/TEC 27021:2017 —
Competence requirements for information security man-
agement systems (ISMS) professionals.

Level 6 — scope of accreditation of the certification
body: additional requirements for the scope of accreditation
that may be established in the state. Defined in the Law
of Ukraine «On Accreditation of Conformity Assessment
Bodies», Article 1 [12].

The proposed 6-level Hierarchical Model for OT Cy-
bersecurity Certification System Assessment Standards
is a toolkit that provides the ability to create flexible
cybersecurity certification schemes with ensuring cross-
border recognition of cybersecurity conformity assessment
results (testing and certification).

The hierarchical model of agreements on mutual recogni-
tion of cybersecurity certificates should reflect the level and
corresponding scope (scope) of recognition of the results
of activities by international accreditation organizations
for the national accreditation body. The achievability of
levels (in fact) and the scope for the national accreditation
body determines the scope of recognition of the results
of cybersecurity certification, forming mechanisms for the
mutual recognition of certificates for the cybersecurity
certification system.

Fig. 3 shows a developed four-level hierarchical model
of agreements on mutual recognition of cybersecurity cer-
tificates (MRA for IAF and ILAC), where the National
Accreditation Body of Ukraine — National Accreditation
Agency of Ukraine (hereinafter — NAAU) is represented
at the national level.

The model contains national, regional, international
and global levels, represented by the respective accredita-
tion organizations and types of recognition agreements.

To operate the model in the development of the
OT certification system, the necessary application is
the Agreements themselves and the areas of recognition
of accreditation activities defined in them.
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Global level

MRA -  Mutual  Recognition

Arrangement United Nations

MLA - Multilateral Recognition World Trade Organization (WTO)
Agreement

BLA -  Bilateral  Recognition

Agreement

International Accreditation

International Laboratory International level

Forum (IAF) Accreditation Cooperation(ILAC)
MRA MRA
MLA MRA
Regional organizations
for accreditation MRA European Cooperation for

AFRAC

Regional level

APLAC — accreditation (EA)
TIAAC

SADCA

ARAC BLA

PAC

National Accreditation Agency of Ukraine (NAAU) ’

National level

Fig. 3. Hierarchical model of agreements on mutual recognition of certificates of cybersecurity of operational technologies

The model has a methodological significance and allows,
when developing a system and schemes for cybersecurity
certification, to be determined with the content of the
corresponding sections on assessment standards, levels of
guarantees for cybersecurity certificates, CAB accreditation,
mutual recognition of certificates, etc. [13].

To create an effective system for assessing the cy-
bersecurity of ICT in Ukraine, it is advisable to analyze
the agreements in force for the NAAU in the EA and
IAF/ILAC systems. It should be noted that such an analy-
sis can give the following scenarios for creating an OT
cybersecurity certification system in the National Cyber-
security System of Ukraine:

— the existence of agreements is sufficient to create a

system and certification schemes in accordance with

https://ilac.org/signatory-detail/?id=124

ILAC MRA SIGNATORY CONTACT DETAILS

Name National Accreditation Agency of Ukraine

Acronym NAAU

Membership Category Full Member (ILAC MRA signatory)

Economy UKRAINE

ILAC MRA Scope: Calibration: ISO/IEC 17025 24 Sep 2014
Testing: ISO/IEC 17025 24 Sep 2014
Inspection: ISO/IEC 17020 11 Dec 2014

Contact Name Dr Viktor Gorytskyy

Phone +38 044 369 3469

Email office@naau.org.ua

Website http://www.naau.org.ua

international and EU and NATO standards;

— the existence of agreements is insufficient and re-

quires additional efforts on the part of Ukraine and

the NAAU in the direction of expanding the scope of
recognition in the EA and TAF/ILAC system;

— the existence of agreements is insufficient and requires

the creation of a system at the national or sectoral

level without the intention of cross-border recogni-
tion of certification results, but in accordance with
international and EU and NATO standards.

The agreements that define the status of the National
Body of Ukraine for CAB accreditation for cross-border
recognition of activities are shown in Fig. 4. It also contains
excerpts from the TAF and ILAC websites indicating the
areas of accreditation covered by the respective agreements.

IAF MEMBERS & SIGNATORIES

Accreditation Body Member

Ukraine
National Accreditation Agency._of Ukraine (NAAU)

Dr. Viktor Gorytskyy
Chairman

Economy.
Body

Contact:
National Accreditation Agency of Ukraine
18/7 Generala Almazova Street

01133 Kyiv

i Mgy ol Loy Ukraine

Telephone: +380 (44) 369 34 70
Facsimile: +380 (44) 369 34 70
Email: office@naau.org.ua
‘Website: http-//naau org.ua

Code of Conduct Adopted: 16 June 2017

IAF MLA
Main scopes

Management system certification - ISONEC 17021-1
Product certification - ISO/IEC 17065 - 06 Aug 2017
Certifications of persons - ISO/IEC 17024 - 06 Aug 2017

Sub scopes

Level 4
MS: ISO/IEC TS 17021-3 - 06 Aug 2017
MS: ISO/IEC TS 17021-2 - 06 Aug 2017
MS: ISO/TS 22003 - 05 Apr 2018
MS: ISO/IEC 27006 - 05 Apr 2018
MS: ISO 50003 - 05 Apr 2018
Level 5
MS: ISO 9001 - 06 Aug 2017
MS: ISO 14001 - 06 Aug 2017
MS: 1SO 22000 - 05 Apr 2018
MS: ISO/IEC 27001 - 05 Apr 2018
MS: ISO 50001 - 05 Apr 2018
MS: ISO 13485 - 05 Apr 2018

Fig. 4. Agreements and areas of recognition: 2 — MBA ILAC; b — MLA IAF
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Analysis of the current status of the NAAU agreements
and the areas of accreditation in which these Agreements
operate makes it possible to identify possible assessment
standards and other standards to fill the hierarchical model
of standards and form a system of OT cybersecurity cer-
tification.

4. Conclusions

In the course of the study, based on the standards and
systems that are used for certification of products in the
ILAC/IAF system, a Hierarchical Model of Assessment
Standards of the OT Cybersecurity Certification System
and a Hierarchical Model of Agreements in the Interna-
tional ILAC/IAF/EA System on the mutual recognition
of cybersecurity certificates have been developed.

The research results will be useful to developers and
owners of OT cybersecurity certification systems and
schemes as elements of a common methodology that is
based on agreed international standards and international
best practice in conformity assessment in the ILAC/IAF
system.

Also, the research results will be of interest to na-
tional regulatory authorities in the areas of cybersecurity
and technical regulation to determine national needs for
assessment standards, certification schemes, the scope of
international recognition of the national accreditation body.
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