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IMPLEMENTATION OF ELECTRONIC
COMMUNICATIONS IN ACCOUNTING
OF PUBLIC PROCUREMENT

The object of research is the public procurement system in terms of accounting for the processes of buy-
ing (selling) goods (works, services) using electronic communications. A problematic aspect of modern electronic
public procurement platforms is the lack of information support for accounting, control and taxation functions.
In the context of the development of innovative computer and communication technologies, it becomes possible to
integrate various electronic services and electronic communications into the public procurement system in order
to automate accounting processes.

In the process of studying the prospects for the implementation of a system of public communications with
expanded functional capabilities, general scientific empirical, logical and historical methodological methods of
cognition of reality were used. The theoretical and methodological aspects of improving the accounting of public
procurement in the context of the formation of an innovative electronic platform for business communications
were studied on the basis of institutional and innovative methods of scientific research.

The paper proposes to place electronic contracts at the heart of the business communications system. A proce-
dure has been developed for business interaction between participants in electronic trading through the mechanism
Jor concluding and executing electronic contracts for the purchase (sale) of goods (works, services). Based on the
creation of a system of electronic contracts, it is possible to form a database of credentials. The expediency of
using accounting information for the automated implementation of public procurement accounting procedures has
been substantiated. The methodology for accounting for the occurrence and repayment of accounts payable and
receivable for purchased (sold) goods (works, services), charging and paying taxes and fees, electronic money
transactions in various currencies, electronic money and cryptocurrency, the occurrence of credit obligations, cal-
culating the amount of bad debts has been improved.

The implementation of a public procurement system with expanded functionality will facilitate the establish-
ment of effective business communications with contractors, the integration of disparate electronic services into a
single system. As well as minimizing costs in the process of electronic trading, automating the processing of primary
information, optimizing accounting and management processes at the enterprise.
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1. Introduction the costs of enterprises, especially those of state owner-

ship or managers of budgetary funds, is the organization

The development of the latest computer and commu-
nication technologies has contributed to the formation of
a system of electronic communications that unite business
entities to achieve a common socio-economic goal. With
the help of the electronic communications system, the
implementation of business interaction of business enti-
ties takes place. Business communications in electronic
form ensure the optimization of material and financial
resources and working hours of accounting and manage-
ment personnel. The most effective means of optimizing

of electronic public procurement platforms.

The implementation of the public procurement system
ensures: minimizing the cost of purchasing goods (works,
services), optimizing market competition, preventing cor-
ruption components of tender procedures, finding reliable
partners in the implementation of business processes, and
the like. The benefits of public procurement have become
possible through the integration of electronic communica-
tions with various institutions and electronic services. The
level of penetration of modern electronic communications
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in the public procurement system determines the success
of reforms in the implementation of electronic tenders.
Therefore, research on expanding the functional charac-
teristics of public procurement sites through the introduc-
tion of additional electronic communications is relevant.

2. The ohject of research and its
technological audit

The object of research is the public procurement system
in terms of accounting for the processes of buying (selling)
goods (works, services) using electronic communications.
A problematic aspect of modern electronic public procure-
ment platforms is the lack of information support for ac-
counting, control and taxation functions. In the context of
the development of innovative computer and communica-
tion technologies, it becomes possible to integrate various
electronic services and electronic communications into a
single system of public procurement. A promising direction
for expanding the functionality of the public procurement
system is information synchronization through electronic
communications channels with specialized software for the
purposes of accounting automation. Through information
exchange between electronic trading and accounting systems,
it is possible to form a unique business communication
environment with the functions of automated accounting,
control and management of economic processes. The need to
increase the functionality of the electronic trading system
through the implementation of additional electronic services
and communications determines the aim of research.

3. The aim and ohjectives of research

The aim of research is to study the prospects for improv-
ing the accounting of public procurement in the context
of the implementation of electronic communications. To
implement the formed aim, the following objectives must
be identified:

1. Justify the feasibility of expanding the functionality
of the public procurement system based on the formation
of electronic contracts with counterparties.

2. Develop a procedure for integrating electronic services
and electronic communications into the public procure-
ment system to improve the methodology for automating
accounting processes at the enterprise.

4. Research of existing solution to the
prohlem

The prospect of a functional combination of various
electronic services and electronic communications between
buyers and sellers of goods (works, services) is the subject
of scientific research for many scientists. For example,
the author of work [1] proves that for the purposes of
forming an electronic platform for business communica-
tions, it is necessary:

— create an information base of accounts payable and

receivable of settlement participants;

— check in electronic form mutual claims and obligations

and find the most rational ways to repay mutual debts;

— carry out offsets, gradually reducing the amount

of debt [1].

Also in work [2] it is proved that modern account-
ing computer programs allow to control contracted debt
repayment terms in order to prevent violations of the
terms of contracts. On the other hand, according to the
author of [3], non-compliance with payment discipline by
debtors, untimely filing of claims on accounts receivable
can lead to a decrease in the volume of highly liquid
working capital, and, consequently, to a violation of the
financial stability of the enterprise. The use of a system
of electronic banking communications additionally con-
tributes to the growth of the level of control over settle-
ment transactions in the process of repayment of accounts
receivable [4]. The authors of [5] propose to consider
the relationship with debtors and creditors in a single
complex, which provides a manifestation of a synergistic
effect in the control of settlements with counterparties.

The problems of information support of the communi-
cation system of relationships are diversified in work [6].
The team of authors of work [7] proved the influence of
online communications with counterparties on the forma-
tion of additional company value. Similarly, the authors
of [8], when forming a global information system, dis-
covered the problem of structuring a large amount of
information about counterparties. Scientists have proposed
to accumulate data in a block-chain (blockchain) structure
to provide quick access and prevent information loss [8].
In the context of updating the blockchain technology
in [9], a methodology for controlling electronic transac-
tions between counterparties was developed and it was
proposed to create a global information system of elec-
tronic communications based on blockchain technology in
order to ensure reliability, confidentiality, efficiency and
data protection. The study [10] developed a method for
identifying and authorizing parties to contractual relations
in the system of business communications for the formation
of large amounts of information.

The author of [11] assigns the leading role in the formation
of large information systems of business communications to
Big Data technologies. The author of [12] considers com-
munication platforms as an interface that combines infor-
mation processing technologies with information systems
and participants in the communication process. In [13],
the global nature and internationality of the formation
and use of integrated information systems based on large
data bases is additionally emphasized. On the basis of
generalizing the prospects for using the latest technolo-
gies in organizing business communications, the authors
of [14] identified the risks of information exchange with
counterparties, and requires improving the management
system, accounting, analysis and control of information
processes.

Despite significant scientific developments in the field
of electronic communications between the parties to con-
tractual relations, the accounting and management aspects
of the functioning of joint electronic trading platforms
remain without attention. Among them, an important social
place is occupied by the system of public procurement of
state enterprises and budget funds managers.

5. Methods of research

To achieve the current aim of scientific research, an
institutional approach was used and, in particular, the con-
cept of institutional changes to substantiate the feasibility

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — Ne 4/4(60), 2021

7 —)



ECONOMICS OF ENTERPRISES:
ECONOMIC CYBERNETICS

I55N 2664-9969

of expanding the functionality of the public procurement
system through the integration of additional electronic
services and electronic communications. The institutional
approach to the theoretical and methodological founda-
tions of accounting is based on the idea of its important
socio-economic role and importance for optimizing the
costs of an enterprise, including state-owned institutions
or managers of budgetary funds. An innovative approach
is used to reveal the prospects for the implementation of
the latest computer and communication technologies in
the financial, economic and accounting processes at the
enterprise.

A hypothesis has been formed about the feasibility of
transforming the electronic public procurement system
into a unique platform for business communications for
all business entities, regardless of the form of ownership
and size of the business, which combines all participants
in contractual relations with the ability to automate the
accounting of a complex of economic processes.

6. Research results

The electronic public procurement platform provides
business relationships between buyers and suppliers of
goods (works, services). It is advisable to expand the com-
munication capabilities of the public procurement system in
the direction of increasing the number of business services.
First of all, it is advisable to provide for the implementa-
tion of business communications between counterparties.
Buyers and suppliers can communicate through the pub-
lic procurement system, select reliable partners, look for
proposals on the principles of co-financing or crediting,
and the like.

In addition to the traditional list of data identifying
business entities in the public procurement system, it
is advisable to provide for the possibility of checking
business reputation following the example of the You-
control service. Before starting to formalize business
relationships, it is important to check the history of
the counterparty’s functioning in legal, judicial, fiscal,
banking databases. If doubts arise about the good faith
of the counterparty, a decision may be made to refuse to
cooperate with it (exclusion from tender procedures). If
the company’s management decides to continue business
cooperation with counterparties, it is recommended to
form a reserve of doubtful debts. Based on information
about the facts and the timing of previous obligations,
it is advisable to calculate the amount of contributions
to the reserve fund with the aim of covering potential
losses in the future. It is advisable to immediately reflect
the fact of the formation of a reserve of doubtful debts
in the automated accounting system.

The final stage of formalizing business communica-
tions with the selected (tender winners) counterparties
is the conclusion of contracts. In the electronic system
of public procurement, it is advisable to provide for the
possibility of concluding electronic copies of contracts. The
registration of contractual relations in electronic form is
a common practice in the process of implementing socio-
economic processes in the digital economy. In particular,
the operation of commodity, financial and cryptocurrency
exchanges provides for the conclusion of start-up contracts
without the need to draw up paper copies of contracts.

Similarly, in the provision of banking services, services are
impossible without the physical presence of the client in
banking or financial institutions through the execution of
electronic contracts. The legal effect of electronic contracts
is confirmed by digital signatures of the person authorized
to formalize the contractual relationship. Registration of
electronic contractual relations between participants in
public procurement is useful for additional control over
the spending of budget funds.

Significant advantages become available for automated
accounting from parties to contractual relations. It is
advisable to synchronize the electronic public procure-
ment system with specialized software for automation of
accounting. Already now, in most computer programs,
electronic contracts form the basis for accounting and
control of settlements with counterparties. In connection
with each electronic contract, the monitoring of the occur-
rence and repayment of receivables and payables is carried
out. Electronic communications between participants in
public procurement provide automated accounting. In
the event that documents appear in the automated ac-
counting under a certain electronic contract, the sale of
goods (works, services) is evidenced, it is advisable to
automatically send information on the fulfillment (partial
fulfillment) of contractual obligations to the electronic
procurement system. After the other party of the con-
tractual relationship has received documents on the
receipt (posting) of goods (works, services) in the public
procurement system, it is advisable to display the status
of the completion of a certain stage or complete closure
of the electronic contract.

It is advisable to integrate fiscal services into the pub-
lic procurement system. First of all, the parties to the
contractual relationship can check the affiliation of the
counterparty to payers of VAT or other taxes and fees. In
the public procurement site, it is advisable to reflect the
facts of registration of tax documents for VAT on trans-
actions of purchase and sale of goods (works, services).
It is advisable for the parties to contractual relations to
promptly inform about the facts of the occurrence of tax
events, the need to draw up (or have already drawn up)
tax invoices. Through information synchronization with
accounting software, data on issued (received) tax docu-
ments can serve as the basis for automated recording of
tax liabilities or a VAT tax credit.

It remains problematic in VAT accounting to determine
the fact of the first event — payment (crediting) of funds
or shipment (posting) of goods (works, services), which
requires the integration of electronic banking communi-
cations into the public procurement system. Today, most
banking or financial institutions provide for the possibility
of obtaining information and disposing of funds through
the communication «Client-Bank», «Internet-Bank». Cli-
ents are offered applications for cellular devices or plug-
ins for specialized software for accounting and control of
electronic money transactions.

It is advisable to provide for the function of invoic-
ing payments for goods (works, services) and transferring
funds using electronic banking communications through
the public procurement platform. Counterparties can write
off funds to the account of other parties to the contrac-
tual relationship immediately from the public procurement
platform. In an electronic system, it is necessary to control
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documents in accordance with the rule
of the first event to accurately reflect
tax liabilities or VAT tax credits.
Through information synchroni-
zation in the software, for the pur-
poses of accounting automation, it is
necessary to simultaneously reflect
monetary transactions. Even before re-
ceiving a bank statement in the public
procurement system, it is possible to
record the facts of payment for goods
(work, services). Based on the data
received, it is advisable to reflect the
receipts or write-offs of funds in the
accounting. Integration of electronic
money and cryptocurrency operators
into the public procurement service
is promising. Without the need to

ELECTRONIC PUBLIC PROCUREMENT SYSTEM

Buyers of goods
(works, services)

Electronic
contracts

Sellers of goods
(works, services)

Counterparty database

Variable credentials

Persistent credentials

Order for the supply of The presence of outstanding or Counterbarty name
goods (works, services) overdue debti party
Order price Solvency rating Legal and physical address
Term for ﬂézzz_zzmon of the Payment of invoices Contact and registration data

Sanctions for non-
compliance with the terms of
the contract

Possibility of electronic payments

Responsible persons

Form of taxation

Methods for calculating the
reserve of doubtful debts

Indebtedness to third parties

Organizational and legal form

Amount of taxes and fees

Availability of tax invoices

Assortment of goods (works,

visit electronic exchanges, electronic

services)
transaction aggregators, users of the |
public procurement platform have the
opportunity to pay in various foreign ELECTRONIC COMMUNICATIONS
currencies, digital money, cryptocur- Credit and Fiscal Electronic Banking
rencies. ) ﬁn'anc.ial institutions business services institutions
It is also advisable to form loan institutions
offers through electronic banking [
communications. If the: parties to AUTOMATED ACCOUNTING SYSTEM
the contractual relationship do
not have their own funds to pay Loans and Taxes and fees Doubtful Cash
for goods (work, services) in the borrowings accounting debts accounting
accounting accounting

public procurement system, it is ad-
visable to provide for the possibil-
ity of obtaining a loan. All banking
and financial institutions, including
second-hand banks, admitted to use
the public procurement platform, can offer loan process-
ing. The placement of credit offers is carried out on the
principles of free competition with the execution of an
electronic agreement. The user of the public procure-
ment system selects the optimal credit conditions and
receives funds to participate in public procurement. It
is advisable to automatically reflect all lending opera-
tions in the automated accounting system based on the
synchronized sending of data from the public procure-
ment system. The information scheme of the extended
functionality of the public procurement system, based
on the implementation of electronic services and com-
munications, is shown in Fig. 1.

So, the integration of additional electronic services into
the public procurement system contributes to the formation
of an integrated platform for business communications.
Through electronic communication channels, information
integration of the services of fiscal, banking, financial,
credit and other types of institutions into the electronic
trading system is possible. The expanded functioning of
the public procurement platform for managers and users
of budget funds can be transformed into a global com-
munication network that unites all parties to contractual
relations, regardless of the form of ownership or size of
the business. Information synchronization of the public
procurement system with specialized software of enterprises
is the basis for automated accounting of transactions re-
lated to the registration and implementation of business
relationships with counterparties.

Fig. 1. Information scheme of electronic communications in the accounting of public procurement

(developed by the authar)

7. SWOT analysis of research results

Strengths. Strengths is in the ability to optimize infor-
mation processes at enterprises, use public procurement
systems in the context of expanding their functions through
the implementation of various electronic services and elec-
tronic communications with fiscal, banking, financial and
credit and other institutions. Information synchronization
of the electronic trading system with specialized software
for accounting purposes ensures fully automated process-
ing of accounting information, transition to an exclusively
electronic document flow. As well as reducing the cost of
working time of accounting and management employees,
accelerating information processes, reducing the cost of
operating the accounting department of the enterprise.

Weaknesses. At the same time, the analysis of the shortcom-
ings and problematic aspects of using the expanded public pro-
curement system contributed to the identification of significant
communication barriers due to the resistance to innovation
of the management of budget enterprises. Since the transition
exclusively to electronic auctions for the implementation of
additional electronic services and electronic communications
minimizes the corruption components of public procurement
and leads to the publication of economic information. This
may contain a fiscal interest, there is a lack of political
will of the legislator in the subsequent reforms. The lack of
legislative support complicates the process of implementing
a public procurement system with expanded functionality.

Opportunities. A promising opportunity to use the public
procurement system is its transformation into a unique
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platform for business communications for all enterprises,
regardless of the form of ownership and size of the business.
Such an environment for business communications ensures
the transition exclusively to the electronic format for con-
cluding and executing contracts for the purchase (sale) of
goods (works, services), issuing and paying invoices in the
process of electronic trading, calculating and paying taxes,
and the like. These are elements of the formation of the
digital economy and information society.

Threats. Since the functioning of an electronic trading
system with advanced functions provides for the integration
of various electronic services and electronic communica-
tions, there is a likelihood of active cyber threats of loss
of accounting information. In the process of information
synchronization with specialized software for the purposes
of accounting automation, theft, modification, substitution,
blocking, leakage of accounting information containing
commercial secrets is possible. Therefore, it is important
to develop effective methods of cyber protection of elec-
tronic communications at the macro and micro levels.

1. It is recommended to place electronic contracts at
the basis of the functioning of the expanded platform for
electronic public procurement. The content of the database
of the system of electronic contracts was developed, which
made it possible to informationally concentrate all events
related to the public purchase (sale) of goods (works, ser-
vices). On the basis of an electronic database, it is proposed
to form a universal communication platform, contributes
to the establishment of effective electronic business com-
munications not only with parties to contractual relations,
but also with banking, financial and credit, fiscal and other
institutions.

2. Tt is proposed to use accounting information from
the public procurement system to automate accounting:

— occurrence and repayment of accounts payable and

receivable for purchased (sold) goods (work, services);

— accrual and payment of taxes and fees;

— electronic money transactions in various currencies,

electronic money and cryptocurrency;

— emergence of credit liabilities;

— calculating the amount of bad debts.

Implementation of the developed scheme of informa-
tion synchronization of the electronic trading system with
specialized software provides:

— fully automated information processing;

— transition to electronic document management;

— reducing the cost of working time of accounting

and management employees;

— optimization of the functioning of the accounting

department of the enterprise.

It is promising to optimize the public procurement sys-
tem for government and budget managers to the level of a
universal communication platform for all business entities,
regardless of the form of ownership or size of business,
which requires further research.
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