
INFORMATION AND CONTROL SYSTEMS:
SYSTEMS AND CONTROL PROCESSES

31TECHNOLOGY AUDIT AND PRODUCTION RESERVES — № 2/2(64), 2022

ISSN 2664-9969

UDC 004.738.5 
DOI: 10.15587/2706-5448.2022.255962 
Article type «Reports on Research Projects»

DEVELOPMENT OF A METHOD FOR 
CALCULATION OF INFORMATION 
PROTECTION FROM THE CLUSTERING 
COEFFICIENT AND INFORMATION 
FLOW IN SOCIAL NETWORKS

The object of research is the system of information protection of the social network. The article investigates the 
dynamic models of the information protection system in social networks taking into account the clustering coef-
ficient, and also analyzes the stability of the protection system. In graph theory, the clustering factor is a measure  
of the degree to which nodes in a graph tend to group together. The available data suggest that in most real net-
works, and in particular in social networks, nodes tend to form closely related groups with a relatively high density 
of connections. It is probability is greater than the average probability of a random connection between two nodes. 
There are two variants of this term: global and local. The global version was created for a general idea of network 
clustering, while the local one describes the nesting of individual nodes. There is a practical interest in studying 
the behavior of the system of protection of social networks from the value of the clustering factor.

Dynamic systems of information protection in social networks in the mathematical sense of this term are 
considered. A dynamic system is understood as any object or process for which the concept of state as a set of 
some quantities at a given moment of time is unambiguously defined and a given law is described that describes 
the change (evolution) of the initial state over time. This law allows the initial state to predict the future state of  
a dynamic system. It is called the law of evolution.

The study is based on the nonlinearity of the social network protection system. To solve the system of non-
linear equations used: the method of exceptions, the joint solution of the corresponding homogeneous characte
ristic equation. Since the differential of the protection function has a positive value in some data domains (the 
requirement of Lyapunov’s theorem for this domain is not fulfilled), an additional study of the stability of the 
protection system within the operating parameters is required. Phase portraits of the data protection system in  
MatLab/Multisim are determined, which indicate the stability of the protection system in the operating range of 
parameters even at the maximum value of influences.
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1.  Introduction

Descriptions of dynamical systems for various problems 
depending on the law of evolution are also various: with 
the help of differential equations, discrete mappings, graph 
theory, Markov chain theory, and so on. The choice of one 
of the methods of description determines the specific form 
of the mathematical model of the corresponding dynamic 
system  [1].

The mathematical model of a dynamic system is con-
sidered to be given if the parameters (coordinates) of the 
system are introduced, which unambiguously determine its 
state, and the law of evolution is specified. Depending on 

the degree of approximation to the same system, different 
mathematical models can be matched.

Theoretical study of the dynamic behavior of a real 
object requires the creation of its mathematical model.  
In many cases, the procedure for developing a model is 
to compile mathematical equations based on physical laws. 
Usually these laws are formulated in the language of dif-
ferential equations. As a result, the coordinates of the 
state of the system and its parameters are interconnected, 
which allows to begin to solve differential equations under 
different initial conditions and parameters.

In the article  [2] the definition of the clustering coef-
ficient in the case of (binary and weighted) directional  
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networks is extended and the expected value for random 
graphs is calculated. In  [3], it is noted that the proper-
ties of the small world of neighboring connections are 
higher than in comparative random networks. If a node 
has one or no neighbors, in such cases the local clus-
tering is traditionally set to zero, and this value affects 
the global clustering factor. It is proposed to include the 
coefficient θ for isolated nodes in order to estimate the 
clustering coefficient, except in cases from the determi-
nation of Watts and Strogats. In  [1] a method of deter-
mining trust and protection of personal data in social 
networks was developed. In research  [4, 5] the clustering 
coefficients for social networks, including power ones, are 
considered. In  [6] the system of protection of the social 
network from the indicators of the relationship between 
users and the amount of information flow is studied. In 
the article  [7] the analysis of the clustering coefficient 
on the social network twitter is carried out. In  [8], an 
analysis of the clustering coefficient through triads of con-
nections was performed. In the article  [9] the dependence 
between the clustering coefficient and the average path 
length in a social network is investigated. In  [10, 11]  
the use of clustering methods of social networks for per- 
sonalization of educational content is investigated. In 
articles  [12, 13] discusses the behavior of the clustering 
coefficient for complex networks. In [14], it was concluded 
that based on the results of the experiment, it can be 
concluded that among the clustering algorithms there is 
no universal algorithm that would be significantly ahead 
of others on all data sets. The leaders of benchmarking 
are the algorithms Spinglass and Walktrap.

In paper  [15], mathematical modeling of nonlinear de-
pendences of personal data security on the parameters of 
trust among users was carried out. However, there remained 
unresolved issues related to the impact of parameters of 
users’ interaction on the security system. The study is 
important in terms of determining quantitative indica-
tors of the impact on the security system of a specific 
parameter of the social network, which is trust among 
users, but it does not consider users’ interaction.

Paper  [16] considered the functioning of social net-
works  (SN) in accordance with four main user properties: 
the geographical location of a user, the weight of a  user, 
the number of interactions with a user, and the life ex-
pectancy of a user. In the research, the ratio between 
the specific parameters of a social network, for example, 
interaction and information security indicator, was not 
brought to qualitative characteristics.

Therefore, since no studies of the nonlinear system of 
protection of the social network from the coefficient of 
clustering and information flow, the studies presented in 
this article are relevant.

Thus, the object of research is the system of informa-
tion protection of the social network. And the aim of 
research is to study the dependences of the parameters of 
the information protection system in the social network on 
the parameters of its clustering, the flow of information 
and study the stability of the protection system under 
different types of influences.

2.  Research methodology

Analysis of graphical dependences of a linear system [1] 
indicates the nonlinearity of the system. Therefore, in the 

system of equations (1) let’s introduce nonlinear compo-
nents (2):
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where L2, L3, …, Li, and K2, K3, …, Ki – some linear ope
rators. Let’s consider the nonlinearity of the system to be 
weak, which allows to find a solution for each equation 
of the system (2) by the method of successive approxi-
mation, putting:

I I I I= + +1 2 3...

Since the differential (Fig.  1,  2) of the protection 
function has a positive value in some data domains (the 
requirement of Lyapunov’s theorem for this domain is not 
fulfilled), an additional study of the stability of the protec-
tion system within the operating parameters is required:
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Let’s obtain a system of equations:
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Let’s rewrite the system and present it as follows:
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The results of the calculation are presented in Fig.  3.
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Fig. 1. Differential of the clustering coefficient function

 
Fig. 2. Differential of protection function

Next, use the exception method:
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The results of the calculation are presented in Fig. 4, 5.
Substitute all the found expressions (5) in the first 

equation of system (4):
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Now let’s find a common solution of the corresponding 
homogeneous equation:
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It is joint solution of a homogeneous equation.

Fig. 3. Graphs by dependence (4): a – the dependence of the protection rate on the amount of information flow and frequency;  
b – the dependence of the protection index on the value of the system security indicator and the clustering factor
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 Fig. 5. Graphs by dependence (7)

To find the general solution of the inhomogeneous 
equation let’s use the method of variation of arbitrary 
constants:
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From equations (10), (11) let’s obtain:
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Graphical dependences are presented in Fig.  6.
Thus, mathematical and graphical dependences of the 

change in the indicator of social network information 
protection from clustering parameters and other specific 
parameters are obtained.

 

 

 

 a b

Fig. 4. Graphs by dependence (5): a – the dependence of the protection rate on the amount of information flow and frequency;  
b – the dependence of the protection index on the value of the system security indicator and the clustering factor
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3.  Research results and discussion

Initial equation:
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The solution will be implemented in the program  
MatLab/Multisim. Let’s make the scheme (Fig.  7).

The phase portrait is presented in the form of an ellipse, 
which indicates the stability of the personal data protection 
system. The results of the program are presented in Fig. 8–11.

In contrast to previous research by scientists, it has been 
proven that the SN protection system is stable even from 
external maximum influences and a specific parameter of the 
clustering coefficient in the operating range of parameters.

 
Fig. 8. Harmonic oscillations of the protection  

system on time Z = f (t )

 

 

 

 a b

Fig. 6. Graphs by dependence (16): a – the dependence of the protection rate on the amount of information flow and frequency;  
b – the dependence of the protection index on the value of the system security indicator and the clustering factor

 
Fig. 7. Block diagram of the phase portrait program in the Multisim program, taking into account the attack block
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The results of the study of the stability of the 
protection system in SM make it possible to say 
that it is stable even at the maximum value of the 
amplitudes of influences in the operating range of 
parameters and at different values of specific network 
parameters – clustering factor. That is, it is possible 
to ensure reliable protection of information.

Further development of this study is to use known 
specific parameters of social networks (interaction, 
average distance between users, network expansion, 
interaction, dissemination of information, network 
centrality, etc.) to identify new factors and parameters.

4.  Conclusions

A system of nonlinear equations was obtained, 
which allowed obtaining mathematical quantitative 
results of the influence of specific parameters and 
parameters of user interaction on the social network 
protection system and their graphical interpretation 
by analysis and solution. The parameters of the im-
pact of user interaction on the protection system 
show a significant impact on the protection rate  
of up to 100  %. This approach in research has al-
lowed moving to the study of the stability of the 
protection system.

The study of the stability of the protection system 
in the social network without influences and in the 
presence of influences on the protection system was 
conducted using a flowchart created in the program 
MatLab/Multisim. Due to the obtained graphical inter-
pretations of the oscillations of the protection system 
and phase portraits, the stability of the protection 
system is proved even in the presence of maximum 
influences.
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