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THE FORMATION OF STRATEGIC 
PORTFOLIO OF THE DEVELOPMENT 
OF RISK MANAGEMENT IN 
TELECOMMUNICATIONS ENTERPRISES 
DURING MARTIAL LAW AND POST-WAR 
CONDITIONS

The object of research is the processes of interaction of components of the strategic portfolio of development of 
telecommunications enterprises, which are subject to the principles of economic security and highlight risk manage-
ment measures, in terms of overcoming the negative consequences of any changes, conflicts, crises, management 
problems, and stresses from external influences on the development of telecommunications enterprises. One of the 
most problematic areas is to determine the actual risks of strategic development of telecommunications enterprises 
caused by threats and challenges due to the war in Ukraine, which resulted in the destruction of infrastructure, 
reconstruction works, demining, migration of personnel, reduced solvency of the population, investment risks. This 
requires an adequate response to preserve positions or minimize destruction. At the same time, an important task 
is the formation of strategic imperatives for the economic security of telecommunications enterprises. In addition, 
it is important not only to establish a list of such components, but also to substantiate the principles of ensuring 
the organisational and managerial stability and competitiveness of the telecommunications enterprise by forming 
a strategic portfolio for the development of risk management in conditions of instability and uncertainty during 
martial law and post-war conditions and the dynamism of the external environment.

In the course of the study, methods of detailed analysis of the current state of the problem, based on information 
search and methods of empirical research (observation, comparison) were used. As well as the method of synthesis 
and structural-genetic method (extraction from a complex phenomenon of such elements that significantly affect 
the rest of the research object, in the case of sustainable development tools). At the same time different sources 
of information, databases, secondary sources of information, company websites and analytical reports were used. 
As well as primary sources – interviews of company representatives.

The scientific and practical value of the study lies in the formation of the theoretical and methodological foun-
dations of strategic risk management aimed at avoiding or reducing them and at the same time ensuring the desired 
level of economic security of the telecommunications enterprise. This will allow clearly building the management 
process in the risk management system in the long term and ensuring the desired level of economic security of  
the telecommunications enterprise.

This allows a reasonable approach to building a business, contributes to the improvement of strategic plans 
through the relationship with risk management, namely:

– possibility of in-depth goal setting to achieve the ultimate goal;
– development of the least risky strategic set and an effective system of performance indicators;
– improving the efficiency of risk management;
– adaptation to changes in the external and internal environment;
– increasing the flexibility of the business model.
Keywords: risk, strategy, risk management, strategic approach, analysis, evaluation, economic security of tele-

communications enterprises.

Olena Vynogradova, 
Nadiia Pysar,  
Alina Zakharzhevska

© The Author(s) 2022

This is an open access article  

under the Creative Commons CC BY license

How to cite

Vynogradova, O., Pysar, N., Zakharzhevska, A. (2022). The formation of strategic portfolio of the development of risk management in telecommunications enterprises 

during martial law and post-war conditions. Technology Audit and Production Reserves, 6 (4 (68)), 12–16. doi: https://doi.org/10.15587/2706-5448.2022.270860

Received date: 19.11.2022

Accepted date: 29.12.2022

Published date: 30.12.2022

1.  Introduction

The relevance of the research is caused by the emer-
gence of risks for the development of telecommunications 

enterprises caused by threats due to the war in Ukraine, 
which resulted in the destruction of infrastructure, recon-
struction works, demining, migration of personnel, reduced 
solvency of the population, investment risks. This requires  
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an adequate response to preserve positions or minimize 
destruction. Thus, the accumulated losses due to the loss 
of a share of profit (reduction in the number of customers, 
increase in the volume of unpaid communication services, 
expenses for repair work and relocation of specialists, etc.) 
Ukrainian fixed broadband providers amounted to more 
than 0.05 billion USD and mobile communication provi
ders – 0.1  billion USD. Since the beginning of hostilities, 
Ukrainian telecommunications and digital sector has been 
damaged by more than 0.7  billion USD. This, in turn, 
negatively affected the development of other business sec-
tors (especially in the field of services, logistics, e-commerce, 
IT technologies) and information and social support of 
citizens  [1]. The calculated priority long-term needs for 
restoration works amount to 2  billion USD  [1]. All this 
requires constant monitoring of risks and revision of the 
development priorities of telecommunications enterprises and 
is due to the necessity to focus on studying the needs of 
consumers to improve the quality of the offered services.

The study of risks in the management of telecommunica-
tions enterprises is presented in the scientific works  [2–4] 
and the authors have made the significant contribution to 
the improvement of management processes of telecommunica-
tions enterprises. Taking into account the thorough scientific 
developments on the progress of telecommunications enter-
prises, require further research the theoretical and metho
dological principles of strategic management in the aspect of 
risk management. The task of forming a methodology that 
would allow the project manager to manage comprehen-
sively, systematically, all deviations in the project at once, 
is constantly in demand, and in modern conditions of war 
is necessary. Since various influences lead to negative devia-
tions in projects of actual parameters from the planned ones, 
and modern project and program management methodologies 
offer different approaches to managing the causes of devia-
tions (separately to risk management, change management).

Therefore, the risks of strategic development of tele-
communications enterprises, in conditions of instability 
and uncertainty during martial law and post-war condi-
tion and the dynamism of the external environment is 
the subject of research.

The object of research is the processes of interaction 
of components of the strategic portfolio development of 
telecommunications enterprises, which are subject to the 
principles of economic security and highlight risk manage-
ment measures, in the aspect of overcoming the negative 
consequences of any changes, conflicts, crises, management 
problems and stresses from external influences on the de-
velopment of telecommunications enterprises.

The aim of the research is to substantiate the principles 
of ensuring the economic security of a telecommunica-
tions enterprise in conditions of instability, uncertainty and 
dynamism of the external environment during martial law 
and post-war conditions by forming a strategic portfolio 
for the development of risk management.

The scientific and practical value of the study lies in 
the formation of the theoretical and methodological foun-
dations of strategic risk management aimed at avoiding or 
reducing them and at the same time ensuring the desired 
level of economic security of the telecommunications en-
terprise. This will allow clearly building the management 
process in the risk management system in the long term 
and ensuring the desired level of economic security of 
the telecommunications enterprise.

This allows for a reasonable approach to a business 
building, provides perfection of strategic plans through the 
interconnection with risk management, as follows:

–	 possibility of in-depth goal setting to achieve the 
ultimate goal;
–	 development of the least risky strategic set and an 
effective system of performance indicators;
–	 improving the efficiency of risk management;
–	 adaptation to changes in the external and internal 
environment;
–	 increasing the flexibility of the business model.

2.  Materials and Methods

In the course of the research, methods of detailed analysis 
of the current state of the problem were used, based on 
information search with extensive use of electronic computing 
machine. Also methods of empirical research (observation, 
comparison), method of synthesis and structural-genetic 
method (extraction from a complex phenomenon of such 
elements that significantly affect the rest sides of the object 
of research were used, in the investigated case of instru-
ments of sustainable development). In this case, various 
sources of information, databases, and secondary sources 
of information, company websites and analytical reports 
were used. As well as primary sources – interviews with 
company representatives.

3.  Results and Discussion

Risks management or changes influence on the deviation 
of actual parameters in projects from the planned ones, so 
the formation of a methodology that would allow the project 
manager to manage integrated, systematically, all deviations 
in the project at once, it is constantly in demand. Thus, 
in Fig.  1 we have systematised the main problems of the 
telecommunication and digital sector of Ukraine caused 
by the war and perspective directions of their solution.

The outlined means of overcoming the risks that may 
lead to unpredictable losses, or negatively affect the activi-
ties of a telecommunications enterprise, its ability to fulfill 
its obligations, can be used in the formation of strategic 
projects for the development of telecommunications en-
terprises, which should be based on solving the problems 
of their long-term development:

–	 transformation of corporate and competitive strategies;
–	 creating value for all stakeholders;
–	 formation of strategic behavior in a global environment.
At the same time, the integration processes of joining 

the EU telecommunication environment require taking into 
account the need to adapt to the conditions of a competitive 
external environment. Thus, under these difficult conditions, 
domestic companies with the support of the government 
and EU countries are steadily moving towards integration 
into the EU telecommunications and digital market. For 
example, during the war, Kyivstar built more than 400  
new 4G base stations, upgraded 6.2  thousand existing base 
stations to increase the speed of mobile Internet  [5].

Work is underway to approximate the provisions of 
national legislation to European requirements in the areas 
of electronic identification and electronic trust services. 
A significant result is the adoption as a basis of the draft law 
«On the National Informatisation Program», which priori-
tises the integration of Ukraine into the global information  
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space, the security of information activities, cyber defence, 
and the use of information and digital technologies in pub-
lic administration and socio-economic relations  [6]. It is 
very important to note the significant financial support 
from the EU for the processes of restoring, modernising, 
strengthening the security and reliability of Ukraine’s digital 
infrastructure. As an example, the beginning of the action 
of the EU’s program «Digital Europe», the European CEF 
funding program «Connecting the backbone for digital global 
gateways» from October 12, 2022  [7].

At the same time, it is known that even a carefully deve
loped strategic plan will be valid as long as the assumptions 
underlying it hold true  [8]. Works  [9, 10] take into account 
the need for strategic risk management and identify the stages 
of this process and identify seven types of strategic risks.

In telecommunications enterprises, risks can be divided 
into three groups: as the probability of suffering losses and 
losses from the chosen decision and strategy of activity; 
as the probability of deviation from the set goals; as the 
occurrence of an undesirable event. At the time of form-
ing the mission and strategic intentions of the telecom-
munications enterprise development, risks should be set 
that have time limits.

The model of the interconnection «strategic intentions-
risks», which in [11] demonstrates that decision-making in 

the plane of strategic intentions leads to risks emergence 
and on the contrary, risk management affects the process 
of achieving strategic intentions. We have developed this 
model with the specification of the peculiarities of the 
risks of strategic development of telecommunications en-
terprises at the moment, as follows: risks associated with 
war and post-war reconstruction, risks of restructuring, 
modernisation and development, investment risks, compli-
ance risks, IT risks (Fig.  2).

In the process of risk diagnostics in the formation of 
strategic intentions for each of the above aspects, it is 
necessary:

–	 to identify and classify risks according to the given 
criteria;
–	 to identify the main sources of risks;
–	 to determine the probability of causing losses, failure 
to achieve the goal or not receiving the result due to 
individual sources of risks;
–	 to determine the level of risk;
–	 to outline the main actions to reduce the level of 
impact of the analysed risks  [8].
The methodology of researching risks, the solution of 

which is necessary in the process of forming strategic plans 
for the development of a telecommunications enterprise, 
should contribute to the solution of such tasks (Table  1).

Fig. 1. The main problems of activity and development of the telecommunication and digital sector of Ukraine caused by the war, relevant risks 
andpromising directions of their solution (built by the authors according to [1, 5–7])

 

Economic consequences: 
 slowdown of economic growth;  
 reduction of employment in the service sector;  
 reduction of e-commerce opportunities;  
 banking system;  
 disruption of the IT sector and start-ups 

Social consequences:  
 increasing inequality of opportunities for access 

to communication and Internet services; 
 deterioration of the level of education; 
 deterioration of social protection of the 

population; 
 problems with the provision of public services; 
 problems in the healthcare sector 

Restoration works: 

 telecommunications infrastructure; 
 broadband; 
 provision of postal services;  
 coverage of mobile communication 

Principles of restoration: 

 3B – «Build Back Better»; 
 3P – «Priority of Private 

Providers» 

Modernisation and development: 

 digital infrastructure; 
 digital technologies; 
 cybersecurity systems; 
 systems of state provision of 

digital services to the population 
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 destruction of the TDS infrastructure and the threat of further damage;  
 leaving of qualified personnel (women – abroad, men – APU); 
 reduction of solvency of the population;  
 investment risks 

TELECOMMUNICATIONS AND DIGITAL SECTOR OF UKRAINE 
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The scheme of risk analysis, the completeness of the 
research of the factors of influence and the level of risk, 
their assessment depend on the information base, the financial 
capabilities of the enterprise, the degree of sensitivity of this 
business to risks, the attitude to risk of the stakeholders of 
the enterprise. In addition, the specific of risk analysis of 
strategic intentions is the fact that during their develop-
ment and implementation, new types of risks can appear 
and change the degree of impact of already identified risks.

Thus, risk diagnostics of strategic plans involves the research 
of the process of development and implementation of goals and 
strategies together with the analysis of all factors that determine 
and influence the planned result. Therefore, strategic analysis 
is not a separate action, but is considered as a continuous 
process that allows optimising the degree of influence of risk.

Taking into account the process of implementing the 
defined strategy of the telecommunications enterprise, it 
is advisable to assess the level of risks that correspond to 
the five forces of M.  Porter competition:

1)  penetration of new competitors:
–	 loss of sales market share;
–	 threat of lower prices for products;
2)  threat of emergence of substitute goods on the market:
–	 loss of sales market share or loss of the sales market 
entirely;
–	 risk of lower prices;
–	 the risk of rising costs in order to improve product 
quality;
3)  opportunities of buyers:
–	 the risk of a decrease in the solvency of buyers and, 
as a result, the risk of a decrease in volume of produc-
tion and marketing;

–	 risk of increased costs for the provision of additional 
services and guarantees;
–	 destruction of the addiction barrier;
4)  capabilities of suppliers:
–	 risk of complication of conditions of supply of raw 
materials, which will increase the likelihood of the 
risk of cost growth;
–	 decreasing quality of supply;
–	 bankruptcy of suppliers;
5)  competition between enterprises that have already 

strengthened in the market:
–	 risk of losing sales market share;
–	 risk of price reduction;
–	 risk of losing a certain nomenclature;
–	 reduction of the degree of specialisation of the en-
terprise;
–	 risk of increased costs for improving product quality 
and expanding additional services to the buyer.
The research of the telecommunications market allows 

evaluating and predicting the possibility of occurrence of 
risks associated with consumers of services. Thus, it is 
necessary to research the participants in the development 
and implementation of the strategy and the degree of their 
influence on the implementation of the plan in the process 
of strategic risk analysis; factors influencing the process of 
implementation of the plan, and a lot of data characteris-
ing the object  [13].

The solution of the problem of measuring enterprise 
risks requires the formation of an appropriate informa-
tion base for the diagnosis of possible risks, which con-
tains primarily information on the dynamics of indicators 
characterising the results projected within the framework 
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Fig. 2. Model of the interaction «strategic intentions-risks» with specification of risks of strategic development  
of telecommunications enterprises (built by the authors according to [8, 11, 12])

Table 1
Groups of tasks for risk analysis in the management practice of the enterprise

Group of analytical and management tasks Group of executive tasks Group of coordination tasks

– identification and classification of risks;
– identification of sources of risks;
– study of the dynamics of their interconnections and 
changes;
– determination of methods of analysis and assessment risks

–  balancing the sequence of actions of all participants in the 
process of development and implementation of strategic intentions;
– controlling actions to achieve the minimum level of risks of 
the formed strategic intentions;
– prediction of unforeseen events

– application of urgent measures 
to adjust the adopted strategic 
sets and prevent the consequen
ces of existing risks and identify 
methods of their management
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of strategic intentions and the degree of their sensitivity 
to identified risks. Information characterising risk factors 
can be conditionally divided into the following groups: 
statistical information; credentials; normative data; intui-
tive information based on the experience and knowledge 
of specialists; subject description  [13].

The calculation of the impact of each type of risk 
on the predicted result can be performed by knowing 
the probability of its occurrence and using the formulas 
for the interrelation of factors. From a reasonable assess-
ment of the risks of the environment of the enterprise’s 
functioning depends on the effectiveness of its activities 
and success in the market. In the course of risk analy-
sis and measurement of their level, it is important to 
determine the interconnections of factors and business 
sensitivity to their changes. Therefore, the priority of 
assessment criteria should be clarified for each specific 
case of the research.

The applied significance of the research lies in the 
possibility of its use in the formation of the management 
strategy of a telecommunications enterprise, which will al-
low clearly building the management process in the risk 
management system in the long term and ensuring the 
desired level of economic security of the telecommunica-
tions enterprise. However, the issue of forming a strate-
gic portfolio of risk management in telecommunications 
enterprises, which is raised in the article, requires further 
research and development of an appropriate mechanism and 
its structural elements in order to manage risks and ensure  
the desired level of economic security of the telecommu-
nications enterprise.

The research results presented in this article may be 
of interest to theoretical scientists or practical researchers 
from other countries.

4.  Conclusions

As a result of the research, the main problems of acti
vity and development of the telecommunication and digital  
sector of Ukraine were identified caused by the war and 
the relevant risks and promising directions for their so-
lution on the principles of restoration were highlighted:  
3B «Build Back Better» and 3P «Priority of Private Pro-
viders». The existing model of interconnection «strategic 
intentions-risks» is developed with specification of risks of 
strategic development of telecommunications enterprises 
with specification of peculiarities of risks at the moment, 
as follows: risks related to war and postwar reconstruction, 
risks of restructuring, modernisation and development, 
investment risks, compliance risks, IT risks. The direc-
tions of risk analysis in the field of telecommunications 
are proposed.

The conducted research allows asserting that the theory 
of measurements can be used to assess the level of risk, 
which includes system analysis, construction of a special 
model, selection of the scale of risk measurement and the 
method of establishing the values of the risk indicator.
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