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As a result of Russian aggression against Ukraine, some fundamental theses regarding the nature of hybrid
military operations will require clarification and even revision. First of all, this refers to the widespread perception
of the asymmetric nature of hybrid threats as those used by a weaker adversary against a party with significantly
greater military, technological and human potential, mainly by non-state actors against national states. This, in
turn, requires the use of modern and proven mathematical apparatus, which is capable of processing a large ar-
ray of various types of data in a short period of time with a given reliability of making management decisions.
The object of research is the system of strategic management of national security. The subject of the research is
the synthesis methodology of the intellectual system of strategic management of national security. The research
developed a methodology for the synthesis of an intelligent national security management system. The novelty of
the research: taking into account efficiency while choosing one or another method while researching the state of
the national security system; calculation of reliability while choosing one or another method in researching the
state of the national security system. Also, an element of novelty is taking into account the efficiency of the deci-
sions made regarding the research of the state of the national security system while using one or another research
method; adaptation to new challenges and threats to national security. The next element of novelty is the validity
of management decisions in the management of the national security system, taking into account different data
sources, which are different in origin and measurement units; analysis of large data sets.

It is expedient to implement the specified methodology in algorithmic and program software while studying the
state of the national security system.
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1. Introduction

Hybrid war is a consequence of changes in the forms
and methods of armed aggression due to changes in the
principles of the geopolitical system, the development of
scientific opinion on the conduct of armed struggle.

Due to a number of historical and geographical fea-
tures, Ukraine has become the object of Russian hybrid
aggression. The theory and practice of hybrid wars was
first explained in the times of ancient China and actively
began to develop since 2014 during the beginning of the
Russian armed aggression of the Russian Federation on the
territory of Ukraine [1, 2]. Thus, the works [3—5] consider
changes in the forms and methods of hybrid aggression, the

role of information systems in them in terms of increas-
ing the number of factors that must be paid attention to
while countering them. However, over time, hybrid changes
indicate changes and require revision of the mechanisms
of counteraction to them.

In such conditions, a change in the strategic manage-
ment of the national security system is needed. This, in
turn, requires the use of modern and proven mathematical
apparatus capable of processing a large array of various
types of data in a short period of time with a given reli-
ability of making management decisions [6-8].

The works [9, 10] carried out the analysis of approaches
to processing various types of data in decision-making
support systems, the use of artificial intelligence methods
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to solve management issues and their implementation in
management systems.

The existing strategic management approaches are nar-
rowly focused and aimed at researching individual com-
ponents of the national security subsystem and do not
allow [6-10]:

— comprehensively and in a short time to identify and

assess challenges and threats to national security;

— to assess the level of national security in real time;

— to process various types of data with different units

of measurement, different in origin and sources of in-

formation extraction;

— to identify new and unusual challenges and threats

to national security, and assess the degree of their de-

structive impact;

— to justify a set of management decisions necessary to

neutralize challenges and threats to national security.

Taking into account the above, the aim of the research
is to develop a methodology of synthesis of an intelligent
national security management system. The object of the
research is the system of strategic management of national
security. The subject of the research is the methodology of
synthesis of the intellectual system of strategic manage-
ment of national security.

2. Materials and Methods

In the course of the research, let’s use:

— classical methods of analysis — to solve the problem
of analyzing the conditions and factors affecting the
systems of strategic management of national security;
— methods of resource optimization — for making ma-
nagement decisions on the management of the system
of strategic management of national security;

— theory of artificial intelligence — for processing va-
rious types of data in the course of identification and
assessment of challenges and threats to national security.

3. Results and Discussion

3.1. Development of a methodology for the synthesis of
an intellectual system of strategic management of national
security. Achieving the required level of national security
necessarily precedes the creation of the most effective sys-
tem, because they are «limitations» for the further correct
solution of the problem of its optimal parametric synthesis.
The assessment of the level of national security is simply
its statement. To conclude on the possibility of

task of the optimal parametric synthesis of the most ef-
fective national security system.

The most effective use of the national security system
for its purpose is connected, as it has been proven, with the
appropriate use of the «internal» resource of the system.

On the other hand, the creation and improvement of
complex «systems» (especially the «big» system of national
security) are associated with the use of huge heterogeneous
resources (financial, labor, material, special and general-
purpose resources, information resources, etc.). The maximum
expediency (efficiency) of the use of «external» resources
for the national security system can also be achieved only
by the optimal distribution of resource costs for creation
and improvement activities.

Activities in the field of national security on a scientific
basis, when the methodological basis is a «systemic» ap-
proach, objectively determine the theoretical foundations
of public administration, operations research and cyberne-
tics as a mandatory specialty of a manager and scientist.
In general, the foundations of the theory of optimal so-
lutions are a prerequisite for the necessary modern level
of expertise of both scientists and persons occupying the
leadership positions in public administration. Finally, such
a requirement should be ensured by appropriate training
of managerial and scientific personnel in the state and
become a reality.

The purpose of system analysis is a comprehensive re-
search of the national security system, namely:

— finding out the object system features (determining

the content of their «frames»);

— identification and evaluation of object properties;

— determination of the object’s characteristics to as-

sess its actual capabilities.

The general concept of the system analysis of the na-
tional security system is given in Fig. 1.

System analysis makes it possible to determine the
laws of functioning of «complex system» objects and the
regularities through which they are manifested in general
system characteristics. This makes it possible to formalize
the problems of synthesis of «optimal» systems.

The aim of system synthesis is to create the «neces-
sary» object (in our case, the national security system),
namely (Fig. 2):

— determination of the required content of system features;

— provision and evaluation of the required properties;

— ensuring the values of the object characteristics to

achieve its required capabilities.

counteracting hybrid threats and challenges of
today, it is necessary, firstly, to compare the exist-
ing state with the required one, which must be

Existing «external» system characteristics of the object
system effect WS time of application 7.S
composition of NS forces and devices

determined in advance, and, secondly, the avail-
able capabilities of the national security system

Il 1l

will not exactly correspond to the required ones,
which leads to a decrease in the level of national
security. It is clear that this does not mean the

«Existing system» are the «internal» characteristics
of the analysis object of MS system security,
BS system potential, ES efficiency

maximum effectiveness of the functioning of the
national security system at all.
The process of <«application» of a complex

ay il

system (one of its main features) is the most
effective implementation of its system «potential
ability» to achieve the system aim. The chosen

purpose, systemic effect, method of formation, resource composition,
structure, management, process of functioning as intended

The content of system features of the object

option of applying the level of the national security
system is also a limitation for the optimization

Fig. 1. General concept of system analysis of national security system
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System synthesis makes it possible to for-
malize and correctly solve the tasks of building
«optimal»> national security systems with the

Research of the dependence of characteristics on system parameters
system effect WS(X) consumption of resources RS(X) limitation of parameters {X}

necessary system-wide characteristics (Fig. 2).
The operational research method includes

4L s

the following stages (Fig. 3):
— definition of the aim and substantive state-
ment of the task of researching the national

Formalization of the problem of optimization of system parameters
eligibility criteria of the constraint function, the objective function

and optimality for {X} GS{x}

<.>GS’ FS(X°) > extrFS{X}

security system;
— determination of the characteristics of the

11 11

research object (dependencies of the «ef-
fect> and «costs» on the system efficiency
parameters);

— determination of the target function and

ws(x%)

Optimal system parameters of the object
system effect of resource consumption efficiency

RS(X?) ES(X°)

functions of limitations, formal formulation

of the research problem (development of

a mathematical model of the national se-

curity system);

— choosing a method and solving the problem of opti-

mizing system parameters that maximize the effective-

ness of the research object (in this case, the national
security system);

— adjustment of the model of the national security

system based on the results of the implementation of

the decision.

As stated in the previous part of the research, given
the constant emergence of new types and types of chal-
lenges and threats to national security, it is necessary to
detect and identify them in real time. Taking into account
the above and the fact that there is a need to work with
large arrays of various types of data, it is most appropriate
to use the methods of the theory of artificial intelligence.
This will allow:

— to describe the interrelationships between challenges

and threats to the national security of the state;

— to update the database of challenges and threats

to national security through training procedures;

— to detect, identify and assess the degree of challenges

and threats to national security and the magnitude of

their destructive impact in real time;

— to solve the problem of getting into global and local

optima, etc.

The functioning of the intelligent national security man-
agement system can be described as constant decision mak-
ing based on the analysis of current situations to achieve
a certain aim (taking into account Fig. 1-3).

Fig. 3. The general concept of «operational research» national security system

The following stages of functioning of intelligent sys-
tems for managing the national security of the state are
proposed:

1. Comprehensive analysis of external and internal chal-
lenges (threats) to national security. The result of the compre-
hensive analysis is the creation of a descriptive model (a set
of models, a comprehensive model) of the state’s national
security level.

2. Comparison of the received comprehensive descrip-
tion of challenges and threats to national security with
those available in the database of challenges and threats
and replenishment of this description.

3. Justification of possible countermeasures against chal-
lenges and threats to the state’s national security.

4. Tmplementation of the algorithm for countering chal-
lenges and threats to national security for the response
of the intelligent national security management system
to challenges and threats to national security.

5. Implementation of the response of the intelligent
national security management system.

These actions are conditional and conceptually describe
the main stages of functioning of intelligent systems to
counter hybrid challenges and threats to the state’s na-
tional security.

3.2. Results of the analysis and discussion of the re-
sults. In the course of the research, the authors developed
a methodology for the synthesis of an intelligent national
security management system.

«External system characteristics of the object» are required
system effect WS of the time of application 75?7 and the numerical
composition of forces NS

1y

L

Determination of system characteristics of the object
purpose, systemic effect, method of formation, resource composition,
structure, management, process of functioning as intended

NS

I

«Existing system» — «internal» characteristics of the analysis object of
MS system security, BS system potential, ESmax efficiency

Fig. 2. General concept of system synthesis of national security system
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The proposed methodology allows:

— to justify the methods of researching the state of

the national security system;

— to determine the necessary error in assessing the

state of the national security system of the destination

while using one or another research method,;

— to justify the effectiveness of the decisions made

regarding the national security system while using one

or another research method,;

— to define and identify challenges and threats to na-

tional security;

— to justify the necessary management decisions in

the management of the national security system.

The advantages of the research include:

— consideration of efficiency while choosing this or

that method at research of the state of the national

security system;

— calculate the reliability while choosing one or ano-

ther method at research of the state of the national

security system;

— consideration of the efficiency of the decisions

made regarding the research of the state of the na-

tional security system while using one or another re-
search method;

— adaptation to new challenges and threats to national

security;

— reasonableness of management decisions in the ma-

nagement of the national security system;

— taking into account different raw data that are dif-

ferent in origin and measurement units;

— analyzing large data sets.

The shortcomings of the research include:

— the need for adequate software to implement pos-

sible research methods;

— availability of time to carry out calculations of the

state of the national security system.

It is advisable to implement the specified methodology
in algorithmic and program software during research of
the state of the national security system.

Further improvement of the mentioned approach for
an objective and complete approach should be considered
as the direction of further research of the state of the
national security system.

4. Conclusions

1. Development was carried out in the research of the
methodology of the synthesis of the intellectual system
of national security management.

2. The novelties of the proposed methodology are:

— the consideration of efficiency while choosing this

or that method at research of the state of the national

security system;

— reliability calculation while choosing one or another

method at research of the state of the national security

system,;

— taking into account the efficiency of the decisions

made regarding the research of the state of the na-

tional security system while using one or another re-
search method;

— the adaptation to new challenges and threats to na-

tional security;

— reasonableness of management decisions in the ma-

nagement of the national security system;

— taking into account different data sources, which

are different in origin and measurement units;

— analysis of large data sets.

3. It is advisable to implement the specified methodo-
logy in algorithmic and program software during research
of the state of the national security system.
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