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METOJ NMOBYAOBH KNACHPIKATOPA
KIBEPATAK HA JEPMABHI
IHPOPMALIHHI PECYPCH

3anpononosano dsoemanny cxemy Kiacupikayii cmany ingpopmauitino-meiexomynikauitinoi cucme-
MU, WO TPYHMYEMbCsL Ha Oinapromy zpynyseanni wabionie ii nogedinku. Pospobieno memoo nodyoosu
Karacugikamopa Kibepamax na 6asi depes piwenv ma oNMUMI308aHUX NOMOKAX 6XiOHUX danux. 3a-
cmocysanms memooy 00360JL€ 8 PA3u CKOPOMUmU uac noby0osu ma Qynkuionyeanns Kiacudixayiiunoi
MOOe, 3anUuanyu mouHocmi Kiacugikayii wabionie nosedinku cucmemu y 3a0anux 0iana3onax.

Kmwouosi cnosa: ingopmayiino-meiexomynixayiuna cucmema, Kibepamaxa, kiacudixamop, Kiacu-

Qixayis, depesa piutenv, ONMUMI3AYISL.

1. Becryn

Ha manmii vac edextuBHa pobOTA AEPKaBHUX YCTAaHOB
Ta OpraHisailii y 3HayHil Mipi 3aJeXUTb BiJl HAAIHHOCTI
dbynkuionysanns ingopmariiino-TeseKoMyHiKaliitHux cuc-
teM (ITC) ta 3axumnienocti ix indopmarniitaux pecypcis. He
3Ba’KAIOYN Ha BIPOBA/I’KEHHS PI3HOMaHITHUX PillleHb, CIIPS-
MOBAHMX Ha IIi/IBUIIEHHS PiBHA 3aXUIIEHOCTI JepKaBHUX
indopmaniiinux pecypeis B ITC, auHamika KibepiHIUIEHTIB
MOB’SI3aHUX 3 HUMH, 3aJIMIIAETHCS [OCTATHBO BUCOKOIO [1].

Opnnicio 3 mpo6JieM, sika CTPUMYE BIPOBaKEHHS edek-
TUBHUX cucteM 3axucty indopmarii B ITC, manpuxiaazn
Takux, K cucremu BustBieHus arak (CBA), € mpobiema 3a-
GesIeueHHs] HUMU JI0CTOBIPHOI Ta oliepaTuBHOI Kiacudikariii
MaTepHiB O/l B cucTeMi. 3Ba)Kaloyu Ha Iie, TiABUICHHS
e(eKTUBHOCTI BUABJAEHHS KibepaTak Ha mep:KaBHi iH(Op-
MalliiiHi pecypcH, 3aIWIIAEThCsT aKTyaTbHUM 3aBIaHHSIM.

2. Axania niTepaTypHUX KaHUX
Ta MocTaHoBKA npo6nemu

Amnasis ocTaHHIX KOCTIKEHD i ybuikamiit [2—5] moka-
3aB, M0 JOCJI/PKEHHS OB sA3aHi 3 NiJABUIIEHHAM eeKTUB-
HocTi (yHKiionyBanHs CBA, sk 1paBuiio, mpoBOASTHCS
3a JIBOMa OCHOBHUMM HampsMamu. [lepmmit Hanpsm ro-
JsArae 'y po3poOii HOBUX MeToHiB kiacudikaiii Kibeparak
Ha Gasi mapagurMu mrTydHoro inresexkry [2, 3]. Jpyruit
HAINpsM TI0B’S3aHUI 3 YJIOCKOHAJEHHSAM Bi[OMUX QJIrO-
putMmiB kmacudikarii [4, 5]. Y KOHTEKCTi MiABUIIEHHS
edextuBnocTi dyukmionysanus CBA, ne 3Barkaioum Ha
nepeBaru Ta HeJOJIKU KOKHOTO 3 HANPSAMIB, BOHU 00uBa
3aTUIIAIOTHCS AKTYAJIBHUMY, a TOMY U Ha/laji iHTeHCUBHO
PO3BHUBAIOTHCS.

AJIBTEpHATUBOIO BUIIE3a3HAUYEHUM ITi/IXO/IaM € T0/Iajb-
MU PO3BUTOK KJaacudikaTopis Kibeparak, B OCHOBY SIKHUX
MOKJIA/IEHO JiepeBa PUHHATTS pimenb. OcTaHHi, 32 yMOBU
IPaBUJIbHOI IX MOOYAOBH, HAI0Th MOKJIHMBICTH OTPUMATH
JIOCTATHBO JOCTOBIPHI pe3ysbraTu Kiaacudikaiii Ta MaoTh
BiZIHOCHO HU3bKY OOYMCJIIOBATBbHY CKJaAHicTh. ToMy yzo-
CKOHAJIEHHsI BiZIOMHX METOiB MoOYyZOBU KiacupikaTopis
Kibeparak Ha jep:kaBHi iHdopMalliiiHi pecypcu Ha OCHOBI
JiepeB MPUHHATTS PillleHb, € IPIOPUTETHUM HAIIPSIMOM HAy-
KOBUX JIOCJIi/KEHb.

I : . .
3. 06'exT, yinn Ta 3agavi KoCHigMEHHA

O6’ekroM nocipkenns € kinacudikarop kibeparak. [Ipu
MIPOBE/IEHI JIOCJI/IZKEHHS CTABUJIOCS 32 METY yI0CKOHAJIEHHS
MetoliB mobymoBu kiaacudikaropa KibepaTak, B OCHOBY
SAKOTO MOKJIA/IEHO JlepeBa PillleHb, y HANPAMIi MiBUIIEHHS
mBuzakoznii CBA rtumnosoi koudirypauii 6e3 BTpaTu TOY-
HOCTi Kyacudikartii.

Jlis mocsirHeHHs TOCTaBJIEHOI MeTH BUPINTyBaJIucs Ha-
CTYTHI YaCTWHHI 3ajadi:

— amnaniz apxitektrypu CBA, cydacHux miaxojiB ta

TEXHIYHUX PillleHb, CIIPSIMOBAHUX Ha IMiIBUIIEHHS edeK-

TUBHOCTI iX (PYyHKITIOHYBaHHSI;

— po3pobKa CTPYKTYPHOI cxeMu Kiacudikaropa, 1o

JI03BOJISIE Peasli3yBaTh JBOETAIHY OiHApHy cXemy KJa-

cudikanii crany ITC;

— pospobKka merony nodyaoBu Kiaacudikaropa Ha Oa-

31 JiepeB pillleHb Ta ONTHUMI30BaHUX IMOTOKIB BXiJIHUX

JIAHUX;

— Bepudikaiis po3pobaeHOTO METOLY.

4. MaTepian® Ta METOAM ROCHiMKEHHA

3 Meror0 3abe3leyeHHss YHI(IKOBAHOCTI pesyJsbraTiB
JOCTIIJIKEHHsI 3 IHITMME aBTOPaMU, POOOTU SIKMX TIPUCBSI-
YyeHi MUTAHHSAM ONTHUMi3allil po3MipHOCTI MOTOKIB BXiJTHUX
JMAaHUX KJIacudikaTopiB, B SKOCTI HaBYATBHUX i TECTOBUX
JaHux obpani 3arajbHOAOCTYIHI Ta MUPOKO Bigomi 6Gasu
mabmoniB nosexainkn ITC KDD99 ta NSL-KDD.

Ob6uunciaenHs npoBeneHHi i3 3actocyBanusm [TEOM
3 HACTYITHUMHU IIapaMeTpaMu: olepariifHa cuctema Win-
dows 7 Ultimate SP1 (x64); mpomnecop Pentium Dual-
Core T4300@2.10Ghz 2.10Ghz; O3II 2,00 Gb.

8. PesynewTaTy mocnigaexs knacudikanii
kifepaTak 3 uinmo moganswoi
edexTuBHOI MpoTHAII HUM

Bimomo [6], mo CBA tumosoi xoudbirypariii — 1e cre-
1iaTi30BaHU MPpOrpaMHO-anapaTHuil KOMILJIEKC, SAIKUil TIpu-
3HAYCHMI /1T BUABJICHHS Ta Kaacudikaiii kibepatax 3 1iumio
noziasbinoi epektuBHOi poTuaii HuM. Tak, 3rigno 3 [6], Tu-
nosa apxitekrypa CBA BKJII0YA€ 1T'SITh OCHOBHUX KOMITOHEHT:
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MO/IyJIb YIPABJIiHHS KOMIIOHEHTAMU 1 HaJalITyBaHb, MO-
JlyJli-CEHCOPH, MOJYJIb BUSIBJIEHHS/PO3Ii3HABAHHS aTaK,
MOJIyJIb pearyBaHHs Ha BHUABJIEHI aTaku Ta 6a3y mabJoHiB
moBemiHkn cuctemu (puc. 1).

Ta JBOETAITHOI cXeMM Kiacudikallii MOTOKy BXiJIHUX Ja-
nnx (IIBx/l). Tax, srigro 3i cxemolo, Ha TepHUIOMY eTarri
3ailicHIOETbCS OiHapHa Kiaacu(ikalliss ImatepHiB Mol —
mabonis HopmasabHoi nosexinku (IIIHIT) ta ma6ronis

arak (IITA). Ha apyromy erari,

Mogyne yopaemuEA 1 HalallTYEaHb

| 3T1/IHO i3 3alPOIIOHOBAHOIO CXe-

I

MMonyne pearyeanna ‘

I

MO,I[YJ'IB EHAENCHHA Ta

KnacH dikaiii atax

EBaza mabnonis
DOBEMIHKHE CHOTEMH

MOIO, peasli3y€eThbcs Mpoleaypa
6inapHoi kiracudikaiii aTak mep-
moi Ta apyroi rpym. B ocHoBy
NPUHIUILY TPYIYBaHHS THIIIB
atak («IyeTiB») MOKJIAZeHO MPH-
MyIEHHs PO 1X MaKCUMaJbHY
BijlajleHicTh y IpocTOopi mapa-

I 1l

| MMopgyne-cencop 1 | | Mogyne-cencop 2 |

Puc. 1. Tuniosa apxiTekTypa CUCTEMY BUAB/IEHHH aTak

Monyab BusBienHs atak (puc. 1) € oO1HIM 3 OCHOBHUX
enementiB CBA, Bix sikoro 3anexuTh eeKTUBHICTH QyHK-
HioHyBaHHs Bciel cucreMu. TexHOJOris BUABJICHHS aTak
CBA y manomy Moxysi mepenbadac BUKOHAHHS TIPOIELYP
BUSIBJICHHS 3JIOBXKUBAHb BI/IIOBI/IHOIO CUCTEMOIO — mMisuse
detection systems Ta BUSIBJICHHS aHOMAJIil, 1O MOKJIaa-
0ThCs Ha cucreMmy anomaly detection systems.

Bizowmi Texniuni pimenns [7-10], cupsamoBani Ha miza-
BUINEHHS ePeKTUBHOCTI QyHK-

MeTpiB.
L Posrisinemo nipusnavenns oc-
HOBHUX €JIEMEHTIB KJacudikaTo-
Mogyne-cencop W | pa (puc 2).

Mooyui oyinrosanns ingopma-
MueHOCMi napamempie wabionie
1 2pynysamnmsi munié amax 3acTto-
COBYIOTBCSI Ha eTamli HaBUYaHHS Kyacudikatopa. Ha erami
BUSIBJIEHHS aTaK MOJYJi peasi3yloTh IpOIeAypPH OIliHIO-
Banus iHdopmaTusnocti mapamerpis IITHII ta IITA, na
ertamni kjacudikaiii BUKOPUCTOBYIOTHCS ST OIiHIOBAHHS
indopmarusuocti napamerpis IIIA Tta ix rpynyBanns 3a
THHaMHU. 3 II€I0 METOI0 SK OIIHKY Baru /s KOKHOTO
3 mapameTpiB a0JIOHIB 3alIPOIMIOHOBAHO O6PATH HOPMOBA-
Huii npupict indopmatii GainRatio.

10OHYBAHHS MOJLYJIsT BUSBJICHHST
HHoRy Ay KJIACHDIKATOP
aTak, 3BOJATHCS [0 CHUHTE3Y e o 1
. . I MO/I¥.Ib BHARJIEHHA ATAK i
Kyacu(ikaTopiB MIISIXOM IPYIY-  IEBxa|| . i
. . 1 TR
BaHHS QJITOPUTMIB Kiacubikaitii. X |t cenexti x i
Tak, y [8, 9] 3amauy BusiBieHHs i napaMeTpin i
. . | - mnacEdikaTopa e
Ta kjacudikamii BupimeHo 3a | HIT 1a arax E
nmonoMoroio kjaacudikaropa Ha ! % 7 HiEf=
6a3i MOAYJISAPHUX HEHPOHHUX | :E‘E
M
mepex. Y [10] samaua xmacu- i — cnimRoam Monym: Mogyms Mozym il 5
. . , | N P i OOmTEMiZami nacHbikanii AHATITY —
dikamii cranis poss’szana 3a i IIIHIT 72 A [ e[ ¥ ocipmocri || HILTa amax pesymeTatin
mapaMe B - . .
IITSIXOM arperanii amcam6iio ! Mt easa | | O IIA (c4.3) xnacudixanii
JepeB NPUIHATTS pilleHb. Aule, el —J B J L =
FAKINO BPaxyBaTH BUCOKY oGunc- T MOZVIbEKIACH®IKANN ATAK a
JIOBAJIBHY CKJIATHICTD, SIKA BH- ! Momyne !
HUKAE IIPU arperailii 3a3HaveHux ! X, E u"“ﬁ;g x7 i
AJITOPUTMIB, TO MOKHA 3POOUTU ! xmacudiraropa :
. i g
BUCHOBOK — TIBUIKOMIsSI MOOY- ! < ”"F";:;KIT!‘“ ) E
noBanux Ha ix 6azi CBA cyrreBo I i Il 2 E
I T ¥ I| &=
3HIDKYETHCSI. I Monym Nox EE
I 6 ! onTHMizani e =&
Jid 3a0€e3IleYeHHA 3aJaHuX : iprocti chnﬁmcam_l I =4
mokasuukiB mBuakoaii CBA I MD' A TR TEPICL 1 i
. Il g VDI xnacEbiratopa rpynd M 1
IpY BUKOPUCTAHHI TEXHOJOTiI | Bydep _omimosama | RN (€4.5 omas i
o . . || THMYACOBOTD 1RO i Ty AHATIZY o=
JlepeB TPUIHSTTS PIlleHb y Bij- I soopiranms Basa IITA 1 apasepis [ITA - pesymmarin |1l 5§
HOBigHOMY MOyJi, B poboTi | E=d i rpymysamma iiten st Momyms xmacapixanii || 5 B
3allPONIOHOBAHO 3aCTOCOBYBATH | TR AT msipmocri || TReRgman mx EE
p . ! y : I po Iﬁﬁ aTaK gpyroi [ :
OTITUMI30BaHi TMOTOKM BXiTHUX i snacadixaropa rpynE I
nanux [11]. Tomi, 3 ypaxysan- | pyToi TPYIE €49 i
uam [11], cTpykTypHa cxe- i . Mﬂ:}m S I
. 5
Ma kJiacudikaTopa MaTHMe BU- ! cenexmid o :
: i
risg (puc. 2). i m;,fn@gi; :
OcHOBHOIO 0COOIUBICTIO 3a- i *s | zpyroi rpyon I
MIPOMOHOBAHOI CXeMU KJacH- ' aTax :

dixamii (puc. 2), Ha BiAMIHY
BiJl BiJIOMUX, € 3aCTOCYBaHHS
6iHapHOro THILY Kiacuikarii

Puc. 2. Tlpyuuun no6ynoeu knacubikaropa Ha OCHOBi AEPEB NPMIHATTA DIlIEHb T ONTMMi30BaHMX NOTOKIB

BXiAHUX AaHUX: CTPYKTYpHa CXeMa
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[lana mponexaypa peasni3yeTbcsl 3TiZITHO 3 METOJIOM,
pospobienum y [11]. Tax sBaskenuii npupict indopmaitii
GainRatio 3a KOKHUM 3 TapaMeTpiB MabJIOHIB MOBELIHKY
CUCTEMM BU3HAYAETHCS 3TiJIHO 3 BUPA3OM:

H(X)-H(X|Y)

GainRatio (XY )= ) ,

(1)

ne H(X) — enrpouis crany ITC; H(X|Y) — BsaemHa eH-
Tporis, mo onucye enrporiio crany ITC 3a ymMmoBr HaGyTTs
napametpom Y Komkpernux suauens; H(Y) — entporis
Y mapametpy.

Takosxk maHuil Moxysb 3abesneuye rpymybanusa [TA
B «[yeTU» 3a IPUHIUIOM 3a0e311eUeHHs iX MaKCHUMaJbHOI
BijiaseHocTi y npoctopi napameTpis. [pymnyBanus BUKony-
€THCS HA OCHOBI PO3PAXOBaHMX CyMapHUX 3HAYEHDb IIPUPOCTY
indopmarlii mecru <«myeris» mabsoniB atak. 3i chopmo-
BaHOI MHOKHHM <«Iy€TiB» 00MPAIOTHCSA 2 3 MaKCUMaJbHUM
3HaueHHsaM » GainRatio.

Moodyni onmumizayii posmiprocmi wabaionie Ha erari
HaBUYAHHS 3a pPe3yJ/bTaTaM¥U PaHXXYBaHHS MapaMeTpiB /i
mapu IIITHII-IITA Ta nBox <«myertiB» IIIA, po3paxoByioTh
OITUMI30BaHi PO3MIPHOCTI OCTAHHIX 3TiZIHO 3 MeTo/0M [12].

Mooyni cenexuyii napamempie (puc. 2) BUKOHYIOTb (hyHK-
{10 BitbOpy BU3HAYEHUX MOOYIEM ONMUMI3AUIT POSMIpHOCTMi
wabionie ONTUMAIBHUX KiJbKOCTEl mapaMeTpis mabJoHiB
MiJ] Yac HaBYaHHs KJjacudikaTopa Ta CKOPOYEHHS PO3Mip-
wvocti I1IBx/l nixg uyac dyHkuionyBanus kiacudikaropa.

Moodyni knacugixayii 3mi¥icCHIOIOTh BiTHECEHHS MaTep-
uiB [I1Bx/l no nomnepennbo Busnayenoi rpymnu crauib. AJji-
roputm C4.5, 10 MOKJIA/IEHO B OCHOBY /AHOTO MOJYJIS,
3aificHioe pekypcuBHe posbutts IIBx/l Ha acomiitoBamni
3 Kjacamu KibGepartak miaMHoxuuu. IIporeaypa po3ourrs
BUKOHYETHCS HA OCHOBI BUPIMIATHHUX TIpaBui. Bupimamrpai
MpaBUJa B CBOIO Yepry yTBOPIOIOTH i€papXiuHy JepeBO-
nofibHy cTpykrTypy (puc. 3), 1o peanisye Ipoleaypu
kiacudikanii kibepaTax.

|KOPEHEBHI BY301|

[micT | [ JHCT |

[ THCT | [ THCT |

Puc. 3. CTpysTypHa cxeMa [jepesa pilleHb

[TepeBaramu 3actocyBamus ajrroputmy C4.5 Ha OCHOBI
ontumizoBanux I[IBx/] e:

— BHCOKa TOYHICTb Mozesel kiacudikanii kibeparak,

dKa € CIIBBUMIPHOIO 3 FeHETHUYHUMM AJITOPUTMAMU Ta

HEIPOHHUMHU MepexKaMu;

— MOJXKJIUBICTh CTBOPEHHS KIacudikamitnux mMojemneit

cnabko popmasizoBaHUX 3aBJlaHb;

— BigcyrtHicts BuMor 0 BuGopy IIBx/I Ha erami 1mo-

OyI0BY MOJIE;

— 3IaTHICTD JI0 CTBOPEHHs KiacuikamiiHux Moaesein

3 BUKOPHMCTAHHSAM YHCJIOBMX 1 KaTeropiaJbHUX THUIIB

JIAHWX;

— 3maTHicTh TpaHchoOpMallii OTPUMAHUX JIePeB y TIpa-

BUJIa 1 HaBIIaKU;

— 3partHicTh 70 Kiaacudikaiii kibepatak y pasi mpo-

MyCKiB ab0 HEMOBHOTH IMOTOKIB BXIIHUX JAHUX;

— HelapaMeTpUYHICTh MOOYIOBAHUX MOJEJEN;

— JiHifiHa oOuMcIIOBaTbHA CKJIQJHICTD;

— crifikicte npu 006pobui samymienux [IBx/I;

— BIJIHOCHO HU3bKi, TOPIBHAHO 3 HEHPOHHUMU Mepeska-

MU | IMyHHUMM CHCTEMaMM, BUTPATU Yacy Ha MoOyA0BY

kyacu@ikaiiiitnoi Mojesi.

[Tpu 11bOMY OCHOBHHMM HEOJIIKOM 3aCTOCYBAHHS aJi-
roputmy C4.5 Ha ocnoBi onrtumizoanux [IBx/l, € iioro
3MaTHICTL 10 nepeHaBuanHd. [lepenaBuanHsa — 11e mpoiec
pos6uTTA KiaacubikaliiiHOro aepesa A0TH, AOKU He Oyie
ollepKaHO abCOMIOTHO YUCTI JIUCTKU abo JIOKM BOHU HE
MICTUTUMYTh TIJIBKA OJIHE CIIOCTepekeHHS. SKicHO edekT
repeHaByaHHs I10/[aH0 Ha puc. 4.

N

TECTOBA MHOXITHA

HABYATEHA MHOXITHA

TIOPIT CTIPAITIOB AHHA
//

o
Puc. 4. 3anesxsicts noMwiky knacudikauii E Bif kinekocti Byanis gepesa N

Awnamis puc. 4 mokasye, mo 30iAbIIEHHS KiTbKOCTI
BY3JIiB Befle JI0 TOCTIifiHOTO 3MEHIIEHHS TMOMWJIKU KJa-
cudikamii. [lommaka HaBueHoi «3 yunmTensem» kiacudika-
MifTHOT MOJIesli Ha TeCTOBIll MHOXKWHI 3HUMKYETHCS TiJTbKU
10 IIeBHOTO 3HaueHH: mopory. Kosn gepeso crae 3aHaaTo
CKJIQTHUM, MOJIeJTb BTPAya€ CTiHKICTh i KiJbKiCTh TTOMU-
JIOK Ha TecTOBill MHOXKMHI IounMHA€E 3pocrtatu. Tomy s
3a0e3MeYeHHsT 3alaHnX TTOKa3HUKIB eheKTUBHOCTI KIacudi-
KamiitHux Mozesell mobyposanux Ha 6asi anroputmy C4.5
B MOJYJIi 3aCTOCOBYIOTHCSI METOJM PAHHbOI 3YNUHKU Ta
Bizscikanus risok. [lepmmmit 3gilicHIoEe MPUMYCOBY 3yTTUHKY
QJITOPUTMY 3a JOIIOMOTOI0 YMOBH, IIPM BUKOHAHHI $IKOL
3pOCTaHHA JlepeBa aBTOMAaTUYHO 3aBepIIyeThes. /pyruii
BUKOHYE TOOYZOBY MOBHOTO JepeBa, a IMOTIM 3/ilCHIOE
1OTO CTPOIIEHHS IJISIXOM BiJICiIKaHHS THX TiJIOK, SKi
€ MaoiHhOpPMAaTUBHUMH.

Modyai ananizy pesynvraris kiaacudikariii atax (puc. 2)
BUKOHYIOTH IHTEPIIPETAIliio pe3yJbTaTiB KJjacudikarii ta
dopmyioTh indopmalliiini MOBiIOMJIEHHS Yy BUTJALI 3DPO-
s3ymizomy asa kopucrysaua ITC.

Ha puc. 5 na ocrosi metozposorii ARIS [13] mobynosaro
EPC-pgiarpamy mporecy HaByanHs kiaacubikatopa Ha 6asi
JiepeB pillleHb Ta ONTHMIi30BaHUX IOTOKaX AaHux. Crapro-
BOIO TIOJII€I0 JIJIsT TIOYATKY Mpollecy HaBYaHHs KJacudika-
TOpa € OTPUMaHi 3 HaBYAIbHUX (a3 MAGJOHU TTOBEIIHKH
ITC. Iicag mporo B MOYJIIX BUSIBJAEHHS Ta Kiaacudikarrii
aTak mapajesJbHO BUKOHYIOTBCS MPOIECH OIiHIOBAHHS iH-
dopmaruBHOCTi mapamerpiB Ta rpymysanus LA y «uaye-
THU», IO XapaKTepu3yThCsl MaKCUMAJIbHOIO Bi/IIATIEHICTIO
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y npoctopi nmapametpiB. [licis 4oro BUKOHYIOThCS po3pa-
XYHKH ONITUMAJIbHUX PO3MIpHOCTEN BIIIIOBIAHMX M1abMOHIB
MOBE/IIHKK Ta CKOPOUYEHHS KiJIBKOCTI iX mapamMeTpiB /0 3a-
nanoi. ONTUMI30BaHI TAKUM YUHOM TaTepPHU 3a0€311eUyI0Th
no0yaoBy KaacudikaniiHux Mogesreil MomyJliB BUABJIEHHS
ta kipacudikamii atak. Y pasi 3abesnedeHHs BUMOT IMOLO
TOYHOCTI KJyacudikaiii HaBYaHHS Kiacubikatopa BBaxka-
€TbCA 3aKiHYeHUM. 3 METOIO IMePeBipKU aJallTUBHOCTI I10-
GynoBanoro kiacugikaTopa BUKOHYEThCS HOTO TepeBipKa
Ha TectoBux Gasax wabionis nosexinku ITC.

BPMN-ziarpamy kiacudikatopa Ha 6asi gepes pillieHb Ta
ontnmizoBanux [IBx/l, momano ma puc. 6. 3rigno Hei crap-
TOBOIO TIOJI€I0 Ha eTari poboTH KiaacudikaTopa € OTPUMAHHS
1IBx/] 3 cencopis CBA. OaHouacHO B MOjyJi BUSIBJIEHHS
aTak BUKOHYETbCs onTumisaiist poamipuocti [1Bx/I, a y mo-
JyJii kiaacudikarii atak 3amnmc notoky y 6ydep THMIacoBOro
30epiranns Ilicis 1bOrO B MOAYJII BUSBJIEHHS aTak BUKO-
Hy€eTbcA mpoliec BusbaeHHd Biaxuienb Big [THIL Y pasi
BIZICYTHOCTI 3a3Ha4CHUX BIIXUJICHD F€HEPYETHCS MOBIIOMIICHHS
po izeHTUGIKAIII0 HOPMAIBHOTO MA0MOHY. Y BUNAIKY BH-
SIBJIEHHST aHOMAJIbHOI aKTHBHOCTI
B cuctemi (Bigxunenns sig LITHIT),
KepyBaHHS TEPEXOIUTh /10 MOJLY-
71 kyacudikarii atak, Ipu IbOMY
BUKOHYETHCS 3UNTYBAHHS [AHUX
3 Oydepy TMMUacoBoro sGepira-
ug [IBx/l. Ha macrymuomy era-
i, 3 MeTo kKiacudikarii thy
aTaKW, OJHOYACHO BUKOHYETHCS
ontuMmizaiiga 3uurtanoro [I1Bx/]
JUIST OAAUIbIIol GiHAapHOI Kiacu-
dikarii 1711 KOXKHOTO 3 <«JIyeTiB»
arak. Ilicra doro orpnmani pani
TIOZIATOTHCST /LTSI AHAJII3Y pe3yJIbra-
TiB kytacuikarii. ¥ pasi ycminmoi
kytacugikaiii reHepyeTbcsi MoBi-
JIOMJTEHHST TIPO BUSIBJIEHHS TIEBHOTO
THUITYy aTakKu, y iHIIOMY BUTIAJKY —
HOBIIOMJIEHHSI 1IPO HEOOXiAHICTh
€KCIIEPTHOTO OIiHIOBAHHS ITATEPHY.
OTke, cMpaiounch Ha ofepsKaHi
pe3yJIbraTh MEeTO HOOYIOBY Kila-
cuikaropa KibepaTak Ha JIepsKaBHi
inopmaitiiini pecypcu Ha OCHOBI
JlepeB TIPUHHATTS PillleHb Ta OIl-
tumizoBanux [1Bx/l ckramaerbes
3 KPOKIB 1 HOJIATAE y TaKOMY.

Ha nepwomy xpoyi metomy
BUKOHYETLCS TOMEpeinsa 06poOKa
6a3 1a0JOHIB MOBEIIHKN CUCTe-
mu — HIHA Ta IIIA atak nasa
Moyt BusBiaenus ta ITA s
MojyJist kaacudikaii atak. [l
3a3HayeHnX 0a3 1abJIOHIB BUKO-
HYETbCSI OlliHIOBaHHS iH(MOpMa-
TUBHOCTI iX MTapaMeTpiB 3a KpHUTe-
piem GainRatio , a nns 6asu IIA
(hopMyBaHHS «/IyeTiB» THIIIB aTax,

Puc. 5. EPC-giarpama HaByanHA knacudikaropa HA OCHOBI AEpPEB pilleHb TA ONTMMi30BaHMX [OTOKAX JAHUX

1110 320€311e4yI0Th BUKOHAHHST BU-
MOTHM MaKCUMaJIbHOI Bijl/laleHOCTi
y TPOCTOpPi TIapaMeTpiB.

/lpyeuil kpox mosATaE y onTH-
Mizarlii poamipHocTi mrabaoHiB
nosexinku ITC. IIpu mpomy Ha
OCHOBi pe3yJbTaTiB MepPIIOTo
KPOKY METO/y PO3PaXOBYIOTHCS
ONTUMAJIbHI PO3MIpHOCTI 1a6-
noHiB Tppox rpyn — IIIHII Ta
ITA nns mMomysst BUSBJICHHS Ta
IITA nepmroi Ta apyroi rpym st
MoayJisa knacudikarii atak. Bu-
KOHYETHCST HE3M0CEPEe/IHE CKOPO-
YeHHs PO3MipHOCTEH MaTepHiB
3azHaveHNX 6a3 1abJIoHIB.
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Puc. 6. BPMN-gnacudizaropa Ha 6azi AepeB pilieHb Ta ONTMMi30BaHUX NOTOKIB BXiHUX JaHUX

Tpemii kpox Mae Ha MeTi TOAOBY KjacudikalliitHuX
Mojiesiell Ha 0asi jepeB pillleHb 3 BUKOPUCTAHHSIM aJiro-
purmy C4.5. HaByaHHS BUKOHYETHCS 3 BUKOPUCTAHHS
dbyHKIii nepexpecHoi mepeBipku Ha mabJoHaX MOBEIiHKH
OTITUMi30BaHOI PO3MipHOCTI.

Ha uemeepmomy xpoyi BUKOHYETHCS OILIHKA TOYHOCTI
kacuikarii.

Issmuii, 3aKTIOYHWH, KPOK METOJYy MA€ Ha MeTi OI[iHKY
aZlalTUBHOCTI 100yA0BaHOrO KiacudikaTopa. BukoHaHnHs
3a3HayYeHol oneparii rPyHTYEThCA Ha MepeBipil mobymoBa-
Horo kjacudikaTopa Ha TecToBUX Habopax AaHux. Y pasi
3abesIevyeH sl BUCYHYTUX PO3POOHUKOM BUMOT T0OYI0Ba
kaacudikaTopa BBAKAETHCS 3aBEPIICHOIO.

6. D6roBopeHHA pPE3YNLTATIB KOCHimMEHHA
thynkuionysanua xnacutikaTopa

PesyasraTn oniHioBaHHS e(heKTUBHOCTI (DYHKILIOHYBaH-
HsT KiracudikaTopa 3riHO PO3POOJEHOTO METOAY IOJAHO
y taba. 1.

PesyabraTil omiHioBaHHsT e(heKTUBHOCTI (DYHKILIOHYBaH-
HsI MOJIYJIsI BUSBJEHHS JJIsI TeCTOBUX AaHuX 6Gasu NSL
KDD (Test, Test 2!) naseseno B a6 2. Bubip tecToBux
muokuH IIBx/I 6asu NSL KDD o6ymosJienuii ii goctyri-
CTIO, 1110 JIA€ MOSKJIUBICTb CTBEP/KYBATH PO YHI(IKOBAHICTD
PEe3yJIBTATIB AOCIIIKEHHS 3 IHIIMMU aBTOPaMK, POOOTH SIKIX
MPUCBSTYEH] MUTAHHSAM ONTHUMi3allii PO3MipHOCTI MOTOKIB
BXIJTHMX JIaHUX KJacu(piKaTopiB. 3aCTOCYBAHHS TECTOBOTO
na6opy ganux 6asu NSL KDD s knacudikauii IITHIT ta
IITA o6ymoBJIeHO THM, IO 3a3HadeHa 6a3a MiCTUTH TiJTbKU
MITKM KJaciB HOPMaJbHOI MOBEAIHKN Ta aTak, 6e3 BU3Ha-
YeHHs KiJTbKOCTi aTak KOXKHOTO 3 4 THUIIiB.

Tabnuua 2
Peayneraty ouinoBanus edexTuBHOCTI
EdestusHicTs dQyHKLioHYBaHHA
[lla6os [0 33CTOCYBaHHA METOAY TiC/A 3aCTOCYBaHHA METOAY
TOBEHiH-
gn NSL King- Kins-
Yac no- ; . Yac no- . .
KOD P Tousnicts Gvaom | HECTE Tounicts
}Zg o | mapa- wnacudi- Jg o | mapa- wnacudi-
niﬂn: MeTpiB | kauii, % niﬂc METpiB gauii, %
! TIOTORY ! HOTOKY
Test 0,35 41 78,0873 | 0,18 11 79,52
Test 21 0,19 41 58,3291 | 0,09 11 61,038

TaxuMm 9mHOM, OfIepsKaHi pe3yabTaTh OI[IHIOBAHHS edeK-
TUBHOCTI (yHKIIOHYBaHHsI BUsBIIOBaYa/KiaacudikaTopa
o6y IOBAHOTO 3TIAHO i3 PO3POOJEHUM METOAOM JOBOSThH
iioro mpare3satHicTh Ta epeKTUBHICTh. Tak, 11 MeTomxy
HepexpecHoi 1epeBipku yac mobyosu KiaacubikamiiHoi Mo-
nem st «ayery» HITHIT ta IITA ckoporuses y 11,28 pasis
Mpu 3HWXKeHHI TouHocTi Kiacudikarii Ha 0,0028 %, mis
«ayeriB» arak DoS ta U2R, Probe ta R2L tounicTs kaacu-
(ikarii He moripuIMIach, a yac ModyAoBU Kaacudikariitinol
Mojeni 3aMenmuBes y 4,5 ta 5,5 pasiB Bigmosigao. IIpn
3acTocyBaHHi TecTOBUX Habopis manux 6asum NSL KDD ugac
posmnizHaBaHia 106Y0BAHOI0 KaacH(iKaIiiHO MOAEIIIO
tectosoro Habopy NSL KDD Test ckoportuscst y 1,94 pasu,
a tounicte posmizuaBanusi [1Bx/l spocaa ma 1,43 %. dus
TectoBoro Habopy NSL KDD Test %! wac posmisnaBanus
[1Bx/l ckoporuBcst y 2,11 pasu, a TOuHiCTh PO3Ii3HABAHHS
3pocia ua 2,7 %. OTke, ofiepsKaHi 3TiIHO METOLY Pe3yIbTaTH
BiATIOBiAIOTE TIOCcTaBiIeHOMYy y [14] 3aBmanHIO.

7. BucHoBkx

B pesysbraTi mpoBeneHUX JOCITIKEHb:

1. Bcranosieno, 1o migBuIeHHs e(eKTUBHOCTI (DYHK-
nionyBanHsa CBA ocgraeTbes 3a paXyHOK iHTesIeKTyastisaitii
npotecy no0ya0Bu Kiaacudikatopis Kibeparak Ta MIISAXOM
VZIOCKOHAJIEHHST BiZIOMUX aJTOPUTMIB KJacugikalrii.

2. TlokazaHo, 110 TEPCHEKTUBHUM HAIPSIMKOM HAyKO-
BUX JIOCJI/KeHb, KUl 3a6e3neuye edekTrBHE BUABICHHS
kibearak y maciitabi yacy HaGJMKEHOMY /10 PEajibHOrO
i mo36aByeHNI HEMOMIKIB BIOMUX IIXO/IB € METOJ KJla-
cudikailii Ha OCHOBIi JlepeB pillleHb.

3. HabyB 1104a/bIlioro po3BUTKY HPUHIIUI M00YA0BU
knacudikatopis CBA, y namnpsawmi peasmizarii aBoertarHoi
GinapHoi cxemu kiaacuikaiii craHiB cucremu.

Tabnuus 1
Peayneraty ouiHmoBasHa edesTUMBHOCTI
Ederruenicts dyHELioHyBaHHA
[0 3aCTOCYBaHHA METOAY miC/A 3aCTOCYBaHHA METOAY
[labnon
NOBEJiHEN Kine- Kine-
Yac mo- . . Yac mo- ) .
gicte | Toywicts gicte | Touwicts
Gynoeu .| bymoeu X
napa- | wnacudi- napa- | kiacudi-
Moze- . o Moze- ) w0
R MeTpiB | kauii, % R Metpie | Kauii, %
i, c m, c
NOTORY OTOKY
Normal | 9g7¢ | 41 |9ggo1s | 671 | 11 | 99,889
Anomaly
DoS_U2R | 4,97 41 99,9927 | 1,09 15 99,9927
Probe_R2L | 0,33 41 99,7443 | 0,08 21 99,7443
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4. HaGyB 1oajibIioro po3BUTKY MeTOi HOOYI0BU KJla-
cudikaropis kibeparak Ha gep:KaBHi iHdopMalliiini pecyp-
CHU, B OCHOBY 4KOTO IOKJIQJIECHO JepeBa pilieHb. MeTton
BiZIpi3HA€THCA Bif Bimomux omTtumisariiero [1Bx/l na Bxomi
kyacudikaniitnol Mojeti, 1o 3a6e3nevye miABUIEeHHST ore-
pPaTMBHOCTI BUABJAEHH:A KibepaTak 3a 3aJjaHuX MOKA3HUKIB
TOYHOCTI KJacuikartii.

5. Otrpumani pesyibratu Bepudikaiii po3pobieHoro
METO/Iy TI0Ka3ajy, M0 HOTO 3aCTOCyBaHHS, Y IOPIBHAHHI
3 KJacuuyHuMu, 3abe3nedye 3MEHIIEHHs 4acy 1mo0ymo-
BU KiacudikamitHux Mmozmeseil aasa «ayeris» HTHII-TITA
y 11,28 pasis, DoS-U2R Ta Probe-R2L y 4,5 Ta 5,5 pasu
BifiTIOBiiHO.
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