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PO3POBKA CIIOCOBY BUABNEHHA
ATAK B PEANIBHOMY YACI HA OCHOBI
OBYMCNHBANBHOIO IHTENEKTY

Pospobaeno cnocib susisienns amax 6 peaivHoMy YAci HA OCHOBL 0OUUCIIOBANLHO20 THMELCKMY,
AKUUL BIOPISHAEMBCS 3ACMOCYBANHAM MEMO0Y 2eHeMUUH020 NPOZPAMYEanns 01 nodydosu npodinie
amax, i 00360JI€ OUIHIOBAMU MA BUAGLAMU AMAKU, SKI wWe He Oyau 0CIIONCeHT YU 6UsHAYeN], ale ix
nacnioxu exce 6yau susieieni. byno nposedeno excnepumenmanvie 00CIIONCEHHI NPOMOMUNY CUCTEMU

BUABIIEHHA AMAK.

Kmouosi cnoBa: cucmema monimopunzy 6esnexu, po3nodiiena KomMn’omepHa cucmema, 00uuUcio-

BANILHULL THMeENeKMm.

1. Introduction

There are a number of possible actions that could
compromise the protected computing system; accordingly,
there are no fewer factors that indicate the presence or
absence of intrusion into the system. Finding analytical
solution for the determination of related events in the
system to the presence of intrusion into distributed com-
puting systems (DCS) is possible only in partial form for
specific types of intrusions and specific events in the DCS.
Alternatively, the empirical method of regression models
can find a solution to the problem of a more general case,
and less intervention of the user (DCS administrator).

Solving problems using a regression model is the search for
the expression and its ratios to input parameters substituted
in expressions, given the appropriate output values. Genetic
programming is one of the method of solving the symbolic
regression problem with the ability to create structure of
decisions during implementation, and the method of pre-
sentation of solutions in the form of trees, which coincides
with the structural notation of symbolic expressions.

Thus presenting problems in intrusion detection into
DCS as symbolic regression tasks on event data in the
system allows creating a monitoring tool for DCS based
on symbolic regression, as one of the methods of com-
putational intelligence.

2. Dhject of the study and its
technological audit

The object of the study is a security monitoring system
for distributed computing system. The subject of research
is the way to implement security monitoring system for
distributed computing system based on computational in-
telligence. There is a problem of detecting intrusion into
computing systems, namely the lack of an effective way
of monitoring for detecting distributed attacks for the
anomalous behavior of the system in real time.

3. Aim and tasks of the study

The aim of the study is to provide such a security
monitoring system that will automatically monitor events

in a secure information system and detect suspicious events
based on analysis of data on previous successful intrusions
into other computing systems. Data analysis of previous
successful intrusion into DCS is done by using the method
of genetic programming.

The main tasks to achieve the aim of the study:

1. Analysis of existing approaches to security monitor-
ing systems for different types of distributed systems and
approaches to the analysis of security events to determine
the possible compromising system.

2. Development of a new way of security monitoring
using genetic programming method for the analysis of
security events.

3. Design of models for classical and developed ap-
proaches to create a security monitoring system for further
analysis and obtaining the results of the experiment.

4. Analysis of experiment results using developed models.

4. Literature review of intrusion detection
into distrihuted systems

Intrusion detection systems (IDS) are the separate class
of software tools by which to understand the program,
rules and accompanying documentation and information
relating to the functioning of information processing sys-
tem. In [1] the basic features, principles and mechanisms
of IDS functioning are considered and in [2] the issue
of environment sustainability by information exchange
are revealed.

Search of information about a single event in the audit
logs of various protection tools. The complexity of the
search results from the fact that different protection tools
in different register the information about events. For
example, information about virus attacks in the case of
viral epidemic will be registered simultaneously by means
of virus protection, intrusion detection systems, firewalls,
and operating system logs in servers and workstations [3].

Monitoring systems in conventional terminology are
indicated by the acronym SIM (Security Information
Management) or SIEM (Security Information and Event
Management) [4].

Currently, the most widely used security information
commercial event monitoring system: ArcSight, Cisco
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MARS, RSA Envision, NetForensics, NetIQ, Symantec
and others. It should be noted that in addition there are
also free open source monitoring system. An example of
such a system is Prelude Universla SIM [5]. ArcSight
ESM allows monitoring of all necessary resources in real
time, receiving information at the level of the protection
tools and the level of network resources, applications and
databases, allowing building a comprehensive monitoring
and event management system for information security [6].

A brief comparison of intrusion detection technologies
are shown in Table 1.

Tahle 1
Comparative table of intrusion detection methods
_— Signature Anomaly
Characteristics methods methods

Limited by IDS
analysis methods

Limited by known

Number of detected attacks
types of attacks

The probability of crossing attack Average Low
The probability of false alarm Very low High
Requirements for computing resources | Average High

In the absence of mathematical foundations and for-
malize the process of detecting unauthorized actions and
attacks it can be concluded that the current approach is
not focused on the development of efficient mathemati-
cal support and software of computers, complexes and
computer networks [1].

Genetic programming (GP) in the field of computational
intelligence is an evolutionary algorithmic methodology
inspired by the phenomenon of biological evolution. GP is
one of the machine learning method to optimize a popula-
tion of computer programs according to the fitness value,
defined as the ability of the program to perform certain
computational problems [7]. GP develops and improves
computer programs that are traditionally represented in
memory as a tree structure [8]. Thus, GP traditionally
preferred programming languages that naturally embody
tree structure (e. g., Lisp; other functional programming
languages are appropriate). GP compares favorably with
algorithms of hill climbing, gradient descent and simulated
annealing by the fact that they aren’t «greedy». GP and
evolutionary computation are the good way to meet the
challenges of building a topology of the system and its
configuration [9].

The main features, principles and mechanisms of func-
tioning of IDS tasks were considered and analyzed. An
analysis of the known methods and approaches to detect
attacks made the following conclusions:

1. IDS facilitate solution for information security ad-
ministrators such problems as the recognition of known
and unknown attacks, the analysis of patterns of abnormal
actions, monitoring and analysis of user activity, system
and network activity.

2. Use of monitoring systems can increase the efficiency
of detection and response to incidents of information se-
curity. This is achieved by automating the collection and
analysis of recording information. Application of monitoring
system also improves the efficiency of already installed
protection tools.

3. There are two main ways to detect attacks: sig-
nature method and anomaly detection method. The first

method is simpler in terms of implementation, requires
fewer resources from the computing system and ensures
fewer false responses. The second method is more reliable
in terms of security, as it has the ability to identify new
and hitherto unknown attacks, and more flexible to con-
figure. Some IDS combine these two methods to ensure
better protection and acceptable performance of the se-
curity monitoring systems.

4. Existing systems for monitoring the DCS security
do not guarantee detection of all attacks and the lack of
false IDS responses.

5. Materials and methods of the study

Metrics of security. Important metrics for intrusion
detection system are performance of the percentage of
detected attacks or rather the inverse percentage charac-
teristic of escaped attacks. In fact, there are two such
characteristics because errors in detecting attacks are the
first and the second kind. Detection error of the first kind
is when IDS pass off the attack as a normal behavior of
the system.

Error of the second kind is when the system believes
the intrusion as a normal behavior of the system:

Nder, Nwr _Ndet
Ki=1- Ky = s
I N, R N,
where N,,; — the total number of IDS responses; Ny, —

the number of detected attacks; N, — the number of
attempts to attack the system. It should be noted that
the value of Kj; (coefficient of error of the second kind)
may be more than one.

Also as a metric the authors would consider the number
of runs for computational intelligence methods (genetic
programming), which lead to the correct result. Since the
methodologies of computational intelligence are heuristic,
their convergence can be proved analytically. Therefore,
the authors examined the concept of the success rates of
the genetic programming for 100 runs. The criterion for
the rub success the authors considered a deviation from
the ideal result not more than 5 % on 50 generations of
the algorithm — is the ideal case, and the second crite-
rion — getting a result for 200 generations. The system
automatically stopped working after reaching the 200-th
generation cycle and began again:

MdetSO _ MdetZ()O

SSO :W, S200 = 100

As mentioned, there are two main types of intrusion
detection systems — profile and anomalous. Both types
have certain advantages and disadvantages. IDS on the
basis of attack profile requires few resources and less sus-
ceptible to errors of the second kind, but can’t provide
protection against unknown and modified attacks. IDS on
the basis of anomalies can adjust to change and unknown
attacks, but has a high delay the work, requires a lot of
computing resources and an increased sensitivity to errors
of the third kind.

The proposed intrusion detection system is a hybrid
IDS type. It is based on the use of attack profiles and
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is fast and doesn’t depend on computing resources; but
the profiles of attacks are by generated empirical method
for security message of previous attacks and secure state
of different systems.

Fig. 1 shows a schematic diagram of developed hybrid
IDS. Generally it works like intrusion detection system based
on signatures, but signatures (profiles of attacks) are created
automatically by means of genetic programming. GP system
takes as input secure archives of events of security informa-
tion system and other information systems, along with a note
on the estimated level of risk in the system (for example,
if the system was pre- or post-factum detected attack, the
appropriate system log is sent to the server of GP system).

Thus, the proposed intrusion detection system dif-
fers from existing that combines performance of profile
IDS and accurate of attack detection of abnormal IDS,
through the use of computational intelligence to build
profiles of attacks (not in real time) based on the archives
of security events and their subsequent usage to detect
attacks in real time.

Third-party distributed
system

Archives of
security events

profiles of
attacks

Distributed
System
Information
security monitoring
server

Search of subroutine libraries for implementation of
these functions was conducted.

Popular open source library Zippers (clojure.zip), which
includes the implementation of tree operations made fully
in functional style. As a library for the use of symbolic
algebra it was enough operational features of Clojure
language, which representing expressions in the form of
symbols and the compilation of these expressions in the
program.

Search of existing libraries was conducted to realize
the directly generalized genetic operations. All founded
Java-libraries were closed, so genetic operations were writ-
ten manually for the prototype program.

Software package ECJ (Evolutionary Computing in
Java) was also used for the second part of the testing
genetic programming systems [10].

Apache Storm platform was used for implementation of
the processing security events from different sources of in-
formation exchange in real time [11]. Apache Storm is a free
and open source distributed computing system in real time.

Third-party distributed
system

System of finding profiles
of attacks based
on genetic programming

Detected
attack

Fig. 1. Scheme of developed hybrid IDS

Unlike standard IDS types, proposed intrusion detec-
tion system allows evaluating and detecting attacks that
have not been explored or identified, but their effects have
been found. According to submitted for entry archive of
security events (log of events) GP system is able to find
the correlation of certain events and messages that are
present in the logs at the time of the attack, and absent
in a secure condition of the system.

Based on the scheme of the system, it can determine
that the complete subroutine libraries should be used for
the next operations:

— Processing tree data structures (creation, tree tra-

versal, choose of random elements).

— The use of symbolic algebra (representing expressions

in the form of symbols of the programming language).

Storm allows easy and reliable process endless streams of
data and is Hadoop analogue for data processing in real
time. Storm has many options for application: real time
analytics, machine learning, continuous computing, DCS
and other. Storm is fast platform: it provides more than
one million processed data items per second on a single
node. It is a scalable, fault-tolerant, ensures that the data
will be processed, and easily configured and managed.

6. Research results and their discussion

6.1. Description of the experimental environment. Simu-
lation model of secure information system was developed
for comparative analysis. It generates events occurring in
the system. These events are the typed logs with a direct

4

TEXHONMOTMYECKHI AYAMT H PESEPBBI MPOM3BOACTBA — Ne 3/1(29), 2016



I55N 2226-3780

HHPOPMALKHOHHBIE TEXHONOI'MUK D

access of the intrusion detection 12

system to the fields. Thus, the
step of analysis (parsing) of mes-

sages in the system was missed
in an experimental environment.

6.2. Experiments. There were
three experiments in creation of

attack profile using genetic pro-
gramming and using the resul-

Danger level

ting profile in intrusion detection
system in real time. Appropriate

generators of messages were crea-

ted for each of experiments in 0=
the system. They were matched
the type of attack. Below there
are expanded information on each
of the experiments.

6.3. Attempt to log in the sys-
tem as root user. 50 sets of in-
put data for genetic programming
system were generated for this experiment. Each set is
consistent of presence or absence of intrusion attempts,
respectively, each set contained a number of unsuccessful
attempts to enter the system as user «root». Based on
input data, genetic programming system was built attack
profile, which was the formula by which the level of dan-
ger was determined. Fig. 2 shows a simplified example of
obtained profile.

The following results were obtained from amount of
generations to finding a potential solution at every run
of genetic programming system: 62 runs were able to find
a solution with an error of less than 5 % in less than
50 generations. In 16 runs, the system was unable to get
even a rough attack profile.

&)
&
o

exists
message

Fig. 2. Generated profile of detecting attack on root user

After receiving attack profiles, one of them was tested
on another set of input data (generated again, which was
not involved in the study). Fig. 3 shows a comparison
of a real threat in the dataset (by setting the generator)
and calculated threat. The threat of intrusion changes
from 0 to 1 and is divided into three categories — low
risk, medium risk and high risk.

8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50
1 3 5 7 9 11 13 1517 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49

Input dataset
Real danger Calculated danger
Medium danger High danger

Fig. 3. Output and calculated danger value for different input data (experiment 1)

It can be see that in 35 of 50 cases the attack profile
correctly identified the level of danger for input data; in
6 cases profile did not reveal a possible attack where it
was (error of the first kind); and in 9 cases the attack
was more likely found where it was not (error of the
second kind).

6.4. Malicious use of Hearthleed» error. In April 2014
it was discovered error (bug) in the code of OpenSSL
library, which is used by 66 % of servers on the Internet
to support encryption protocols SSL/TLS. This vulnerabi-
lity allows obtaining valuable information from the server,
including logs of recent events, user private keys and other
data that could accidentally find themselves on the same
page memory area that OpenSSL library [12].

This experiment aims to investigate whether able the
developed intrusion detection system to determine the pat-
tern of input data, which leads to compromising OpenSSL
server. The function, which returns the size of the mes-
sage, was added in the set of terminal operators. Fig. 4
shows a greatly simplified obtained profile. Profile has
a look that truly reflects the nature of the vulnerability.

exists
message

type=

hearbeat 0.01549

exists
message

source=
127.0.0.1

type=
hearbeat

Fig. 4. Generated profile of detecting attack
on «Heartbleed» vulnerability
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Taking into account the number of generations to finding
a potential solution at every run of genetic program-
ming system, the following results were obtained: only in
30 cases, the system was able to find a possible solution,
and only three were spent on it at least 50 generations.
Start of genetic programming was automatically stopped
when reaching the mark of 200 generations.

Checking the best profile that was obtained after 52-th
run is shown in Fig. 5. Despite the difficulty of obtaining
the profile in the previous step, it was relatively accurate
in dealing with no training data. According to the graph,
in 25 of 50 cases the attack profile correctly identified the
level of risk; in 23 cases profile made a error of the first
kind; and in 2 cases — an error of the second kind. Such
high ratio of errors of the first kind to the second kind
is possible explain that the resulting profile as a whole
does not hold high values of danger. Since the error of
the first kind, in practice, more important, this can be
attributed to a significant disadvantage of the generated
attack profile.

exists

0.02993

exists

Fig. 6. Generated profile of detecting attacks by port scanning
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Input dataset
Real danger Calculated danger
Medium danger High danger

Fig. 5. Output and calculated danger values at different input data (experiment 2)

This is a good result, given
that the profile in Fig. 6 often met
in the results of the GP system.

Fig. 7 shows the results of
one of the obtained profiles for
new data that did not participate
in the learning system.

The graph clearly noticeable
that profile often works on data
sets that do not attempt to attack.
This high number of errors of
the second kind can be explained
by the fact that port scanning
is not necessarily an attribute or
signs or intrusion into the system.
Since the generated profile isn’t
found relationship between the
number of TCP SYN-messages
from one address and the pro-

6.5. Server port scanning. Data set was automatically  bability of attack (i. e., profile calculated the total number of

generated to emulate this scenario that emulates the output
of utility tcpdump, i. e. log of TCP-packets. Scenario was
considered for case when potential

SYN-packets from all addresses), over the test of server ports
by legitimate client applications was deemed as the attack.

attacker use TCP SYN-packets to 12
check which ports are open on the

server for further intrusion. This 1
is a particular problem in that

port scanning is also engaged in 08
legitimate programs to determine ’

which services are available on 3 g
the selected host. ]

Fig. 6 shows a simplified pro- En 04-
file obtained by genetic program- R |
ming of the system. The following 02"
results were obtained for amount
of spent generations to finding a 0
potential solution at every start
of genetic programming system: 1

in 79 cases, the system was able
to find a possible solution, 45 of
these solutions was conducted
over 50 generations or less.

T T T T T T

Input dataset
Real danger
Medium danger

s
B

L4
L I I I

T T 1T
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50
35 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49

Calculated danger
High danger

Fig. 7. Output and calculated danger value for different input data (experiment 3)
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Thus, according to the results of testing IDS profile correctly
identified the level of risk in 28 of 50 cases, committed
3 errors of the first kind and 19 errors of the second kind.
Comparison of experimental results for three types of
attacks on distributed system is given in Table 2.

Tahle 2
Comparative table of IDS simulation results
Experiment Kl Kl 550 | 5200
Atternpt to login in the system as root| 0,2 0,3 0,62 0,84
OpenSSL vulnerability «Heartbleed» 0,657 | 0,057 | 0,03 0,32
Server port scanning 0,1 0,633 | 0,45 0,79

As shown in the Table 2 developed IDS model allows:

— Accurately identify potential conventional attacks.

— Quite firmly, but with a lot of errors of the second

kind, detect not obvious attacks that are often similar

to normal operation of the system and its users.

— With mediocre reliability and complexity of obtaining

profiles detect new types of attacks and vulnerabilities,

which is unable to carry out any of the existing IDS
at the profiles of attacks (as opposed to IDS based
on anomalies).

The practical value of the results determined by their
focus on creating effective tools that support the security
management of DCS resources at a constant amount of
resources that can increase the security level of the com-
puter network and the effectiveness of security controls,
as well as the creation of specialized environments for
research and analysis of DCS security mechanisms. The
methods can be used to monitor distributed computing
systems that provide the gas transmission system, power
supply systems.

This article is a continuation of the authors’ works
in the development of methods and tools for intrusion
detection in distributed computing systems using artificial
intelligence [13]. In future studies the authors plan to
develop mechanism for detection of distributed attacks
using mobile security agents to find the best options for
placing components of information security.

7. Conclusions

As a result of research:

1. Existing approaches and basic features, principles and
mechanisms of security monitoring of distributed systems
were analyzed. It was shown that the existing monitoring
system of DCS security not guarantee detection of all
attacks and the lack of false positives.

2. These metrics intrusion detection system: error of
intrusion detection and the number of start for method
of genetic programming that lead to the correct result.
A hybrid detection system was proposed based on the
use of attack profiles that generated by empirical method
based on previous attacks and secure state of the system.

3. The model of proposed intrusion detection system
was developed that allows evaluating and detecting at-
tacks that have not been explored or identified, but their
effects have been found.

4. The experimental prototype research intrusion detec-
tion system based on genetic programming was done. We
consider three scenarios that are fundamentally different from

each other by different characteristics. Each of them was
held two-step full cycle of the system — identification of
attack profile and checking the profile for new input data.
It was established that the developed model can detect:
with high precision — traditional potential attacks, with
many errors of the second kind — not obvious attacks,
with the mediocre reliability and complexity of obtaining
profile — new types of attacks and vulnerabilities.
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PA3PAEOTKA CIIOCOEA OEHAPYMEHHMA ATAK B PEANTbHOM
BPEMEHH HA OCHOBE BBIMHCNHMTENBHOI0 HHTENNEKTA

Paspaboran c1ioco6 o6HapyKeHMs aTak B PeajbHOM BPEMEHU
Ha OCHOBE BBIYUCJIUTENBHOTO MHTEJJIEKTA, KOTOPBIA OTJINYAETCSt
MPUMEHEHUEM MeTO/a TEHETHYECKOTO MPOTPAMMHUPOBAHUS s
nocrpoerus npoduiieii aTak u M03BOJET OLEHUBATD U BbISBJIATD
aTaKu, KOTOpbIe elle He ObLIM HCCJAe0BAHLI WU OTPe/e/IeHbI,
HO MX HOCJEJACTBUsI yxKe Oblar 00HapysKeHbl. Bblio mposepeHo
HKCHEPUMEHTAILHOE UCCHIEI0BAHUE [POTOTUIIA CUCTEMbI 0OHAPY-
JKEHUS aTak.
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Kmouessie cnosa: crucremMa MOHUTOPHWHTA 6C301’I3CHOCTI/I, pac-
TpefesieHHasd KOMIIbIOTEpHasdA CUCTeMa, BBIYUCJINTE/IbHBIN MHTEJLJIEKT.
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HOCNIAMEHHA TA PO3POBKA
TEXHONOTIAK CHHTE3Y
HEHPOMEPEM(EBHX ANT'OPHTMIB
BATATOPEMMMHOrI'0 YNIPABNIHHA

TPAHCIOPTHMM NIANPHEMCTBOM

Posensidaemocs npobaema npoexmyeanns inmenexmyanrvuux cucmem ynpaeiinus (ICY) ounamiu-
Ho-3minnumu 06’ ekmamu (/10), wo Gynrkuionyomos 6 ymosax cymmesoi anpioprHoi HeGUIHAUEHOCTI.
IIpedcmasneno ananis icnyrouux nioxodie do nooydosu ICY /[0, memodie, modeneil i arzopummis ix
noby0dosu Ha 0croei inmezpayii K1acuunux memooie meopii ynpasiinmus i Memooie wmyunozo inmeiex-
my. B sixocmi npuxaadie /[0 posensioaromvcs pyxomuil ckaad 6azamopexcumnux nionpuemcms (TII).

Kmovosi cnosa: inmenexmyanvii cucmemu, OUHAMIMHO-3MIHHT 00 €KMU, MPAHCNOPMIL NIONPUEMCMEA,

Hetipomepexcesi anzopummu, HeUPoHHi Mepexc.

1. Becryn

3anaua cunresy Hesminiiinoro ynpassminns TIT (Tpancropr-
HUM TITPUEMCTBOM ) € orrc miporieciB B T1I B pisHux cranax.
Omnak, K B:Ke 3a3Havasnocs panime [1] BmuB dakTopiB
HEBU3HAYEHOCTI (3MiHa YMOB OITUMI3allil Ta pexkuMiB pobo-
tn TII) 3HauHO BNIZTMBA€E HA TIPOTIeC 3MiHNU MTapaMeTpiB Mojesi
CTPYKTYPHU, BHACJIIOK YOTO BUHUKAE 3aBJAaHHS aamTallii
napametpiB CAK (Cucrema Asromarmunoro Kepysamnms)
JUISE HATPUMKY HeoOXifHoi AKOCTi mporeciB yrpasiinns. Ha
[PAKTUIl HAHOLIBII YaCTO BUKOPUCTOBYIOTHCS JBA METOM
BUPIIIEHHSI 1IbOTO 3aB/IaHH: CHHTE3 aAlTUBHOTO peryJis-
Topa 3 (hiKCOBAHOIO CTPYKTYPOIO i apaMeTpamMy ajaropuTMmy
amanranii, i cuates CAK B kimaci cucreM 3 HaBYaHHAM, TOO-
TO CUCTeM, $IKi B IIpoleci ¢BOro (hyHKIIIOHYBaHHS MOXKYTb
3MIHIOBATH CBOIO CTPYKTYPY 1 IapaMeTpu I J0CATHEHHS
HeoOXiIHOT METH YIIPaBJIiHH. AKTYaJbHICTIO POOOTH B IAHOMY
HAIPSIMKY € Te 1[0 B IOCTIHHOMY PO3BUTKY ITPOMHUCJIOBOCTI

i TPAHCHOPTHUX IIJIPUEMCTB y CBITI B yMOBax >KOPCTKOi
€KOHOMIKM 1 HeBU3HAYEHOCTI MOJIAJIBIIION0 PO3BUTKY KOH IOHK-
TYpU PUHKY HEOOXiAHO PO3POOJIATH HOBI IHAXOAU IIOLO0
VIPaBJIiHHS TAMPIEMCTBOM HA OCHOBI HEHPOHHUX MeEpEX.

2. Axania niTepaTypHUX KaHUX
Ta MocTaHoBKA npobnemu

[locizkeHns B ramysi OIIHKK Ta ONTUMI3allii CKJIAJHOCTI
CAK munamivnuMu 06’€KTaMU MalOTh THBCTOJITHIO iCTOPIIO.
Pasom 3 TuM, yKazaHi BUIle MiAXOAM, BUSHAYAIOUN HEOOXiIHI
HaAMpsIMKN J0cTipkeHb ctocoBHO 10 CAK munamivyHO-3MiH-
HUMEU O0'€KTaMU, He BKa3ylTh (hOPMAJbHUX aJITOPUTMIB Ta
metognk cunTedy ICY TII ma ocHoBi kpuTepito MiHIMATBHOL
CKJIQ/IHOCTI ITPY BUKOHAHHI 3a/JaHUX BUMOT JI0 SIKOCTI IIPOLIeCiB
VIPaBJIiHHS B yMOBaX HEBU3HAYeHOCTI peskumis podoru TTI
i 3MiHK 30BHINIHBOTO CepeloBHINa. B ocTammix mybsrikartisx
Ta JOCITUKEHHSAX BifloOpaxkaeTbest 1ist mpobiema, Tak y [1]
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