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DATA PROTECTION BY USING THE «CHUA’S CIRCUIT»
CHAOS GENERATOR

This article focuses on the justification of the use of cryptosystems based on a mathemati-
cal model of the chaos generator (an electric circuit, showing modes of chaotic oscilla-
tions), proposed by Leon Chua in 1983. This article also describes the principles of im-
plementation of cryptographic algorithm and its application prospects. Reviewed the next
questions: the problems of widespread cryptosystems, the theory of cryptographically
strong algorithms, absolutely and computationally secure ciphers, particular theoretical
method for solving the problem of increasing the reliability of hybrid computational proof
systems by inclusion of a mathematical model of chaos as a generator to encrypt trans-
mitted data key. Here described the recommendations on the implementation of crypto-
graphic system and requirements on the Chua’s circuit generator chaos.
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Jesuuvka T.0., I'anszina /I.1. 3axucm inghopmauii 3 3acmocysannam zenepamopy xao-
cy «exema Yyan. Cmamms npucesiueHa oOIPYHMYBAHHIO 3ACMOCY8AHHS KPUNMOCUcme-
MU, 3ACHOBAHOT HA MAMEMAMUYHIL MOOei 2eHepamopy Xaocy (eieKmpuiHo2o Koid, sKe
0eMOHCIMPYE PedcUMU XAOMUYHUX KOAUBAHB), 3anpononosanozo Jleonom Yya y 1983 po-
yi, onucy npuHyunie peanizayii Kpunmoaizopummy ma nepcnekmusam to2o 3acmocy-
sanns. Posenanymo npobremu mpaouyiiinux Kpunmocucmem, meopii Kpunmocmitikocmi,
abCoMOMHO I OOYUCTIOBATLHO CIIUKT WUPPU, OKPEeMULL MeopemUdHULl Memoo GUpiuLenHts
NUMAaHHA 30I1bULeHHS KPURMOCMIUKOCIE 2I0PUOHUX 0OUUCTIOBANbHO CIITIKUX CUCEM 34
O00NOMO2010 GKIIOYEHHS 8 HUX MAMEMATMUYHOT MO0l 2eHEpamopa Xaocy 8 IKOCMI 2eHe-
pamopa Kaoya 0as wugpysanns oanux, wo nepedaiomscs. Onucano pexomenoayii ma
8UMO2U W00 peanizayii Kpunmocucmemuy Ha eenepamopi xaocy «cxema Hyax.

Knwuoei cnosa: zenepamop xaocy, mamemamuuna mooenv, cxema Yya, wugpysanns,
Kpunmoepagis, 3axucm inghopmayii, demepmiHo8aHuLl Xaoc.

Jesuukan T.A., I'anzuna /I.H. 3awuma ungopmauuu ¢ ucnonv3oeanuem zenepamopa
xaoca «cxema Qyan. Cmamovs noceaujena 000CHOBAHUIO NPUMEHEHUST KDUNTOCUCTHEMDI,
OCHOBAHHOU HA MAMEMAMUYECKOl MOOenu 2eHepamopa xXaoca (INeKmpuyeckou yenu,
OeMOHCMPUPYIOWell PercUMbl XAa0mu4eckux Korebanuti), npednosicennozo Jleonom Yya @
1983 200y, onucanuio NPUHYUNOS pearu3ayuu KPUnRMoaieopumma U nepcneKmueam e2o
npumernenus. Paccmompenvl npobnemvl mpaouyuoHHbIX KpUNmMocucmem, meopuu Kpun-
MOCMOUKOCMU, AOCOTIOMHO U BLIYUCTUENLHO CIOUIKUE WUPPL, YaCTHbLL meopemuye-
CKULl MemoO peuleHuss 80Npoca YeeiudeHus Kpunmocmoukocmy 2uOPUOHbLIX BbIYUCU-
MENbHO CMOUKUX CUCTEM C HOMOWDBIO GKIIOYEHUS 8 HUX MAMEMAMUYECKOU MOOelU 2eHe-
PAamopa xaoca 8 Kauecmee 2eHepamopa Kioua 0 3aunudposku nepedasaembix OaHHbIX.
Onucamnvl pexomeHoayuu u mpedo8aHus o peanru3ayuy KpUnmocucmemvbl Ha ceHepamo-
pe xaoca «cxema Yyay.

Knwuesvie cnosa: cenepamop xaoca, mamemamuyeckas mooenn, cxema Yya, wugpposa-
HUe, Kpunmozpagusi, 3auuma uHpopmayuu, 0emepmunuposanuvlil Xaoc.

Formulation of the problem. Protection of information from violation of its confidentiality, in-
tegrity, and accessibility is one of the most important problems of the current time when technical
means used for data transferring are subjected to intruder’s attack or the environment influence. En-
cryption is one of the methods of protecting transmitted data from attacks and unpredictability of the
environment. Data encryption allows you to confirm their integrity, ensure confidentiality and avail-
ability of information for the ultimate recipient [1].

Modern cryptography is characterized by open encryption algorithms that involve the use of
computing tools. In this case, there is a key of a certain length and a set of relatively simple transfor-
mations, the so-called cryptographic primitives, such as bit shift, XOR cipher, etc. [2]. However, due
to the nature of these cryptosystems, there are a large number of methods for deciphering the informa-
tion encoded by them.

Analysis of recent researches and publications. One of the main problems of traditional cryp-
tosystems is that, in the end, the operations sequence of information stream encryption repeats itself
(the length of the key is limited), and this leads to the fact that the sequence may be disclosed by a
third party, and the stream can be decrypted. This defect is completely absent in ciphers, satisfying a
number of the following requirements [3]:

—the key is generated for each block of encrypted data (each key is used only once);

—the key is statistically reliable (the probability of occurrence of each of the possible symbols
are equal, the symbols in the key sequence are independent and random);

—the length of the key is equal to or greater than the length of the encrypted data;

—the original (open) text has some redundancy (which is the criterion for evaluating the correct-
ness of the decryption).

The persistence of these systems does not depend on the computing capabilities of the cryptana-
lyst. However, the practical application of absolutely stable systems is limited due to the complexity
and cost of their implementation, therefore in cryptographic systems, computationally stable systems
are the most common. A computationally stable system is a system with the potential to open a cipher,
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but only with the chosen parameters and encryption keys. The persistence of such systems depends on
the computing capabilities of the cryptanalyst [4].

The use of chaos generators that have complex, unpredictable and highly dependent on the ini-
tial parameters behavior, as part of a computationally robust hybrid cryptosystem, can significantly
improve the cryptographic strength of the cipher.

The idea of using chaos generators in signal transmission is not new. Experiments on encrypting and
deciphering signals by such methods, conducted in the 90s of the 20th century, showed the prospects, at-
tractiveness and efficiency of using chaotic generators in confidential communication systems [5].

The objective of the article is to justify the creation of a cryptosystem based on the mathemati-
cal model of the chaos oscillator (an electrical circuit demonstrating chaotic oscillation modes), pro-
posed by Leon Chua in 1983 [6], and a description of the prospects for its application.

Statement of the main material. Cryptosystems on chaos generators have a number of advan-
tages over symmetric systems and systems with a public key (when encrypting information are used in
the form of hybrid cryptosystems), the main problem of which, as already mentioned, is the key
length, and as a result its repeatability. The length of the key obtained with the help of the chaos gen-
erator is practically unlimited, and since the same chaotic generator can create completely different
processes with a slight change in the initial conditions, it is much more difficult to determine the struc-
ture of the generator and to predict the process for a long time [7], which makes it possible to create a
burglary-resistant system with a high level of reliability.

The future use of chaos generators, in particular the Chua's circuit, which will be discussed be-
low, in order to protect the transmitted information, consists of three features of chaotic processes [7]:

—a chaotic signal has a non-periodic, continuous spectrum occupying a sufficiently wide band,
and its appearance can be specified;

—the irregularity and unpredictability of the behavior of the chaotic signal, as well as the ability
of the chaos generator to create completely different processes with a very slight change in the initial
conditions, significantly complicates the prediction of the process for a long time;

—because of the irregularity of chaotic signals, their autocorrelation function rapidly damps,
which also complicates the prediction of the generation process and the determination of the structure
of the generator.

Due to the fact that the Chua scheme is one of the simplest chaos generators (described by only
three differential equations and at the same time possesses quite complex behavior peculiar to chaos
oscillators), it was chosen for the information encryption system.

As shown in Figure 1, the Chua’s circuit consists of two capacitors, one inductor, a linear resis-
tor, and a nonlinear resistor with a negative resistance (commonly called the Chua diode), which in
reality can be represented by the complication of a circuit based on operational amplifiers, inverters or
using a tunnel diode [6].

i i

Fig. 1 — Chua Chain. L, R, C1, C2 - passive elements, NR - nonlinear resistance (Chua
diode)

The Chua's circuit is described by the following system of equations [6]:

171



BICHUK IMTPUA3ZOBCBKOT'O JEP)KABHOTI'O TEXHIYHOI'O YHIBEPCUTETY
2017p. Cepis: TexniuHi Haykn Bun. 34
ISSN 2225-6733

d
¢ :;tq :G(ch _Vcl)_g("cl)
d
G, :;:2 :G(Vcl _ch)_iL . ()
di, __
i ©

where g(vcl ) — piecewise linear function, defined as:

g(vcl ): G,v +%(Ga -G, )chl +E‘—‘vcl —E‘) ()

After replacing the coefficients in the system of equations by dimensionless, the system takes
the following form [6]:

L iy=x-i()

dy
—=x—-y+ , 3
dt yre @)

dz

E__ﬁy

where h(x) defined as:
1
h(x):m]x+§(mo—m])Qx+1|—|x—1|). 4)

The numerical solution of these equations shows that for certain relations between the compo-
nents of the chain, the change in the values of the variables in time acquires a chaotic character, a
strange attractor in the form of «double scroll» appears, shown in Figure 2 (the case of a model with
dimensionless coefficients) [8].

Fig. 2 — Attractor in the form of «double scroll»
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The trajectory of such an attractor is non-periodic and the mode of operation is unstable, as a re-
sult even small deviations of the parameters cause significant changes. The result of this behavior is
the non-periodicity in time of any of the coordinates of the system, the continuous spectrum and the
autocorrelation function that decreases in time [9]. This causes chaotic dynamics of strange attractors,
namely, it indicates that the prediction of the trajectory trapped in the attractor is difficult, because a
small inaccuracy in the initial data after some time can lead to a strong discrepancy of the forecast
with a real trajectory.

Figure 3 shows one of the possible time dependences of the change in the value of x for a model
with dimensionless coefficients [8].

] x
5 —
1 j y "
0 | T k
-5 —

Fig. 3 — Time dependence of the change in x

The time dependence of the change in x is one of the parameters that can be used in a cryptosys-
tem for encrypting transmitted information, for example, by imposing a chaotic signal on the informa-
tion, XOR cipher. In general, encryption can be performed using several algorithms [5]:

—chaotic masking - the information signal is added together with a chaotic signal,;

—switching modes - logical zero is encoded by one type of chaotic signal (for example, the re-
ceived value of x), logical unit - by another (for example, the value of y);

—non-linear mixing - the information signal participates in the formation of the chaotic signal itself.

In the case of the first two algorithms, it is assumed that the parameters for starting the key gen-
eration by the cryptosystem are chosen randomly to ensure the uniqueness of the key for each block of
encrypted data. This implies the need for the safe transfer of these data to the receiving side for syn-
chronization of the generators.

The solution of the problem of transferring the start parameters of key generation (time parame-
ter ¢, parameters of virtual capacitors x, y and inductance z or one of the mentioned parameters) as-
sumes the use of asynchronous encryption algorithms effective and reliable for these purposes due to
the small length of the transmitted parameters.

In the case of nonlinear intermixing, it is possible to partially refuse to transmit the synchroniza-
tion parameters of the generators, for example, transmit only the parameter that was not used to en-
crypt the data block. Nonlinear mixing and chaotic masking can be optimally used to encrypt data pre-
sented in a bit-like form, in order to compress them, because The bit-zero missing during the decryp-
tion process will be easily detected due to the continuity of the generator function. However, the fea-
tures of data compression are not within the scope of this article.

You can use a mixture of the above encryption algorithms.

It is necessary to take into account the probability of reversal of the parameter superimposed on
the information signal, to zero or getting a zero as a result of nonlinear mixing. Depending on the im-
plementation of the mathematical model of the Chua's circuit and the encryption algorithm, there is a
possibility of reversing the encrypted data fragment to zero, which can lead to data loss.

Application of algorithms of asynchronous encryption defines this system as a hybrid cryptosys-
tem and allows using the best features of both methods of information protection, asynchronous en-
cryption and encryption on the chaos generator.

The system can be used to encrypt any kind of information.
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Based on the analysis described above, a software module that was used in the transmission sys-
tem of encrypted text messages was developed and implemented. The sequence diagram of the «Read
message» variant of this system is shown in Figure 4.

Zlient application Applications server DBEM3

Jelecti tact| | !
‘e 20 lﬂg A Ccorl HC.; aiy message i

> Messages selection
Messages U
Messages e s ,
i Message !
decoding |
j Addition |
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Centact list update U« ------------ L L A U

-
. ]
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Figure 4 — Sequence diagram for use case «Read message»

As can be seen from the sequence diagram, the cryptosystem module was included in the client
application. The application server and DBMS are not involved in the process of encrypting and de-
crypting messages and are used only to provide communication and data transfer between clients.

Due to the use of chaotic masking algorithm based on the exclusive XOR [10] operation, the
same function was used for encryption and decryption. XOR allows you both to mix the key to the
data, and to remove it without changes in the code (in contrast to, for example, the addition operation
AND, which requires further subtraction to restore the original message).

Synchronization of client application cryptosystems is performed using a session key (in this case,
the time parameter ¢ of the chaos generator) transmitted using the asymmetric encryption method.

Conclusions

The review of literature data, analysis of publications and studies shows the prospects of creat-
ing and using cryptosystems on chaos generators, in particular, based on the Chua's circuit. This
scheme has typical for chaos generators behavior and properties in combination with relative ease of
implementation. Based on the theory of cryptographic strength of ciphers, systems on chaos generators
are the closest to absolutely stable, because the length of the key can significantly exceed the length of
the message and the uniqueness of its sequence is also high.

Based on the analysis carried out, recommendations on the creation of cryptosystems using cha-
os generators were proposed and justified, and a cryptosystem module used in the transmission system
of encrypted messages was developed.

The tasks of further research are the improvement of the existing cryptosystem, including the
modification and improvement of the mathematical model of the generator used.
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