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Abstract. The article discusses the concept of organizational formation of the protected information systems trad-

ing enterprise. Reveals the content and classification of information resources, given the characteristics of the trading activ-

ities; including information about customers, employees, communication, General, financial and legal, as well as revealed 

the level of importance. Formulated the basic principles of formation of the protected information systems is in the aspect 

of specificity of trading enterprise; including continuity, comprehensiveness, consistency, the rule of law. Taking into ac-

count the specified principles is defined thematic content requirements on protected information systems; including cen-

tralization, planning, preciseness, purposefulness, activity, reliability, flexibility, originality, openness, economic efficien-

cy. Identified recommendations to build a secure ICS: including ease of maintenance and transparency for users of the 

"mechanisms" of information systems protection, a minimum set of "privileges" for users, the ability to disable the "mech-
anisms" of information systems protection in the critical-circumstances, the independence of the "mechanisms" of protec-

tion information systems details, assumptions about the worst intentions and potential user errors, minimization of infor-

mation about existing mechanisms of information systems protection. The purpose and content of the security policy of 

the information system as a theoretical basis of the organizational and administrative component of the protection sys-

tem is considered. The conclusion is made about the universality of the presented method, for secure communication to 

information systems users trading enterprise.  
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1.Introduction  

In accordance with the national standard of the Russian Federation "GOST R 51303-2013. Trade. Terms and 

Definitions "[1], a trading enterprise is a property complex located in a shopping center and outside a retail facility used 
by trade organizations or individual entrepreneurs to sell goods and provide services to trade. The information re-

sources of a trading enterprise are the totality of all received and accumulated information in the course of practical 

activity of the employees of the enterprise and the functioning of special devices used in the management of a trading 

enterprise.The information of the trading enterprise is the data extracted from the business documentation of the enter-

prise, concerning the sale of goods and the provision of trade services and received from the partners in the order of 

information interaction, that is, the process of transmitting and receiving information, while enabling the collection, 

processing, production, archiving, broadcasting information by means of information and communication technologies 

(ICT) [2,3]. In the trading enterprise, the main sources of information are people (employees of the enterprise), as well 

as electronic and paper data carriers. At the same time, the number of electronic and paper media in the process of in-

formation interaction between users is present in equal proportions. 

2.Methods  
We will disclose the classification of information resources of a trading enterprise. The use of paper carriers 

complicates the operations of collecting information, producing, accumulating, storing, processing and transferring it, 

but making it less vulnerable to an attacker. Currently, the implementation of software and hardware information pro-

tection tools in ICT facilities of a trading enterprise (such as electronic digital signature, firewall and so on) in the pro-

cess of information interaction of users is not enough. In addition, it is necessary to document the trade operations, so 

the presence of paper data carriers is still relevant. Taking into account the specifics of the sale of goods and the provi-

sion of trade services, the information resources of a trading enterprise are subject to the following classification:  

 1. Information about customers. This information is stored in the database of the information system of the 

trading company. This is the data on physical or legal persons who cooperate with the trading enterprise. Access to cus-

tomer information is limited. Confidentiality of information about customers is due to the fact that its intentional distor-

tion or loss can lead to negative consequences, and in particular to loss of profit by the enterprise. At the same time, 

under the information system of a trading enterprise operating on the basis of ICT facilities, we will understand the sys-
tem for the transfer and reception of information from a trading enterprise, consisting of a source of information, a 

transmitter, a communication channel, an information receiver, and a source of interference [2,3]. 

 2. Information about employees. This information includes personal data of each employee, including pass-

port data, place of residence, marital status, data on the previous place of work, etc. When applying for work, each em-

ployee provides his personal data to the staff of the trading company. In doing so, he gives written consent to their pro-

cessing. After that, a personal file of the employee is entered, which includes his personal data. Personal data is orga-
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nized and stored in the personnel body of the enterprise. In accordance with Federal Law No. 152-FZ of July 27, 2006 

(as amended on July 21, 2014) "On Personal Data" [4], this information is confidential. Access to it is available only to 

employees of the cadre body, as well as persons authorized to do so in accordance with the job description.  The 

main carriers of information about the employees of the trading enterprise are paper carriers. At the same time, there is 

a named set of data on employees of a trading enterprise in the information system. This means that there is a database 

that includes key information about employees and is protected by software and hardware. 

 3. Communicative information. This information provides information interaction between employees of the 
trading company and external counterparties. This information is freely available (usually on the site of the trading 

company) and includes the form of ownership and name of the trading company, actual and legal addresses, telephones 

for communication and so on. This information is not protected. 

 4. General information. This information includes standard indicators that characterize the activities of a 

trading enterprise, without taking into account its specifics. This information is freely available and is not subject to 

protection. 

 5. Financial information. This information is very valuable for the attacker from a commercial point of view, 

which implies its reliable protection. This information includes information about the company's accounts, its financial 

operations, financial assets of the enterprise, employee salaries and the like. Thus, it fully describes the financial condi-

tion of the trading enterprise at a given time or a particular period of time. Violation of the integrity, confidentiality and 

accessibility of financial information can lead to disastrous consequences for the trading company, so do not neglect its 

protection. Most financial information is stored in digital form and processed with the help of special software, which 
makes it the most vulnerable and accessible from outside for intruders. Therefore, in the process of information interac-

tion between users of a trading enterprise, the protection of financial information must be given increased attention. 

 6. Legal information. This information is public and can be disclosed without any negative consequences for 

the trading company. This information includes the charter of the enterprise, orders regulating the work of the enter-

prise, memoranda (agreements) on cooperation with external contractors. Thus, these documents are a legal superstruc-

ture of the trading enterprise and regulate the internal and external legal relations of the enterprise.  Legal infor-

mation is stored, as a rule, on paper. At the same time, with the gradual introduction of electronic document manage-

ment systems, many documents are issued in digital form and signed with the help of an electronic digital signature, 

which is an analogue of the signature of an individual obtained using ICT tools and cryptographic transformation of 

information. After expiration of the established period of storage, legal documents are handed over to the archive, 

where they are stored in the future. 
 The above types of information have a different degree of significance for the trading enterprise, therefore, 

have a different degree of commercial and other value to the attacker. 

3. Results and discussion 

 Now we will reveal the principles of the formation of a protected information system of a trading enterprise. 

Based on the analysis of the possibilities of ICT tools as a means of processing information in the information system of a 

trading enterprise in the conduct of office work and automation tools for making managerial decisions, and also analyzing 

the importance of the information resources of a trading enterprise, the construction of a secure information system should 

be based on the following principles [5]:  

 1. The principle of continuity is the first and most important. The essence of this principle is the constant 

control over the security of the information system. In identifying weaknesses, as well as potentially possible channels 

of information leakage and unauthorized access to the system. And also in updating and supplementing the protection 
mechanisms, depending on the changes in the nature of internal and external threats, justification and implementation 

on this basis of the most rational ways of protecting information.  

 2. The second is the principle of complexity. It proceeds from the nature of the actions of intruders, seeking 

to extract important information for competition by any action. In this principle, it is legitimate to say that the weapon 

of defense must be adequate to the weapon of attack. 

 3. The third is the principle of system. The greatest effect is achieved in the case when all the means, meth-

ods and measures used are combined into a single, holistic mechanism, that is, to the information system protection 

system. Exceptionally in this case, the system properties of information system protection appear that are not applicable 

to individual elements, and also the ability to manage protection and redistribute resources to ensure the continuous 

operation of the information system. 

 4. Fourth - the principle of legality, reasonable sufficiency and professionalism of employees. The most im-

portant conditions for ensuring security are lawfulness, sufficiency, respect for the balance of interests of the individual 
and the enterprise, the high professionalism of employees involved in the protection of the information system, as well 

as the training of users and compliance with established rules for the protection of information, mutual responsibility of 

managers and specialists of the enterprise, information interaction with state and law enforcement agencies. 

4.Summary 

Dedicated principles allow to determine the thematic filling of requirements for a protected information system 

of a trading enterprise [6]: 
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 1. The system must be centralized. The management process of the information system is always central-

ized, therefore the structure of the system implementing the process of its protection should correspond to the structure 

of the system itself. 

 2. The system must be scheduled. The planning process is carried out to organize the information interaction 

of all structural units of the trade enterprise in the interests of implementing the adopted policy of protecting the infor-

mation system. Each service and department develop detailed information protection plans in the sphere of their compe-

tence and taking into account the overall goal of the enterprise. 
 3. The system should be specific and focused. Specific information resources, which may be of interest to 

potential competitors, must be protected. 

 4. The system should be active, that is, provide protection with sufficient degree of perseverance and pur-

posefulness. This requirement presupposes the presence in the system of protection of forecasting tools, expert systems 

and other tools that allow implementing along with the principle of "detect and eliminate" the principle of "foresee and 

prevent". 

 5. The system should be reliable and universal, that is, cover the whole complex of information activities of a 

trading enterprise. Methods and means of protection of the information system must reliably cover all possible channels 

of information leakage and counter ways of unauthorized access, regardless of the form of information, the language of 

its expression, and the type of media on which it is located. 

 6. The system should be non-standard in comparison with the information system of other enterprises and 

diverse in the methods of protection used. 
 7. The system should be open to change and supplement the measures to ensure the protection of the infor-

mation system. 

 8. The system should be cost-effective. This means that the costs of forming a secure information system 

should not exceed the amount of possible damage. 

 Along with the principles and requirements, there are recommendations that should be applied when build-

ing a protected information system of a trading enterprise: 

 1. "Mechanisms" for the protection of the information system should be simple for maintenance and "trans-

parent" to users. 

 2. Each user must have a minimum set of "privileges" required for information interaction. 

 3. It should be possible to disable the "mechanisms" for protecting the information system in "special" cases, 

when the mechanisms "interfere" with the information interaction of users. 
 4. Independence of "mechanisms" of protection from the system itself. 

 5. Developers of "security mechanisms" should assume that users have the worst intentions, and also that 

they will make serious mistakes and look for ways to bypass protection mechanisms. 

 6. Lack of excessive information on the existence of "mechanisms" for protecting the information system. 

 The security policy of the information system of the trading company is an organized set of information se-

curity tools, methods and activities aimed at ensuring the integrity, confidentiality and availability of the company's 

information resources. 

 Security policy is one of the key components of the overall program for protecting the information system of 

a trading enterprise. Security policy is the political statement in which the initial requirements for the protection of the 

information system can be formulated. 

 The security policy of the information system of the trading company should establish: 
 a) the importance of information, that is, to establish the position of the company's management on the value 

of information; 

 b) responsibility, that is, appoint employees of the enterprise who will be responsible for protecting infor-

mation in the information system; 

 c) the enterprise's obligations to protect information in the information system; 

 d) area of application, ie segments of the enterprise information system, to which the policy applies. 

The security policy after its approval should not be adjusted. For example, the requirement to use a specific 

package for virus detection, including the name of the package, may be too specific in terms of the pace of development of 

antivirus programs. It will be more correct to designate that the virus detection software should reside on the personal 

computers of users, servers and so on, which will allow IT system administrators to determine the specific type of antivirus 

software themselves.  

5.Conclusions  
The presented concept of building an information system of a trading enterprise is universal. It will allow to 

ensure the secure functioning of the information system in the implementation of activities aimed at the implementation 

of the process of sending and receiving information, in the implementation of feedback, ensuring the possibility of col-

lecting, processing, producing, archiving, broadcasting information within the trading enterprise.  
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