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GLOBAL CYBERSECURITY CULTURE IN THE INTERNATIONAL DISCOURSE:
VALUES AND PRINCIPLES

The purpose of the article is to analyse the development trends of the global culture of cybersecurity in contemporary
international discourse devoted to outlining and framing the institutional and legal modalities for responsible behaviour of states and
other actors in cyberspace. Methodology. The research methodology integrates dialectic, analytical and comparative methods. The
scientific novelty lies in the revealing of the differences in political priorities, despite the formal consistency of the values, at the current
stage of international discourse around the rules of responsible behaviour of a State in cyberspace emerged from the analysis of the
results of the discussions of the First Committee of the UN General Assembly at its 73rd session (October 2018) entitled ‘Developments
in the field of information and telecommunications in the context of international security’. Conclusions. The international discourse
around the values and principles of the global cybersecurity culture is at an early stage and is essential for the formation of a
coordinated position of international political actors regarding norms of responsible behaviour in cyberspace. In such way, by identifying
the influencing factors and the ruling forces on behalf of the political actors, it is possible to understand the trends and predict its
perspectives both from the point of view of institutionalization in the contemporary international order and legal framework that embody
and protect human values as a core component of global culture in cyberspace.
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Ma3rok AHOpIli Banepitiogsu4, dokmop opuduyHUX Hayk, doueHm kagedpu MikHapoOHO20 npasa IHcmumymy MiKHapOOHUX
gioHocuH Kuiecbko2o HayioHanbHO20 yHigepcumemy imeHi Tapaca LlesyeHka; Muuuk Bcesonod Bceeosiodosu4, OOKMoOpP
opuduyHUX Hayk, npogecop, 3aesidysay kKaghedpu MiKHapoOHO20 npasa IHcmumymy MiKHapoOHuUX 8iOHocuH Kuigcbko20
HauioHanbHo20 yHieepcumemy imeHi Tapaca LllegyeHka

Fnmo6anbHa KynbTypa Kibep6e3neku B MiXkHapoAHOMY AUCKYPCi: LIHHOCTI Ta NpUHLUNY

MeTa cTaTTi nonsrae B aHanisi TeHAeHLiN po3BUTKY KoHLenwii rmobanbHoi KynbTypu kibep6eaneku B Cyd4acHOMY MixXHapoaHOMY
[OVCKYPCi, WO NPOSIBASIETLCS Y NOLLYKY OpraHisauiiHo-npaBoBuX Mofenen Ans po3pobku i NpUiHATTS npaBun BiANOBiAaNbHOT NOBEAiHKM
OepxaB Ta iHWMX akTopiB B kibep-npoctopi. MeToponoris [ocnigXeHHs nonsrae y 3acTocyBaHHi KOMMIEKCHOro nigxody 3
BMKOPWCTaHHSAM [JianeKTU4YHOro, aHamniTUYHOro i MOopiBHANbHOrO MeTodiB. HaykoBa HOBM3Ha OTpUMaHWX pesynbTaTiB Monsrae y
BUSIBMNEHHI PO3BiXXHOCTEN Yy MONITUYHMX MNpiopuTeTax nonpu dopmarnbHy Y3rofXeHiCTb LWOAO LiHHICHUX YAHHUWKIB Ha cydacHOMy eTani
MiXXHapOOHOro AMCKYpCY HaBKOMNo NpaBun noBediHku B KibepnpocTopi, Wo BUNUBaE 3 aHanidy pesynbtartiB pobotu lNMeploro Komitety
eHepanbHoi Acambnei OOH Ha 73-i1 cecii (oBTeHb 2018 p.) WoAo po3rnsay NUTaHHA Npo OOCArHEHHs B cdpepi iHhopmauiiHo-
KOMYHiKaLiiHUX TEXHOMOriN B KOHTEKCTi MixHapoaHoi 6e3nekn. BucHoBku. MixHapoaHuii AMCKYpPC HaBKOMO LiHHOCTEN i NpuHUMNIB
po3bynoBu rnobanbHoi KynbTypy kibepbe3nekn 3HaxoauTbCst Ha NOYATKOBIN cTagdii | € BaXnNMBUM AN (pOpMYyBaHHS y3roAKeHol noauuii
MiXXHapogHMX MONITUMHUX aKTopiB LLOAO HOPM BiAMOBiganbHOI MoBediHkM B kibep-npocTopi. BUsSIBMEHHS YMHHMKIB BNnuBY i pyLwiiB
PO3BUTKY LbOro HamnpsiMKy B MiXHapoOAHOMY CRiBpoGITHULTBI [03BONSE YCBIAOMWUTU TeHAeHUii i cnporHo3dyBaTu nopanblui MOro
NepcrnekTuBK AK 3 TOYKM 30pY IHCTUTYLiOHani3auii B Cy4acHin cucTemi MibkHapogHOro NpaBonopsiAKy, TaK i HANOBHEHHS HOPMaTUBHUMM
npunucamu, Wo BTIMOWTb | 3axuWaTb 3aranbHOMIACHKI LiHHOCTI Sk CknagoBy rnobanbHoi KynbTypu B kibepnpoctopi. CTBOpeHHs
rnobanbHoi KynbTypu kibepbe3neku € MOXIMBMAM 3a YMOBU JOCSITHEHHS] KOHCEHCYCY O[O0 OCHOBOMOMOXHUX LIIHHOCTEN i npiopuTeTiB, a
TaKOX X CTBEPAXKEHHSI LUMAXOM 3aKpinfeHHs B YHiBepcarbHOMY MiXXHapO4HO-NpaBoOBOMY AOroBOpI.

KnrouoBi cnoBa: kibepGesneka; kynbTypa kibepbeaneku; LiHHOCTI i mpuHUMNW; BignoeiganbHa noBeAiHka B KiGepnpocTopi;
npaea NogUHN; MiXKHApOAHWI NPaBonopsaaoK.

Masrok AHdpeli Banepbeeu4, dokmop topududeckux Hayk, OoueHm kaghedpbl MexOyHapoOHoz2o rnpasa MHcmumyma
MexOyHapoOHbIX omHoweHull Kuesckoeo HayuoHanbHO20 yHusepcumema umeHU Tapaca LllesyeHko; Muyuk Bceeosnod
Bceeonodoeuy, Ookmop rpududeckux Hayk, rnpogeccop, 3asedyrowuli kagedpol MmexdyHapoOHo2o npasa WHcmumyma
Mex0yHapoOHbIX omHoweHull Kueeckoz2o HayuoHanbHo20 yHusepcumema umeHu Tapaca LllegueHko

nmobanbHan KynbTypa knbepbe3onacHOCTN B MeXAyHapOAHOM AUCKYpCe: LeHHOCTU U NPUHLUNbI

Llenb cTaTbM 3akniovaeTcsa B aHanuse TEeHOEHUMI pasBuTMSA KOHUenuuu rnobanbHOW KynbTypbl kubepbeszonacHocTu B
COBPEMEHHOM MeEXAyHapoAHOM [AMUCKYpCe, YTO MPOSIBISIETCS B MOWCKE OpraHM3auuOoHHO-NPaBOBLIX MoAenen Ans pas3paboTku u
NPUHSATUSI NpaBUN OTBETCTBEHHOTO MOBEAEHWSI rOCYAapCTB U ApPYyrux akTepoB B kubepnpoctpaHcTBe. MeTogonorus vnccnenoBaHust
3aKMYaeTcs B NPUMEHEHUM KOMMIIEKCHOrO MoAxoda C WCMONb30BaHWEM OMAanekTUYecKoro, aHanuMTUYECKOro U CPaBHUTENbHOro
MeTonoB. HayyHass HOBM3HA MOMNyYeHHbIX PE3ynbTaToB 3akloYaeTCsi B BbISIBMEHWU PACXOXOEHUN B MOMUTUYECKUX MpuoputeTax
HECMOTPSi Ha (HOpMarbHy COrnMacoBaHHOCTb B OTHOLIEHUM LIEHHOCTHbIX (DaKTOPOB Ha COBPEMEHHOM 3Tane MeXAyHapoAHOro
OMCKypca BOKpYr MpaBurn noBefeHusi B knbeprnpocTpaHCTBe, YTO criedyeT M3 aHanusa pesynbTatoB pabotbl [lepBoro komuTeTa
leHepanbHo Accambnem OOH Ha 73-1 ceccum (oktabpb 2018 r.) MO pacCMOTPeHMo Bormpoca O AOCTWXKeHuaX B cdepe
MHEOPMaLMOHHO-KOMMYHUKALMOHHBIX TEXHOMOMMIA B KOHTEKCTE MexayHapoaHon 6esonacHocTu. BeiBoabl. MexayHapogHbln AUCKYpC
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BOKDYI LIEHHOCTEN U MPUHLMNOB pasBuTKs rnobanbHon KynbTypbl kKubepGe3onacHOCTM HaXOAWUTCA Ha HadanbHoW cTaauu u aBnaeTcs
BaXkHbIM AN (POPMMPOBAHUS COTMacoBaHHOW NO3ULMN MEXOYHAPOAHBIX NOMUTUYECKMX aKTepOB OTHOCUTENbHO HOPM OTBETCTBEHHOrO
noeeaeHust B knbepnpocTpaHcTee. BbisiBneHne (hakTopoB BNWSIHWS W OABUratenen pasBuTUs 9TOTO HanpasreHWsi B MeXayHapoaHOM
COTPYOHWYECTBE MO3BOMSET OCO3HATb TEHAEHUMM W CrpOrHO3MPOBaTb AaribHellumMe €ero MepcrnekTvBbl Kak C  TOYKM  3peHust
MHCTUTYLMOHaNU3aUMn B COBPEMEHHOW CUCTEME MEXOyHapOAHOro NpaBonopsiaka, Tak M HarofHeHUs HOPMATUBHBLIMK MPEeanucaHusMu,
BOMMOLWAWMMK 1 3alMLLAIOLWMMKU  OBLLIEYENoBEeYECKMe LIEHHOCTM KaK COCTaBNsOLYl0 rrobanbHoi KynbTypbl B KMbGeprnpocTpaHcTee.
CospaHue rnobanbHon KynbTypbl knbep6e3onacHOCTM BO3MOXHO MpY YCIIOBUM AOCTWKEHWSI KOHCEHCYCa B OTHOLLEHWUM OCHOBOMOMaratoLLmi
LIEHHOCTEN U MPUOPUTETOB, A TaKkKe NX YTBEPXKOEHWS MyTEM 3aKpernneHusi B yHUBEpPCaribHOM MEXyHapOAHO-MPaBOBOM [OrOBOPE.

KnrouyeBble crioBa: kubepbe3onacHoCTb; KynbTypa knubepbe3onacHOCTH; LEHHOCTU U NPUHLMMbI, OTBETCTBEHHOE NOBeJEHVE B
KMGEPNpPOCTPaHCTBE; NpaBa YenoBeka; MeXxayHapoaHbIi NpaBonopsiaoK.

Research rationale. In 2003, the United Nations General Assembly adopted the Resolution «Creation of a
global culture of cybersecurity». It invited states to develop throughout their societies a culture of cybersecurity in
the application and use of information technologies by all «participants», such as «Governments, businesses,
other organizations and individual users who develop, own, provide, manage, service and use information
systems and networks» [16]. The word «global» regarding the culture of cybersecurity reflects the universality of
the approach and broad coverage of the organisational, local and international cybersecurity levels.

In the later documents, endorsed at international fora, the «cybersecurity culture» concept covers the range
of the topics as a feature of individual users’ security, as an element of corporate culture and security
management or as the ethical concerns with regard intrusive methods of information security audit. The audience
of such discussions includes IT-companies’ managers, technical and engineering personnel, and cybersecurity
experts [2].

However, cybersecurity culture at international level, in the relationships between states and
intergovernmental organisations is ambiguous, geopolitically vulnerable and extremely important for maintaining
international security. It is well illustrated by the work of the First Committee of the General Assembly of the United
Nations at the 73rd session, when two drafts of resolution on the same item initiated by two geopolitical opponents
- the United States and the Russian Federation. Both resolutions define the need to develop standards of
responsible behaviour of states in cyberspace, but with different goals and mechanisms of implementation.

There is a need to research the reasons behind such tendencies in international politics and to predict
scenarios of international discourse concerning the global culture of cybersecurity, which also determines the
relevance of this article. The practical outcomes of this research can be found in the improved understanding of
the problem, which will allow formulating scientifically grounded position of the foreign policy of state, the business
community and civil society as «participants» of the global culture of cybersecurity.

The analysis of existing researches and publications on the subject indicates that, for the most part, the
culture of cybersecurity is considered as an attribute of corporate culture [2; 3, 14-18; 11], or the philosophical
category of ethics adapted to the concept of cybersecurity, including the right to privacy and surveillance,
intellectual property and piracy, codes of conduct, and so on.

Among the research works that in some way relate to the global (intergovernmental) culture of
cybersecurity there are those that are devoted to geopolitics and law [6, 35-54], cyber-norms, both existing and
emerging in various spheres of international co-operation [4, 425-479; 10; 13]. At the same time, priorities and
value orientations for defining the normative content of the rights and responsibilities of key political actors in
cyberspace and the formation of a global culture of cybersecurity remain inadequately explored.

The purpose of the study is to analyse the trends in contemporary international discourse around the global
culture of cybersecurity, foundation of intergovernmental framework for the development and endorsement of the
rules of responsible behaviour of states and other actors in cyberspace. The interstate and multistakeholder,
involving business and civil society, initiatives on defining the normative content of the rights and responsibilities of
major political actors in the international arena seem to have a non-systematic and controversial nature that has
so far prevented consensus and universal acceptance at the universal international level. The authors aimed to
identify the central contradictions in the correlation of political priorities and value orientations. It predetermines
such trends and predicts the most probable scenarios for the regulation of cybersecurity issues at the global level.
It also influences foreign policy of a state, the support by business community and civil society as participants of
international discourse.

The presenting of the primary material. There is annexe to the UN General Assembly Resolution 57/239
«The creation of a global culture of cybersecurity» with nine «Elements for creating a global culture of
cybersecurity» that can be considered as a basis for developing relevant principles, in particular: awareness,
responsibility, response, ethics, democracy, risk assessment, security design and implementation, security
management, and reassessment. Some of them are repeated at international initiatives aiming to develop
normative framework for meaningful content of the cyber-security culture concept. At the main cybersecurity
session of the Internet Governance Forum in 2015, the speaker started with such words: «As the cyberspace
expands itself, adding more and more networks, we also have an increase in risks inherent to the use of this
space. Consequently, an increase in the improvement of Cybersecurity is required in order to protect the space
and contribute to its use with freedom and ethics. At the same time, Cybersecurity shows very clearly that the
success of this process essentially depends on intense collaborative action. It requires building and maintaining
trust relationships among all involved parties. And like in any other trust relationships, we need initiatives to bring
people closer, mutual knowledge and convincing demonstrations of respect for people's values and rights»[7].
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French President E. Macron announced Paris Call «For Trust and Security in the Cyberspace» in
November 2018, joined by sixty states and several hundred companies and civil society organisations. The
document indicates the aspirations of the participants «to assist one another and implement cooperative
measures, notably in order to:

prevent and recover from malicious cyber activities that threaten or cause significant, indiscriminate or
systemic harm to individuals and critical infrastructure;

prevent activity that intentionally and substantially damages the general availability or integrity of the public
core of the Internet;

strengthen our capacity to prevent malign interference by foreign actors aimed at undermining electoral
processes through malicious cyber activities;

prevent ICT-enabled theft of intellectual property, including trade secrets or other confidential business
information, with the intent of providing competitive advantages to companies or commercial sector;

develop ways to prevent the proliferation of malicious ICT tools and practices intended to cause harm;

strengthen the security of digital processes, products and services, throughout their lifecycle and supply
chain;

support efforts to strengthen advanced cyber hygiene for all actors;

take steps to prevent non-State actors, including the private sector, from hacking-back, for their purposes
or those of other non-state actors;

promote the widespread acceptance and implementation of international norms of responsible behaviour
as well as confidence-building measures in cyberspace» [8].

As we can see from this and other mentioned documents, the concept of a cybersecurity culture can cover
different elements and addresses in different contexts, topics including national security, information and critical
infrastructure protection, the safe use of information and communication technologies. The priorities determining
the importance of this or that component of cybersecurity culture are established and maintained by international
actors that offer or support one or another initiative in the international discourse. Therefore, meaningful
(contextual) analysis of documents on keywords that embodies social values will reveal the priority of values for
the relevant actors.

The link between values and political priorities for the formation of the concept of a cyber-security culture
can also address the development of draft documents in the framework of multilateral processes involving the
representatives of states, business and civil society actors. That can be illustrated by the research paper
presented by «An Internet Free and Secure» working group, which was established via multistakeholder
framework of the Freedom Online Coalition. The working group has set itself the goal of developing its definition
for the concept of cybersecurity, which would be consistent with such values as individual freedom and security.
As the participants note, «working group believes very strongly that individual security is a core purpose of
cybersecurity and a secure Internet is central to human rights protection in the digital context... Cybersecurity and
human rights are complementary, mutually reinforcing and interdependent. Both need to be pursued together to
promote freedom and security effectively. Recognising that individual security is at the core of cybersecurity
means that protection for human rights should be at the centre of cybersecurity policy development» [1]. The
elaborated definition is universal: «Cybersecurity is the preservation — through policy, technology, and education —
of the availability, confidentiality and integrity of information and its underlying infrastructure to enhance the
security of persons both online and offline» [1].

This definition reaffirms that security and freedom (as well as cybersecurity and human rights) are deeply
interconnected and synergistic, mutually reinforcing each other. The proposed understanding of the culture of
cybersecurity is worthy of universal recognition, it explores the categories of «security» and «freedom» as
interdependent. Therefore, the use of the keywords «human rights» for the contextual search in the documents of
international discourse around the creation of a global culture of cybersecurity will make it possible to prioritise
human rights among other values for process patrticipants.

One of the processes analysed in this study is the «global consultation» of the High-Level Group of the
United Nations Secretary-General for Digital Co-operation, which took place from October 8, 2018, to January 31,
2019. Among the issues, that the participants had to answer there was: «What values and principles should
underpin cooperation in the digital realm» [14].

Based on the contextual analysis of 97 (ninety seven) posts, we found that human rights have received
high (above 50%) the level of priority among the values for the participants of the consultations: for
representatives of the media industry - 50%; Academic community - 55%; IT business - 56%; civil society and
intergovernmental organizations - by 67%; for governments - 75% [15]. These data indicate the different level of
priority of such a value as human rights in the international discourse for various political stakeholders -
participants in multilateral negotiation processes around the digital agenda for the development of humankind.

However, the differences in the values and principles that should be the basis of the global culture of
cybersecurity are not the only one ground for the existent debate. Due to differences in approaches and the
inability to reach a compromise, the work of the UN Group of Governmental Experts (GGE) on the developments
in the field of information and technologies in the context of international security (2016-2017) was unsuccessful.
In addition, representatives of some states tried to question and to revise the previous achievements of the GGE,
which were most active in 2013 and 2015 [17; 18]. Among the most significant achievements is recognition of the
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fact that the UN Charter is applicable in the cyberspace, as well as a dozen of norms-principles that enhance
stability and security and lay the foundations for a global culture of cybersecurity.

In November 2018, the First Committee of the UN General Assembly discussed the agenda item titled the
«Developments in the field of information and telecommunications in the context of international security». The
positions of the participants regarding the topic showed the existent geopolitical struggle for the influence in the
international fora. The draft of the resolution initiated by the United States and supported by Western countries
(Australia, Austria, Belgium, Bulgaria, Canada, Croatia, Cyprus, Czechia, Denmark, Estonia, Finland, France,
Georgia, Germany, Greece, Hungary, Ireland, Israel, Italy, Japan, Latvia, Lithuania, Luxembourg, Malawi, Malta,
Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Ukraine, United Kingdom of Great
Britain and Northern Ireland and United States of America) proclaims the values and commitment of democratic
states to ensure open, interoperable, a reliable and secure information and communication technology environment
consistent with the need to preserve the free flow of information [19].

Instead, a draft resolution submitted by the Russian Federation and supported by a number of other states
(Algeria, Angola, Azerbaijan, Belarus, Bolivia, Burundi, Cambodia, China, Cuba, Democratic People's Republic of
Korea, Democratic Republic of the Congo, Eritrea, Iran, Kazakhstan, Lao People's Democratic Republic,
Madagascar, Malawi, Namibia, Nepal, Nicaragua, Pakistan, Samoa, Sierra Leone, Suriname, Syrian Arab Republic,
Tajikistan, Turkmenistan, Uzbekistan, Venezuela and Zimbabwe) provides for state control over information flows:
«Reaffirming the right and duty of States to combat, within their constitutional prerogatives, the dissemination of false
or distorted news, which can be interpreted as interference in the internal affairs of other States or as being harmful
to the promotion of peace, cooperation and friendly relations among States and nations, recognizing the duty of a
State to abstain from any defamatory campaign, vilification or hostile propaganda for the purpose of intervening or
interfering in the internal affairs of other States» [20]. Such wordings prioritise censorship and restrictions of
information flow as a state function. It makes impossible to reach consensus with the countries, where pluralism of
opinions is the fundamental principle of the organisation of state power.

In addition to that, the document includes thirteen subparagraphs, some of them are rewriting the
provisions of the GGE reports of 2013 and 2015 [17; 18]. In the same time, it is politically incorrect, despite the
lack of recognition by the rest of the states, to declare it as «set of international rules, norms and principles of
responsible behaviour of the states» [20].

The simultaneous work of the two GGEs over one item unlikely will lead to the achievement of a
compromise. The Global Commission on the Stability of Cyberspace (GCSC) was established by international
think-tanks as an alternative platform for developing rules of responsible behaviour in cyberspace. The outcomes
of GCSC is the «Singapore Norm Package» announced in November 2018 [5]. Despite the ambition of the
project, the work of the Commission is not so meaningful. Most of the proposed «new norms» are derivative or
narrowed formulas from the texts prepared by the GGE in 2013 and 2015 [17; 18].

What format is preferable for advancing international discourse over the creation of the global culture of
cybersecurity? How to achieve common understanding and to build confidence in cyberspace? These and other
guestions are still open for discussion. Further research of the topic and discussions are required.

Conclusions. The international discourse around the core values and principles of developing global culture
of cybersecurity is at an early stage and is essential for the emergence of a coherent position among international
political actors on rules of responsible behaviour in cyberspace. By identifying the key factors of influence and the
drivers of development, we can better understand the trends, both from the institutionalisation perspectives and
composition of the principles that embody and protect universal values as a component of the global culture in
cyberspace. It is premature to argue that there is significant progress in the regulation of the behaviour of states in
cyberspace because, in order to achieve this, it is necessary to lay the international legal foundation, on which it is
possible to create a global culture of cybersecurity. The lack of harmonisation of the positions (political will) of the
states for the values fundamental to the development of the cybersecurity culture is a crucial problem in inhibiting
the development of international legal cooperation in this area.
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