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INFORMATION SECURITY MANAGEMENT: AMERICAN EXPERIENCE

The purpose of the article is a comprehensive analysis of the American concept of threats to information
security and determination of priority areas of the US’s activity in creating a secure national cyberspace.
The methodological basis of the study is general scientific and special methods of cognition, in particular,
systemic approach, analysis, synthesis, and logical method. Methods of content analysis, comparative and
analytical monitoring of Internet resources of US government bodies responsible for information security are
also used. The scientific novelty of the study consists in the expansion of ideas about theoretical aspects in the
field of information security and the systematic analysis of instrumental, conceptual foundations and practical
aspects of information security in the United States. Conclusions. The globalisation of information systems
has created a completely new situation in the security field. In cyberspace the main threat to the US national
security comes from states and intermediaries acting in their interests. They have the necessary skills and
technologies to carry out destructive cyberattacks for military and political purposes, and also effectively use
cyberespionage methods, which not only entails economic losses, but also causes great damage to strategically
important industries for the US. The American concept covers such three key levels of cyber security as the
state, private business and individual users. There are such defence priorities for the United States as ensuring
the protection of critical infrastructure, information networks and systems; quality control of used IT
equipment; formation of effective mechanisms of interlevel communication and raising awareness at all levels.
An important component of the US National Cyber Strategy is international cooperation on information
security issues. In this regard, at the international level the United States seeks to implement such opportunities
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as to encourage countries to increase responsibility for ensuring the security of information systems and
networks at the national and global level; to create the legal regime necessary to ensure cross-border access
to information; to form a regime of collective cyber defence within the framework of NATO and other bilateral
and multilateral agreements with strategic partners; to preserve the maximum possible freedom of action in
cyberspace in order to conduct all types of information operations both during military conflicts and in
peacetime.

Keywords: cyberspace, information threat, information war, information security, information
management, informatisation, ICT.

Capanua Bikmop leanosuu,

KaHJUJIAT ICTOPUYHHX HAYK, JIOIICHT,

JIOLICHT KadeApy TYMaHITApHUX HAYK, KyJIbTYpPH 1 MUCTEIITBA

KpeMeHuy1bKoro HalliOHAILHOTO YHiBepcuTeTy iMeHi Muxaiiina OcTporpaacbkoro

Iabynina Bikmopia Barenmuniena,

KaHIUAaT (iI0NIOTiYHUX HAYK, JOLCHT,

JIOIIEHT KadeApu TYMaHITApHUX HAYK, KyJIbTypH 1 MACTEITBA

Kpemenuynproro HallioHaIBFHOTO yHiIBepcuTeTY iMeHi Muxaiiina OcTporpaacbkoro

Typ Oxcana Mukonaisna,

JIOKTOP HAyK i3 COIliaTbHUX KOMYHIKaIi#, mpodecop,

npodecop kadenpu ryMaHiTapHUX HayK, KYJIbTypH i MECTEITBa

KpemeHuynpKkoro HallioHaNBHOTO yHiBepcuTeTy iMeHI Muxaiina OcTporpaacbKoro

YIIPABJITHHA IH@OPMAHII@HOIO BE3IIEKOIO:
AMEPUKAHCBKHNHU TOCBIJ

Mema cmammi — ananiz amepuKancobKoi Koryenyii 3a2po3 inghopmayitiniti bezneyi ma 3 ’acysanhs npio-
PUMEMHUX HANPAMIE OUSLIbHOCINE 0epaiHcasu y Cmeopenti be3neunoco HayloHaibHo2o Kibepnpocmopy. Memo-
00102I4HY OCHOBY 0O0CHIONCEHHSL CKAANU 3A2ATIbHOHAYKOGI MA CNeYiaibHi MemoOU NI3HAHHS, SK-ONM. MEPMIHO-
JI02IYHUL, cucmemMHull nioxio, ananis, cunmes ma a02iuHul Memoo. Takodic UKOPUCIAHO MemOoOU KOHMEeHM -
aHanisy, NOPIGHAILHUL MA AHATTMUYHUL MOHIMOPUHS THMepHem-pecypcie opearie depoaicaenoi enaou CIIIA,
wo eionogioaromo 3a ingpopmayiiny besnexy. Haykoea nosuzna cmammi nouisieae 6 po3uupenti yasienb npo
meopemuyHi acnekmu 8 eauy3i iHpopmayitinoi be3neku ma CUCMeMHOMY AHATIZE ITHCMPYMEHMATbHUX, KOHYe-
NMYATbHUX OCHOB | NpakxmuyHux acnexkmis ingpopmayitinoi 6esnexu CLIA. Bucnosku. I nobanizayisa ingop-
MayiiiHux cucmem KapOUHAIbLHO NAUHYLA Ha cumyayiro y cgpepi beznexu. ' onoena 3a2posa Hayionanvhil Hes-
neyi CLLIA 6 kibepnpocmopi noxooums 6i0 0epaiicas i nocepeonuxis, axi ditomy 6 ixnix inmepecax. Bonu 6o-
J100i10Mmb HeOOXIOHUMU HABUUKAMU U] MEXHONO02IAMU 0I5l NPOBEOEHHs 0eCmPYKMUBHUX KIOepamax y iticbKogux
[ NOIMUYHUX YIAX, A MAKONC e(heKMUBHO GUKOPUCTOBYIOMb MEMOOU KIDePUNUSYHCIEA, WO He MITbKU CHpU-
YUHAE 3HAYHI eKOHOMIYHI 8mpamu, aje Ui 3a4804c 8eauKoi uxoou cmpameziuno gaxcausum oas CLLIA eanyzam
NPOMUCTIOBOCI. AMepukancvKa KOHYenyis OXONI0e Maxi mpu Kioyosi pieHi Kibepbesnexu, K 0epoicasa,
npueammuuil Oiznec ma iHougioyanvHi xopucmysaui. Cnonyyeni [lImamu 6edyms 6opomuv0y 3 Kibepamaxamu
3a KiIbKOMA HANpAMAamu, AK-0m: 3a0e3neueHts 3axucmy KpumudHoi ingppacmpykmypu, ingpopmayiinux me-
pedic i cucmem,; KOHMPOIb 3a AKICMIO suKopucmogysanozo IT-obnaouanns, hopmyseanus epexmusHux mexa-
HI3MI6 MIJCPIBHEB0I KOMYHIKAYIT ma ni0guweH s NOIHGHOPMOBAHOCMI HA 6CIX pieHsX. Bajciusow ckiadosoin
nayionanvnol kibepcmpameeii CLLA € midchapoona cnienpayst 3 numanb 2apanmy8ants iHghopmayitinoi bes-
neku. Ha midsicnapoonomy pieui CLIA npacnyme cnonykamu inui Kpainu 00 nioguuyeHHs: 8i0nosioaibHoCmi
3a 2apaHmy8ants Oe3neKu IHOOPMAYIUHUX CUCeEM | MepedC HA HAYIOHATbHOMY mda 2100albHOMY DIGHSX,
CMEOPUMU NPABOBUTL PEXNCUM, HeOOXIOHU 015 3a0e3neHenHs: MPAHCKOPOOHHO20 00CmYny 00 iHgopmayii;
chopmysamu pestcum KoreKkmugHo2o Kivepsaxucmy ¢ mexcax HATO ma inwux 06ocmoponnix i bazamocmo-
POHHIX Y200 31 cmpame2iyHuMU napmuepamu,; 30epecmu MaKkCUMAaibHO MONCIUEY c80000y Oill y Kibepnpoc-
mopi 3 MEmo NpogedeHHs1 6CIX 6UI8 IHOPMAYIUHUX onepayil K nid 4ac GilCbKOGUX KOHGIIKMIE, MaK i 6
MUpHULL Yac.

Knrouosi cnosa: xibepnpocmip, inghopmayitina 3aepo3sa, ingpopmayitina itina, inghopmayitina besnexa,
inopmayitinuii menedscmenm, ingpopmamuzayis, IKT.
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The relevance of the research. Today’s current
problems in the socio-economic sphere, in particular
the full-scale aggression of the Russian Federation
and the deterioration of the economic situation in the
country, digitalisation of social life, intensifying
competition with foreign manufacturers in the
domestic market, etc., encourage domestic
entrepreneurs to master the methods and tools of
information management. Despite the significant
theoretical developments of domestic and foreign
scientists in this field, information management is a
relatively new scientific direction. In the context of
this direction, the information policy of the modern
period of the development of the Ukrainian state in
the conditions of globalisation and Ukraine’s entry
into civilised communities is being formed.

In the modern sense, information management
should perform such types of work as research of the
enterprise as an object of management; formation of
information resources of the enterprise as a
management base; creation of information products
as a means of management. An integral component of
information management is the management of
information security of the institution, the region and
the country as a whole.

Analysis of recent research and publications.
Problems of threats to information security are of
interest to many Ukrainian and foreign researchers.
Thus, A.Nashynets-Naumova [4], O. Frolova [8],
M. R. Fazlida, Said Jamaliah [15], K. Fokina-
Mezentseva [7] and many others have paid special
attention to global information security. At the same
time, K. Zakharenko [3] has studied information
security as a basic component of information
management within the framework of modern world
markets and processes of digital transformation of the
economy. A number of scientists, in particular
V. Dubnytskyi and N. Naumenko [2], Yogesh K.
Dwivedi, D. Laurie Hughes at al. [14], Zahoor Ahmed
Soomro, Mahmood Hussain Shah and Javed Ahmed
[20] have considered the problem of information
security from the point of view of the need to develop
a company’s information management model based
on leadership technology in conditions of
digitalisation of the economy. O.Tur and
V. Shabunina have analysed the impact of negative
media content on a personality [S] and negative
practices as a reaction to destructive content [6].

Such scientists as 1. Khanin [9], I. Hrabar,
R. Hryshchuk and K. Molodetska [1] have analysed
the information management of economic entities and
regions, as well as the effectiveness of information
security in the conditions of information management
not only at various levels of the economy, but also in
cybernetic and information space.

The purpose of the work is a comprehensive
analysis of the American concept of threats to

information security and determination of priority
areas of activity of the state in creating a secure
national cyberspace. The research methodology
consists of general scientific and special methods of
cognition, in particular, systemic approach, analysis,
synthesis, and logical method. Methods of content
analysis, comparative and analytical monitoring of
Internet resources of the US government bodies
responsible for information security were also used.

Presentation of the main material. Today, the
intensive informatisation of all spheres of society’s
life activity is one of the determining global factors of
further socio-economic, intellectual and spiritual
development of mankind. At the same time, the world
community is entering a new stage of its history,
which has every reason to characterise it as an era of
information wars. So, the information component is a
key element of the Russian Federation’s hybrid war
against our state. This creates real threats to the
national security of Ukraine, since the domestic
information infrastructure in the temporarily
occupied territories is purposefully destroyed, cyber-
attacks are carried out against Ukraine, and channels
for the dissemination of relevant information about
the country’s current socio-political situation are
blocked. In addition, destructive information
operations are conducted against the background of
the deployment of a powerful propaganda campaign
against Ukraine, aimed, in particular, at preventing
the realisation of the civilisational choice of
Ukrainian society. Therefore, in the conditions of the
rapid development of the Ukraine’s information
society and the global information space, as well as
the wide use of information and communication
technologies in all spheres of life, the problems of
information security acquire special importance. At
the same time, Ukraine considers the creation of an
integrated system of information threat assessment
and prompt response to them to be one of the strategic
priorities of ensuring information security.

Technological breakthrough of the 1970s led to
a deep transformation of all spheres of life in society
and the state. The emergence and active development
of information and communication technologies
initiated the formation of an information society,
which means the transition from a production to a
service economy, where theoretical knowledge,
technologies and information are considered to be
mass consumer goods. The USA, along with the
countries of Western Europe and Japan, were the first
to make the transition to the information society. In
the early 1970s, the majority of the workforce (more
than 70%) in these countries was concentrated in the
service sector and consisted of so-called information
workers.

Today, information and communication
technologies form the basis of the information
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society, which is rapidly acquiring global features.
The global Internet network covers about 2.5 billion
people (approximately 35% of the entire population
of the Earth) [17]. The Internet of things is actively
developing, connecting not only people, but also
networks, computer devices, household appliances
and other objects.

R. Backstrom, the former president of the
Corporation for the Management of Domain Names
and IP Addresses, has formulated three key principles
regarding the Internet:

1. Everything that has access to the Internet can
be “hacked”;

2. Everything has access to the Internet;

3. So, everything becomes vulnerable. The
world is entering a phase of endless struggle against
cyber threats, which are constantly updated [10].

Obviously, technologically more developed
countries are at the same time more vulnerable in the
information space. In the conditions of wide network
integration, the interconnection and interdependence
of the information spaces of states is growing. That is
why the issue of countering threats in the information
sphere has both a national and a global dimension.

It is important to note that the international
community has not yet come to a common
understanding of key terms in the field of information
security. Countries interpret and define its boundaries
in different ways. In general, two main approaches to
defining information security can be distinguished —
broad and narrow. According to a broad
understanding, the concept of information security
includes both information-technical and information-
psychological aspects. This approach corresponds to
the vision of the countries in the post-Soviet space,
China and a number of other states. They define
information security as a state of protection of
individuals, society and the state and their interests
from threats, destructive and other negative influences
in the information space.

At the same time, the US takes a narrower
approach. It limits the term “information security” to
technological aspects and defines it as the protection
of information and information systems and networks
from unauthorised access, use, disclosure, damage,
modification or destruction in order to ensure its
integrity, confidentiality and availability [16].

Therefore, information security issues, from
the US point of view, do not include content and its
management. Cybersecurity is a priority for the
United States, where “cyber” is the global space
within the information domain that encompasses the
interdependent networks of information technology
infrastructure and the data contained therein,
including the Internet, telecommunications networks,
computer systems, and embedded processors and
control systems [12].

The United States, a leader in the field of ICT,
was one of the first to face the negative consequences
of the information revolution. Today, the experience
of the United States in the field of ensuring
information security is advanced. In 1976, the
American analyst T. Ron pointed out that the
information infrastructure was a key component of
the economy and at the same time one of the most
vulnerable targets in both wartime and peacetime
[19].

Today, the economy and national security of
the USA are completely dependent on information
technologies and information infrastructure. Network
technologies support critical US infrastructure in such
sectors as energy, transportation, banking and
finance, information and telecommunications, health
care, emergency services, agriculture, food, water,
military, industrial, chemical, and hazardous
materials, mail and delivery services. Considering
this, the main concern of the US leadership is caused
by organised cyber-attacks, as a result of which
damage may be caused to the national critical
infrastructure, economy or national security [23].

The number of incidents related to computer
systems and networks is constantly growing in the
country. According to the US Computer Incident
Response Centre (US-CERT), the growth of cyber
incidents was 782% from 2006 to 2012. At the same
time, according to information of the US Department
of Homeland Security (DHS), the number of reports
of computer incidents related to the country’s critical
infrastructure increased by 83% from 2011 to 2013.
The majority of cyberattacks were directed against
enterprises in the energy sector, as well as the
transport, water supply, chemical and nuclear
industries. It is worth noting that in 2013, in the
annual report of the US intelligence community
“Global Threat Assessment”, cyber threats ranked
first in the list of national security threats, overtaking
terrorism as the biggest threat of the last decade [26].

Despite the importance of ensuring information
security and countering threats in this area, the United
States has not adopted a single concept of information
threats. No official US document at the level of
national strategy contains a list of threats in this area
and their definitions. In American analytical and
research materials, you can find different approaches
to the classification of threats in the field of
information security. From the point of view of the
properties of information that are violated, as well as
information systems and networks, destructive
actions in the information space are aimed at:

- violation of confidentiality (by obtaining
unauthorised access to information stored in the
information system);

- breach of integrity (using unauthorised
modifications and changes to information systems
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and data stored in them);

- violation of accessibility (by creating
obstacles for malicious purposes for access to
information systems and information) [21].

According to the nature of information security
threats, they are divided into natural and anthropogenic.

Natural threats include:

- threats of a natural nature (related to natural
phenomena and natural disasters, including
earthquakes, floods, fires, hurricanes, etc.);

- man-made threats (related to problems in
equipment and technology).

There are intentional and unintentional threats
of an anthropogenic nature associated with human
actions in relation to information, computer systems
and networks. At the same time, threats of an
intentional nature include both targeted attacks (when

the target of the attack is a certain information system
or a critical infrastructure object) and non-targeted
ones (without a specific goal, for example, in cases of
using malicious programmes) [11].

The increase in the number of means and
methods of carrying out destructive actions in the
network causes the fact that the human factor is
becoming the main threat to information security.
Sources of threats to information security are
considered to be numerous entities that possess the
necessary knowledge or capabilities to carry out
destructive actions in the information space.

Based on the data of the US General
Accounting Office [22] and the Computer Incident
Response Centre, different group of sources of cyber
threats related to industrial control systems can be
distinguished (Table 1).

Table 1
The sources of cyber threats

A source of cyber threats

The main features of the source of cyber threats

business competitors

such companies seek to acquire information about a competing company in order to gain
advantages in various areas (pricing, production, product development, etc.);

states

they use cyber tools to gather information and perform intelligence activities, including
economic espionage, with the aim of obtaining political, military and economic advantage.
In addition, a number of states conduct developments in the field of information warfare
with the aim of reducing the space for the adversary to make decisions, gain a strategic
advantage and destroy specific targets, in particular, supporting communications and
economic infrastructure that provide the country’s military power;

criminal groups

they carry out cyber-attacks with the aim of obtaining monetary profit. Organised crime
groups use spam, phishing or malware as tools to carry out identity theft, internet theft and
computer extortion;

international corporate
spies

they carry out economic and industrial espionage, theft of large sums of money, and also
closely interact with hackers, providing them with the necessary conditions for potential
development;

botnet operators

they use a network (botnet) of hacked and remotely controlled systems in order to carry
out coordinated attacks, spread phishing schemes, spam, etc.;

creators of surveillance
programmes and
malicious programmes

individuals or organisations create and use tracking programmes and various malicious
programmes against users for criminal purposes;

creators of phishing

they create phishing schemes with the aim of stealing personal data and obtaining financial
profit;

company employees /
insiders

with knowledge of the company’s computer systems, they are free to access them and
cause damage or steal data. Additionally, contractors hired by companies, as well as
careless or poorly trained employees, can inadvertently infect a system with malware;

spammers

they distribute electronic messages containing hidden or false information about the sale
of any product, use phishing schemes, distribute spyware and virus programmes, or
conduct computer attacks such as DDoS;

terrorists

they aim to destroy, disable critical infrastructure, or interfere with its functioning, which
is a threat to national security and can lead to mass casualties, weakening the economy, or
undermining the morale of the population. Terrorists may use phishing schemes, spyware
or malware to obtain sensitive information or financial resources;

hackers

they penetrate into closed information systems and networks for the purpose of obtaining
financial benefit or expressing a civic position, self-affirmation, testing their abilities and
skills;

hacktivists (politically
active hackers)

they attack web pages and mail servers in order to post political texts on them.
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The technological capabilities of various
sources of information threats also differ
significantly. The Scientific Council of the US
Defence Department identifies six main categories of

cyber threats sources and divides them into three
levels depending on the potential of using ICT for
destructive purposes [18] (Table 2).

Table 2

The categories of the main cyber threats’ sources

Categories

The features of the categories

I, Il —actors (mainly
individuals)

These actors have basic knowledge and the potential to create simple malicious
programmes that use existing vulnerabilities. Their activity is considered to be the least
dangerous in terms of possible damage.

I11 — individuals, IV — organised
criminal groups and states

These actors possess a certain level of expertise and experience and use a wide range of
computer tools to identify new network vulnerabilities and conduct computer attacks.

V — actors (states)

network protection.

These states have the ability to install malware and modified hardware into computers
and computer systems at various stages of their production to further conduct cyber-
attacks (including time-delayed attacks). They can overcome the highest degree of

VI — actors (states)

These states have the potential to conduct a full range of information operations
(including operations with the support of the armed forces and the intelligence sector)
with the aim of achieving specific results in the political, military and economic spheres.
They can overcome the highest degree of network protection.

So, according to this categorisation, in
cyberspace the greatest threat comes from states or
interested actors. Depending on the goals and tasks
pursued by actors in cyberspace, as well as their
potential, the Presidential Commission on Critical
Infrastructure Protection has identified three main
levels of information security threats and related types
of threats. According to this approach, in cyberspace
such destructive actions of states as information
warfare and cyberespionage are among the most
dangerous from the point of view of national security.
At the same time, the use of ICT for criminal and
terrorist purposes is a threat to both the state and the
private sector. Local threats corresponding to the
level of individual users and local networks include
the actions of hackers. At the same time, the threat of
destructive actions by insiders persists at all levels.

The classification clearly demonstrates that
ensuring information security requires a set of
measures at the level of the state, private companies
and individuals. At the same time, in the US, effective
countermeasures against these threats at the national
level are possible only with close cooperation
between the public and private sectors, since a
significant part of the country’s critical infrastructure
and networks is privately owned. Therefore, it is
necessary to increase the level of overall
responsibility for ensuring security, as well as to

establish feedback and to ensure inter-level
interaction.
In general, American scientific research

institutes and advisory bodies form the national
concept of threats to information security and lay the
foundations for the activities of federal ministries and

departments to ensure information security. At the
level of federal institutions, two main approaches to
threat identification can be distinguished. The first
one is based on destructive actions that pose a threat
to information security, the second — on the subjects
of the threat. Thus, the US Department of National
Security classifies cyber-attacks against the integrity
and availability of data and cyber-attacks against
physical infrastructure as the highest-level threats to
US national security and equates them to the level of
hostile attacks [16]. Representatives of the US
intelligence service distinguish two groups of cyber
threats based on destructive actions:

- cyber-attacks — special offensive operations
aimed at achieving a physical effect or influencing
information, its distortion and destruction, which can
vary from DDoS-attacks on sites to attacks on critical
infrastructure objects that can take them out of order
for a long time;

- cyberespionage — interference in networks
with the aim of gaining access to diplomatic, military
or economic information [24].

During  discussions  on international
information security, the US considered such sources
of threats to cyber security as criminals, states,
terrorists, as well as intermediaries (individuals or
groups that carry out malicious network activities on
behalf of state or non-state actors for obtaining
financial benefits or based on nationalistic or other
political motives).

The US Department of Defence conducts
activities taking into account four categories of cyber
security threats, which include both actors and
individual actions [13] (Fig. 1).
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— threats from

external actors

(foreign states,
criminal
groups):

— threats from
internal actors
(insiders);

— threats related
to the
vulnerability of
the network of
hardware and
software
suppliers;

— threats to the
functional
activity of the
Department of
Defence.

Fig. 1. Categories of cyber security threats

The departmental approach demonstrates that,
in practice, the perception of threats to information
security is largely determined by the tasks within the
competence of one or another federal structure. At the
same time, threats from the actions of states, criminals
and terrorists belong to the area of responsibility of
several ministries and agencies at once, which
determines the need to ensure interdepartmental
cooperation on information security issues.

The scientific novelty of the study consists in
the expansion of ideas about theoretical aspects in the
field of information security and the systematic
analysis of instrumental, conceptual foundations and
practical aspects of information security in the United
States.

Conclusions. So, the globalisation of
information systems has created a completely
different situation in the security sphere. Cyberspace

ensuring the
protection of
critical
infrastructure,
information
networks and
\ systems
A

formation of
effective
mechanisms of
interlevel
communication

A 4

is changing the traditional threats to national security
that come from states, as well as non-state actors such
as criminals and terrorists who use ICTs for
destructive purposes.

At the same time, in cyberspace the main threat
to the US national security comes from states and
intermediaries acting in their interests. They have the
necessary skills and technologies to carry out
destructive cyberattacks for military and political
purposes, and also effectively use cyberespionage
methods, which not only entails economic losses, but
also causes great damage to strategically important
industries for the US.

The American concept covers such three key
levels of cyber security as the state, private business
and individual users (citizens). Given the potential
targets of cyberattacks, there are several defence
priorities for the United States (Fig. 2).

quality control of
the used IT
equipment

raising awareness
at all levels

A

Fig. 2. US defence priorities
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When considering threats, a clear distinction
can be made between actors, their goals and
technological potential. However, despite this, in
practice, one of the main cyberspace problems is
identifying the source of the attack. The high speed of
actions on the Internet, the possibility of maintaining
anonymity, as well as the removal of traces of
malicious use of ICT make it significantly more
difficult to establish discrepancies between the
actions of criminals, terrorists and states. In this
regard, international cooperation on the entire
spectrum of information security threats is of
particular importance.

It is worth noting that the United States is one
of the world leaders in the field of information
security. This primacy concerns both its institutional
component and practical implementation. At the same
time, the United States recognises the impossibility of
ensuring cyber security unilaterally. International
cooperation on issues of ensuring information
security is an important component of the US
National Cyber Strategy. In this regard, the United
States seeks to implement the following opportunities

at the international level:

1. Encourage countries to increase
responsibility for ensuring the security of information
systems and networks at the national and global level.
In particular, elements of the concept of a global
culture of cyber security are aimed at fulfilling this
task.

2. Create the legal regime necessary to ensure
cross-border access to information, which is an
important basis for the activities of both US law
enforcement agencies in combating cybercrime, and
for US special services.

3. Form a regime of collective cyber defence
within the framework of NATO and other bilateral
and multilateral agreements with strategic partners.

4. Preserve the maximum possible freedom of
action in cyberspace in order to conduct all types of
information operations both during military conflicts
and in peacetime.

So, the experience of the USA in the field of
ensuring reliable information security is valuable for
our country, which has been waging a hybrid war with
the Russian Federation for almost ten years.
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