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Abstract. The study aimed to explore the role of digital technologies in preserving cultural heritage in conflict
zones, ensuring the safety of historical and cultural identity amid warfare. The study examined the risks and digital
solutions for preserving both tangible and intangible legacies during armed conflicts. Challenges arising from
unstable environments, scarce technical resources, and disrupted infrastructure that hinder the use of methods
such as 3D scanning, remote sensing, and digital modelling to document and reconstruct damaged sites were
addressed. Ethical concerns regarding ownership and informed consent were evaluated alongside logistical issues
resulting from geopolitical constraints and fragmented collaboration among local communities, governments, and
international agencies. Case studies from Syria, Afghanistan, Mali, and Ukraine illustrated the application of digital
tools for heritage documentation and recovery under adverse conditions. Technological innovations, including
blockchain-based provenance tracking, edge computing for local data processing, decentralised storage networks,
and Al-assisted predictive risk mapping, were discussed as strategies to secure and maintain digital records. The
findings demonstrated that despite technical and geopolitical barriers, local stakeholders have demonstrated
remarkable adaptability by using low-cost, open-source tools to continue documentation efforts. Community
engagement emerged as a key enabler in digital preservation, with grassroots initiatives often leading data
collection and storytelling. International partnerships were most effective, when they supported, not supplanted,
local agency. Additionally, respondents emphasised the urgent need for sustainable digital infrastructure and
culturally sensitive data governance models. The study also considered relevant international legal frameworks
that supported proactive preservation efforts. Lastly, it advocated for integrated digital approaches that combined
technological advances with community participation to protect cultural assets and support recovery efforts in
conflict-affected regions, ensuring their enduring preservation

Keywords: digital modelling; decentralised storage; heritage documentation; 3D modelling; remote sensing;
international law

Introduction

The challenges of digital preservation in conflict zones
are complex, encompassing technical, ethical, and logis-
tical dimensions. Technically, the unstable conditions
typical of conflict environments often hinder access
to necessary equipment and complicate data storage.
M. Rahimi (2024) noted that although HBIM and 3D
scanning offer significant potential for reconstruct-
ing damaged sites, they required specialised tools and
training that were often unavailable in war-torn regions.

Suggested Citation:

A.Z. Sampaio et al. (2021) emphasised the difficulties in
implementing digital documentation methods caused
by the poor infrastructure and limited professional ca-
pacity on-site. According to A. Zerbini (2018), unstable
internet and electricity networks made it difficult to
reliably store, transmit, or manage digital data, increas-
ing the risk of irretrievable loss during armed conflict.
Ethically, digital preservation initiatives must navigate
complex issues of ownership, authority, and informed
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consent. Moreover, studies examined the Endangered
Archaeology in the Middle East and North Africa (EA-
MENA) project, which combined satellite imaging with
historical mapping to track at-risk heritage sites. The
project’s success, however, was contingent on effective
collaboration between governments, non-governmen-
tal organisations, and local actors. R. Alcala (2022)
highlighted the importance of including local voices
in preservation planning, as communities have deep
cultural ties to the heritage in question. Without their
consent and active participation, preservation efforts
risk perpetuating a form of digital colonialism. L. Kel-
ly (2021) observed that externally driven initiatives of-
ten failed, when they overlooked or undervalued indig-
enous knowledge systems. These ethical concerns were
not merely theoretical; it influenced the legitimacy and
long-term sustainability of digital preservation projects.
Furthermore, the author noted that legal protections
were only effective alongside local cooperation and
long-term investment in preservation infrastructure.
Logistically, digital heritage in conflict zones was con-
strained by fragmented governance and access issues.
L.Rayne et al. (2017) observed that such collaborations
were often undermined by differing agendas, a lack of
trust, or ongoing instability. P. Jakubowski (2019) noted
that bureaucratic delays and shifting political alliances
further obstruct preservation efforts, especially, when
operating across borders or within regions lacking cen-
tralised authority.

Digital technologies offer new opportunities, but
also new vulnerabilities. X. Zhang et al. (2022) demon-
strated that digital platforms can democratise access to
cultural heritage, enabling global audiences to engage
with endangered sites. Similarly, Y. Choi et al. (2021)
argued that immersive tools such as virtual and aug-
mented reality can reconstruct heritage environments
with in high detail, fostering education and awareness.
R. Alcala (2022) stated that over-reliance on digital for-
mats introduced sustainability risks, especially as plat-
forms evolved and older data formats became obsolete.
These risks were compounded in conflict zones, where
maintaining and updating digital systems was often
impractical. Legal frameworks provided essential guid-
ance for the protection of heritage in war. G. Baj (2021)
evaluated the impact of United Nations Security Council
Resolution 2347, which urged states to adopt proactive
measures for cultural heritage protection. While sym-
bolically significant, its real-world impact remained
limited due to the uneven commitment of member
states and the absence of enforcement mechanisms.
T.G. Weiss & N. Connelly (2018) examined the legal
gap concerning non-state actors, who frequently disre-
gard international norms and pose one of the greatest
threats to cultural property during armed conflict.

The study aimed to evaluate how emerging digital
technologies, when supported by ethical practices, col-
laborative logistics, and legal protections, can form an

integrated strategy for safeguarding cultural heritage
in conflict zones. The study also highlighted the impor-
tance of adapting these tools to the complex and rapidly
changing conditions characteristic of modern warfare.

Literature Review

Cultural heritage reflected the ways of life cultivated
by a community and transmitted through generations.
E. Macri & C.L. Crsistofaro (2021) noted that it encom-
passed customs, practices, locations, objects, artistic
expressions, and values. This element was essential in
showcasing the spiritual and intellectual richness of a
specific civilisation, society, or nation, as well as con-
tributing to an individual’s identity. Cultural heritage
can be divided into three main categories: immovable
heritage, which included monuments and archaeolog-
ical sites; movable heritage, comprising items such as
sculptures, paintings, manuscripts, artefacts, and other
objects of historical importance; and intangible herit-
age, which referred to traditions, knowledge, and ar-
tistic expressions such as music, dance, language, and
folklore that were transmitted across generations.

Digital technologies were a vital resource, enabling
precise data collection that upholds authenticity and
integrity. Z. Ye (2024) noted that advanced high-defini-
tion scanning and modelling technologies was substan-
tial in the prevention and intervention efforts for the
conservation and restoration of cultural heritage. Since
the 20" century, digital technologies were central in the
cultural sector. T. Gorbul & S. Rusakov (2022) empha-
sised that during the latter half of the century digital
technologies became instrumental in cataloguing, or-
ganising, and digitising sources and artefacts of histori-
cal and cultural significance. The convergence of culture
and technology has created an intriguing and complex
realm referred to as digital heritage. As societies glob-
ally face the challenges of preserving their rich cultural
legacies, the integration of digital tools and technolo-
gies offers both remarkable opportunities and distinct
obstacles. M. Sofilkanych (2022) noted that a compre-
hensive framework aimed at unifying advancements
in innovation was currently emerging within modern
scientific discussions. U. Maraieva (2022) suggested
that this paradigm saw technologies as tools, with in-
formation acting as a connecting force among humans,
society, nature, and technology.

Consequently, the incorporation of technology and
information within this broader framework aimed to
promote a comprehensive approach to advancement,
highlighting the relationships and mutual reliance of
different components in the modern, dynamic social
and scientific landscape. In conflict zones, cultural
heritage was particularly vulnerable to acts of delib-
erate destruction and looting. These actions were of-
ten used as strategic means in warfare to weaken the
morale and identity of targeted populations. E. Cun-
liffe & L. Curini (2018) investigated the systematic
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destruction of cultural heritage in conflict zones and
described how such acts were used not merely as col-
lateral damage, but as intentional methods to erase
cultural identity. The study highlighted examples from
Syria, Iraq, and other conflict-affected areas, where his-
toric monuments and religious sites were specifically
targeted. The study underlined the importance of time-
ly digital documentation and the role of remote sens-
ing technologies in capturing and preserving cultural
data amid conflict. L. Hajibayova (2019) addressed the
preservation of cultural memory through digital plat-
forms, particularly emphasising the ethical dimensions
of who gets to document and how heritage was repre-
sented. The author advocated for community-centred
approaches that empower local populations to take
part in digital preservation efforts. This study warned
against top-down documentation practices that can
distort or omit cultural context, stressing the need for
inclusive methods that respect the diversity and com-
plexity of local narratives. Both studies highlighted how
heritage destruction in conflict zones was a deliberate
and culturally devastating tactic. While E. Cunliffe &
L. Curini (2018) emphasised the urgency of documen-
tation, L. Hajibayova (2019) highlighted the need for
participatory and ethical frameworks to guide digital
preservation. Together, these perspectives underscored
the necessity of rapid yet culturally informed responses
to protect heritage under threat.

Materials and Methods

The study employed a multidisciplinary approach to
investigate the digital preservation of endangered
cultural heritage in conflict zones. The research was
structured into three key phases: data collection and
case study selection, technological assessment, policy
and ethical analysis.

The study employed qualitative and quantitative
data sources to examine various strategies for digital
preservation. The study integrated historical records,
academic literature, and policy documents to estab-
lish a comprehensive understanding of cultural herit-
age risks in conflict zones. Case studies from Syria, Af-
ghanistan, Mali, and Ukraine were used as focal points
for assessing digital preservation efforts. Primary case
studies included analysis of such sources: Palmyra,
Syria - 3D reconstruction of the Arch of Triumph fol-
lowing ISIS-led destruction; Bamiyan, Afghanistan -
digital restoration of the Bamiyan Buddhas destroyed
by the Taliban in 2001; Timbuktu, Mali - remote sens-
ing and satellite monitoring of ancient manuscripts
endangered by extremist attacks; Ukraine - emergen-
cy digitisation efforts during the 2022 war to preserve
museum collections and archives. These case studies
were selected due to their representation of different
types of cultural heritage (monuments, manuscripts,
and museum artefacts) and their exposure to various
conflict-related threats.

The study assessed advanced digital tools used in
cultural heritage conservation through analysis, includ-
ing: 1) 3D scanning and modelling - technologies such
as photogrammetry, LiDAR (Light Detection and Rang-
ing), and HBIM (Heritage Building Information Mod-
eling) were analysed for their effectiveness in recon-
structing destroyed sites; 2) satellite monitoring and
remote sensing — multi-temporal InSAR (Interferomet-
ric Synthetic Aperture Radar) techniques were exam-
ined for tracking structural integrity and documenting
damage; 3) blockchain and decentralised storage - the
use of blockchain for provenance tracking and decen-
tralised networks such as IPFS (InterPlanetary File
System) for secure archiving was explored; 4) Al and
predictive risk mapping - machine learning algorithms
and federated Al models were assessed for identifying
potential threats and prioritising conservation efforts.

The study reviewed international legal frameworks,
including the Convention for the Protection of Cultural
Property in the Event of Armed Conflict with Regulations
for the Execution of the Convention (1954) and Reso-
lution S/RES/2347 (2017), to determine their role in
cultural heritage protection. Ethical considerations such
as ownership rights, community involvement, and the
risks of digital colonisation were discussed. Stakeholder
analysis included NGOs (Non-Governmental Organisa-
tions), governments, and local communities to evaluate
collaboration challenges and solutions. Equally relevant
was ethical stewardship, which required engaging local
communities in decision-making processes to ensure
that preservation efforts reflected the values and needs
of those directly connected to their cultural heritage.

Preservation of cultural heritage in conflict zones
involved a delicate balance of policy, ethics, and tech-
nological innovation. Regulatory documents provided
a foundational legal framework for protecting cultural
property, mandating state responsibility and interna-
tional cooperation to prevent and remedy the loss of
cultural assets during warfare.

Results and Discussion

The preservation of ancient books, manuscripts, ar-
chival materials, and maps in conflict zones presents
unique challenges due to threats such as deliberate
destruction, looting, and environmental degradation.
Various technological interventions were employed to
safeguard these cultural assets, ensuring their long-
term accessibility and protection.

One of the most notable digitisation initiatives
in conflict zones took place in Timbuktu, Mali, where
thousands of historic manuscripts faced destruction at
the hands of extremist groups. These manuscripts, dat-
ing back to the 13" century, contain invaluable knowl-
edge on subjects such as astronomy, medicine, law, and
philosophy. Their destruction would have resulted in
an irreplaceable loss of Africa’s written heritage. To
safeguard these fragile documents, remote sensing
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and satellite monitoring were employed to assess the
condition of storage facilities and track environmental
risks, such as humidity, temperature fluctuations, and
structural damage (Tapete & Cigna, 2019; Spizzichino
& Margottini, 2021). This real-time monitoring helped
conservationists identify threats before they resulted in
irreversible damage.

In response to the imminent danger posed by mil-
itant attacks, local preservationists and international
organisations orchestrated a secret operation to evac-
uate the manuscripts. W. Zhou et al. (2015) noted that
high-resolution scanning technologies were utilised to
create digital replicas, ensuring that even if the origi-
nal manuscripts were lost, their content would be pre-
served. The digitisation process involved specialised
imaging techniques, including multi-spectral scanning,
which captured faded or damaged text that would oth-
erwise be unreadable. Once digitised, the manuscripts
were smuggled out of Timbuktu in hidden compart-
ments and transported to safer locations for preser-
vation. These digital records were stored in decentral-
ised databases and cloud-based repositories, ensuring
accessibility, while mitigating risks associated with
centralised storage failures. The integration of block-
chain-based provenance tracking further secured the
authenticity and ownership of these manuscripts, pre-
venting illicit trade. This large-scale digitisation effort
in Timbuktu serves as a model for heritage preserva-
tion in conflict zones, demonstrating the importance of
combining technological innovation, strategic planning,
and community involvement to protect endangered
cultural assets (Fig. 1).

Figure 1. A page from one of the manuscripts. Photo
by Seydou Camara via Art Daily
Source: based on H. Neuendorf (2014)

Original manuscripts were saved from destruc-
tion, when Islamist militants occupied the ancient
city of Timbuktu in 2012. When Islamist militants oc-
cupied Timbuktu during the Northern Mali conflict in
2012, Abdel Kader Haidara mobilised 32 of the city’s
libraries to secretly smuggle their collections of ancient

manuscripts on African history, mathematics, chem-
istry, and law to the capital Bamako. The smugglers
risked their lives to preserve the world-renowned arte-
facts for future generations. Figure 2a showed an exam-
ple of a manuscript from the IFYL collection, noting the
powdery dry mould on the leather binding wrap and
part of the information that has already started fading,
while Figure 2b showed the digitalisation processes.

Figure 2. Preservation efforts: degraded IFYL
manuscript and ongoing digitisation process
Note: a - example of a manuscript from the IFYL collection;

b - digitalisation process
Source: based on I. Straughn (2017)

During the 2022 war in Ukraine, cultural institu-
tions faced an urgent need to protect fragile archival
collections, as libraries, museums, and historical ar-
chives became vulnerable to destruction due to bomb-
ings, looting, and infrastructure collapse. Recognising
the risks, Ukrainian cultural organisations, in collab-
oration with international partners, rapidly imple-
mented portable digitisation kits to preserve valuable
documents, books, and maps (Boronos et al, 2018). A
key innovation in these efforts was the use of low-tech,
solar-powered digitisation devices, which enabled scan-
ning and documentation in areas with unreliable elec-
tricity supply. These portable units enabled local librar-
ians, historians, and volunteers to digitise thousands of
manuscripts and archival materials under challenging
conditions. Special care was taken to handle rare and
delicate documents, many of which required non-in-
vasive imaging techniques, such as high-resolution
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photography and multispectral scanning, to capture
faded text and fragile ink.

To prevent data loss in case of physical destruc-
tion, the digital copies were immediately uploaded
to cloud-based repositories and stored in decentral-
ised storage networks (DSNs), such as IPFS and File-
coin. These systems ensured that even if local servers
were compromised, the data would remain accessible
from multiple locations worldwide. This distributed
approach not only enhanced security, but also made
the digital archives resistant to cyberattacks and

accidental erasure. One of the defining aspects of
Ukraine’s emergency digitisation efforts was the role
of grassroots participation. Local communities, includ-
ing students and volunteers, were trained in document
scanning and digital archiving. This decentralised,
community-led approach ensured the preservation
of cultural records despite wartime disruptions. The
Ukrainian initiative highlighted how technological in-
novation, decentralised storage, and civic engagement
can collaborate to safeguard national heritage in con-
flict zones (Fig. 3).

Figure 3. An example of digital preservation of Ukraine’s scientific heritage
of the late 19* and early 20" centuries

Source: based on N. Khalak (2016)

Figure 3 demonstrated a rich visual narrative that
encapsulated a slice of Ukraine’s cultural and intellec-
tual history from the late 19" and early 20" centuries. It
was a collection that brought together historical photo-
graphs, manuscripts, and scanned publications associ-
ated with the Shevchenko Scientific Society in Lviv. The
collection presented an array of materials, including
portraits of individuals in both everyday and formal at-
tire, documents of scholarly work, and pages from old
books and journals. Handwritten texts and title pages
highlighted the era’s vibrant academic discourse, while
maps and manuscripts reflected the breadth of research
in fields such as geography, ethnography, literature, and
history. Overall, this composition was a visual summary
of a significant period in Ukrainian scientific and cultur-
al heritage, offering a glimpse into the past through its
carefully preserved archival artefacts. Figure 4 depicted

the handover of a scanner to the Kyiv-Pechersk Lavra
for the digitisation of its archive, supported by UNESCO
and the Austrian government.

Figure 4. Delivery of a specialised scanner to Kyiv-
Pechersk Lavra for archive digitisation with support
from UNESCO and the Government of Austria
Source: based on Yu. Koganov (2023)
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M. Danti etal. (2017) noted that the ongoing conflict
in Syria has led to the destruction and looting of his-
torical archives, prompting urgent digitisation efforts
using 3D imaging and Al-assisted restoration. Libraries
and cultural institutions employed photogrammetry
and LiDAR scanning to create high-resolution digital
reconstructions of damaged manuscripts, maps, and
historical documents. These technologies were used for
precise replication of lost or deteriorated artefacts, pre-
serving their details for future study and restoration.
G. Asmolov (2022) and M. Dynel (2024) emphasised
that to combat the illegal trade of looted documents,
blockchain-based provenance tracking was implement-
ed, ensuring authenticity and preventing unauthorised
sales. By assigning immutable digital records to each
scanned document, institutions can verify ownership
and trace the movement of cultural assets. Additionally,
federated Al models have enabled international collab-
oration in restoring archival data. In contrast to central-
ised databases, federated learning enables joint analy-
sis and improvement digital records, while maintaining
data security and privacy (Cigna et al, 2014; Luo et
al, 2019). These technological advancements provided
a sustainable solution for preserving Syria’s documen-
tary heritage amid ongoing conflict and displacement.

The digital preservation of endangered cultur-
al heritage in conflict zones was a pressing concern,
particularly as armed conflicts threaten the integrity
of historical sites and artefacts. This response synthe-
sises various case studies and technological solutions
that have emerged during the period of 2015-2020,
illustrating the multifaceted approaches to safeguard-
ing cultural heritage amidst crises. One prominent
case study was the 3D reconstruction of the Arch of
Triumph in Palmyra, Syria, and the Bamiyan Buddhas
in Afghanistan (Fig. 5). These efforted utilise advanced
technologies such as Al-driven 3D modelling and pho-
togrammetry to create accurate digital representations
of these significant cultural landmarks. The reconstruc-
tion of the Palmyra Arch, for instance, served not only
as a means of preserving the memory of the structure,
but also as a tool for education and awareness about
the cultural heritage that has been lost due to conflict.

Figure 5 illustrated the beginning of the process,
where professional and open-domain images were
first collected and classified based on their orientation
and distribution patterns. Shown in grey was the part
from dense multi-view 3D reconstruction, and in red
were the parts from panoramic image-based model-
ling. Dense multi-view 3D reconstruction was then ap-
plied to these image sets, processing them in chunks to
generate point clouds. From these reconstructions, the
positions of the professional panoramic images were
accurately retrieved. In Figure 6, the generated mesh
was imported into 3D modelling software, where the
panoramic images were projected onto it using central
projections from the determined positions. The mesh

was graphically aligned with the projections, hence two
distinct meshes can be created: a high and low-poly
version. These meshes were subsequently resampled
into one closed solid mesh using tools such as Mesh
Mixer. The refined model was then re-imported into the
photogrammetry program for texturing, and the final
step involved post-processing the texture, where col-
our balance and contrast were optimised to achieve the
appropriate representation of the Arch of Triumph as
shown in Figure 6.

Figure 5. The destroyed Arch of Triumph in Palmyra, a
projection of a panorama and the reconstructed model
Source: based on W. Wahbeh & S. Nebiker (2017)

Figure 6. The final model of the Arch of Triumph
and the used panoramas
Source: based on W. Wahbeh & S. Nebiker (2017)

The triptych in Figure 7 portrayed the rise and fall
of the Bamiyan Buddhas in Afghanistan. On the left, one
of the two colossal sixth-century statues stands intact,
carved directly into the cliff face and gasing over the
valley. The centre image depicts the moment of their
violent destruction in March 2001, as explosives tear
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through the ancient stone, sending plumes of dust and
rubble into the air. The final panel revealed the empty
niche left behind: a gaping void where a piece of Gand-
haran art once stood, its absence marked by the outlines
of shattered rock and the small figures of local observ-
ers, who now confront the stark reality of cultural loss.
Together, these three images chronicle the creation,

destruction, and lingering absence of a cultural treas-
ure lost to ideological violence. The Bamiyan Buddhas,
which were destroyed by the Taliban in 2001, have been
the subject of digital reconstruction efforts that aimed
to restore their presence in the cultural landscape,
thereby promoting a sense of continuity and resil-
ience among affected communities (Danti et al.,, 2017).

S

Figure 7. The Great Buddha of Bamiyan before the destruction (left), the explosion of March 2001 (centre)
and the hole left in the cliff after the destruction (right)

Source: based on A. Gruen et al. (2003)

Figure 8 demonstrated the installation at the Bam-
iyan cliff site, in which a highluminosity projector
mounted on a temporary scaffold casts a full-scale, gold-
en-hued image of one of the destroyed Buddha statues
onto the rock face where the original once stood. The

projected figure, rendered in warm tones of amber and
ochre, recreates the Buddha’s serene countenance and
draped monastic robes with remarkable clarity, while
the surrounding darkness underscored both the mon-
ument’s absence and its enduring cultural resonance.

Figure 8. Holographic reconstruction of the Great Buddha of Bamiyan: 175-foot installation
at the site of the destroyed monument

Source: based on E. Chan (2015)

In addition to 3D modelling, satellite monitor-
ing was substantial in the recovery of Mali’s Timbuk-
tu manuscripts, which have faced significant threats
from extremist groups. Scientists D. Spizzichino &

C. Margottini (2021) demonstrated that multi-tempo-
ral InSAR techniques can effectively track environmen-
tal changes and detect potential structural damage
to the buildings housing these historic manuscripts.
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Similarly, D. Tapete & F. Cigna (2019) highlighted that
satellite imagery was necessary for assessment of the
condition of vulnerable cultural archives, ensuring that
critical interventions were made to preserve these in-
valuable documents. Moreover, researchers noted that
the use of remote sensing technologies enabled the
assessment of the condition of these manuscripts and
the monitoring of their storage environments. V. Bor-
onos et al. (2018) noted that during the 2022 conflict
in Ukraine, satellite monitoring was key in tracking the
looting and destruction of museums, archives, and his-
torical sites. High-resolution satellite imagery was used
to document damage to cultural institutions, providing
visual evidence that helped inform rescue and recovery
operations. This was particularly important for librar-
ies and museums housing rare books and maps, which
needed urgent digitisation efforts. Satellite-based envi-
ronmental monitoring was also crucial in assessing fire
risks and infrastructure vulnerabilities at storage facil-
ities, ensuring proactive conservation measures could
be implemented before irreversible losses occurred.
Ukraine’s emergency digitisation efforts during the
2022 crisis further highlighted the importance of dig-
ital preservation in conflict situations. As the war es-
calated, cultural institutions faced immense challenges,
prompting rapid digitisation initiatives to safeguard
collections and maintain access to cultural heritage.
The Ukrainian government and various NGOs mobi-
lised resources to implement portable digitisation kits,
enabling local communities to participate in the pres-
ervation of their cultural heritage. This community-led
approach not only empowered individuals, but also pro-
moted a sense of ownership and responsibility towards
cultural heritage, which was crucial in post-conflict re-
covery. K. Themistocleous et al. (2020) emphasised that
in Syria, satellite monitoring has been extensively used
to track damage to libraries, religious manuscripts, and
heritage archives, especially in cities such as Aleppo
and Palmyra. This technology was used to analyse be-
fore-and-after satellite images to identify illegal exca-
vation activities and the movement of looted artefacts
(Luo et al, 2019). W. Zhou et al. (2015) stated that by
employing advanced multi-temporal InSAR techniques,
researchers can detect changes in the structural integ-
rity of buildings housing these manuscripts, thereby
informing conservation strategies and ensuring their
protection. This approach exemplified how remote
sensing can be integrated into cultural heritage man-
agement, providing valuable data for decision-making
processes (Elfadaly et al., 2018).

T. Greene (2023) noted that technological solu-
tions such as blockchain for immutable provenance
tracking have also emerged as vital tools in the pres-
ervation of cultural heritage. Projects such as “Salsal:
Blockchain verification service for cultural artefacts”
were a Web3-based verification-as-a-service model de-
signed for cultural heritage organisations. It was used

to upload images and descriptions of artefacts, which
were then evaluated by experts. Once validated, arte-
facts can be minted as Non-Fungible Tokens (NFTs),
creating immutable records on the blockchain that
document authenticity and ownership. This was par-
ticularly relevant in conflict zones, where looting and
illicit trafficking of cultural property were prevalent.
R. Marigliano et al. (2024) emphasised that by provid-
ing a reliable means of documenting the provenance of
artefacts, blockchain can help deter illegal activities and
promote ethical practices in cultural heritage manage-
ment. Moreover, the integration of Al-driven technolo-
gies in the preservation of cultural heritage has opened
new avenues for innovation. For instance, machine
learning algorithms can analyse vast datasets to iden-
tify patterns and predict potential threats to cultural
sites (Cigna et al,, 2014).

As highlighted by B.M. Garcia (2021), this proactive
approach was used to implement preventive measures,
thereby contributing to the resilience of cultural her-
itage against the impacts of conflict and environmen-
tal changes. In conclusion, the digital preservation of
endangered cultural heritage in conflict zones was a
complex and multifaceted process that required the in-
tegration of advanced technologies, community engage-
ment, and international collaboration. The case studies
of Syria, Afghanistan, Mali, and Ukraine illustrated the
diverse strategies employed to safeguard cultural her-
itage amidst crises.

Edge computing can be deployed in conflict zones
to process data locally. For example, a Raspberry Pi-
based system paired with a LiDAR scanner can perform
3D scans and process satellite images on site. A perti-
nent example is the study conducted on the Koszalin
city walls in Poland by P. Kedziorski et al. (2024), where
researchers explored the efficacy of affordable LiDAR
systems for 3D modelling and degradation assessment
of heritage buildings. In this study, the research team
employed mobile devices equipped with LiDAR capa-
bilities, such as the Apple iPad Pro, to capture detailed
3D scans of the city walls. The process involved two
phases: initial evaluation of the measurement accuracy
and subsequent assessment of the detection of struc-
tural degradations. The findings indicated that while
low-cost LiDAR solutions were suitable for small-scale
documentation, their accuracy diminishes, when ap-
plied to larger, more complex structures compared to
traditional terrestrial laser scanning (TLS) methods.
Nevertheless, the study suggested that these acces-
sible technologies can reduce costs and enhance the
reach of heritage conservation efforts, especially when
complemented by further development of mobile ap-
plications. This solution minimised dependency on
cloud services and supports rapid documentation even
when connectivity was unstable. Figure 10 depict-
ed the result of the design of a rendered 3D model of
the complete system.
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Figure 10. The 3D model of the designed
3D LIDAR sensor
Note: a - the sectional image of the structure, stator, without
sensor; b - the complete unit
Source: based on T. Bécsi et al. (2017)

Federated learning enabled multiple institutions,
such as museums and NGOs, to train shared Al mod-
els without centralising sensitive data. In practice, col-
laborative Al systems can analyse satellite imagery to
detect patterns of looting, while preserving the privacy
of each participant’s data. This method increased the
quality of predictive analytics without exposing infor-
mation to cyber risks. Moreover, the establishment of
collaborative frameworks for cross-border preserva-
tion was crucial in addressing the transnational na-
ture of cultural heritage. R. Doszhan (2023) noted that
many cultural sites and artefacts were not confined to
national borders; thus, international cooperation was
essential for their protection. Collaborative frame-
works can facilitate knowledge sharing, resource mo-
bilisation, and joint initiatives among countries facing
similar challenges in cultural heritage preservation.
For instance, regional partnerships can be formed to
address the illicit trafficking of cultural property, which
often throve in conflict zones (Zhang et al., 2022). Such
collaborations can also enhance the capacity of local
institutions to manage and protect cultural heritage,
ensuring that preservation efforts were sustainable
and contextually relevant.

Quantum-resistant encryption can protect from
future advances in computing. Lattice-based cryptogra-
phy within blockchain ledgers can secure provenance
records of repatriated artefacts. This technique creat-
ed digital archives that remained secure even as quan-
tum computing develops. Low-tech digitisation Kkits
equipped with solar-powered components provided
a practical solution in remote, off-grid areas. Portable
devices integrated with terrestrial LiDAR backpacks,
for example, enable local communities to digitise man-
uscripts or record oral histories without reliance on
external power sources. Such kits broaden access to
preservation technologies in resource-limited settings.

Digital twins that incorporate IoT sensor integra-
tion can be used to create updatable virtual models of
heritage sites. Sensors placed on a structure can mon-
itor parameters such as vibration or humidity, and the
real-time data feeds into a digital replica, for instance,
of Yemen'’s Old City of Sana’a to signal potential dam-
age. This arrangement supported early intervention by
those responsible for conservation. Decentralised stor-
age networks (DSNs) distributed digital heritage data
across peer-to-peer systems such as IPFS or Filecoin. By
storing 3D models of heritage sites on these networks,
the risk of data loss was reduced if centralised servers
were compromised. This distributed approach was re-
sistant to both cyberattacks and physical damage.

Holographic preservation and augmented reality
(AR) can reconstruct lost artefacts for educational use.
Initiatives such as UNESCO’s #Unite4Heritage used AR
to overlay digital reconstructions onto physical ruins,
thereby reuniting displaced communities with a visible
reminder of their past (Shang et al,, 2017). Al-powered
predictive risk mapping combined conflict reports, cli-
mate models, and heritage inventories to identify sites
atimminentrisk. For instance, a tool such as Project Mo-
sul’s RiskMap can prioritise areas that required urgent
digitisation and intervention before damage occurs.

Crowdsourced verification platforms that incor-
porate gamification engage volunteers around the
world in validating heritage data. Platforms such as
MicroMappers enabled users to tag satellite imagery of
damaged sites, accelerating the data-checking process,
while raising public awareness about heritage pres-
ervation. Predictive risk mapping using conflict data
analytics was a promising direction for enhancing the
protection of cultural heritage. B.M. Garcia (2021) em-
phasised that by integrating data on conflict dynamics,
social unrest, and environmental factors, stakehold-
ers can develop comprehensive risk assessments that
identified vulnerable cultural sites. Such predictive
models can inform proactive measures to safeguard
cultural heritage, enabling targeted interventions in
high-risk areas. A. Gravagnuolo et al. (2021) deter-
mined that the application of participatory mapping
techniques can facilitate community engagement
in identifying potential threats to cultural heritage,
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thereby promoting a sense of ownership and respon-
sibility among local populations. This collaborative
approach not only enhanced the effectiveness of pres-
ervation efforts, but also strengthened community re-
silience in the face of conflict.

Biometric authentication systems enhanced the se-
curity of digital archives. By employing iris or finger-
print scanning, access to sensitive records such as those
maintained by the Iraqi Museum can be restricted to
authorised personnel only, thereby reducing the risk
of unauthorised data breaches. Innovations in material
science also contributed to a hybrid approach that pro-
tected both physical and digital records. For instance,
nano-coated storage drives or ceramic nanodots can
encode 3D scan data into heat-resistant plaques. These
materials helped ensure that digital backups survive
extreme conditions, such as fires or explosions. Swarm
robotics involved the use of autonomous drone swarms
to document sites that were too dangerous for human
teams. Synthetic media techniques used Al-generated
voice cloning to reconstruct oral histories that were
fragmented or lost. Projects that restored recordings
damaged during conflict not only preserved the con-
tent of these narratives, but also maintained the cul-
tural practices associated with them. Ethical Al audits
provided an essential check on algorithms used in her-
itage preservation. By establishing audit frameworks
modelled after initiatives such as MIT’s Moral Machine,
stakeholders can review Al outputs for cultural bias and
ensure that digital reconstructions accurately reflect-
ed the intended heritage narratives without imposing
external interpretations (Brogan, 2016; For driverless
cars, a moral dilemma..., 2017).

The protection of cultural heritage in conflict zones
required a combination of modern technologies, strate-
gic planning, and community involvement. Digitisation,
including multispectral scanning and cloud storage,
enabled preservation of vulnerable documents even
under the threat of war. Successful examples in Mali
and Ukraine demonstrated the effectiveness of mobile
equipment, decentralised archives, and grassroots initi-
atives in safeguarding cultural assets. These approach-
es ensured the long-term accessibility and authenticity
of historical materials.

Conclusions

The digital preservation of endangered cultural herit-
age in conflict zones was essential for protecting both
physical monuments and the associated traditions of
affected communities. The study highlighted the trans-
formative role of 3D scanning, remote sensing, and
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AHOTaWifl. MeTor goCaifpkeHHs 6y/I0 BUBYEHHS pOJIi LUPPOBUX TEXHOJIOTIH y 36epexeHHi KyJbTypHOI
CHaIIMHU B 30Hax KOHQJIIKTIB, 3a6e3neuyeHHs1 6e3MeKU iCTOPUYHOI Ta KyJbTYPHOI iZleHTHYHOCTI B yMoOBax
BOEHHHUX JiH. Y fociifxkeHH] npoaHaai3oBaHO pU3UKHU Ta BUPPOBI pillleHHs A5 36epexkeHHs K MaTepiaJbHOY,
TaK i HeMaTepia/JbHOI ClIaILMHH MTiJ] Yac 36POMHUX KOHPJIIKTIB. By/iM po3risiHy Ti BUKJIMKY, 1[0 BUHUKAIOTh Yepe3
HecTabinbHe cepefioBHIe, 06MexeHi TexHIUHI pecypcu Ta 3pyHHOBaHY iHQpPaCTPYKTypy, sKi NepemKo/KanTh
BUKOPHCTAHHIO TaKHUX MeTO/iB, K 3D-ckaHyBaHHs, AUCTaHLiM{He 30H/yBaHHS Ta LUPOBe MO/IeI0BaHHS JJIs
JOKYMEHTYBaHHS Ta PEKOHCTPYKIiI MOIIKOKEeHUX 00’€KTiB. ETUYHI mpo6JsieMy, MOB’sA3aHi 3 MpaBOM BJIACHOCTI
Ta iHPOPMOBAHOIO 3r0/I0K0, OLHIOBAJKCA PAa30M 3 JIOTICTUYHHMH NHUTAHHSMU, 1[0 BUHUKAIOTH BHACJIJIOK
reonoJiTHYHUX 06MexeHb | pparMeHTapHoOi ciBOpari Mi>k MiclieBUMH rpOMa/iaMHy, YpsilaMH Ta Mi>XHapOAHUMHU
opranizanismu. TematuuHi focaimkeHHs 3 Cupii, Apranictany, Masi Ta YkpaiHu npoijilocTpyBaJy 3aCTOCYBaHHS
nudpoBUX IHCTPYMEHTIB [/ JOKYMEHTYBaHHS Ta BiHOBJIEHHS CHAJALMHU B HECIPUSTIMBUX yMOBAXx.
TexHosoriuni iHHOBaLii, 30KpeMa BiZicCTeXKeHHs MOXO/>KEHHSI Ha OCHOBI 6Ji0KYeiiHy, nepudepiliHi o6UHnCIeHHS
JUIs JIOKaJIbHOI 06pO6OKHU JlaHUX, JlelleHTpasli3oBaHi Mepexi 36epiraHHs Ta NPOTHO3He KapTyBaHHS PU3HUKIB 3a
JIONIOMOT 010 IITYYHOTO iHTEJIEKTY, 06rOBOPIOBAJIMCS SIK CTpaTerii 3axucTy Ta 36epexeHHs] UPPOBUX 3aIMUCIB.
Pe3ynbTaTu JOCTiKEeHHSA IOKa3aJIy, 1[0, He3BaXKal04YW Ha TEXHIYHI Ta reonoJiiTU4YHi 6ap'epH, MicuieBi 3a1jikaBJjieHi
CTOPOHM NPOJEMOHCTPYBAIM HEAOUAKY aflallTUBHICTb, BUKOPUCTOBYIOUM HENOPOTi iHCTPYMEHTH 3 BiZIKPUTUM
BUXIIHUM KOJOM JJifl NPOJIOBXKEHHA 3yCWJIb i3 JOKYMeHTYBaHHA. 3aJy4eHHs rpoMaJi BUABUJIOCA KJIHYOBUM
¢dakTopoM y 306epexxkeHHI HMPPOBOI CHAAIIMHY, MPUYOMY HH30Bi iHIl[iaTUBU YacTO O4YOJIFOBAIU 36ip JaHUX
i posnoBigp icTopii. MixkHaposaH] mapTHepcTBa 6y/nM HalepeKTHUBHIIIMMHU, KOJIM BOHU MiJTPUMyBaJid, a He
nigMiHaau MicueBi opranizauii. Kpim Toro, pecnos/ieHTH HaroJIOCUJ/IM Ha Hara/ibHil NoTpebi y cTBOpeHHI cTasiol
nudposoi iHPpacTpykTypu Ta Mojesiedl ynpaBJiHHS JAaHUMHU 3 ypaxyBaHHSM KYJbTYpPHUX OCOGJUBOCTEH. Y
JOCJIiPKEeHHI TaKOX PO3IJIAHYTO BiANOBIAHI Mi>XHAapO/HI IPaBOBi paMKH, sAKi NIATPUMYOTb IPOAKTUBHI 3yCUJLIA
3i 30epexkeHHs AaHuX. HacaMkiHellb, BOHO 3aKJ/IMKAa€ [0 iHTErpoBaHUX NUGQPOBHUX MiAXOJIB, SKi MOEAHYIOTH
TEXHOJIOTIYHI JOCATHEHHS 3 Y4aCTI0 I'POMa/ICbKOCTI /11 3aXUCTY KYJbTYPHHUX LIIHHOCTEH I MIATPUMKH 3YCUJIb 3
Bi/IHOBJIEHHS B peTioHax, 0 MOCTPaXK/JalIH Biji KOHPIIIKTY, 3a6e3neuyodu IXHE TpUBaJie 36eperKeHHs

KnaouoBi choBa: mudpoBe MOJENIOBaHH:A; [HelleHTpalizoBaHe 30epiraHHs; [OKyMeHTallid IpO CHAfIIVHY;
3D-MopenoBaHHA; [UCTaHIIiIHE 30H/yBaHH:A; Mi>KHapOJIHE ITPaBO
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