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Abstract. The relevance of this study is driven by the rapid development of electronic document management
and the growing need for reliable digital data preservation amid contemporary cyber threats and technological
challenges. The research aimed to conduct a comprehensive analysis of electronic document preservation issues
and develop recommendations for implementing effective electronic records management systems in accordance
with international standards. The study employed an analytical method to examine international information
security standards, a systems approach to conceptualise document preservation processes as an integrated
system, a comparative method to analyse different approaches to electronic document preservation, and a case
study method to evaluate practical implementations of electronic document management systems. The findings
underscored the critical importance of addressing technological obsolescence of data formats, the complexities
of electronic document management processes, and data loss risks. Key aspects of managing and preserving
electronic records in line with international information security standards were examined. Emphasis was
placed on the necessity of implementing comprehensive strategies to ensure the long-term preservation of digital
documents. Six core strategic approaches were identified: adherence to international standards; development
of holistic policies for document collection, storage, and access; creation of an operational model for digital
preservation; implementation of effective data administration and transfer policies; regular system audits and
updates; and provision of adequate staff training and education. Attention was given to the potential of emerging
technologies such as blockchain and artificial intelligence, which can enhance the efficiency of electronic document
preservation. Blockchain ensured integrity, authenticity, and transparency through decentralised record-keeping,
while artificial intelligence technologies optimised document classification, indexing, and retrieval, addressing
confidentiality concerns. The need to integrate these technologies in compliance with established international
standards to guarantee the authenticity, immutability, and persistent accessibility of electronic documents
was highlighted. The practical value of this research lies in its recommendations for implementing a set of best
practices for electronic document preservation, including regular material assessments, metadata management,
and technological infrastructure maintenance. The study’s findings can be utilised by organisations to improve
their electronic document management systems and enhance information security levels
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Introduction

In the context of rapid digitalisation spanning 1995-
2024, the preservation and protection of electronic
documents have been accorded significant impor-
tance. At the state level in Ukraine, electronic document
management systems have been widely implemented,
large-scale digitisation of paper-based and other media
documents has been undertaken, and specialised infor-
mation-communication systems have been established
to meet the needs of the country’s population.

Under these conditions, the theoretical, methodo-
logical, and organisational principles of forming elec-
tronic resources, as outlined in the UNESCO Charter
on the Preservation of Digital Heritage (2003), have
gained particular significance. The Charter defined dig-
ital heritage as “a unique repository of human knowl-
edge encompassing cultural heritage originally created
in digital form”. However, Ukrainian society still insuf-
ficiently addressed issues related to the risks of losing
photo documents, audio and video recordings, person-
al or professional correspondence, contacts, files, and
other important digitally stored records. These matters
played a crucial role in sustainable national develop-
ment, as state and commercial data were increasing-
ly generated exclusively in digital form, as noted by
M. Senchenko (2022).

P. Joseph et al. (2012) examined shifts in the doc-
umentation management paradigm and their impact
on the implementation of the international standard
ISO 15489. The authors explored how technological
evolution and organisational restructuring alter re-
sponsibility distribution for record preservation. The
study highlighted challenges associated with the practi-
cal application of ISO 15489 and proposed approaches
to overcoming institutional barriers. Special attention
was devoted to integrating document management sys-
tems with other organisational information systems
and ensuring compliance with regulatory requirements
in document processing.

Challenges in digital preservation included file for-
mat management, metadata accuracy assurance, and
addressing complexities associated with compound
documents. A. Bullock’s (1999) research laid the foun-
dational understanding of long-term digital informa-
tion preservation issues. The author analysed key chal-
lenges organisations face, when attempting to ensure
the longevity of electronic records, focusing on techno-
logical obsolescence, media degradation, and the ne-
cessity of maintaining continuous data accessibility.

S. Marulin (2013) proposed developments in
information technologies to facilitate efficient data
exchange between electronic document manage-
ment systems and information system databases.
The author examined technical aspects of integrat-
ing diverse information components and proposed a
methodology to optimise data transfer processes. The
work addressed issues of format compatibility, data

integrity, and information security in inter-system
document exchange.

Specific aspects of preserving digital evidence were
explored by B. Guttman et al. (2022). The researchers
provided detailed recommendations for professionals
handling electronic documents in legal contexts. The
study described methods ensuring the integrity, au-
thenticity, and accessibility of digital evidence through-
out its lifecycle, covering critical aspects such as chain
of custody, data integrity verification techniques, and
strategies for guaranteeing long-term access to digital
materials. Compliance with international standards
and regulatory requirements was emphasised.

Methods such as technology preservation, emu-
lation, encapsulation, and migration to standardised
formats (e.g., XML, ASCII, and PDF/A) were essential
for overcoming these challenges and ensuring the pro-
longed accessibility of digital data. Such a multifaceted
approach has become indispensable for maintaining
digital documents in a usable form over extended pe-
riods, given that the lifecycle of a document’s technical
format was typically limited to 5-10 years (Informa-
tion security, n.d.).

Beyond technical aspects of electronic document
preservation, semantic protection methods have
gained equal importance. Researchers B. Durniak &
V. Sabat (2010) examined innovative dimensions of
information security in document management sys-
tems, focusing on semantic protection methods. The
authors analysed issues of ensuring confidentiality,
integrity, and availability at the level of document con-
tent, presenting theoretical foundations and practical
techniques for implementing semantic safeguards to
detect unauthorised content alterations and prevent
document forgery.

Methodological frameworks for securing electron-
ic document management in hierarchical automated
control systems were explored by V. Sabat (2023).
The scholar developed theoretical and methodological
foundations for information technologies protecting
document workflows in hierarchical automated man-
agement systems overseeing complex technological
processes under active threats and attacks. This has be-
come particularly relevant in the modern era of digital
transformation and escalating cyber threats targeting
electronic documents and data.

The authors A.L. Cushing & G. Osti (2023) examined
the impact of artificial intelligence (Al) technologies on
expertise in the field of digital archiving. The scholars
also analysed how Al concepts were transforming tra-
ditional approaches to digital information preservation,
and what new challenges and opportunities it create
for archival professionals. The study proposed a con-
ceptual framework for understanding the interaction
between human experts and Al systems in the context
of digital information preservation. Particular attention
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was paid to balancing diverse needs: processing effi-
ciency for large volumes of data, maintaining document
authenticity, ensuring accessibility, and protecting con-
fidential information.

The publication by Z. Teel (2024) constituted a sig-
nificant contribution to research on the application of
artificial intelligence technologies for preserving histor-
ical archives. The author explored innovative approach-
es to the digital conservation of cultural heritage using
advanced Al algorithms. The study analysed key advan-
tages of Al in archival preservation, including: auto-
mation of digitisation and indexing processes for large
volumes of historical documents; enhanced accuracy in
text and metadata recognition for ancient manuscripts
and damaged documents; prediction of digital object
degradation and proactive planning of conservation
measures; identification of connections and patterns
between archival materials, facilitating a deeper un-
derstanding of historical context. Special attention was
devoted to ethical issues arising from Al applications in
archival practice, particularly concerns regarding confi-
dentiality, accurate attribution, and the representative-
ness of preserved materials. The researcher proposed
approaches to ensuring that Al-driven preservation
processes comply with international standards and
ethical norms. This study was particularly valuable in
developing a comprehensive understanding of the role
of modern technologies in ensuring the long-term pres-
ervation of digital heritage. It complemented the work
of A.L. Cushing & G. Osti (2023), which offered a more
specialised perspective on the technological aspects
of digital preservation of historical documents using
artificial intelligence.

The study aimed to examine and systematise meth-
odological approaches to ensuring the long-term pres-
ervation of electronic records in accordance with inter-
national information security standards.

Materials and Methods

The research employed a comprehensive methodol-
ogy combining various methods and approaches for
a thorough investigation of electronic records preser-
vation within the context of international information
security standards. The foundation of the study was
the analytical method, which facilitated the examina-
tion of international information security standards,
particularly ISO 15489-1:2016 (2016) and ISO/IEC
27001:2022 (2022). A systems approach ensured that
electronic records preservation processes were consid-
ered as an integrated system, where technical, organisa-
tional, and regulatory aspects interact and influence one
another. The comparative method was used to juxtapose
different standards and approaches to electronic records
preservation. The case-study method enriched the re-
search with practical examples, including an analysis of
the Welsh Journals Project and an examination of the
British Library’s strategy. An interdisciplinary approach

encompassed technical, managerial, and legal dimen-
sions of the research topic. A holistic approach provided
a comprehensive examination of the issues, including
technological solutions and organisational processes.
The predictive approach helped outline future develop-
ments in electronic records preservation technologies.

The research strategy was based on documentary
analysis of international standards and scholarly pub-
lications, examination of practical implementations of
electronic records preservation systems, and systema-
tisation of best practices in this field. Given that elec-
tronic documentation has become a critical component
of business processes across organisations, the need
for robust standards to manage these records effec-
tively has emerged. The ISO 15489-1:2016 (2016)
standard emphasised the importance of records in
business operations and aimed to support electronic
records management systems. Furthermore, usability
criteria, adaptability across devices, and access con-
trol implementation were crucial for maintaining the
confidentiality and integrity of sensitive information,
as outlined in ISO 14641:2018 (2018). An analysis of
ISO 15489-1:2016 (2016) confirmed its fundamental
role in shaping modern electronic records manage-
ment systems. This document, along with the related
ISO 14641:2018 (2018), delineated key specifications
and organisational policies for the collection, storage,
and access to electronic records. This ensured not only
access control and record integrity, but also traceability
throughout the entire preservation lifecycle. Support-
ing evidence can be found on the Digital Preservation
Coalition (2024) platform, which described the signifi-
cance of international standards for effective electronic
records preservation by organisations.

The ISO/IEC 27000 series, referenced in Publicly
Available Standards (2024), constituted information
security standards jointly published by the Interna-
tional Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC). The
Complete List of Cyber Security Standards (n.d.) noted
that these standards provided a framework of guide-
lines to support infrastructure - primarily corporate
data centres - in adhering to legal, technical, and phys-
ical policies to ensure the confidentiality, integrity, and
availability of data stored within them. These stand-
ards applied to various forms of electronic records,
whether created through scanning, conversion from
analogue formats, or generated directly within infor-
mation systems and electronic records management
systems. Additionally, the study examined issues of
long-term electronic records preservation and data loss
risk management (McLeod, 2008). A key source was an
analytical report on the Welsh Journals Project, which
highlighted practical aspects of document digitisation
(Digital Preservation Case Notes..., 2010).

Institutional strategic documents demonstrat-
ed the practical implementation of electronic records
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preservation principles. A notable example was the
British Library Digital Preservation Strategy (2016),
which outlined systematic approaches to digital pres-
ervation and identified essential components for long-
term storage. Institutional digital preservation strat-
egies and policies were examined in sources such as
Digital Preservation Strategy 2022-2026 (2022) and
Institutional policies and strategies (n.d.), which pro-
vided recommendations for developing and imple-
menting relevant policies. Technological aspects of
electronic records preservation and obsolescence chal-
lenges were addressed in Preservation issues (n.d.),
which analysed various strategies for mitigating tech-
nological obsolescence and ensuring long-term access
to electronic records.

The research’s source base encompassed a wide
range of materials, from international information se-
curity standards to thematic studies and organisational
best practices. This comprehensive approach to source
selection provided a robust foundation for developing
practical recommendations. The chosen methodology
not only facilitated an in-depth analysis of electronic
records preservation challenges, but also enabled the
formulation of specific proposals for improving existing
practices in this field.

Results and Discussion

Electronic records preservation faces numerous chal-
lenges that organisations must address to ensure long-
term accessibility and integrity of digital content. These
challenges can be broadly categorised as issues related
to format, storage, and the inherent nature of digital
objects. One of the primary challenges in electronic re-
cords preservation is the rapid obsolescence of file for-
mats and storage media. Access to digital records is only
possible through specific combinations of hardware and
software, which may become obsolete within a cycle of
no more than three years (ISO 19005-4:2020, 2020).
Consequently, organisations must continually migrate
digital objects to current formats and media to prevent
data loss and ensure uninterrupted access (Guttman et
al, 2022). The migration process itself can be complex
and costly, often requiring specialised expertise for ef-
fective management (McLeod, 2008).

The complexity of electronic processes and their
interactions also creates challenges for preservation.
Organisations employing intricate systems with nu-
merous interdependencies may require extensive doc-
umentation to maintain clarity and control over their
processes (Biswas, 2023). Over time, such complexity
can lead to difficulties in ensuring the preservation
of all components of a digital document in a usable
form. Furthermore, during document conversion or
migration between formats, there is a risk of losing
critically important elements of presentation, func-
tionality, and contextual relationships within the data
(IS0 19005-4:2020, 2020).

Data loss poses a significant risk in the field of elec-
tronic document preservation. Such loss may occur due
to hardware failures, viral, spyware, or unlicensed soft-
ware, cyberattacks, or human error, potentially leading
to severe consequences for organisations, including
financial losses, legal complications, and reputational
damage. A notable example is the large-scale cyberat-
tack in 2023 on Kyivstar, one of Ukraine’s largest mobile
operators, with all its negative repercussions. Research
by J. McLeod (2008) revealed that 93% of companies
that lost their data centres for ten or more days filed for
bankruptcy within a year of the disaster, underscoring
the urgent need for robust backup, redundancy, and data
recovery strategies, as well as enhanced organisational
cybersecurity measures and employee cyber hygiene.

Organisations must also navigate a diverse array
of legislative and regulatory requirements governing
electronic document preservation. Different industries
and jurisdictions may impose specific standards re-
garding documentation practices, necessitating careful
consideration during the preservation process. Com-
pliance with these requirements adds another layer of
complexity, as organisations must ensure adherence to
legal and regulatory frameworks while effectively man-
aging their data preservation efforts. Engaging relevant
stakeholders in the data preservation process was cru-
cial yet challenging. Input from various departments
and external parties was essential for creating and ac-
curately updating documentation (Biswas, 2023).

However, coordinating such stakeholder involve-
ment can be difficult, particularly in large organisations
where multiple stakeholders may have divergent prior-
ities or perspectives. Key issues concerning data/infor-
mation/document preservation are addressed in inter-
national information security standards. These play a
pivotal role in establishing guidelines and boundaries
that organisations can apply to safeguard their elec-
tronic resources/information assets. These standards
encapsulate best practices for security risk manage-
ment, ensuring data confidentiality, integrity, and avail-
ability across various sectors.

A. Guz (2013) traced the historical development
of global information security standards and analysed
their transformation under the influence of techno-
logical changes. The work examined key standards in
information protection, their interrelationships, and
practical applications. Particular attention was devoted
to the ISO/IEC 27000 series, which regulated the estab-
lishment of information security management systems.
This study became an important resource for under-
standing the evolution of approaches to information
security in the modern world.

According to E. Zierau et al (2021), ISO/IEC
27001:2022 was the most widely recognised interna-
tional standard for Information Security Management
Systems (ISMS). It outlined requirements for estab-
lishing, implementing, maintaining, and continually
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improving an ISMS, emphasising a structured approach
to managing an organisation’s confidential informa-
tion through risk management processes. The stand-
ard defined three key aspects of information security:
confidentiality, integrity, and availability, ensuring that
information was accessible only to authorised indi-
viduals, remained accurate and unaltered, and was
available when needed. Organisations implementing
ISO/IEC 27001:2022 (2022) may obtain certification,
demonstrating their commitment to secure and effec-
tive information management. The Center for Internet
Security (CIS) has published widely accepted security
benchmarks, serving as configuration guides for various
IT systems, including mobile devices, network appli-
ances, and web browsers. These benchmarks have been
instrumental for organisations seeking to assess and en-
hance the security of their IT infrastructure (Teel, 2024).

D. Antonucci (2017) presented a comprehensive
approach to cyber risk management in organisations
of varying scales. The work explored risk assessment
methodologies, mitigation strategies, and cybersecurity
best practices. It provided practical recommendations
for developing security policies, staff training, and im-
plementing technical information protection measures.
Special emphasis was placed on the interplay between
risk management and organisational business process-
es. The book became a valuable resource for executives
and information security professionals.

The National Institute of Standards and Technol-
ogy (NIST) standards were integral to cybersecurity
efforts in the US and globally. For instance, NIST SP
800-115, Technical Guide to Information Security Test-
ing and Assessment (2020), established a framework
for information security testing and evaluation, assist-
ing organisations in identifying vulnerabilities within
their IT systems. The International Standard ISO/IEC
27400:2022 (E) (2022) provided guidelines for Inter-
net of Things (IoT) solutions, addressing security and
privacy risks associated with IoT devices and applica-
tions. It outlined principles and control measures to ef-
fectively mitigate these risks.

The ISO/SAE 21434:2021 (2021) standard focused
on cybersecurity in the automotive industry, present-
ing requirements for cybersecurity risk management
and a process framework to help original equipment
manufacturers effectively communicate security-relat-
ed risks. PCI Data Security Standard (PCI DSS) (2024)
established security requirements for organisations
handling credit card transactions, ensuring that sen-
sitive payment data is protected against breaches and
unauthorised access.

Additionally, the OWASP Top Ten 10 2025 (2024)
annually published a list of the ten most critical web
application security risks, serving as a vital resource for
organisations to identify and mitigate vulnerabilities in
their applications. The official source has announced
the forthcoming release of the Top 10 Web Application

Security Risks for 2025. Collectively, these standards
contributed to a robust foundation for information se-
curity, guiding organisational efforts to protect sensitive
data against an ever-evolving cyber threat landscape.

Beyond international standards, thematic case
studies were a crucial component of research on this
subject. Notably, B. Guttman et al. (2022) presented
a case study outlining a digital evidence preservation
model for criminal forensic institutions. This model em-
phasised compliance with legal admissibility require-
ments for court evidence. It included a comprehensive
implementation guide, development plans, and out-
come assessments, supporting institutions in aligning
their digital evidence preservation practices with stra-
tegic objectives. The proposed model also enhanced the
integrity and admissibility of digital evidence through
long-term preservation methods based on the Open Ar-
chival Information System (OAIS) model.

Another relevant example was the analytical brief
Preservation issues (n.d.), which discussed data pres-
ervation. This initiative illustrated the challenges asso-
ciated with digital preservation, particularly in manag-
ing the interests of diverse stakeholders. The project
highlighted the necessity of appointing a responsible
officer to oversee digital preservation efforts, thereby
clarifying responsibilities and ensuring effective lead-
ership across institutional departments. This approach
reduced ambiguity often surrounding preservation du-
ties, fostering collaboration and stakeholder engage-
ment. Strategic content sources enabled organisations
to structure their own action plans for electronic docu-
ment preservation, drawing on the experience of others.

The British Library Digital Preservation Strate-
gy (2016) served as a significant practical example,
outlining systematic approaches to preserving digital
materials. The strategy examined various aspects of
digital preservation, including the necessity of identi-
fying components of digital works that required pres-
ervation and implementing measures to ensure their
long-term survival. It emphasised the adoption of
standards and practices facilitating digital content mi-
gration, as well as the importance of preserving both
original hardware and software to access obsolete data
formats (ISO 19005-4:2020, 2020).

A broader analysis of strategies to combat tech-
nological obsolescence can be found in the studies by
S. Findlay (2018) and S. Findlay (2019), which explored
several methods of information preservation. Among
these were: migrating information to subsequent gen-
erations of technology, emulating the behaviour of leg-
acy software, and maintaining original systems to run
obsolete applications. Each strategy presents unique
advantages and challenges, necessitating careful con-
sideration of contextual factors to ensure effective long-
term digital data preservation (Preservation issues, n.d.).

The Digital Preservation Strategy 2022-2026
(2022) became a foundational document that defined
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key directions for the development of digital archiving
at a national level. Of particular value was its compre-
hensive approach to addressing contemporary chal-
lenges in electronic records preservation, including
issues of technological obsolescence, information
security, and data accessibility. The strategy also es-
tablished clear priorities and objectives to ensure the
long-term preservation of the USA’s digital heritage,
making it an important benchmark for other institu-
tions and organisations in developing their own ap-
proaches to digital preservation.

The risks associated with data loss underscored the
need for robust data management strategies. In a study
by J. McLeod (2008), the potential consequences of data
loss were outlined, including financial and reputational
damage due to the loss of business documentation or
personal information. This highlighted the importance
of implementing effective backup, redundancy, and re-
covery systems as part of any digital preservation ef-
forts to mitigate risks - a point further emphasised by
L.G. Paule (2023). Collectively, these thematic studies
and strategic sources underscored the interdisciplinary
nature of digital information preservation, stressing
the significance of strategic planning, stakeholder en-
gagement, and the implementation of best practices to
ensure the longevity and integrity of digital informa-
tion in accordance with international standards.

It was worth examining examples of best practices
for effective digital data preservation, which have been
crucial in ensuring the long-term accessibility and in-
tegrity of digital materials. Key methods included de-
termining which materials should be preserved, ensur-
ing data integrity, and applying technological solutions
to combat obsolescence. Preservation strategies must
account for the specific challenges posed by digital for-
mats and rapid technological advancements, which may
render certain formats obsolete - a point also discussed
by S. Findlay (2018) and L.G. Paule (2023). An essential
aspect of preservation has been the decision-making
process regarding which materials to retain. This in-
volves evaluating the strengths and weaknesses of data
collections, particularly in contexts with limited storage
capacity. Z. Teel (2024) noted that integrating artificial
intelligence could streamline this decision-making pro-
cess, helping responsible parties identify critical mate-
rials that might otherwise be overlooked due to human
limitations in processing vast datasets.

The relationship between metadata and con-
tent has been fundamental to effective digital pres-
ervation. Metadata may be embedded within a dig-
ital object or stored separately, as in systems like the
Open Archival Information System (OAIS), which
proposed the use of “information packages” to com-
bine content with descriptive preservation metadata
(ISO 19005-4:2020, 2020). Proper documentation was
crucial for maintaining the context and integrity of dig-
ital files, facilitating future access and use.

Maintaining a robust technological infrastructure
has been essential for digital data preservation. This
includes conducting annual audits to verify file integ-
rity, updating storage media, and ensuring redundan-
cy through backup replication. Techniques such as
checksums can help verify that files remain unaltered
over time (Paule, 2023; Preservation issues, n.d.).
Furthermore, establishing a managed storage envi-
ronment with multiple copies in geographically dis-
persed locations enhances protection against cata-
strophic data loss.

Forging partnerships between corporations and ar-
chives or libraries has been vital for sharing best prac-
tices and developing functional requirements for digital
preservation. Such collaborations can lead to the crea-
tion of joint governance frameworks that address both
immediate and long-term preservation needs in line
with ISO 19005-4:2020 (2020). While existing guide-
lines often focus on the initial creation and capture of
digital objects, it is equally critical to consider their on-
going accessibility. Continuous staff training is essen-
tial for effectively leveraging the capabilities of emerg-
ing digital preservation technologies. Professionals in
this field must engage in ongoing career development
to adapt to new challenges and methodologies. This
entails attending workshops, courses, and exchanges,
participating in professional networks, and staying in-
formed about cutting-edge practices and technological
advancements (Paule, 2023).

The future preservation of electronic records
will be influenced by continuous technological ad-
vancements and the increasing complexity of digi-
tal records. As organisations grapple with managing
vast volumes of data, a proactive approach to records
management has become imperative. This approach
highlights the importance of developing robust pol-
icies and systems to ensure the effective creation,
capture, and management of records in alignment
with organisational objectives, legal requirements,
and regulatory frameworks - particularly ISO 15489-
1:2016 (2016) and ISO/IEC 27001:2022 (2022). Con-
sequently, based on the information presented, key
trends in the development of electronic records can
be outlined, as illustrated in Figure 1. The integration
of artificial intelligence (AI) and machine learning
into records management practices has created both
opportunities and challenges. While Al can enhance
efficiency through the automation of processes such
as descriptive metadata generation, concerns per-
sist regarding the potential displacement of records
management professionals and the implications of
over-reliance on automated systems. This has also
been noted by P. Joseph et al. (2012) and A.L. Cushing
& G. Osti (2023). As organisations seek to leverage Al,
itis crucial to maintain a balance between technologi-
cal advancements and the human expertise necessary
for effective archival practice.
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Continuous improvement
Continuous efforts to
optimise processes

Digital
collaboration tools
Using technology

Staff training to improve collaboration

and development
Investing in employee

skills and knowledge Regularly updating processes

for better performance

Al and machine

learning integration

Enhancing efficiency and automation
in document processes

Figure 1. Trends influencing the development of electronic records management

Source: based on L.G. Paule (2023), Z. Teel (2024)

As the regulatory landscape evolves, organisations
must remain cognisant of legislative and compliance
requirements related to electronic records retention. A
practice of continuous improvement, including regular
review and updating of documented information man-
agement processes, will be essential for organisations
to adapt to new regulatory demands while maintaining
operational efficiency and adhering to international
standards (Mancini, 2009; Biswas, 2023).

The shift to remote work and digital collabora-
tion tools has introduced new challenges in electron-
ic records preservation. Organisations must develop
strategies that account for the diverse environments
in which records are created and stored, ensuring us-
ability across multiple devices without compromising
functionality (Biswas, 2023). Furthermore, as data pri-
vacy concerns grow in significance, organisations must
implement stringent measures to safeguard sensitive
information from unauthorised access while complying
with data protection regulations.

To effectively navigate the complexities of modern
records management, organisations must invest in staff
training and development. P. Joseph et al. (2012) not-
ed that fostering knowledge-sharing and upskilling can
empower records management professionals, ensuring
their preparedness to operate within the evolving land-
scape of electronic records preservation. According to
A.L. Cushing & G. Osti (2023), such investments in hu-
man capital will prove decisive as organisations strive
to balance technological progress with the need for ex-
pert oversight in records management.

Preserving electronic records in accordance with
international information security standards has pre-
sented organisations with numerous serious challenges.
These challenges have been compounded by the rapid
pace of digital transformation and the shifting compli-
ance requirements landscape. One major issue has been

data loss. As organisations increasingly transitioned to
digital environments, the risk of losing valuable digital
content became more pronounced. This has been em-
phasised in the works of I. Ismaili & R. Siilgevsi (2015)
and L.G. Paule (2023). Data loss could occur due to
various factors, including hardware failures, software
corruption, accidental deletion, and cyberattacks. This
underscored the necessity for robust backup and recov-
ery strategies to ensure the longevity of digital records.

Another critical concern has been file format and
software obsolescence. Over time, digital file formats
and the software required to access them may become
obsolete, complicating or even preventing access to
archived records. Organisations must proactively en-
gage in data migration processes to transfer informa-
tion from obsolete formats into contemporary ones,
ensuring continued accessibility. Compliance with ev-
er-changing regulatory requirements also poses a sig-
nificant challenge. International information security
standards and industry regulations are continuously
updated to address emerging threats and technolo-
gies (McLeod, 2008; Ismaili & Siilgevsi, 2015). Organ-
isations must keep pace with these changes and adapt
their information preservation strategies accordingly.
Non-compliance with these standards may result in
legal repercussions, financial penalties, and reputa-
tional damage.

Another issue has been the interoperability of di-
verse systems within and beyond organisational envi-
ronments. Adherence to relevant standards facilitates
regulatory compliance and ensures compatibility in dig-
ital preservation efforts across different platforms and
sectors. Such interoperability is crucial for maintaining
the integrity and accessibility of electronic records in
the long term. According to B. Guttman et al. (2022), or-
ganisational challenges, such as insufficient resources
and a lack of digital preservation expertise, may hinder
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effective implementation. Developing and maintaining
a digital preservation strategy requires substantial in-
vestments in technology, personnel, and training. Or-
ganisations must prioritise these efforts to safeguard
their digital assets.

The management and preservation of electronic
records have become critical for historical documenta-
tion and the protection of state and citizen interests, as
noted by E. Zierau et al. (2021) and P. Biswas (2023).

Resource
Allocation

System

Interoperability (et SR
1

For instance, institutions must ensure the identification
of vital records and their transfer to appropriate archi-
val bodies for long-term preservation, such as the U.S.
National Archives and Records Administration (NARA).
Thus, preserving electronic records in line with inter-
national information security standards has entailed
addressing challenges related to data loss, format obso-
lescence, regulatory compliance, system interoperabili-
ty, and resource allocation (Fig. 2).

~
’

v Format

-==-- Obsolescence

Regulatory
Compliance

Figure 2. Challenges addressed by international standards

Source: based on E. Zierau et al. (2021), P. Biswas (2023)

By acknowledging these challenges and imple-
menting comprehensive preservation strategies, or-
ganisations can safeguard their valuable digital content
and ensure its accessibility for future generations. Spe-
cific strategies or best practices may be recommended
to organisations to ensure the long-term preservation
of electronic records in compliance with international

information security standards. To guarantee the long-
term preservation of electronic records, while adhering
to international information security standards, organ-
isations must adopt a holistic strategy encompassing
both technical specifications and organisational poli-
cies. Several specific strategies and best practices were
presented in Table 1.

Table 1. Strategies and best practices for electronic records preservation

No. Strategy/Practice rsserofien Relevant standards &
name sources
. . The use of robust and up-to-date standards fundamental to the
Compliance with | . Lo . . .
1 standards information industry. This facilitates access, retrieval, and exchange | SO 14641:2018 (2018)
of digital resources, as well as their long-term preservation
Comprehensive Implemen_tatlon ofpollc1es_ for thet c_ollectl_on, storage, an(_i access L. Ismaili & R. Silgevsi
o to electronic records, ensuring their integrity and traceability over
policies for records - 2. . (2015),
2 . extended periods. Such policies apply to records from diverse
collection, storage, . ISO 19005-4:2020
and access sources: scanned paper documents, converted analogue audio/ (2020)
video content, and digitally born content
Organisations should develop an operational model incorporating
Development of . i . .
an operational both industry-specific and universal standards to support digital
3 . preservation. Such a model ensures compliance and interoperability = 1SO 14641:2018 (2018)
model for digital . .
. across different systems, while adherence to standards enables
preservation o - e
organisations to undergo auditing and certification
Establishment of a clear data administration and records transfer
Data administration policy to ensure secure handling of electronic records throughout
4 . their lifecycle. The policy supports the transfer of records B. Guttman et al. (2022)
and transfer policy . .
and databases in a manner that guarantees their long-term
accessibility and integrity
50

Library Science. Record Studies. Informology. Vol. 20, No. 4. 2024




Filipova & Shelestova

Table 1. Continued

No. Strategy/Practice Description Relevant standards &
name sources
Conducting regular audits to ensure ongoing compliance with

5 Regular auditing relevant standards and adaptation to evolving requirements. This J. McLeod (2008),

and updating includes monitoring updates to standards and integrating them into = B. Guttman et al. (2022)
organisational policies and operational models
6 Educa‘.a(?n and Providing staff tr_a_lnmg_o_n the importance of digital preservation B. Guttman et al. (2022)
training and the specific policies and procedures they must follow

Source: developed by the authors

Thus, the study identified key standards ensuring

that safeguard information security in electronic records

the preservation of electronic records within the context = management, highlighting core provisions related to pres-

of information security. Figure 3 presented the standards

ISO/SAE 21434:2021 2, B

Automotive Cybersecurity - - -
'
System Protection - -’

1SO 19005-4:2020 s

PDF/A-4 Format - -+
Long-term Archiving __’

ISO/IEC 27400:2022 (Q) =

Security Framework - - -E
Compliance Standards - - -’ '

rmcmmmm————

Standards

ervation, protection, and governance of electronic records.

B I i 1S015489-1:2016

) . .
r -+ Management Principles
‘'~ - Organisational Standards

B & IS0/IEC 27001:2022

r - - Security Management
' Risk Assessment

for Electronic
Document
Security

- Security Evaluations
- Assessment Techniques

cmqm-

IS0 14641:2018

E— - - Records Standards
‘'~ - . Management Practices

Figure 3. Key data of the electronic document security and management standard
Source: based on ISO 19005-4:2020 (2020), NIST SP 800-115, Technical Guide to Information Security Testing and Assessment

(2020),1SO/IEC 27001:2022 (2022)

The capabilities of emerging technologies, such as
artificial intelligence and blockchain, were designed
to enhance the preservation of electronic documents
in compliance with international information securi-
ty standards. Blockchain technology has introduced a
transformative approach to document management by
ensuring the integrity, authenticity, and transparency
of digital records. Blockchain employed a decentralised
and immutable ledger system, where records were se-
quentially organised and cryptographically linked. This
decentralised nature reduced the risk of unauthorised
alterations and fraud, thereby preserving document
integrity and traceability. The append-only nature of
blockchain made it ideal for maintaining a verifiable re-
cord of document changes, ensuring compliance with
standards such as I1SO 14641:2018 (2018). Further-
more, blockchain can be integrated with existing doc-
ument management systems to enhance their security
and transparency. Organisations adopting blockchain

Library Science. Record Studies. Informology. Vol. 20, No. 4. 2024

for document management benefit from reduced risks
associated with centralised data storage, as distribut-
ed ledger technology eliminates single points of failure
(IS0 19005-4:2020, 2020).

Artificial intelligence (AI), including its subfields
such as machine learning and natural language pro-
cessing, can assist in various aspects of digital pres-
ervation management. Al technologies can automate
document classification, indexing, and retrieval, there-
by improving accessibility and efficiency. For instance,
Al algorithms can analyse large volumes of documents
to detect patterns and metadata, facilitating better
organisation and search processes for required infor-
mation or causal relationships within data. Al has also
played a role in addressing privacy concerns by imple-
menting automated redaction and anonymisation of
sensitive information before documents are archived.
Additionally, Al-based tools can support archivists by
providing insights and recommendations, though human
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oversight remains crucial to ensure ethical governance
and contextual accuracy (Paule, 2023).

The integration of these technologies must align
with established international information security
standards. For example, the ISO 14641:2018 (2018)
standard defined technical specifications and organi-
sational policies for the collection, storage, and access
of electronic documents to ensure their readability, in-
tegrity, and long-term traceability (Zierau et al.,, 2021).
Blockchain and Al can support compliance with these
standards by ensuring that electronic documents re-
main authentic, unaltered, and accessible throughout
their lifecycle. Thus, the combination of blockchain’s
immutable ledger and Al’s automation capabilities can
enhance electronic document preservation.

K. Sibil (2005) analysed the role of internation-
al descriptive standards ISAD(G) and ISAAR(CPF) in
shaping a unified information space. The author ex-
amined the structure and application principles of
these standards for archival description and the cre-
ation of standardised hierarchical metadata systems.
The study highlighted mechanisms for ensuring com-
patibility between archival descriptions across insti-
tutions through the use of standardised approaches.
This work contributed valuable insights into the fun-
damental principles of international standardisation
in the archival field.

The authors S. Artamonova & L. Odynoka (2009)
explored the role of national standards in unifying tech-
nological processes within reference libraries of archi-
val institutions. The authors analysed practical aspects
of applying standards to streamline document han-
dling, optimise search systems, and ensure the preser-
vation of collections. They also examined prospects for
developing standardisation systems to integrate library
and archival resources. The study demonstrated the in-
terconnectedness of various branches of information
activity within the context of standardisation.

L. Kyseleva (2012) examined European standards
in archival science and records management within
the framework of public administration. The author
discussed key principles and requirements of Euro-
pean standards, their impact on the development of
the archival sector, and governmental documentation
management processes. The study included recom-
mendations for implementing European approaches
in Ukrainian contexts. S. Purser (2014) analysed the
role of standards in cybersecurity and their practical
application for protecting computer networks. The
study reviewed key international and industry-specific
standards, their interrelations, and evolution. It empha-
sised the importance of standardisation in developing
effective incident detection and response systems. The
work also examined future prospects for cybersecurity
standards in light of emerging threats, offering valuable
insights for professionals involved in designing and im-
plementing information protection systems.

Scientists G. Kalinicheva & R. Romanovskyi (2015)
investigated the harmonisation of international archi-
val standards in Ukraine. The authors analysed chal-
lenges in adapting ISO standards to Ukrainian contexts,
addressing improvements in regulatory frameworks
for records management. The study provided an over-
view of achievements and future directions for national
standardisation systems within Ukraine’s integration
into the European information space, with particular
attention to practical implementation in Ukrainian
archival institutions.

Data cybersecurity is also of critical importance.
A. Davydiuk & O. Potii (2024) published a report as
part of a series of national reports providing a compre-
hensive overview of cybersecurity governance across
countries. Their research aimed to raise awareness of
cybersecurity management in different national con-
texts, assisting countries in improving internal cyber-
security governance, promoting best practices, and
fostering interagency and international cooperation.
The report focused on NATO member states sponsoring
the NATO Cooperative Cyber Defence Centre of Excel-
lence (CCDCOE). Each national report outlined the dis-
tribution of roles and responsibilities in cybersecurity
among institutions, describing their mandates, tasks,
and competencies, as well as interagency coordination.
The report also contextualised the broader digital eco-
system of each country and outlined national cyberse-
curity strategy objectives to clarify the organisational
approach within specific states.

Conclusions

The preservation of electronic documents was a critical
challenge for modern organisations, requiring a com-
prehensive approach aligned with international infor-
mation security standards. The study identified several
key aspects of this issue. In particular, the primary chal-
lenges in electronic document preservation included
technological obsolescence of data formats and storage
media, complexities in electronic records management,
data loss risks, and regulatory compliance require-
ments. Data loss emerged as a particularly critical is-
sue, potentially leading to severe consequences for or-
ganisations, including financial losses and reputational
damage. International standards played a foundational
role in establishing effective electronic document man-
agement systems. These standards provided a struc-
tured approach to safeguarding information assets and
ensuring long-term document preservation.

Successful electronic document preservation re-
quired the implementation of best practices, including
regular material assessments, proper metadata man-
agement, reliable technological infrastructure, and
continuous staff training. Collaboration between organ-
isations and adherence to standardised preservation
approaches were also essential. Future developments
in electronic document preservation were linked to the
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integration of cutting-edge technologies, such as Al and
machine learning, which can significantly enhance doc-
umentation management efficiency. However, main-
taining a balance between technological innovation and
expert oversight remains crucial.

Ultimately, the study underscored the need for a pro-
active approach to electronic document management,
encompassing clear policy development, investment

policies, and compliance with international informa-
tion security standards.

Further research in this field should focus on
examining the impact of emerging technologies on
document preservation practices and developing in-
novative approaches to ensuring long-term access to
electronic information.
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AHOTaWifl. AKTyaJbHICTb [OCHI[MKEHHSI 3yMOBJIEHA CTPIMKUM PO3BUTKOM €JE€KTPOHHOIO JOKYMEHTOOG6iry
Ta 3pOCTal4y0l NoTpeboro y 3abesnedyeHH] HaJjiliHOTO 36epexeHHs NUQPOBUX JaHUX B YMOBaxX Cy4aCHUX
Kibep3arpo3 Ta TEeXHOJIOTIYHUX BUKJHUKIB. MeTa AOC/i/P)KeHHS MoJisirajia y KOMIIJIEKCHOMY aHaJi3i mpob6JieM
36epeKeHHs eJIeKTPOHHUX JOKYMEHTIB, po3po6I1li peKoMeHJalii 111010 BIPOBaP)KeHHSI epEeKTUBHUX CUCTEM
yIpaBJiHHSA €JEeKTPOHHOK J[JOKYMEHTALi€l0 BiANOBIAHO [0 MDKHApOAHUX CTaHAAPTIB. Y JocaifpKeHHI
BHUKOPUCTAHO aHAJITHUYHUU MeToh [iJi1 BUBYEHHS MIDKHApPOJAHHUX CTaHAApTiB iHdopmaliiiHoi 6Ge3mekwu,
CHCTeMHUH MiAXiA AJs po3TJsy HpolieciB 36epeXeHHSI JOKYMEHTIB K IiJiCHOI cHUCTeMH, MOPiBHAJTbHUMN
MeTO/J| [/ aHaJi3y pi3HUX MigxoZAiB [0 30epeXeHHs eJIeKTPOHHHUX [JAOKYMEHTIB, MeToJ KeHc-CTaAi Mpu
po3risZi NpakTUYHUX MPUKIAZiB BHPOBAa/PKEHHS CHCTEM €eJIEKTPOHHOTO JOoKyMeHToo6iry. OTpumaHi
pe3ysbTaTH NPOJEMOHCTPYBAIM KPUTHYHY BaXKJIUBICTb BpaxyBaHHSI TEXHOJIOTiYHOro cTapiHHsA ¢opMariB
JlaHUX, CKJIaJIHOCTI IPOILeCiB eJIeKTPOHHOTO JOKyMEeHTO006iry Ta pUsHKiB BTpaTH JaHUX. PO3IJIIHYTO K/I04Y0Bi
aCMeKTH yNpaBiiHHA Ta 36epeXeHHsS eJeKTPOHHUX 3alHtCiB BiANMOBIAHO A0 MiXKHApPOAHUX CTAaHAAPTIB
inpopmaniiHoi 6e3nexky. HarosiomieHo Ha BaX/JMBOCTI BIPOBAPKEHHS KOMILJIEKCHUX CTpaTerid JJs
3abe3nedyeHHsl JJOBTOCTPOKOBOro 36epexeHHs] LUPPOBUX JIOKYMeHTIiB. Byso BH3HayeHO WIiCTb OCHOBHUX
CTpaTeriyHUX MiAX0/iB: OTPUMaHHA MI>XHApPOAHUX CTaHJAPTIB; po3po6Ka KOMIJIEKCHUX MOJIITUK 36UpaHHS,
36epiraHHs Ta AOCTymy A0 JOKYMEHTiB; CTBOpeHHs omepaliiiHoi Mozesni A nudpoBOoro 36epexeHHS;
BIPOBa/)KeHHs ePeKTUBHOI MOJNITUKY afAMiHICTpyBaHHS Ta epejadi JaHUX; IPOBeJIeHHS PETYISIPHOTO ayJUTy
Ta OHOBJIEHHSI CUCTeM; 3abe3leyeHHs HaJeXKHOI OCBITHM Ta HaBYaHHSA INepcoHasy. byso npuzineHo ysary
MOTeHIia/ly HOBITHIX TE€XHOJIOTiH, TaKUX AK GJOKYEWH Ta WITYyYHUHN iHTENEKT, AKi MOXXYTb 3aCTOCOBYBaTHCS
JUIs mifBUILeHHs ePeKTHUBHOCTI 36epexeHHsl eJIEeKTPOHHUX JIOKYMeHTIB. biokyeilH 3a6e3neuye miicHicTb,
aBTEHTHYHICTb 1 Mpo30picTh Yepe3 JeleHTpasi30BaHy CUCTEMY 06JiKy, a TeXHOJIOTI IITYYHOrOo iHTENEeKTy
ONTUMI3YIOTh KJacudikallito, iHeKCyBaHHS Ta MOLIYK JOKYMEHTIB, BUPIIYOTh Npo6eMu KoHigeHIiHOCTI.
3a3HayeHOo HeoOXiIHICTh iHTerpamnil [UX TeXHOJIOTiH BiIMOBiAHO 0 BCTAaHOBJEHUX Mi>)KHAPOJAHUX CTAHJAPTIB
[l 3abe3nedyeHHs] aBTEHTUYHOCTI, He3MiHHOCTi Ta NOCTiHHOI JOCTYIHOCTI €JIeKTPOHHUX JOKYMEHTIB.
[IpakTU4YHa LiHHICTH AOCHI/PKEHHS TOJISATAE Y PO3POOI[i peKOMeHJAllil 100 BNPOBAKEHHS KOMILJIEKCY
HalKpallMx NPaKTUK 36epeXeHHs eJIeKTPOHHUX JOKYMEHTIB, BKJIIOUAIOYHM PEryJspHy OLiHKY MaTepiasis,
yOpaBJ/iHHS MeTaJlaHUMH Ta MiATPUMKY TexHoJsoTiuHOl iHppacTpykTypu. Pe3yabTaTu A0CHiPKEHHS MOXYTh
O6yTH BUKOpPUCTAHI opranisanissMu /51 BAOCKOHaJIEHHS BJACHUX CUCTEM eJeKTPOHHOTO JOKYMEeHT006iry Tta
niJiBULeHHs piBHA iHQopMariiHoi 6e3neku

KAKl04O0Bi CAOBa: enextponnmit moxkymenToo6ir; cranmapru 1SO; kibepbesneka; mudpose 36epeXkeHHs; yIpaBTiHHA
MeTaJIaHJMY; TeXHOJIOT YHa iHppacTpyKTypa
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