3. Oppelt, U. Improvement on fire detectors by using multiple sensors [Text] / U. Oppelt // Fire & Safety. — 2006. — Available at:
http://www.securitysa.com/regular.aspx?pklregularid=2502
4. Ding, Q. Multi-Sensor Building Fire Alarm System with Information Fusion Technology Based on D-S Evidence Theory [Text] /
Q. Ding, Z. Peng, T. Liu, Q. Tong // Algorithms. — 2014. — Vol. 7, Issue 4. — P. 523-537. doi: 10.3390,/a7040523
5. Cheng, C. One fire detection method using neural networks [Text] / C. Cheng, E. Sun, X. Zhou // Tsinghua Science and Technology. —
2011. — Vol. 16, Issue 1. — P. 31-35. doi: 10.1016/s1007-0214(11)70005-0
6. Cestari, L. A. Advanced fire detection algorithms using data from the home smoke detector project [ Text] / L. A. Cestari, C. Worrell,
J. A. Milke // Fire Safety Journal. — 2005. — Vol. 40, Issue 1. — P. 1-28. doi: 10.1016/j.firesaf.2004.07.004
7. Radonja, P. Generalized profile function model based on neural networks [Text] / P. Radonja, S. Stankovic // Serbian Journal of
Electrical Engineering. — 2009. — Vol. 6, Issue 2. — P. 285-298. doi: 10.2298/sjee0902285r
8. Tsai, Y. C. The Design and Implementation of Early Fire Detection and Hierarchical Evacuation Alarm System, Master Thesis
[Text] /Y. C. Tsai // Graduate Institute of Networking and Communication Engineering. — Taiwan, 2007.
9. Ristic, J. Decision algorithms in fire detection systems [ Text] / J. Ristic, D. Radosavljevic // Serbian Journal of Electrical Engineer-
ing. — 2011. — Vol. 8, Issue 2. — P. 155-161. doi: 10.2298 /sjee1102155r
10.  Andronov, V. Increase of accuracy of definition of temperature by sensors of fire alarms in real conditions of fire on objects
[Text] / V. Andronov, B. Pospelov, E. Rybka // Eastern-European Journal of Enterprise Technologies. — 2016. — Vol. 4, Issue 5 (82). —
P. 38-44. doi: 10.15587,/1729-4061.2016.75063
11.  Acclimate intelligent multi-criteria sensor MIX-2251TMB |[Electronic resource|. — Mircom. — Available at: http://www.mircom.

com/media/datasheets/CAT-5919 MIX-2251TMB_ACCLIMATE Intelligent Multi-Criteria_Sensor.pdf

o o

Poszensanymo numanns niosuwenns egexmus-
Hocmi OdiazHoCmMuKu npauesdamHocmi aemoma-
MU306AHUX CUCMEM 3A 00NOMO2010 eKCREPMHUX
diazHOCMUMHUX Ccucmem HA OCHOBL Po3PobIeH020
Memooy nowyxy 0iazno3y Ha KOHOIKMHOT MHOICU-
Hi exionux danux. Ilpononyemovca euxopucmanms
MamemamuuHux memooie podomu 3i Cmpyxmyporo
muny <m-apHi Kopmesxnci Ha 0CHO81 6NOPAOKOBAHUX
MHOMCUR>. Ompumano mamemamuuni ma pagiv-
Hi 3anedcHocmi Minimizauii uwacy nowyxy oiaznosy
051 po3podaenozo memooy

Kmouosi cnoea: excnepmna oiaznocmuuna
cucmema, diaznocmuxa 6i0Moe, cmpyKxmypa opea-
Hizayii danux, oUinKa 1acy 6UKOHAHHS ANOPUMMY

[m, u |

Paccmompenvt gonpocot nosviumenus aderx-
muenocmu Ouaznocmuxu padéomocnocoorocmu
aemMoMamu3upoBaAHHbIX CUCTEM NPU NOMOULU IKC-
nepmMHbIX OUAZHOCMUMECKUX CUCMeM HA O0CHO8e
paspabdomaniozo memooa noucka ouaznoza Ha
KOHQAuKmuom Mmuoxcecmee 6x00HbIX OAHHbBLX.
IIpeonazaemcs ucnonv3oeanue mamemamurecKux
Memo0o6 pabomvl cO CmpyKmypoi muna <m-ap-
Hble KOpmedcu Ha 0CHOBe YNOPAOOUEHHBIX MHO-
scecme». Ilonyuenot mamemamuuecxue u epaduue-
CcKUe 3a6UCUMOCTIIU MUHUMUIAUUYU BPEMEHU NOUCKA
oJuaznosa 0as paspadomaniozo memooa

Kniouesvte caosa: sxcnepmnas ouaznocmune-
cKkas cucmema, ouazHOCMUKAa 0MKa308, CMpyKmy-
pa opeanu3auuu 0aHHbIX, OUEHKA 6PEMEHU UCNOJL-
HeHUs anzopumma

| =,

1. Introduction

In recent years, the way people control various kinds of
technology has radically changed. The leading place in this
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process is taken by automated systems, SCADA (Superviso-
ry Control and Data Acquisition) systems included. Modern
SCADA systems are widely spread all over the world to
control technological processes in different areas such as




power engineering, the military, medicine, mining, metal-
lurgy, natural gas, the environment, etc. The given crucial
application fields show that these systems should meet strict
requirements to ensure their fault-tolerance and reliability
in the process of their work at mission-critical facilities.

It is known that most of the failures in the system op-
eration occur due to errors of operational and maintenance
personnel who have insufficient qualifications (and/or lim-
ited time resources with increased information flow) for
supervisory control, quality assistance, and restoration of
system operability. Therefore, the pressing problem is to de-
velop highly reliable and fault-tolerant SCADA systems by
improving the methods of their automatic self-diagnostics in
real time with the possibility of auto-recovery of their oper-
ability after reversible failures.

2. Literature review and problem statement

The modern SCADA system is a distributed multilev-
el and multitasking hardware-software complex (HSC)
operating in real time [1, 2]. It is a complex, dynamic and
difficult-to-formalize diagnostic system with a changing
structure and functionality in the process of its life cycle.
The effectiveness of SCADA work and the reliability of the
data at all levels of its hierarchy depend on the operability
of backbone nodes, data transmission channels, peripheral
equipment and the consistency of the software system in
general [3].

Problems in SCADA maintenance due to low-level diag-
nostics and the limited ability to restore SCADA operability
after reversible failures have a negative impact on the quality
of control for the Technological Control Object (TCO).

Models and methods of failure diagnostics in automated
systems are considered in the works of the authors [4—-10].

The methodology used to determine the efficiency of
technological diagnostic systems is considered in work [4].
It is based on the calculations of diagnostic object indicators
as well as technical diagnostic tools. The author also uses
the indicator of the diagnosis method effectiveness in terms
of the accuracy of diagnostic operations and includes the
length of diagnosis time.

The method of SCADA diagnostics is presented in work
[5]. Tt is based on a specific, unique alarm (index analysis)
generated by the system in the event of a malfunction. The
main idea is that each alarm relates to a particular fault in
the system. These alarms are always generated by the system
when a fault occurs, but are never generated for any other
fault. The alarm is activated when a fault is detected in the
system. It is generated according to predetermined relevance
indexes for a changing set of faults in different contexts.
However, this method does not always make it possible to
identify the required fault in a changing set. In this case, this
fault is considered indistinguishable and cannot be reliably
diagnosed.

The application of SCADA to monitor a power station
in Amareleja (Spain) is described in work [6]. The system
allows detection of not only current faults, but also allows
human operators to conduct long-term forecasts of equip-
ment status and abnormal trends in the operation of the
facility. However, the system is aimed at diagnosing the
operation of the TCO. It does not perform at all levels of the
system hierarchy from the TCO to SCADA, which generally

reduces the reliability of diagnostics for the entire complex
“object-system”.

The method of fault diagnostics for oil transformers is
given in work [7]. It is based on the application of the oper-
ational control method performed by SCADA which com-
bines information from a set of data sources and uses neural
networks with back propagation of error. This diagnostic
method gives a high coefficient of the diagnostic accuracy
(up to 93 %) because it uses flexible strategies applied by
expert systems. However, the diagnostic method presented
requires large data sets to be processed, which significantly
affects the time duration to establish the diagnosis.

Methods of fault diagnostics for wind turbines controlled
by SCADA are examined in work [8]. The authors provide a
review of a number of diagnostic methods, including meth-
ods based on artificial neural networks, fuzzy-logic methods,
and combined methods such as adaptive neuro-fuzzy infer-
ence. The selection of an optimal set of monitored parame-
ters and quality of data (a noiseless signal from sensors) is
very important to establish the diagnosis. The frequency of
data interrogation by SCADA is critical too. If this frequen-
cy is measured in minutes, then the important information
for diagnostics can be lost. Therefore, it is necessary to pre-
process the raw data from SCADA to establish an accurate
diagnosis, especially when time limits apply.

The method of fault detection for industrial automation
processes is described in work [9]. The method takes into
account the work of automated systems with insignificant
noise of the data measured and the possibility of constant
monitoring of a complete set of monitored parameters. The
authors use neural networks and regression analysis methods
to approximate the functional dependence of continuous
variables for the technological processes over time. They
also show the application of the HMM (Hidden Markov
Model) to monitor continuing process variables as a se-
quence of hidden states of discrete variables under different
system modes. The detection of current faults at the same
time reaches 87 %, but the failure prediction error rates for
various operating modes of the system remain high enough.

The concept of automated system diagnostics based on
Latent Variable (LV) models is considered in work [10].
The authors define process parameters which exceed the
monitoring statistics on the basis of the archived data array
collected by SCADA. These parameters are related to the
operation of the equipment and the behavior of the process
or the malfunction in the system. The approach is based on
the ability of the operational personnel of the enterprise to
give an expert assessment of the current technological pro-
cess and the operation of the equipment. Decision support
systems based on knowledge can be applied to automate
the process of forming an expert judgment. In this case,
LV models must be unique and identifiable. It also requires
processing large arrays of missing data, monitoring their
integrity within the LV area which is set by the trainable
sample. Restrictions on the use of LV models (built on the
archive data of the system) consist of limiting the space of la-
tent variables determined by these archival data. LV models
also cannot be used to extrapolate TCO operation modes for
which monitoring statistics are not available.

Having analyzed the literature in the field of automated
system diagnostics, we can make the conclusion that there
has been no adequate resolution for the following problems
in the methods of diagnostics applied today:



— the intensity of the diagnostic information flows causes
significant difficulties when it is necessary to process them
operationally by the corresponding operational services of
the enterprise;

—a large amount of data is considered low-level diag-
nostic information which requires the highly professional
knowledge of technologists, IT specialists, and system inte-
grators in order to process;

— for most automated control systems, the Expert Sys-
tem (ES) methodology is used only to diagnose the state of
the Technological Control Object (TCO) and not the states
of the system hierarchy levels from TCO to SCADA.

Thus, today the unsolved part of the
problem is the development of methods for
complex automatic high-level diagnostics
of the operability at all levels of the system
hierarchy in the automated system from
TCO to SCADA with the minimization of
the diagnosis time to real time.

3. The aim and objectives of the study

The aim of the research is to increase
the efficiency of the automated control sys-
tem for an industrial enterprise by provid-
ing automatic self-diagnostics for its com-
ponents — SCADA software and hardware
in real time.

It is necessary to solve the following
tasks to achieve the set aim:

— formation of a mathematical model to
diagnose the operability of an integrated
complex TCO — SCADA using the method-

them); KB — Knowledge Base (rules to construct structure
variants from database components); IM — Inference Ma-
chine; SDC — System Diagnostic Codes; Human Machine
Interface (HMI) is the interface between processes and
human operators.

SCADA subsystem based on the Expert System derives a
conclusion about the SCADA technical state, its functional
components and processes. The conclusion is based on the
analysis of the input data of the Expert System diagnostic
codes generated by SCADA in real time.

The diagnostic model of TCO and SCADA is shown in
Fig. 2.

Human Machine =
Interface

DRTES
q <DB. KB, IM>
Y,

L

Fig. 1. Scheme of interaction between SCADA and the Expert System
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4. Mathematical model to diagnose the
operability of automated systems based
on the methodology of expert systems

We wish to put forward a scheme of in-
teraction between SCADA and the Expert
System (see Fig.1) to solve the problem of
automatic SCADA self-diagnostics using an
Expert Diagnostic System as the diagnostic
subsystem [11, 12].

The following designations are used to identify the
above symbols in Fig. 1: DRTES — Diagnostic Real Time
Expert System; DB — Database (basic components of the
subject area, their properties and the relationships between

It

Fig. 2. Diagnostic model of TCO and SCADA

The following designations are used to identify the
above symbols in Fig. 2: X — a set of input parameters (these
include controllable parameters of TCO and SCADA); Y — a
set of output parameters (this is a diagnosis of the TCO and
SCADA state; localization and identification of failures in
hardware and software of TCO and SCADA; recommen-
dations for the recovery/auto recovery of their operability;
recommendations for failure prevention, repair, hardware



upgrades, software updates and recovery/auto recovery in-
cluded); Z — a set of factors which can impede the system’s
reliability (for example, a power failure, a hardware failure,
a DoS attack, external electromagnetic effects on system
equipment, etc.); A — the operator of the model represent-
ed by a set of algorithms and/or functions; P — processes.
A process is an executable program module that runs on a
backbone node. A set of processes form SCADA software;
K — Control Process Points (CPP). A Control Process Point
is a virtual location with a given instruction in the execut-
able process code. When a failure occurs, it is possible to
give the result based on the diagnostic code if the process
passed/didn’t pass its control point. In other words, it is a
diagnostic code about the process execution error. The set
of diagnostic codes allows us to determine failures in the
system; C — System Diagnostic Codes (SDC). These include
software error codes, exceptions of classes and functions,
process return codes, states of uncertainty (i. e. the partial
or complete absence of information after the timeout is ex-
pired, etc.). Diagnostic Codes are generated in the process
of SCADA operation; F — Types of SCADA Failures (TSF);
H — the relationship between a Control Process Point and
Process. Q — the relationship between System Diagnostic
Codes and Control Process Points as a disjunction of a set
with possible values of the SDC for a given CPP; G — the
relationship between a given set of SDC determined at the
CPP to the relevant TSP.

Thus, the relationship G determines the TSF in SCADA
using the set of SDC coming at the input of the ES.

G1cG — the relationship between a set of SDC and TSP
which is completely determined at the set of SDC.

Suppose the SCADA subsystem based on the ES receives
a set of input data X(At) ordered by the time of generation
for SDC in SCADA:

X(AH)=(C,.K,.P.)(AL) =
={(CL K, PY(),en(C K PY(E). o (CL K PYA)) (D)

where X(At) — a subset SDC C,, generated by SCADA in the
event of off-nominal passing /non-passing a subset CPP K,
which belongs to a subset of processes P,; At=(t;—t1) — the
time interval to generate the SDC in SCADA for the given
input data presented.

Suppose the Knowledge Base (KB) of the ES for diag-
nosing a failure f€F contains an alternative set of rules G,cG
for the logical derivation of the diagnosis, determined at the
set X/=(Cy, K, P)y.

/=G (X)), )
Xf:{x“xz,...,xi,...,xn}f, 3)

Skolem standard form for the formula of the deductive
derivation rule in the Expert System Knowledge Base is as
follows [13, 14]:

F Z xi(w(xhxb' . ~7xn)) — EI(]./:\Igj(xeZ,- . -,xn))’ (5)
which is interpreted as follows: “it is required to prove the

truth of deducibility for the conclusion from a set of true
premises”.

The following designations are used in formula (5):
x; — a propositional variable corresponding to a certain SDC
in the Expert System Database determined at the CPP;
gj— a condition (premise), corresponding to accepted rules
of failure determination; @ — conclusion; 7 — the number of
propositional variables; m — the number of conditions.

5. Formation of the diagnosis search space for failures in
the automated system at the conflicting set of input data

We can determine the diagnosis search space as follows:

E={fis foreor fu )} =
={[1/eG(X,), X, nX(At)# D). ©)

Consider an example of the diagnosis search space for-
mation [13].

For instance:

X — aset of SDC determined at CPP in the Expert Sys-
tem Database;

G4 — a system of rules in the Expert System Knowledge
Base to determine a failure in the system;

X(A?t) — a set of input data in the Expert System for a
time interval At.

We have:

X: {x1’xz’x3’x47x5’x6’x7’x87x9’x10’x11’x12’x13’x14’x15};

G1 :{gwgzvg:svgmgs’gesvgwgs’ggvgm};

Ji=81(x,x,,26,20,) =G (X );

Jo = 853, %5, 29,211, 215) = G (X )

Iy = 83(, X5, 207,,0) = G (X))

Ji =8, (x, 205,00, = Gf4 (XfA );

f;} = gs(x77x13vx147x15) = Gf) (Xﬂ )!

Jo=86(x;, %0, 25,2,5) = G (X))

Jo =81 (o5, x5,2005) =G (X );

Js = 85(y, 25,205, ) = G (X )

Jo = 89X, 214, X5, X5) = Gf9 (ng );

Jro = 810(Xg,Xy5,%,5) = Gfm (X/m );

X(At)={x,,x5,20,,2,, }

Required to find: the diagnosis search space for a set of
input data X(A¢). To do this, it is necessary to form subsets V"
on the basis of the set 2X49. The elements of the given set are
represented by m-tuples, where: n=|X(At)| — the number of ele-
ments in the set of input data X(Af); m — the length of the tuple.

We consolidate the results of the formation of ¥ based
on the set of input data X(A¢) into Table 1.

There is a set of rules in the Expert System Knowledge
Base Gpj(y,,;) which is relevant to each element y, €Y,

c2X®) formed at the set of input data in the Expert System
X(At). These input data form the diagnosis search space F,, ;:



X, 2=y, (7
X5 =X\t ®)

Gm,j:y:r,z,j_>Fm,j’ (9)

E,={fos i}, ={6, (X0 G (X, )}W_, (10)
where X7

; — the set of SDC to derive a diagnosis f; and the
values of its elements are not determined at the set of the
input data X(At).

Table 1

Representation of m-tuples on the basis of input data 2X(44

m Y, Y
1 Y = {25, 20,,%,,) 4
2| Y ={(x1,x3),(x1,x7),(xl,x12),(x3,x7),(x3,x12),(x7,x12)} 6
3 Ys‘i ={(x1,x3,x7),(x1,x3,x12), (xt,xwxu), (x3,x7,x12)} 4
4 Y ={ (227,20} 1

If X, =0, then the set of rules Gy is completely deter-
mined at the set of input parameters X(A¢) for the current
state of the Expert System Knowledge Base. Otherwise, it
is partly determined.

We consolidate the results of the alternative search space
formation into Table 2.

Table 2
Alternative spaces for diagnosis search
No. Y F, X
1 ny:X/lmZX(A’):JQ fi| X5 =26,
9 yﬁ2=ngm2X(A‘)=x3 fs| X5, ={x2,x8,x14}
3 yf:s:stmzx(m:@ 151X :{xmvxw?ﬂs}

RS ={x4’x8’x13}

fo ng = {xevxths}

4 y{iA — (X_/[,- A 2X(At)) v (X/s A 2X(At)) =x,

5 Yayg =(ijm2X(A‘))=(x3,x7) fs| X ={x2,xm}
6 Un=(X,n2"N)=(x,0,x) [ %)
o = (2, 205)
b = (X, 27)
by = (X, X,)
Yo = (25,2,)
7 Yo = (¥7,%,,) @ @

4
Yo = (X, 23,%,5)

5 = (0,27, %,,)

54 = (X3, 207, 20,,)

41 =(‘x17x37x77x12)

According to Table 2, the diagnosis search space is de-
fined as follows:

y§,1 - F3,1 = f4’ 11

4
y1,4 - ]:1,4

={fo /o
F,=F OF, ={/. /o /o}-

There are priority rules with absolutely determined pa-
rameters for the elements of Boolean 2X() with maximum
cardinality to establish the diagnosis.

Formation of the diagnosis search space using the rules
from the Expert System Knowledge Base with partially de-
fined parameters is carried out by finding a complement to
the Boolean element 2X9 for a subset of an ordered basis set
of arbitrary cardinality.

(12)
(13)

6. Application of data structure m-tuples in the method
for failure diagnostics of an automated system

Consider the properties of the input data set in the Ex-
pert System and methods to work with them in detail [15].
The set is based on the elements of m-tuples Y as part of
Boolean 2X(*9),

Suppose we have a finite ordered increasing basis set:

X={a, 0,200, } =

={xi|1SiSn, Vze[l,n)—)xi<xi+1}, (14)
where i — the ordinal number of the element x in the set X;
n=|X| — the number of elements or the cardinality of the
set X; “<” — comparison operator for the elements of the
set X, defined individually, depending on the type of ele-

ments of the set X; 2X — Boolean of the set X; [2X|=2" — car-
dinality of Boolean.
X DY LYY =
n!
vy fi<men, B =ly|=—" L (15)
(n—m)l-m!

where Y — a subset of Boolean. The elements of the given
subset are m-tuples. They consist of the elements from the set
X. The set X is ordered by a right-hand search of its indexes
in m-tuples from the lower boundary to the upper. £, — car-
dinality of the subset Y.

Y" ={y;'w. \y,’;,j =(X, 00X e ),

n 'm

n - n n o _
lsmsm, o), <i < Bm.n’ oy =T,

B, =n—m+n, Yne[lm)—x, <xiw}, (16)

where y;, . —m-tuple is an element of the set Y, and consists
of the elements from the basis set X; m — the length of the
tuple; j — an index (sequence number) of a tuple in the set of

tuples Y”; n — an element index in the tuple y,',’L 5 iy — an
index of a tuple element y; ; in the basis set X; o, lower
boundary of change i, in m- tuple Ynis B~ upper bound-

ary of change iy in m-tuple y,, ..

Suppose I — an ordered increasing set of indexes which
are elements of the set X:

1={12..,

np={il1<i<n}. a7

J —an ordered increasing set of indexes which are ele-

m

ments of the set Y



Jn={t2. R }={jilt<j<k}.

(18)

I" — aset of tuples which contains indexes of basic ele-
ments for the tuples of the set Y

n_)m n -n I N B . .
Im—{1”,,1,1%2,...,1%%}—{zmvj|sz].—(11,...,1,],...,1,”),

1Sj£k,';,inel,1SnSm,

(19)

n<i, Sn—m+n, Vne[tm)—i,, —i, 21}.

i, ;— a tuple of indexes of basic elements in the tuple y, ..

We can specify the following dependencies between the
ordered sets given above:

— indexing elements from the ordered basis set X:

0 : X1 (20)

— searching for elements of the basis set X using its index:
o X1, (21)

— forming ordered sets of m-tuples Y from the elements
of the ordered basis set X with cardinality 7:
0,: XY (22)
— projecting ordered sets of m-tuples Y onto elements of
the basis set X with cardinality »:
0 X Y (23)
— forming ordered sets of m-tuples I from the elements
of the ordered basis set I with cardinality #:
O, I =175 (24)
— projecting ordered sets of m-tuples I) onto elements of
the basis set I with cardinality #z:
O T T2 (25)
— indexing the elements of ordered sets Y, which consist
of m-tuples y,, :

0¥, = o (26)

— searching for elements of the set ¥ using its index:

0 Y e T 27)
—indexing the elements of ordered sets of m-tuples Y
using the elements of ordered sets of m-tuples I7:
0.:Y" > 1"; (28)
— searching for elements of ordered sets of m-tuples Y
using the elements of ordered sets of m-tuples I7:
oY T (29)
The following methods are proposed for consideration to
carry out the search and projection of elements in ordered sets:

— determining the values in the tuple of indexes i, ; using
the ordinal number j for the element of the ordered set Y [15]:

(30)

Alzj—>i:,_/.;

— determining the ordinal number j for the element of the
ordered set Y, using the tuple of indexes i,:

Ay jein (31)

— determining the complement to the tuple of indexes i, ;
to the basis set I:

Ayl it (32)

— determining the complement to the element y,, ; to the
basis set X:

A, :y:;,j Fyﬁ; (33)
Consider formal rules to determine the dependency j«

i,, ; based on the method A».
We have:

X={x,|n=|X|, 1<i<n, Vie[ln)>x <x,}

m,il = (i),
Requ@red to find: je—1) ..
Solution:

1. We verify that our input data are correct: X and m
1<m<n.

Vie[ln)—>x,<x (34)

i+

2. We form Table 3 with the dimension (m+1)x4 to calcu-

late the parameters o, ., B, ., W,
Vne[Lm]_)(a;,n:Tl, B;,nzn_m'*‘n, H;,nzm_n)- (35)
Table 3
Areas of index definitions /,
n O B Hon 1
1 1 n-m+1 m—1
n n—m+n m-m m
m m N 0
3. We verify that input data are correct:
i = (il il). (36)
The condition of correctness i, :
Vil e[tm]— (o, <il <Pp,),
Vil e[tm]— (il -, >1). (37)

4. We form Table 4 with the dimension (B}, ,—or), +4)x
x(2m+1) to calculate parameters C' which determine
the number of elements in the set ¥". These elements are
obtained by performing an ordered right-hand search of
indexes beginning with i, in the given area:

(VnelLm) & (Vi ela, , B, 1) -
. (n—i)!
T (i) = (m=m)x (m =)

(38)



Table 4
Calculation of parameters C."."
n
n 1 2 M |1
n
Mon m—1 m—2 0 2
. m-n m-n . m-nm
in i Cn—i" iy Cn—in im Cn-i,, 3
n n m—-1 n m-2 n
Oy | O o | s Pumay| oo | o [ O | 1
n n
B0ty 1
n n m—1 n m=2 n
B"‘ﬂ mi Cnfﬁ;;_, Bm,Z C",B:AM Bm,m 1

5. We form Table 5 with the dimension (B}, ,—o,,+2)x
2m to calculate [ (i,):

Table 5
Calculation of J, (i)
i1 J:,,i(i1) Z.2 .]:,2(12) im J;m(lm) 1
o Formulas o Formulas o Formulas
mH(39)—(42) | ™*(39)—-(42) || ™™ (39)—(42)
Formulas Formulas Formulas B o +1
1(39)—-(42)| T |1(39)-42) ] T [(39)—(42) mt Tt
B Formulas B Formulas B Formulas
mH(39)-(42) [T ™ (39)—(42) || |7 [(39)—(42)

The calculation of J; (i) tofillin Table 5 is carried out
by using formulas (39), (41).

JiGy= Y cri=

=y,
‘]:,,1(i1) = .]Z,1(i1 - 1)+C::11’

n
m,1?

=0
: (39)
i, (ol i/ ]

m,1’

We calculate jii, using formula (40).

(n € (17m]) - ((17]1—1 > a:’n,n—1)?(in = i1]1.—1’jmin = J:rlz,n(in) = Jr:,n—l(iri—1 - 1)) : (jmin = O))’ (40)

in
. . . . . . —1
Gy €@l = T ()= jun+ >, Cil =
iy =i)
i =il +1,

.]:m](in) = jmin + C;”_‘l:l’
= (41

| JnaG= TG D+ C

; i i
i, € (1TH + 1,zn .

The final rule for method As:

algorithm. Thus, O(f(n)) is a “truncated” estimate of the
execution time of the algorithm which shows the asymptotic
changes of f(n) when n—oo.

The data structure “m-tuples based on ordinary sets
of arbitrary cardinality »n” is a list with sequential access
containing 2" elements. Therefore, when searching for an
element at the end of the list (the worst case), the function to
calculate the number of operations is as follows:

f(n)=2" (43)

Accordingly, the estimated time of the algorithm exe-
cution “Searching for an element in a list with sequential
access” is as follows:

O(f(n))=0(2"). (44)

Thus, the given algorithm refers to algorithms with the
exponential time of execution.

Method A, allows us to transform a list with sequen-
tial access to a list with direct access when using the data
structure “m-tuples based on ordinary sets of arbitrary
cardinality n.”

We calculate the estimation of the execution time for
method As.

The function to calculate the number of operations for
method A, is as follows:

()= fa(m)+ [, (n) + [,5(n), (45)
where fi3(n), fu(), fi5(n) — functions to calculate the
number of operations when filling in Tables 3, 4 and 5,
respectively.

When filling in Table 3, for the worst case (m=n) we
have:

fa(my=3-n. (46)

Accordingly, the time estima-
tion when filling in Table 3:

0y (fo(m)=0,(n).  (47)

We will calculate the function of the number of opera-
tions for an element from Table 4 f¢(n) to calculate f4(n).
According to this, an element from Table 4 in general can be
calculated using the following formula:

n!

(O <MY & iy =B AEMm =M= T (1)) (= T (1)) (42)

Answer: (= Jp (e DV G = T (@)

7. Comparative evaluation of the performance of
algorithms with sequential access to the Boolean of input
data and usage of method A,

We will use the asymptotic estimate O(f(n)) of the
increased rate in the number of operations f(n) with increas-
ing n to estimate the productivity of the methods. O(f(n))
is calculated for the worst case, when the input data of the
length n require the maximum time for the execution of the

m_ 48
" ml(n-m)! (“8)
for m<n/2 we have:
m multipliers
—_——t
! —
n_ n! :(n m+1)><...><n, (49)
m!l-(n—m)! m!
Je(m)=2-(m-1)+1. (50)
For m>n/2 we have:
m multipliers
! +1)%..xn
n_ n! _ (m (51)
ml-(n—m)! (n—m)!



Jo(n-m)=2-(n-m-1)+1. (52)
Thus, in the worst case for m=n/2 we have:
f(n)=2-(n/2-1)+1=n—1. (53)

Accordingly, the estimated time to calculate an element
from Table 4 is as follows:

Oc(Je(m))=Oc(m). (54)

The function to calculate the number of operations when
filling in Table 4 is as follows:

Ju(m)y=m-(n=m+1)- fo(n). (55)
In the worst case for m=n/2 we have:

[my=n/2-(n/2+1)- fo(m)=n" / 4+n* /2, (56)
0,,(/14(m)=0,,(n"). (57)

We will calculate the function of the number of opera-
tions for an element from Table 5 f;(n) to calculate f;5(n). In
general, the element from Table 5 is calculated using formula
(41) and consists of maximum n—m summands:

f(m)y=n-m. (58)
For the worst case (m=1):
f(m)y=n-1. (59)

Based on (59), the estimated time to calculate an ele-
ment from Table 5 is as follows:
0,(f;(m)=0,(n). (60)

The function to calculate the number of operations when
filling in Table 5 is as follows:

Jis(my=m-(n=m+1)- f,(n). (61
In the worst case for m=n/2 we have:

ﬁs(n)zn/Z-(n/2+1)~fJ(n)=n3/4+n2/2, (62)
0,5(/i5(m)=0,5(n"). (63)

Therefore, the estimated time for method A, is as follows:
O,(f,(n))=0,(n"). (64)

Thus, A, is an algorithm of cubic execution time.

8. The results to evaluate the performance of algorithms
with sequential access to the Boolean of input data and
using method A,

We form a comparative table of changes in the number of
operations when 7 is increasing for the cubic (method A,) and
exponential (sequence access) time of execution (Table 6).

Table 6

The number of operations for methods with cubic and
exponential time of execution

N n’ 2" A=2"—p?
1 1 1 0

5 125 32 -93
10 1000 1024 24
15 3.375%10% 3.277x104 ~10*
20 8.0x10° 1.049x10° ~106
25 1.563x10* 3.355%107 ~107
30 2.70x10% 1.074x10° ~109
35 4.288x10% 3.436x10° ~10?
40 6.40x101 1.1x10'2 ~101?
45 9.113x104 3.518x10'3 ~1013
50 1.250x10° 1.126x10" ~10%

Graphs of functions of increasing numbers of operations
f(n), fo(n) for sequential access to elements of the given data
structure and using algorithm A, are shown in Fig. 3.

The Speed of Increasing Numbers of Operations for
Sequential Access and Direct Access to the Given Data

Structure
4500
4000 Il
3500 /
3000 /
2500 /

S
—

2000

1500

1000 /
500

0 1727314 5|6 789 10|11 12
—f2(@m)n"3 1 8 | 27 | 64 | 125|216|343 512729 100013311728
—f(m)=2"n | 2 | 4 8 |16 32| 64 128 256 512 102420484096

Fig. 3. Graphs of the speed of increasing numbers of
operations for methods with sequential and direct access to
the given data structure

Taking into account that modern CPUs have a clock
frequency more than 3 GHz and an average MAC operation
(MAC - Multiplier/Accumulator is an operation called
fused multiply — accumulate Y=Y+AxB) is performed in 4
clock cycles, we can set the following execution time for one
operation in the given methods:

t=4/(3-10° Hz)=1,33-10° s = 1,33 ns. (65)

We perform a comparative analysis to estimate the time
of execution for the given methods (Table 7).

According to Table 7, we can see that if we work with the
data structure “m-tuples based on ordinary sets of arbitrary
cardinality n” as a list with sequential access, it is quicker
to get access to elements of this data structure unlike using
method A5 when n<10.



If n=10, the execution time of the methods which work
with the data structure as a list with sequential access as well
as method A, is approximately the same.

If n>40, method A, of direct access to the elements of the
data structure is several orders of magnitude faster than the
methods of sequential access to them. Algorithms that im-
plement the methods of sequential access with exponential
execution time are generally extensive and refer to the com-
plexity class NP-hard (non-deterministic polynomial). The
application of method A, takes the problem to the complexity
class P (polynomial), that is, the algorithm to implement
Ay is executed in polynomial time. According to Cobham’s
thesis, complexity class P belongs to the fast-executing com-
plexity class.

Table 7

Estimation of the execution time for methods developed to
work with given data structure

N o(n), s o@®), s 02", s

1 1.33x107? 1.33x10? 1.33x10?

5 6.65%x107 1.663x107 4.256x10°8

10 | 1.33x108 1.33x10°6 1.362x10°6

15 | 1.995x10°8 4.489x10°6 4.358x107

20 | 2.66x108 1.064x107 1.395%x10°3

25 | 3.325x10°8 2.078x107 4.463%x102

30 | 3.99x108 3.591x10 1.428

35 | 4.655x10°8 5.702x107 45.70

40 | 5.32x108 8.512x10 1.462x10°~25 min
45 | 5.985x10°8 1.212x10 4.680x10%~13 h
50 | 6.65x108 1.663x104 1.498x10%=17 days
55 | 7.315x10°8 2.213x104 4.792x107=~18 months

9. Discussion of the research results to investigate the
effectiveness of the diagnostic method developed by the
criterion of the diagnostic time duration

1. We developed a diagnostic mathematical model using
the methodology of Expert Systems to study the processes of
functional diagnostics for the automated system operability
in order to minimize the time needed to establish the diag-
nosis. The distinctive features of this model are as follows:

— complete diagnostics of the entire integrated complex
TCO — SCADA. This can be achieved by processing a com-
plete set of input data in the diagnostic model — diagnostic
codes generated by SCADA at all levels of the hierarchy
(hardware platform — operating system — software develop-
ment and execution environment — SCADA configuration
software — run-time SCADA software — software to control
and monitor TCO);

— minimization of the time for the diagnosis search for-
mation space when working with a conflicting set of input

data in the model developed — system diagnostic codes.
Minimization of the diagnostic time is achieved due to the
fact that we apply methods to work with the data structure
“m-tuples based on ordinary sets of arbitrary cardinality »n”
instead of methods with sequential access to the elements of
the Boolean of input data.

2. Investigation of the patterns for the diagnosis search
formation space for the Boolean of input data showed that
the access time to the elements of the Boolean of input data
increases depending on the number of input data n:

— using the exponential functional dependence 2" for
sequential access to the elements of the data structure;

—using the cubic functional dependence n® for direct
access to the elements of the data structure.

3. A distinctive feature of the method developed to
form the diagnosis search space for the integrated complex
TCO — SCADA is the minimization of the access time to
the elements of the Boolean of input data 249 as well as
the minimization of the time to obtain the complement to
the element of Boolean 2% to a subset of the ordered basis
set. This allows us to quickly determine conflicting groups
of input data.

4. The effectiveness analysis of the diagnostic method
developed by the criterion of the diagnosis search duration
showed that the algorithm realizing this method allows us
to segue from the tasks of the NP-hard complexity class in
general to the tasks of the P complexity class, unlike the
diagnostic method with sequential access to the elements.
This approach allows us to minimize the time to establish
the diagnosis to real time. This has a significant impact when
processing a set of input data of arbitrary n>40 (Table 7).

10. Conclusions

1. The method developed for the diagnosis search for-
mation space changes the functional dependency of the
execution time estimation for the algorithm in accordance
with the number of its input data » from exponential O(2")
to cubic O(?).

2. The effectiveness of the method developed is con-
firmed by the fact that the formation time of the diagnosis
search space is minimized to real-time, which is especially
noticeable for the number of input data n>40.

3. The method developed for automatic self-diagnostics
for the integrated complex TCO — SCADA allows creating
methods and algorithms for SCADA automatic self-recovery
after reversible failures in real time.

4. The method developed to diagnose the operability
of an integrated complex TCO — SCADA is a prerequisite
for creating a methodology and a mathematical basis for
the design and implementation of maintenance-free hard-
ware-software complexes.
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