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of the International Atomic Energy Agency IAEA SSG-37 
(2015); normative-legal acts of Ukraine DSTU 62138:2008, 
ChP 306.5.02/3,035-2000. 

Papers [6, 7] demonstrate contemporary requirements to 
technical means and mathematical software for ICS for STC 
in APCS in terms of life cycle, reliability, safety, and fail-
ure-free operation considering the number of control points 
for technological parameters. 

One of the main criteria to ensuring high reliability of 
ICS for STC in APCS is the criterion of realization of the set 
of assigned algorithms and programs to process information 
for reliability in a real-time mode.

Thus, to improve the reliability of operation of ICS for 
STC in APCS at a power plant under non-standard modes 
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1. Introduction

One of the main directions to enhance the safety of 
nuclear and thermal power plants (NPP, TPP) in Ukraine 
is to improve information control systems (ICS), software 
technical complexes (STC) in automated process control 
systems (APCS) of power plants [1]. 

Analysis [2] of the applied ICS for STC in APCS at pow-
er plants revealed that they have some significant drawbacks 
when processing information, which lead to a large number 
of false triggering and failures in the operation of electric 
power equipment. 

Modernization of ICS for STC in APCS of NPP (TPP) is 
performed in accordance with documents [3–5]: the standard 
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of work of electric power equipment, it is necessary to detect 
false information in the form of informational signals about 
false triggering and failures. 

This can be done by determining a dependence of change 
in the electrophysical quantities on a change in energy, pow-
er, amplitude, frequency, the phase of informational random 
signals in the information space based on the application of 
apparatus of the fractal-cluster theory. 

Thus, it is an important task to improve reliability of 
the operation of ICS for STC in APCS at power plants by 
detecting reliable information about failures and false trig-
gering of electric power equipment in a real-time mode.

2. Literature review and problem statement

Authors of paper [8], when examining existing ICS for 
STC in APCS at power plants, typically employ the aver-
aged, or root-mean-square, values for electrophysical char-
acteristics of technological parameters (current, voltage). As 
a rule, they underlie the formation of informational signals 
about changes and deviations, registering only at specified 
time intervals with a delay (2 s), for the assigned setpoints 
interrogating every 0.5 s. Such an approach does not make 
it possible to timely detect the misinformation that leads to 
false triggering and failures [9]. 

Analysis of papers [10, 11] revealed that the following 
known methods of information processing and evaluation 
are applied in order to improve reliability of the operation of 
ICS for STC in APCS at a power plant:

– the information processing method makes it possible 
to establish only the defining parameters of electric power 
equipment technical condition and it does not determine the 
degree of implementation of the concept of transition to a 
repair due to technical condition [10];

– the method for the estimation of information in ICS 
makes it possible to take into consideration only the begin-
ning of planned maintenance and it does not determine the 
degree of influence of equipment on safety and operational 
efficiency [11];

Analysis of disadvantages and benefits of the above 
methods for processing and assessing information aimed at 
improving the reliability of operation of ICS at data process-
ing showed that their application does not make it possible 
to determine the reliability of information on technological 
parameters in real time. 

Analysis of papers [12, 13] revealed that the processing 
of information in ICS for STC in APCS at a power plant 
involves the following dynamic models:

– a model of neutron-physical processes [12];
– a model of thermophysical processes in the reactor’s 

active zone [12];
– models of thermophysical processes in the first and 

second circuit of a steam generator [13];
– a model of dynamic processes in the turbine [13].
Consider the features of application of typical models of 

dynamics in ICS for STC in APCS of electric power equip-
ment at a power unit of the power plant and their influence 
on control functions. 

Model of neutron-physical processes [12] makes it possi-
ble to account for and control the following parameters:

– neutron flux parameters;
– mean effective life cycle of neutrons in a reactor;

– parameters of the concentration of sources of delayed 
neutrons;

– parameters in the decay of sources of delayed neutrons;
– parameters of decay of the core-emitter;
– common particles of delayed neutrons relative to the 

total number of instantaneous neutrons;
– reactivity of the reactor;
– temperature coefficients of heat carrier and fuel reac-

tivity;
– fuel temperature and mean temperature of a heat 

carrier;
– efficiency coefficient of regulating rods and their rela-

tive displacement.
Model of thermophysical processes in the reactor’s active 

zone [12] makes it possible to take into consideration the 
following characteristics:

– temperature of a heat carrier at the outlet and inlet to 
the reactor’s active zone and to a steam generator;

– time constants;
– a heat carrier flow rate through the reactor;
– mean temperature of a heat-carrier in the pipes of a 

steam generator; 
– heat power isolated in fuel.
Model of thermophysical processes in the first circuit of 

steam generator [13] makes it possible to take into consider-
ation time constants, deviations in steam pressure in a steam 
generator, flow rate of the heat carrier through a reactor, 
heat carrier temperature at the inlet and outlet of the steam 
generator and in the reactor’s active zone. 

Model of thermophysical processes in the second circuit of 
steam generator [13] makes it possible to take into consider-
ation the following characteristics: flow rate of feed water, 
steam from a steam generator, steam for turbine; pressure 
in an evaporator; displacement of feed valves; pressure in 
a steam boiler; deviation in the steam pressure in a steam 
generator. 

Model of dynamic processes in turbine [13] makes it 
possible to take into consideration and control the following 
parameters:

– pressure in the compartments of high and low pressure 
cylinder and separator-steam-heater; 

– relative displacement of regulating flaps of valves for 
intermediate overheating;

– time constants of respective elements;
– coefficients that characterize part of the high-pressure 

and low-pressure cylinder in the power of turbine; consump-
tion of steam for the turbine.

Analysis of the above models [12, 13] shows that they do 
not meet today’s requirements to identify false information 
in real time. 

It is noted in papers [10, 11] that only the timely de-
tection of emergency signs, under non-standard operation 
modes of electric power equipment, can provide for the es-
tablished degree of reliability. 

Thus, the reliability of operation of ICS for STC in 
APCS at power plants under non-standard modes depends 
on the work of hardware and software when carrying out 
a continuous monitoring of informational signals at their 
random deviations from the established norm. In this case, 
it is necessary to solve the task on comparing the incoming 
current information about technological parameters with 
the data stored in the memory of microprocessor devices in 
ICS for STC in APCS at power plants.
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3. The aim and objectives of the study

The aim of present study is to improve reliability of the 
functioning of ICS for STC in APCS at power plants units 
by reducing the number of failures and false triggering of 
electric power equipment, based on the detection of informa-
tional signals on emergency signs.

To accomplish the aim, the following tasks have been set:
– to develop a cluster model of the structure of informa-

tional space of technological process parameters for electric 
power equipment at the power units of thermal and nuclear 
power plants;

– to improve dynamic fractal cluster model of the volume 
of informational space of ICS for STC in APCS at power 
plants;

– to derive new analytical expressions for the criterion 
of reliability for the operation of ICS for STC in APCS at 
power plant ‒ the flow of false triggering.

4. Dynamic fractal cluster models for processing the 
informational space of a technological process

To improve reliability of operation of ICS for STC in 
APCS at power plants under non-standard operation modes 
of electric power equipment by detecting information about 
failures and false triggering when identifying deviations in 
technological parameters, it is possible to apply an appara-
tus of the fractal-cluster theory. This makes it possible to 
determine dependences of change in the characteristics of 
electro-physical quantities (current, voltage) on changes 
in energy, power, amplitude, frequency, the phase of infor-
mational random signals in the volume of an informational 
space [15, 16].

To represent the volume of an informational space as a 
set of informational signals, it is proposed to employ a cluster 
model of the structure of an informational space based on the 
application of an apparatus of the fractal-cluster theory [17]. 
A graphical representation of cluster-cluster aggregations in 
the volume of an informational space is shown in Fig. 1.

Fig. 1. Graphical representation of cluster-cluster 
aggregations in the volume of an informational space:  
∆Q∑is is the gain in the amount of information; QVkkN is  

the volume of cluster-cluster aggregations with the 
normalized values of technological parameters; QVkkrd is  
the volume of cluster-cluster aggregations with random 

values of technological parameters; ∆QV∑is is the volume of 
an informational space

Fig. 1 shows that the clusters of separate informational 
signals on the parameters of a technological process form 
a certain volume of cluster-cluster aggregations with the 
normalized QVkkN and random QVkkrd values of technological 
parameters. 

The total volume of informational space QV ∑is can be 
represented as the sum of volumes QV ∑kk of cluster-cluster 
aggregations with the normalized values of parameters QVkkN 
and the volumes of cluster-cluster aggregations with random 
values of parameters QVkkrd. Thus, the random chaotic sig-
nals account for a part of the free informational space ∆QV ∑is.

According to the fractal-cluster theory, the informa-
tional fractal dimensionality dfi is proposed to be used as 
a quantitative physical quantity, which characterizes the 
degree of filling up the total volume of informational space 
QV ∑is with relevant informational signals on the parameters 
of a technological process (Fig. 2).

Fig. 2. The process showing the passage of an informational 
random signal throughout the volume of an informational 
space: VkkN – volume of the informational space with the 

normalized values of technological parameters;  
Vkkrd – volume of the informational space with random values 

of technological parameters; V∑is – total volume of the 
informational space; s(t) – informational signal about  

the norm of technological parameters;  
s(t)rd – random deterministic chaotic signal;  

sf(t) – informational fractal signal

Therefore, the volume QV ∑is of the informational space of 
ICS for STC in APCS at power units of thermal and nuclear 
power plants with the amount of information Q∑is can be 
represented by expression (1):

( ) ,fid
V s VA VB VC VD VEQ Q Q Q Q QΣ = + + + + 		  (1)

where QVА, QVЕ, QVС is the amount of information on the nor-
malized values of technological parameters; QVВ, QVD is the 
amount of information on the random values of technological 
parameters; dfi is the informational fractal dimensionality. 

Thus, it follows from expression (1) that the volume QV ∑is 
of the informational space of ICS for STC in APCS at power 
units of thermal and nuclear power plants is in a power-law 
dependence on the informational fractal dimensionality dfi, 
which means that the structure of the volume QV∑is of infor-
mational space possesses fractal properties.

According to the theory of signal transmission, we as-
sumed that the amount of information Q∑is in the volume of 
an informational space with fractal properties QV ∑is is equiv-
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alent to a change in energy ∆E and power ∆P of the signals 
that pass through the structure of a given volume, that is, 
∆QV ∑is~∆E~∆P~∆Q. 

Energy and power ∆E, ∆P of informational signals de-
pend on changes in the amount of information ∆Q∑is in vol-
ume of the informational space of ICS for STC in APCS at 
power units of thermal and nuclear power plants. Therefore, 
it was concluded that the changes in energy and power of a 
random signal ∆E, ∆P that passes through the structure of 
the volume of informational space QV ∑is with fractal prop-
erties are also associated with a change in the quantitative 
magnitude ‒ informational fractal dimensionality dfi.

The informational fractal dimensionality dfi of an infor-
mational space depends on a gain in the amount of infor-
mation ∆Q∑is in the informational signal, as well as on the 
time τ of returning to the normalized values, and on the time 
increment of cycle ∆T, as shown by expression (2):

( ) ( )ln2

0 2 ,is fсQ t

fi fid d ∑∆ τ −∆≅ ⋅ 			   (2)

where d0fi is the initial value of the informational fractal 
dimensionality at the normalized values of technological 
parameters.

Formula (2) shows that a change in the informational 
fractal dimensionality ∆dfi is related to a change in the 
amount of information ∆Q∑is in the volume of information-
al space QV ∑is. Given this, in order to find a change in the 
amount of information ∆Q∑is in the volume of informational 
space QV ∑is depending on a change in the informational 
fractal dimensionality, the following expression can be 
applied

( )( )
0

2

ln

.
ln 2

fi

fi
іs

f c

d

d
Q

t
∑∆ ≅

τ − ∆
			   (3)

It follows from expression (3) that, when the volume 
of informational space QV ∑is is passed by a random in-
formational signal, there occurs a gain in the amount of 
information ∆Q∑is and a local informational heterogeneity 
is created in the form of an attractor (Fig. 2). The existing 
and applied informational dynamic models of the structure 
of the informational space of ICS for STC in APCS at a 
power plant constitute a system of mathematical equations 
with lumped parameters that characterize the state of the 
informational space. An informational random signal, 
according to the fractal-cluster theory, was considered 
to be a signal that possesses fractal properties. We have 
introduced the notion of an informational fractal signal 
sf(t), which constitutes a system or the sum of signals of 
the informational signal s(t) on the norm of a technological 
process parameters. In addition, we have isolated a ran-
dom deterministic chaotic signal s(t)rd about a deviation 
consisting of self-similar reference oscillations, which are 
in a certain sense similar to the entire signal, that is, we 
observe a scale invariance.

When generating a fractal signal, we used as a reference 
signal the reference harmonic oscillations with a certain am-
plitude U0, frequency ω0, and phase φ0. Applying the theory 
of signal transmission, we obtained expression for the total 
fractal informational signal s(t)∑

 
(4):

( ) ( ) ( )0 0 0cos cos .rd rd rds t U t U t
∑

  = ω + ϕ + ω + ϕ    	 (4)

Paper [18] also demonstrated that the presence of a sig-
nal with the signs of emergency when a technological process 
parameters deviate can be determined by difference ∆s(t) 
between a total s(t)∑ and useful s(t)0 informational signals. 
This, in turn, relates to a change in energy ∆E, power ∆P, 
amount of information ∆Q∑is, fractal return time τf, fractal 
dimensionality of time tf: ∆s(t)~∆E~∆P~∆Q∑is~∆τf~tf.

It is known that the amount of information Quse∑is when 
transmitting one value of the normally distributed signal 
excluding an interference is derived from expression:

( )0

1
ln 1 ,

2useіsQ P∑ = +  

where 

( )
0

0

2

0 0 0 0

1
cos d

t T

t

P U t t
T

+∆

 = ω + ϕ ∫  

is the average power of informational signal with the normal-
ized attributes. Therefore, the amount of information Q∑is 
when transmitting one value of the normally distributed sig-
nal taking into consideration an interference and the fractal-
ity of informational signal is determined from expression (5):

0

0

1
ln 1 ,

2іs
f

P
Q

P P∑

 
= + − 

				   (5)

where 

( )
0

0

21
cos d

t T

f f f f
t

P U t t
T

+∆

 = ω + ϕ ∫  

is the power of the informational fractal signal; Uf, ωf, φf 
are the amplitude, frequency and phase of the informational 
fractal signal, which are derived from formulae (6)–(8):

2
,

ff t
f

π
ω =

τ
					     (7)

		  (8)

Therefore, an increment in the amount of information 
∆Q∑is in the volume of informational space QV ∑is during 
transmission of a random informational signal s(t)rd, accord-
ing to the theory of information and the theory of signal 
transmission, is observed in the case of large-scale invari-
ance (a self-similarity property). We accepted as a change in 
the amount of information ∆Q∑is the amount of information 
∆Qrd on the random informational signal, that is ∆Qrd=∆Q∑is.

Hence, it follows that the amount of information ∆Qrd 
about a random informational signal can be represented as 
the difference between the amount of information Q f∑is in 

( ) ( )
2 2

0 0

2 2 2 2
cos d sin d , (6)

c c

f f

f

t t

t trd rd
c cf f

U

kt kt
s t t s t t

t t

=

      π π   = +   
τ τ         

∫ ∫

( )

( )

0

0

2 2
sin d

arctg .
2 2

cos d

rd

f

rd

f

t

trd
с f

f t

trd
с f

kt
s t t

t

kt
s t t

t

 π
 
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ϕ =

 π
 
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∫

∫
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the fractal informational signal and the amount of infor-
mation Quse∑is on the normalized values for a parameter, as 
shown in expression (9):

Expression (9), taking into consideration expressions 
(6)–(8), shows that the amount of information ∆Qrd depends 
on changes in the amplitude Uf, frequency ωf and phase φf 
with respect to the fractal return time τf and fractal dimen-
sionality of time tf.

We have chosen, as a characteristic of operational 
reliability of ICS for STC in APCS at a power plant, the 
main criterion ‒ an indicator that characterizes the reli-
ability of devices ‒ “flow of false triggering”, determined 
by analogy to the estimation of a failure rate. It should 
be noted that the failure rate W(t) depends directly on 
the degree of determining the reliability of informa-
tion on the characteristics of a technological process 
parameters at a power plant unit. In this case, a record 
is kept depending on R(t2), the number of false trigger-
ing by time t2; R(t1), the number of false triggering by  
time t1.

Therefore, to estimate a flow rate W(t), we took into 
account the time of cycle Tc, gain in the amount information 
∆Q∑is, a change in the informational fractal dimensionality 
∆dfi, as shown by expression (10):

( )
( ) ( )

( ) ( )

2

2

ln

ln 2
.

ln

ln 2

fi
c c

іs

fi
c c

іs

d
R T T R T T

Q
W t

d
Т Т Т T

Q

∑

∑

  ∆
 + ∆ − − − ∆ 

∆   =
  ∆
 + ∆ − − − ∆ 

∆   

	 (10)

Thus, expression (10) takes ac-
count of unreliable information about 
changes in technological parameters 
and, consequently, helps reduce the 
flow of false triggering and failures.

An increase in the degree of de-
tection of false information about de-
viations in the magnitudes of tech-
nological parameters improves the 
reliability of operation of ICS for 
STC in APCS at power plants units  
by 33 %.

5. Experimental study into informational signals on 
technological parameters in order to detect the signs of 

emergency

To confirm the results of theoretical study and a possibil-
ity to estimate the process of change in the parameters of the 
informational space of a technological process depending on 
the electrophysical quantities, we designed a composition of 
equipment for the experimental setup (Fig. 3), which includes:

– low-frequency signal generator, GZ3-124 ‒ for a set of 
standard frequencies;

– chaos generator (a dual electric circuit, which includes 
a variable resistor and two operating amplifiers, type TL-
082CD) ‒ to generate random noise;

– digital oscilloscope, type 54622d, and information-mea-
suring equipment ‒ to measure characteristics of elec-
tro-physical parameters of a signal;

– a personal computer, hardware and software, a printer 
at the workplace of operator-researcher.

We measured and investigated technological parameters 
of the primary circuit of the reactor VVER-1000 at NPP unit 
(Fig. 4): temperature T1k and pressure P1k, whose values are 
represented by electro-physical magnitudes ‒ current signals 
IT1k, IP1k. To monitor a change in the fractal properties of the 
volume of informational space QV∑is, in the present work we 
applied a scheme of chaotic random informational signals sf(t). 
Generation of random noise was simulated by using a dual elec-
tric circuit with positive resistance.

( )

( ) ( )

( )

0

0

0 0

0 0

0

0

2

0 0 0

2 2

0 0 0

2
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1 1
ln 1 cos d . (9)
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 ω + ϕ  

 ∆ = + − 
   ω + ϕ − ω + ϕ    

 
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 

∫

∫ ∫

∫

 
Fig. 3. Composition of equipment and layout of the experimental setup
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Chart in Fig. 4 shows that in the time interval from  
0.112 s to 0.448 s the current signal values are in the range 
from 11 mA to 11.32 mA, which correspond to the tem-
perature of a heat carrier in the first circuit of VVER-1000 
reactor at NPP power unit T1k=320 °C±5 %, that is, they are 
in a pre-emergency situation. 

In addition, the chart in Fig. 4 shows a selected time 
interval from 0.448 s to 0.476 s, over which there occurs a 
jump-wise change in the values of current signal IT1k. This 
time interval witnesses an increase in the temperature of 
a heat carrier in the first circuit of VVER-1000 reactor at 
NPP power unit, exceeding 336 °C, indicating an emergency. 
At the same time, the oscilloscope displays in the time inter-
val from 0.448 s to 0.476 a phase portrait of the signal in the 
form of an attractor; in this case, the informational fractal 
dimensionality dfi changes from 2.86 to 2.73, indicating the 
signs of emergency.

a  

b 

Fig. 5. Gain diagrams: a – amount of information at an 
increase in the energy of current signal; b – energy of current 

signal over time

Based on the results of numerical experiment, we 
derived dependences of change in the energy of current 
signals on the gain in the amount of information about pa-
rameters of the first circuit of VVER-1000 reactor at NPP 
power unit: temperature and pressure. Diagrams in Fig. 5 
show that an increase in the amount of information of the 
informational fractal signal occurs at the increase in the 
energy of the signal.

a  

b 

Fig. 6. Dependence charts of change in the informational 
fractal dimensionality on: a – amount of information;  

b – energy of current signal 

The chart in Fig. 6 shows that a jump-wise increase in 
the energy of signal IfT1k from 80.496 mJ to 335.248 mJ re-
sults in a gain of additional information about parameters 
of the first circuit of VVER-1000 reactor at NPP power 
unit, equal to one bit. This circumstance testifies to the 
presence of signs of emergency in a technological process, 
specifically the temperature of a heat carrier exceeded 
336 °C. 

Based on the results of numerical experiment, we ac-
quired dependences of change in the amount of information 
∆Q∑is about parameters of the first circuit of VVER-1000 
reactor at NPP power unit on the change in information-
al fractal dimensionality dfi, which are shown in Fig. 6.  
Fig. 6 shows that in the interval of change in the informa-
tional fractal dimensionality dfi from 2.86 to 2.73 there is 
a gain in the additional information about technological 
parameters of NPP power unit, equal to one bit, which indi-
cates the signs of emergency.

The results we obtained were realized and imple-
mented as a module of ICS “Complex Titan-2” for STC in 
APCS based on cabinets TPTS-51 8 unit at power unit 
with a capacity of 325 MW at Zmiyev TPP (Ukraine). 
Structural-functional diagram of the microprocessor sys-
tem of ICS for STC in APCS with the introduced 
module for detecting the signs of emergency is shown  
in Fig. 7.

 
Fig. 4. Charts of current signal and its amplitude dependence on time 
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6. Discussion of results of studying the processing of 
information in ICS for STC in APCS

When designing a cluster and a dynamic fractal cluster 
model of the structure of an informational space, in order to 
improve reliability criteria in the operation of ICS for STC in 
APCS at a power plant, we considered the appropriateness of 
applying an apparatus of the fractal-cluster theory. 

Based on the developed cluster model of the structure of 
volume of the informational space as a set of cluster-cluster 
aggregations, it was established that the passing of random 
informational signals through informational space changes 
the degree of filling up its volume. This occurs depending 
on a change in the energy and power of fractal informational 
signals.

It was found that it is the most appropriate to use, among 
the dimensionalities (correlation, capacitive, point) that 
characterize the degree of filling up volume of an informa-
tional space, the informational fractal dimensionality. In 
doing so, the informational fractal dimensionality is accept-
ed in the form of fractional magnitude and shows the way a 

shape or a time series fills up the space. Furthermore, it is di-
rectly related to a change in the amount of information in the 
volume of memory of ICS for STC in APCS at a power plant.

The results obtained allow us to state that when a 
random informational signal passes through the volume of 
informational space of ICS for STC in APCS at a power 
plant there occurs a gain in the amount of information. In 
this case, there forms a local informational heterogeneity 
in the form of a strange attractor, which may indicate the 
signs of emergency in random informational signals that 
pass through the volume of the informational space. The 
informational fractal dimensionality becomes different from 
its initial value.

Accounting for this fact opens up the possibility for an 
informational fractal dimensionality of a random informa-
tional signal to be matched with known parameters of the 
useful informational signal. By using a comparison method, 
it is possible to estimate the informational fractal dimen-
sionality, and, therefore, the amount of information of an 
unknown random signal according to the parameters of the 
known one. 
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From a theoretical point of view, study into a cluster 
model makes it possible to obtain new analytical depen-
dences for existing dynamic spatial-temporal models. Such 
an approach makes it possible to associate the amount of 
information on emergency signs, in the case of deviation of 
the magnitudes of technological parameters from the norm, 
with a change in energy, power, amplitude, frequency, and 
phase of the random informational fractal signal.

The results obtained are practical and relevant since they 
allow timely, in real time, detection of false information. This 
suggests the possibility of a timely response to emergency 
signs or a decrease in the number of false triggering and 
failures, thereby improving the reliability criteria in the op-
eration of ICS for STC in APCS at a power plant.

It should be noted that in the process of developing a 
dynamic fractal cluster model of the structure of the infor-
mational space of ICS for STC in APCS at a power plant we 
accepted certain assumptions and limitations. The examined 
technological process in an informational space is presented 
as a dynamic system, which is a random, chaotic, unstable, 
nonlinear autonomous system with 3-dimensional phase 
space. We apply as the values of dynamic variables spatial 
coordinates and time, characterizing the moment of return 
of declined (altered) characteristics of their parameters to 
the normalized values over the period of course of a techno-
logical cycle.

7. Conclusions

1. We have developed a cluster model for the structure 
of an informational space as a combination of informational 
signals that carry information about emergency signs at a 
deviation of a technological process parameters at electric 
power facilities, based on the application of an apparatus of 
the fractal-cluster theory. The interrelation is established 
between a change in power and energy of a random infor-
mational signal and the degree of filling up the volume of an 
informational space, which is characterized by a quantitative 
magnitude, the informational fractal dimensionality, in an 
interval from 2.86 to 2.73. Passing of a random signal de-
creases the informational fractal dimensionality by the mag-
nitude of 0.13, while increasing the amount of information, 
starting with one bit. We have derived a dynamic fractal 
cluster model of the structure of the informational space of 

ICS for STC in APCS at a power plant, which makes it pos-
sible to obtain new functional dependences of the dynamics 
in change (deviation) of electro-physical quantities (by 0 to  
5 %) of technological parameters on the fractal information-
al dimensionalities. It is shown that the detection of random 
informational signals about deviation in the characteristics 
of technological parameters from the normalized values 
results in a change in the values of magnitudes for charac-
teristics of energy, power, amplitude, frequency, and phase.

It was established that at a jump-wise increase in the 
signal energy, from 80.496 mJ to 335.248 mJ there occurs a 
gain in the additional information about the parameters of 
a technological process at a power plant unit, equal to one 
bit. Accounting for specific fractal cluster properties of the 
structure of volume of the phase informational space makes 
it possible to detect emergency signs under non-standard 
operation modes of electric power equipment at thermal and 
nuclear power plants units in a time less than 2 s.

2. We have derived analytical expressions for the estima-
tion of reliability criteria of the operation of ICS for STC in 
APCS at power plants, which, in contrast to known expres-
sions for detecting false triggering and failures, take into 
consideration new parameters: a gain in the amount of infor-
mation, fractal time, informational fractal dimensionality. 
When processing information for authenticity, the probabili-
ty of detection of false information in software and hardware 
of ICS for STC in APCS increased from 0.58 to 0.83.

3. We have designed and proposed a module for detect-
ing emergency signs of deviation in the characteristics of 
electro-physical parameters of technological parameters. 
This module makes it possible to compare current deviations 
in electrophysical parameters of a technological process at 
a power plant with the data stored in memory of the micro-
processor system. In addition, the module makes it possible 
to analyze emergency signs in a real-time mode, which im-
proves reliability criterion by 10 % to 33 % by reducing the 
parameter of the flow of false triggering from 0.0011 per year 
(normal) to 0.0005 per year. This approach allows estab-
lishing new requirements to the reliability criterion of func-
tioning of ICS “Complex Titan-2” for STC in APCS based 
on cabinets TPTS-51 at a power plant unit 8 with a power 
capacity of 325 MW at Zmiyev TPP. At the same time, the 
temporal characteristics of the speed of change in the mag-
nitudes of characteristics of technological parameters over a 
period from 0.05 s to 0.5 s are taken into consideration.
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