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Pozensanymo ocobausocmi 3acmocyeanus KOHKYPYOUUX
KJimunnux aemomamie 00 3a0au 3 PO3NIIHAGAHHA CKAAOHUX
captcha-cucmem. JIns uv020 66e0eHo NOHAMMA KOHKYPYIOUUX
KAimunnux aemomamie ma po3pooaeno anzopummu ix Qymnx-
uionyeanns ma 6zaemooii. Onucano mamemamuuny mooejo
KOHKYPYIOUUX KAITMUHHUX ABMOMAMI6 HA OCHOBI Meopii MHO-
HCUH ONLAA ONUCY PYXOMUX KIUMUHHUX AGMOMAMIG, W0 nepe-
CYearomvcsa no CYcionix cmamax cumeoJie i 6 maxuil cnocio
peanizyiomo ceoi npasuna nepexody.Ha ocnosi mamemamuu-
Hoi Modeni po3pobaeno cucmemy posniznasanns captha-zo-
Opasicens, axa peanizoeana 6 npopamiomy kooi zacodamu
mexnonoeii JavaFX 2.0, wo 0o3zeonuna docsemu xpocnaam-
dopmenocmi ma npasunvrHoeo PynKuionysannsa Ha pizHux one-
pauiiinux cucmemax.

Bioniomexu xaimunnux aemomamié po3pobasauca 0as
aneniticoxoi mosu. Koscen cumeon angpasimy npedcmasasemo-
Ca Y 6uennli cucmemu cmanie, Kompii nocmaeJieno y 6i0nosio-
HICMb KJUMUHHUL A8MOMAM 31 CMAHAMU, WO ONUCYIOMb OAHUL
CUMBOL.

s pospobku 0yno euxopucmano Moey npozpamyear-
Ha Java ma moxcaueocmi o6pooxu 306parcens 6idaiomexoro
OpenCV, axa 00360auna 00Ca2MU AKICHOZ0 Pe3yiomamy po3-
niznasanuns. Pozensnymo apximexmypy po3poonenoi cucmemu
posniznasanns cxkradnux captcha-soopasicens y euensnodi dia-
2pam Kaacié 20106HUX OJI0KI6 3 0eMANbHUM ONUCOM KONCHO-
20 xaacy. Ilposedeno xomnromepni excnepumenmu 3 pizHuUMU
HaGopamu cnomeopeHux CUMe0JIie, wWo GUKOPUCMOBYIOMbCA Y
peanvhux captcha-cucmemax ma ompumano NOKAIHUKU KO-
Ccmi po3nizHaeanis po3poosieHuUM nPozpamHum zadesneuennam.

Iloxaszano, wo UMO8ipHICM® OMPUMAHHA NPABUTLHOZO
pe3yavmamy posniznaeanns captcha-zoopacenv nepesuuye
80 % npu cmyneni depopmauii cumeonis 0o 20 %. Ilpu cmyneni
depopmauii cumeonie nonao 30 % icuye eeauxa uUmosipuicmo
NOMUIKOB020 PO3NIZHABAHHS CUMBOIIE.

o nepesazam memooy po3nizHAGAHHS CUMBONIE MeKCmy
HA 0CHOBI KOHKYPYIOUMUX KAIMUHHUX aémomamis caio eionecmu
npocmomy npasu 63aemooii, MOHCAUGICMY Je2K020 po3napa-
JIe0BAHHS NPOUeCy PO3NIZHABAHHS, MONCAUBICMb PO3NI3HA-
8aHHA CNOMEOPEHUX MA UACMKOBO HAKIAOEHUX CUMBONIB, AKI
ckaadaroms 0cnosy cyuachux captcha-cucmem

Knrouogi cnosa: KoHKypyrouuil KAimuHHuil agmomant, pyYyxo-
Muil kaimunnui aemomam, captcha-cucmemu
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1. Introduction

2. Literature review and problem statement

Captcha is most often used to prevent the use of on-
line services by bots, in particular, to prevent automatic
mailbox registrations, messaging, file downloads, mass
mailings, etc. [1].

The relevance of the use of Captcha can be seen, for
example, from the statistics of spam volumes. According to
global e-mail service providers, spam volume reaches 97 %
of the total number of emails. The use of Captcha protection
can complicate the task of registering mailboxes by bots and
thus reduce the volume of spam mailings.

The use of cellular automata is very attractive in terms
of developing new recognition systems in them. In the paper
[2], the author has shown indisputable advantages of using
cellular automata (CA) in problems where there is a need of
parallel computing that enables the simple implementation
of complex image processing algorithms and does not require
significant computing resources. Despite these advantages,
the cellular automata concept is not so often involved in
recognition. The only thorough research in this area is the
work [3], the main part of which is devoted to the study of




the characteristics of the CAs in the processes of text recog-
nition. The author uses sequences of different CAs to distin-
guish the characteristic signs of the text characters: loops,
intersections, positions of the ends. The work [4] studies the
CAs that makes the recognition of handwritten characters
possible. The main drawbacks of such approaches are crock-
hood and the need for system training.

In addition, in another work [5], the author proposed a
new algorithm for the recognition of JPEG watermark imag-
es based on cellular automata. One more paper [6] represents
specialized cellular automaton structures for the analysis of
contour image [5, 6].

In other papers [7, 8], the authors proposed an approach
to segmentation of bound symbols in a text CAPTCHA and
obtained the result of the recognition of characters that are
not separated. The author also [9] evaluates the latest re-
search on the recognition of Captcha systems.

The world-famous service for online recognition [10]
of Captcha systems, which actually is a plugin for popular
browsers Chrome and Firefox, successfully recognizes char-
acters, the structure of which is not modified by deforma-
tion, and the overlapping characters are generally ignored.
The average detection time of one captcha is 8 seconds.

However, there is a real way to use the new type of CA
in the process of character recognition suggested by the
authors [11]. This approach is based on movable CAs, which
must realize all their states on the corresponding symbol of
the text. The variety of interpretations of characters, which
arises in this case, is compensated by the developed mecha-
nism of competition, when the CA with a maximum number
of viable states “wins”. This CA is the most correct reflection
of the symbol under recognition.

At the same time, all the examined methods and systems
of recognition work ineffectively on typed and partially
distorted characters, and partially overlapped characters,
which form the basis of modern Captcha systems, as shown
in the following Fig. 1.

red s
(,o‘\ulc\-
automara

Fig. 1. CAPTCHA systems used by Google

Fig. 1 shows the variant of Captcha systems used by such
Internet giant as Google. These Captcha systems are charac-
terized by non-linear distortions of the text, shifting symbols
one by one, close symbols location, and different fonts. Noises
are not applied, but characters are not always merged without
spaces, which complicates the recognition process itself.

3. The aim and objectives of the study

The aim of the work is to develop a system for recognition
of deformed and partially overlapped characters based on com-
peting cellular automata. Similar to Google Captcha engines,
which, however, are unable to recognize the existing systems.

To achieve this aim, it is necessary to accomplish the
following objectives:

—to develop a mathematical model of movable cellular
machines suitable for use in recognition tasks;

—to develop a mechanism of competition of cellular au-
tomata for increasing the efficiency of recognition;

— to develop the architecture and interface of the recog-
nition system based on competing CA;

— to study the effectiveness of the developed software.

4. Mathematical model of movable competing cellular
automata

The number of cellular automata used in this work can
be written as follows:

U:{Gi}ﬁ\;’ M

where N is the number of symbols in the alphabet.

Each machine has its own set of states U, label & (color,
position in the alphabet, etc.), and depends on the discrete
time:

6, =0,(U.1,%), )

U={u,}r; K is the number of states of the current automa-
ton. The shift of the automaton from the current state % to
the next £+1, which can be described as follows:

t—t+1
0, (u,1,8) = ©,(uy,,, t +1,6). 3)

The transition of the CA to the new state is controlled by
the transition function ¢, so we can do the following:

S; (ukvtvg) =@(o; (ukytyﬁ))- (4)

The movable CA moves from the current state to the
next, using the rules generated by the transition function.

Let us assume that the image of the characters to be
recognized is presented in the form of a set of states similar
to the states of the CA. Then Q ={w,},_, is the set of these
states. The number of states P of the character is unknown.

When getting on the character, the automaton will move
through its states ®, the number of which P, generally
speaking, is not equal to the number of states of the current
automaton K, P=K.

The transitions will be executed by the CA according to
the states of the character, that is:

—t+l
cl.(mp,t,i)l—g o,(w,,,t+1,8), 5)

when and only when ®,=u,eU and o,,=u,, €U thatis,
when the states of the character coincide with similar states
of the CA. If ®,,0,,, #u,,u,, €U such CA has no allowed
transitions and is removed from the cellular-automatic field.

If the CA can realize all its states, specified by the
transition function on the current character, that is, if
Vu, eUdo, €U we will assume that this CA “successfully”
describes the current character.

If Vu, e Uﬂmp eU that is, for at least one state of the CA
there is no analogous state of the character, such automaton
is removed from the CA field.

There may be several CAs that implement all their possi-
ble states on the current character. In order to choose from



them the one that exactly matches this character, the compe-
tition mechanism is used.
Let 3 CAs move on a single character:

o, »U= {uk};;i’
G, V= {U/}/L=1’
o, > W={w}. (©)

Each of them realizes all its states on it. We will assume
that the competition is “won” by the CA, the number of
states of which is the largest. So, it is necessary to find

max (K, L, 5). (7)

Let max (K, L, §)=S. Then the CA ¢,=0,(5,t,n) will
be considered the one that describes the current character
most “successfully”. Reading its label n, we find out which
character has been recognized.

The algorithm of recognition itself is based on the con-
struction of the CA and its graph of transitions, the states of
which the given automaton moves through.

5. Architecture of the recognition system

The proposed recognition system has been implemented
as a software product using JavaFX 2.0 technology. The
libraries of cellular automata were developed for the English
language. We used Java programming language for devel-
opment and OpenCV library [12] for the ability to handle
images, which allowed us to achieve high-quality recogni-
tion results.

The diagram of the main classes [13], which is responsi-
ble for working with the device camera, is shown in Fig. 2.

CameraConfigurationManager

- - PreviewCallback
+Point screenResolution
+Point cameraResolution +Handler handler
+void initFromCamera Parameters() _|_<> +int previewMessage
+void setDesiredCamera Parameters() +void setHandler()
+void initializeTorch() +void onPreviewFrame()
+void doSetTorch() —
+Point findBestPreviiewSizeValuue()

auxiliary classes, which describe the logic of camera settings
and operating.

Table 1
Description of classes of the unit of working with the camera
Class Description
Basic class that describes the op-
CameraManager eration of the camera in the image
capture mode for recognition
AutoFocusManager Class describing camera operation

in autofocus mode

Class that contains all the logic of

CameraConfiguratonManager settings for the camera

Class that is responsible for

PreviewCallback - )
receiving the image

The main classes diagram, which is responsible for
pre-processing the image received from the camera, or from
the scanning device is shown in Fig. 3.

PaintingView
+List<Circle> circles
+int[][] divisionLine()
+int[][] divisionSymbols()
+void setOptions()
+ List<Circle> convertToList()

ImageConverter

O—L +BufferedImage toBMP()
+BufferedImage resizelmage()
+int[][] toIntMatrix()
+BufferedImage tolmage()

ImageFilter
ThinningAlgorithm +String JPEG_FILE="jpeg”
+[][] binaryImage +String PNG_FILE=“png”

+String BMP_FILE=“.bmp”
+String JPG_FILE="jpg”
+Boolean accept()

+List<Point> pointsToChange
+boolean hasChange
+int[][] doZhangSuenThinning()

Fig. 3. Diagram of the main classes for working with
the image

The description of the basic classes of the im-
age pre-processing unit is provided in Table 2.

Table 2

Description of the classes of the image
pre-processing unit

Class Description

Basic class class that describes

Camera Manager

ThinningAlgorithm [the work of algorithms for image
processing

+Camera camera +Camera camera
+Boolean useAutofocus ‘{+PreviewCallback pcallback

+CameraConfigurationManager manager
AutoFocusManager IOl +AutoFocusManager manager

Class that describes the choice of
an appropriate image processing
algorithm in accordance with its
format

ImageFilter

+void openDrive() +void openDriver()
+void startPreview() +void startPreview()
+void startPreview() +void stopPreview()

Class that contains the logic of
converting an image into a corre-
sponding pixel matrix model

ImageConverter

+void stopPreview()
+void start()

Fig. 2. Diagram of the main classes for working with the camera

The description of these basic classes of the block of
working with the camera is provided in Table 1.

The unit of working with the camera consists of one
main class: CameraManager, which describes the work of
the camera in the mode of taking images for OCR, and three

Class that is responsible for the
image division into lines and
characters

PaintingView

The image preprocessor consists of one main class:
ThinningAlgorithm, which describes the basic algorithms
for image processing. Three auxiliary classes that are re-
sponsible for choosing the appropriate image processing
algorithm according to its format, for obtaining the matrix



of pixels of the input image and for splitting it into lines
and symbols.

A simplified diagram of classes of the developed software
is shown in Fig. 4. It only shows the interaction of classes
that describe cellular automata, that is, only that which is
important for the recognition process.

SpecialElement

Automata Sequence

+void initialize() CellullarAutomata
+void processStep() +String name
+void processAutomata() < +String description
+void processAll() +Condition continue
RuleProcessable
+void initialize()
+void processStep() K>

+void process()

+int getNext() K>
SvmbolA Z Ruleltem
'mbo
- > — +int automataDimension
+int X
+inty
+void move()
ColorChecker
+boolean check()
RuleCell
+int typeOfColor M LabelsChecker

+boolean check

RullCellResult
+int typeOfColor

Fig. 4. Part of the class diagram of the developed software,
which implements the work with cellular automata

Table 3 describes the classes of the unit of cellular au-
tomata.

Table 3
Description of classes of the unit of cellular automata

Class
CellularAutomata

Description
Basic class describing the work of the CA

Class that describes the rules of transition of
the CA

Class describing the condition imposed on the
cell under the CA rule

Abstract class that checks the color of the cell

Abstract class that checks the cell labels in
the transition graph

Ruleltem

RuleCell

ColorChecker

LabelsChecker

Class that describes the events determining
color and cell labels within the CA rule
Basic class that describes the work of the
AutomataSequence [sequence of CA and the check of its compe-
tition

RullCellResult

Abstract class that describes the work of
a sequence item

Abstract class that describes the work of
a special item of the sequence

RuleProcesable

Special Element

Class that describes the characters of the

SymbolA_Z Latin alphabet with the help of CAs

The system consists of two basic classes: CellularAu-
tomata and AutomataSequence, which describe the work

of the CAs and their sequences to launch the competition
mechanism. The cellular automaton interactivity includes
such elements as separating the image into separate char-
acters, checking the conditions in the transition graph, etc.
The states of each automaton that corresponds to a certain
letter of the alphabet and the rule of transition through
the graph are implemented in the Ruleltem, RuleCell and
SymbolA_Z classes. To simplify the diagram, descriptions of
all letters are shown in one class, although they are actually
implemented separately. These classes are responsible for im-
plementation of movement of the CAs and describe the tran-
sition graph. An index of the type of automaton that allows
identifying it unambiguously is a color label. By reading this
label, we can determine the recognized letter. The RuleCell-
Result, LabelsChecker, ColorChecker classes correspond to
this process. The result of this work will be a text recognized
by competing cellular automata.

Interaction with the hardware and the output of the
recognized text is performed using the standard functions
of the Windows API. Image processing was performed using
OpenCV open source libraries.

6. Description of the interface of the recognition system

The developed software has a very simple interface,
since it is designed for testing the developed algorithms and
methods of recognition only, and not for commercial use. The
software consists of one window, which is divided into two
blocks. The upper block loads the captcha image obtained
from Captcha generators or simply saving the image from the
browser. The lower block displays the result.

The main window of the program in the recognition
mode is shown in Fig. 5.

7 Text Recognition - X

Result:

Process

CAPTCHA

Fig. 5. Software interface in the mode of recognition of
Captcha systems

The system is designed to recognize the displaced ob-
jects and close arrangement of characters, drawn in different
fonts, and fuzzy images, that consist of deformed characters,
united by several groups.

7. Discussion of captcha image recognition research
results

The quality of the work of the developed system was
evaluated by means of captcha image recognition on the
personal computer of the following configuration:



1. Processor — Intel(R) Core(TM) i7-3612QM CPU @
2.10 GHz.

2. RAM - 8 GB.
3. Video adapter — ATI AMD Radeon HD 7600M
(1024 MB).

4. HDD — Seagate ST1000LM (931GB, SATA 1II).

5.DVD-RW - LG DVD+-RW.

This computer is running Windows 10 Professional.

Captcha generators [14] have been used to generate the
incoming images. The results of the research are shown in
Fig. 6 in the form of a graph of the dependence of recognition
quality on the degree of deformation.

Recognition quality is the averaging of the data obtained
from ten independent experiments.
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Fig. 6. Characteristics of Captcha Characters Recognition
by the Developed Software Depending on the Degree of
Deformation

Analysis of Fig. 6 shows that the dependence of the
degree of recognition of CAPTCHA characters by the
developed software on the degree of deformation is almost
linear and consists of three sections. The first section — from
0 to 20 % deformation, where the system recognizes more
than 80 % of the provided characters, that is, shows rather
good results. The second section — from 20 % to 80 % of
deformation, where the slope of the graph increases, shows
a gradual decrease in the probability of recognition, and at
45 % deformation it recognizes only 50 % of the characters.
Further, the decrease continues and the system almost ceas-
es to correctly recognize Captcha with 80 % deformation
(showing only 5 % of correctly recognized characters). With
a further increase in the degree of deformation, the probabil-
ity of correct recognition decreases to zero.

Thus, one can argue that the developed method can be
successfully (up to 70 % probability of correct recognition)
used for Captcha recognition, the characters of which are
deformed not more than for 30 %. It should be noted, how-
ever, that the existing Captcha recognition systems cannot
work with deformed characters at all, which is why the
deformation has been introduced. The fact that the system
developed in this paper can handle partially deformed and
superimposed characters can be considered as a significant
advantage.

The disadvantages include the fact that the degree of
confident recognition is limited to 30 % of character defor-
mations. Of course, this is not enough. Further improvement
of the mechanism of competing CAs should increase this
area; however, it is clear that successful recognition of com-
pletely deformed characters (or those having common lines)
is impossible without the involvement of Machine Learning,
which is not the subject of this work. In future, the combina-
tion of the theory of CAs with the means of Machine Learn-
ing can lead to a significant breakthrough in recognition
systems, working in extreme conditions with low-quality
recognition objects.

7. Conclusions

1. A new class of movable CAs has been introduced. The
motion of the CAs is described by the transition rules:

t—t+l
o,(»,,t8) = (0, t+18),

which makes it possible to compare the trajectory of motion
with the states of the character described by the CA.

2. A mechanism of competition of the CAs is developed,
which consists in the fact that the automaton with a maxi-
mum number of the implemented states on a particular char-
acter “wins” the competition among all that simultaneously
move through the character and is recognized as the most
correctly describing the current character.

3. The architecture and streamlined single-window in-
terface system for Captcha characters recognition based on
competing CAs were developed for the study of the adequacy
of the model and quality of recognition.

4.1t is shown that the developed system demonstrates a
high probability of correct recognition of Captcha charac-
ters (up to 70 %) at low degrees of deformation (up to 30 %).
At higher degrees of deformation, the probability of correct
recognition significantly decreases.
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Hoxazano, wo cnosnuxu npedmemnux obaacmeii WUPOKO 6UKO-
PUCMOBYIOMbCA HA PI3HUX emanax CmeopeHHs i exKcnayamauii
npozpamuux npooyxmis. Ilpouec cmeopenns caoéuuxa, ocodau-
60 6uUOiNeHHA MmepMinie, 00CUMb MPYOOMICMKUIL MA BUMAZAE BUCO-
xoi keaniixauii excnepma. Ilposedeno docnidicenns no euseieH-
HI0 HAUOLIbUL 6ANCAUCUX XAPAKMEPUCMUK Ga2amOCTI6HUX mepMinia,
makux Ax: UMo8ipHOCMI NPpuUCymHocmi 6 00OKYMeHmi mepminie, wo
Micmame pisny KinbKicmv Cai6; po3mawyéanis imennuxie ¢ 6azamo-
CHLIBHUX MEPMIHAX; MOHCTUBY KIIbKICMb IMEHHUKIE 6 0A2aMOCAIBHUX
mepminax. Ilpoananizosano xonmexcm UKOpUCmManus mepminie ma
BU3HAYUEHO MONCTIUBL MEHCI MEPMIHIE 8 meKcmi. 3anponoHosano npo-
Uedypy nonepeonb020 pynyeanis 00KYMeHmis, uo 003601 YHUK-
HYmMu <émpamus> MepMmiHie, w0 6X001Mb 6 KOPOMKi 00KYMeHmuU.
Busnaueno 3anexcuicmo nomMunox npu 6uoiieHHi mepminie 6io pos-
Mipy ananizoeamnozo 0oKkymenma.

3anpononosano mamemamuuny mooenb nPeoCmasieHHss mepmi-
Ha, W0 3ACHO6ANA HA 6U3HAMEHNT 03Il NaANUI0ICKI8 Ci6, 32pynosa-
Hux 6U3bK0 onopnozo ciroea — imennuxa. Dinompayis ranurodickie
BUPOONAEMBCA 6 3aedcHOCME 610 uacmomu ix 6x00xceHHs 6 mexcm
HA OCHOBI 3ICMABNEHHS HOPMATI308AHUX YA6IEHL 0A2AMOCAIBHUX
mepminia.

Pospobaeno mexawizmu 3ano6HeHHA CHOGHUKA npedmemHoi
obnacmi HOGUMU 3ANUCAMU | KOPUYEAHNA ICHYIOMUX Y MIPY aHANI3Y
6x10H020 doKymenma. 3anponoHo8ano piueHHs w000 KOPUzYEanHs
4ACMOMU NOSABU MEPMIHIE HA OCHOBL BUSBTIEHHI MINHCPPA306UX 38'A3-
xie. Bci npouecu i moodeni 06'conani 6 eouny ingopmauiiinyg mexnono-
2ito cmeopenns crosnuxa npedmemnoi ooaacmi. Ilpoérema susnaven-
HA maymavens mepminie 6 oanii podomi ne po3eaa0aemocs, 0CKIIbKU
eumazae oxpemoz2o piuwenns. Pozpobaeno npoepamnuili npodyxm, wo
00360J15€ 6 3HAUHIU MIPi ABMOMAMU3YEAMU NPOUEC BUOLEHH mep-
Minie 3 mexcmosux doxymenmis. Pesyrvmamu anpobauii 3anponono-
éanux piwiens noKasanu 6i0Cymuicmv «3azyodaenux mepminie» i, ax
pesyabmam, CKOPOUeHH UACY GUOLIEHHI MEePMIHIE 3 meKcmie 00cs-
2om 6 10000 cnis na 1.5 200unu 3a paxynox 36iaivHenns excnepma 6io
ananisy euxionozo doxymenma. Pesynvmamu docnioxncenns moicymo
Oymu euxopucmani na pizHux emanax cCmMEoOpeHHs i excniayamauii
npPoZPaAMHUX NPOOYKMi8

Kniouoei cnosa: cnoenux npedmemnoi obaacmi, 6azamocnienui
mepmin, mopdonoziunuii po3bip, mamemamuuna mMooeab mepmina,
mexcmoguil 0oxkymenm
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members of the development team [2]; when constructing

data dictionaries [3, 4]; in the problems of selection and

Domain dictionaries (DD) are widely used in software
design [1]. In particular, when determining the roles of

clustering of materialized database representations [5, 6].
Based on DD, job descriptions and many other documents




