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IIpononyemuvcs 00n08HUMU MOOETb NPUUHAMMS PillleHb NPO AHOMATb-
Hi cmanu 6e30pomoeoi Mepedci 6 YmMoeax HeeuHaueHOCHi uje 00HIEID
03HAKO010 — MicyeMm po3mamyeanins 6e30pomoeux modiavhux i cmayionap-
HUX NPUCMPOi6 6 KOHMPOIbOBAHIU MePeHCi.

Pozensanymo memod mpunamepauii, 3acCHOBAHUNU HA SGUMIPIOBAHHL
nomyycnocmi cuznany 6 mpoox mouxax. Ileii memoo mae éucoxy mou-
HICMb BU3HAMEHHS MICUsS PO3MAWYEAHHS 0e30pomo6oz0 npucmporo 3a
YM06U N00YO06U MAKCUMATILHO MOUHOI MO0 NOWMUPEHHA PAVTOXEU.
Ane uepes ocobausocmi nowupenns padioxéunv ycepeouni npumingein
nooyoysamu maxy moodeav 0 Hux documsv ckaaono. Tomy sanponono-
6amno crxopucmamucs memoodom paoioosiooumxie. Bin sacnosanuii na
no6y0o0si padiokapmu 0 KOHCHOL 3 MPLOX MOUOK oCmyny, Ha AKIU 6Ka-
3yemvcs pigenv cuenany 6i0 munosozo 0e30pomo6oz0 NPUCMPOIO, U0
PO3MIMYEMbCA 8 NeGHil KiabKkocmi onopHux moxox. Taxosc pozenanymo
MONHCUBICMD CNIIGHO20 GUKOPUCMAHHA 060X Memooie, w0 00360JuUmb
BUIHAUAMU MICUENOJI0IHCEHHA 0e30POM06020 NPUCMPOIO HABIMb KOIU B0HO
3HAxX00UMbCs 3a MeHcamu paoiokapmu.

Byau npogedeni excnepumenmanvii 00CAIONCEHH, WO 6KIIOUAIOMD
6 cebe cmeopenns padioxapmu 01 npumimenns niaowetro 70 m> 3 26-ma
onoprnumu mouxamu. Buxopucmosyeanucs mpu oonaxosux poymepa i
00un cumapmon. B x00i excnepumenmy 3'acysanocs, wo 6 3aneHcHocni
610 opicumauii mooinvHo20 npucmporo (Ppaxmuuno, 1020 anmenu) eumi-
Pr08aHA NOMYIHCHICMb 3IMIHIOEMBCSL, MOMY PACIOKAPMU CKAAOATUCS BUXO-
0stuu 3 cepedtboi nOMYI;CHOCMI 01 WeCMU PIZHUX NOTLONHCEHb MOBLIH020
npucmporo. Iloxazano, wo pisenv cuznany NPaKxmMu4Ho He 3aaeHcums 6i0
nosoxcenns 0eepeil i 6iKoH, W0 3HAX00AMbCA 8 NPUMIEHH.

IIpogedenuii ananiz npunyunie opeanizauii piznux 6udié amax Ha
0e30pomosi mepedci noKazas, wo 00K MiCUs POIMAMYBEAHHA 00360JI€
susensmu amaxu muny <man in the middles i «panvuusa mouxa docmy-
ny»>, axi 6 6azoeii modeni ne euseasaucsa. Kpim moeo, edocxonanena
MOOeNb 0036015€ BUHAMUMU 0ICEPEIIO NEPEUKO0 NPU AMAUT <2TIYWIHHA>

Kntouosi cnosa: nomysicricmo cuznany, mpuiamepayis, memoo paoi-
006i06umiie, padiokapma, micyesnaxooxncenns 6e3nposionozo abonenma
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1. Introduction

According to data [1], as of 2018, almost half of Ukrainian
organizations suffered from economic crimes and fraud over
the past two years. In most cases, fraud was committed by
the employees of organizations. The openness and simplicity
of connecting to wireless networks that are rapidly being de-
ployed everywhere can significantly simplify the task for at-
tackers. The principle of wireless transmission itself makes it
possible for unauthorized connections, and standard protec-
tion measures [2, 3] often do not provide adequate security.

Considering many flaws and vulnerabilities that permit
malicious actions to successfully overcome information pro-
tection systems, it is a relevant task to undertake a research
aimed at ensuring comprehensive security, using advanced
analysis parameters to detect unauthorized access and iden-
tify the attacker.

2. Literature review and problem statement

There are many intrusion detection systems [2, 3].
However, they have several disadvantages that significantly

deteriorate the quality of the wireless network. First, the
determination of a clear boundary between the normal and
abnormal behavior of the system leads to a large number of
false signals. Second, they are not adaptive to changes in
the network operation conditions. Third, these systems do
not take into consideration the location of wireless users [4].
The problem of a clear boundary is solved by using fuzzy
logic, and the problem of network adaptability — by taking
into consideration the parameters affecting the network
state (time of day, day of the week, season (vacation / not
vacation), interferences). But this model does not take into
consideration the location of users either. This means that
part of the attacks will be skipped or detected already after
the attacker has reached his goal.

In [5], the author explores the adaptability of positioning
methods (recent developments provide positioning accuracy
up to 1 meter [6]) in issues related to security. Using simula-
tion modeling, the effectiveness of indoor positioning meth-
ods is proved. However, it should be noted that the studied
methods are used only to provide access to networks with
different security requirements. This means that the identi-
fication of the attacks themselves is carried out using classic
detection systems that do not have a positioning service.




To ensure safety, it is necessary to set the measures or
consider at least a few attributes. To solve this problem, au-
thors in [7] developed a method for automating an intrusion
detection system using a positioning system using the RSSI
method, a received signal level estimation, and the TDoA
method, a signal arrival time difference method. Despite the
practical significance of research [7] for open space, they are
inapplicable for premises. In addition, this paper does not
show the accuracy with which the location is determined.

Consequently, more research is needed on the consideration
of indoor location as one of the factors for analyzing abnormal
behavior in wireless networks for intrusion detection systems.

3. The aim and objectives of the study

The aim of this study is to improve the decision-making
model of the abnormal state of the wireless network [4] by
applying a positioning system for subscribers of the wireless
network, which will help reduce the number of non-detect-
able attacks.

To achieve this goal, it is necessary to solve the follow-
ing tasks:

— to select a method for determining the location of the
subscriber in the network;

—to experimentally determine the error of finding the
location of the subscriber in the protected space;

—to clarify the model of making decisions about the
abnormal state of the wireless network, taking consideration
the location of the subscriber, based on the selected method.

4. Materials and methods for determining the location of
wireless devices

Positioning systems can be classified by the parameters
that are used to calculate the coordinates of devices that
emit a radio signal. There are three basic measurement
methods:

— based on the angle of signal arrival (AoA — Angle of
Arrival) [8, 9];

— based on the time of arrival of the signal (ToA — Time
of Arrival and TD-A Time Difference of Arrival) [9-11];

— based on the power level of the received signal (RSST —
Received Signal Strength Indicator) [12, 13].

Comparative characteristics of these methods are given
in Table 1.

For further research, we chose the RSSI method. The
choice is based on the fact that these mechanisms do not
require large financial expenditures and, in comparison with
others, show high positioning results. This method is not
among the “classic” positioning methods, but for a Wi-Fi
network deployed in a limited area, it turns out to be the
simplest and most effective.

To determine the coordinates of wireless devices, the
base method is the trilateration [13] (position determination
based on estimating distances from three or more objects
with known coordinates). From the geometrical point of
view, the trilateration task is to find the coordinates of the
intersection point of three circles, as shown in Fig. 1.

Fig. 1. Geometric circular trilateration approach for free
space

To implement this method, it is necessary to simulate
the propagation of the signal inside the building. The most
commonly used model is COST231 and the ITUR P1238
statistical model recommended by the International Tele-
communication Union [14]. Radio signal propagation of
a wireless Wi-Fi network inside a building is a complex
interference pattern that is formed as a result of the joint
action of the mechanisms of multipath radio waves, re-
flection, refraction, diffraction and diffusion. Multiple
reflections lead to a decrease in field strength in some
places of the room and an increase in others. In some cas-
es, this can also lead to so-called fading (“dead zones”), in
which the arrival of a signal is very difficult. As a result, a
completely accurate radio wave distribution model is vir-
tually impossible to build, which will affect the accuracy
of positioning.

An alternative to mathematical algo-
rithms for signal propagation is the finger-

Table 1 printing method [15]. It is based on building
Comparative characteristics of measurement methods a radio map indoors and has two stages of
Method Accuracy Advantages Limitations Applications lmplementatlf)n. The .flrst stage involves the
- — - collection of information about the RSSI of a
The accuracy is Potentially | FOW Positioning accuracy | Zones with ¢ of rof ints f b cati ¢
affected by the hish ositio};l— due to multipath signal | low numbers | S€t O I€ference points trom base stations (a
AoA | reflection and i gacréurac o reflections in the room, of overlaps least three) and th‘? formation of a database of
shading of the |8 Y requiring a rotary antenna| and barriers | storage of these points, as well as a floor plan.
. open space g i Jabl i, .
signal or antenna system to signal Power from available Wi-Fi access points
Three-dimen- - should be tied to the local or global coordi-
. " Requiring an accurate .
ToA | upto 6 meters [sional position- o In open space | nates of the room. The second stage is to con-
. - clock synchronization . . , )
ing capability tinuously monitor the users’ equipment RSSI
Requiring no High cost of sensors, and compare them with the existing database,
TDoA | up to 6 meters |clock synchro-| requiring an additional | In open space| in order to find matches or the nearest value.
nization equipment This method provides high accuracy of
RSSI | up to 1 meter High accuracy, Requmng a radio propa- In closed positioning, provided the radio map is up
no extra cost gation model space to date




5. Experimental research to determine the error of finding
the location of the subscriber in the protected area

For an example of the implementation of the radio
indentation method, we consider a three-room apartment
of a panel house with an area of 70 m? with three access
points (AP1, AP2, AP3), a plan for placing and placing
access points is shown in Fig. 2. Also reference points on
the plan at which the results of the signal level measure-
ments were made.

Access points are located around the periphery of the
coverage area, at different levels, which provides good data
about devices that would otherwise look equidistant from all
other access points. We made a radio survey of the premises
in order to allocate channels and adjust the power in the
range of access points.

Based on the obtained data, we can conclude that the
three access points are sufficient for an area of up to 100 m?.
In the case of using more points, the equipment will prevent
with each other’s work (which is due to the feature of Wi-Fi
technology), and the use of a smaller number will lead to a
decrease in positioning accuracy.

For the experiment, we used three identical Asus RT-
N10E Wireless N Routers with the following technical
parameters: operating frequency — 2.412 GHz; antenna
gain — 2 dBi; transmitter power is 19 dBm. The smartphone
Lenovo S898t+. During the experiment, it turned out that,
depending on the orientation of the mobile device (in fact,

its antennas), the measured power varies, therefore the radio
maps were compiled based on the average power at a height
of 1 meter, for 60 seconds for six different positions of the
mobile device (vertical position and down; horizontally — 0°,
90°, 180°, 270°), for 10 seconds in each of them. The results
of the experiment are given in Table 2.
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Fig. 2. Plan of the room with the placement of reference
points and access points

In Fig. 3 a graphical representation of experimental
measurements of the propagation of a Wi-Fi signal, which
proves the placement of wireless equipment. Signal levels at
the same reference point are significantly different from the
three access points.

Table 2
Results of experimental RSSI measurements
Point AP1, average level of RSSI, dBm AP2, average level of RSSI, dBm AP3, average level of RSSI, dBm
No. windows / doors are | windows / doors are | windows / doors are | windows / doors are | windows / doors are | windows / doors are

closed opened closed opened closed opened
1 -36.9 -36.1 -60.3 -62.1 -71.5 —69.0
2 -43.0 —44.0 -61.0 -62.4 —68.4 —67.4
3 —42.0 —43.7 -65.7 —64.1 —72.4 -72.5
4 —43.0 —44.6 -61.4 —58.0 —64.5 -64.9
5 -53.5 -52.2 -65.8 —65.1 -76.0 -75.0
6 —49.2 —48.6 -59.3 —58.4 -79.1 -74.9
7 -54.0 -53.4 -54.7 —54.4 -59.5 -57.4
8 -58.0 —59.4 —47.4 —46.3 —58.4 —48.7
9 -69.8 -67.8 -36.8 -35.3 -57.0 —54.5
10 -61.0 -59.0 -52.0 -53.6 —53.4 —43.1
11 -63.0 —64.2 —44.7 —43.0 -52.2 -51.8
12 —-59.2 -61.1 —41.5 -39.6 —45.1 -52.3
13 —68.2 -66.3 -59.2 -58.1 -37.7 —40.4
14 -78.4 -77.5 —65.6 —64.2 -38.8 -37.5
15 -67.4 -68.9 -75.9 -76.0 -60.3 —63.3
16 -59.9 -60.1 -76.2 -77.9 -62.5 -63.7
17 —66.4 -66.5 -69.7 —69.0 —56.5 —56.2
18 -68.2 -66.7 —68.5 -67.2 -59.3 -62.6
19 -74.0 -73.0 —-62.7 -63.1 —55.8 —53.2
20 -70.2 -69.8 -60.8 -60.6 -51.4 -52.5
21 -81.8 -78.3 -75.9 —74.4 —42.1 —41.7
22 -78.2 -78.4 -73.6 -74.0 —49.2 —46.7
23 -78.4 -81.1 -69.4 —68.6 —40.8 —38.5
24 -75.2 -73.5 -73.1 -741 -56.0 -56.2
25 -789 -79.9 —74.7 -77.0 -61.9 —60.6
26 -75.8 -76.3 -78.0 -76.3 -61.0 -60.6
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Fig. 3. Map of signal propagation:
a—TD1; b—TD2; c—TD3

Based on data from Table 2, we can conclude that the
signal level is essentially independent of the position of the
doors and windows in the room (the error is 1-2 dBm). In
the process of forming a radio map in different positions,
the results differed from 3 dBm to 10 dBm. The maximum
deviation is fixed only at five points, in the other reference
points the difference in measured signal levels did not exceed
5 dBm. As can be seen from Fig. 4, the error in determining
the power of 5 dBm is equivalent to the error in determining
the location of 2.5 m when using the deterministic (Eu-
clidean distance) approach to determine the coordinates.
The accuracy of determining a positioning object using a
radio map is comparable to market positioning systems. To
increase the accuracy of the results, the number of reference
points can be increased by fixing them through each meter
and determining the coordinates using other methods of
intellectual analysis.

6. Clarification of the model for making decisions about
the abnormal state of the network, based on the location
of the wireless subscribe

Decisions about the abnormal state of the network con-
sists of several stages [4]. At the first stage, quantitative
estimates of parameters (actual data transfer rate, number
of subscribers, signal level, average packet length) are con-
verted to fuzzy logic values by comparing them with typical
parameters. The parameters are then converted to fuzzy
logic values using estimated scales and linguistic variables.
Depending on the time of day, typical parameters, the curve
by which the degree of abnormal state of the network is es-
timated changes its appearance. At the last stage, a compre-
hensive assessment of all parameters is carried out, taking
consideration the weighting, the level of interference and the
database of previous incursions. This system can work both
in automatic mode (it makes the decision itself) and with the
help of an operator (the expert, after analyzing the results,
depending on the situation, makes the decision himself).

The algorithm for making decisions about the abnormal
state of the network, supplemented by a attribute of the sub-
scriber’s location, is shown in Fig. 4.
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Fig. 4. Algorithm for making decisions about the abnormal
state of the wireless network based on location:
W — weighting factor of each of the attributes

The availability of a positioning service in the implemen-
tation of wireless network security will solve the following
problems.

1. Identification of abnormal states. Combined with oth-
er features of a wireless network, it will identify abnormal
states of a wireless network. For example, an employee in the
protected area uses atypical traffic, and the speed of data
exchange is significantly reduced, this causes suspicion to
this subscriber and requires further monitoring. By adding
an atypical location, you can most likely talk about unautho-
rized actions on his part.

2. Access control. Positioning will allow to limit con-
nections to the network only within the physical perimeter,
blocking attempts to connect from areas outside the physical
perimeter, even if a completely legal client is connected.

3. Control of stationary equipment. Provides complete
control of stationary wireless equipment (computers, camer-
as, printers, etc.). Changing the location of stationary devic-
es indicates illegal actions (for example, theft).

4. Locating the source of unauthorized actions. The
decision-making model of the abnormal state of a wireless
network with fuzzy logic elements [4] allows detecting sus-
picious activity or blocking a possible attack, however, like
any other intrusion detection system. For organizations
with commercial secrecy, this is not always enough. To
minimize the risk of leakage of confidential information,
the positioning service allows you to quickly identify
the source of unauthorized actions and take appropriate
actions, restarting the normal operation of the wireless
network.

5. Determining the location of the source of unautho-
rized actions outside the physical perimeter of the protected
area. If the signal of the wireless device is received only by
one or two access points, then it will be appropriate to use
the trilateration method.

A comparative characteristic of the ability to detect
attacks of a model with and without positioning is given in
Table 3.

The analysis of the principles of organizing various
types of attacks on wireless networks showed that location
accounting allows detecting “man-in-the-middle” and “false
access point” attacks that were not detected in the base
model. Implementing these attacks using equipment, whose
coordinates are radically different from the legal ones. In
addition, an improved model allows to determine the source
of interference in the attack “jamming”.

Thus, an improved model for making decisions about
the abnormal state of a wireless network, supplemented by
a positioning function, is capable of detecting more attacks
on wireless networks than without a position detection
function.



Table 3

Comparative characteristics of the ability to detect attacks
and their sources with and without positioning

Detection of

. . Detection of
the invasion

' the source
Name of Essence of the attack fact
attack - -
Out of | With |Out of| With
pos. | pos. | pos. | pos.
Radio noise generation, at
Muting the frequency of the wire- 4 . 3 N

less network, suppressing it
in whole or partly

An attacker gets into the
communication channel

«man between the router and
in the | the victim’s computer and - + - +
middle» | listens to them, appearing
to be a different side for
each interlocutor

False Legal access point is
access | blocked to redirect clients - + - +
point to their access point

7. Discussion of the experiment results and refinement
of the decision-making model about the abnormal state
of the wireless network taking into consideration a
subscriber’s location

The results of experimental measurements RSSI pre-
sented in Table 2, and the constructed signal propagation
maps shown in Fig. 3, constructed by the method of radio
prints, indicate the applicability of this method for indoor
positioning. The data Table 2 confirms that the three access
points for the room under study are sufficient to position the
wireless devices, since the RSSI levels at the same point from
three different sources are quite different. Therefore, using
prepositional methods, it is possible to obtain positioning
accuracy of 2.5 m. at low cost.

The improved model of making decisions about the ab-
normal state of a wireless network based on the subscriber’s
location, based on the chosen method, will qualitatively

complement the existing security model, reducing the risks
of unsanctioned actions among staff. A similar technique is
presented in [7], but unlike the TDoA method proposed by
the authors, the radio impression method does not require
the installation of additional equipment and the purchase of
expensive sensors, and provides positioning accuracy more
than two times higher.

It is worth noting that this method of positioning is valid
only for classic devices that do not use directional antennas
for their purposes. To protect against such attacks, you must
also use directional antennas at each access point.

Further research is feasible to develop in the direction of
increasing the accuracy of positioning by applying addition-
al mechanisms for analyzing the results of the radio map.
Also considered methods are applicable for identifying the
location of objects with previously unknown technical char-
acteristics, which will help to increase the level of security in
combination with other protection measures.

8. Conclusions

1. To determine the location of the wireless network sub-
scriber, the RSSI method was selected using the radio prints
method. These methods determine the location of users with
an accuracy of 2.5 meters in indoor conditions, as they take
into consideration the conditions of propagation of radio waves.

2.1t was experimentally shown that the error in deter-
mining the location is 2.5 m when using the deterministic
(Euclidean distance) approach to determining the coordi-
nates. This allows you to argue about the effectiveness of the
selected methods and will avoid additional financial expen-
diture for expensive equipment.

3. The model for making decisions about the wireless net-
work abnormal state has been clarified in the form of account-
ing for an additional feature, the location of the wireless net-
work subscriber. Due to this addition, based on the nature and
principles of organizing various types of attacks on wireless
networks, it becomes possible to detect “man-in-the-middle”
and “false access point” attacks that were not detected in the
basic model. A decrease in the number of undetected attacks
indicates an increase in the effectiveness of this model.
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0062060p1010MbCA OCHOBHI MEHOCHUIT GUKOPUCMAHHS eeKmpozio-
PasaiMHuX axmyamopis, 6umozu 0o napamempis. Q6Tpynmosano Heoo-
XIOHICMb 6UKOPUCMAHHA ABMOMAMUMHUX MEMO0i8 MEeCMYBAHHS eJleK-
mpo2iopasainnoz0 aKxmyamopy CniibHO 3i WMAMHO AnapamHolo
YACMUHOI0 eJleKMPOHHO020 ON0KY ynpaeainus. Memoouku eunpodyeans
KOHMYPY Ynpaeainns enexmpoziopasaiunozo axmyamopy, 6uxiademi
6 daniili pobomi, 003604810Mb GUKIIOUUMU ePeKmu 63AEMHO20 HAKIA-
denns (6nauey) OUHAMIMHUL | CMAMUUHUX XAPAKMEPUCMUK NPUBOOY
i anapamnoi wacmunu enexmponnozo 610xy ynpasninusa. Byau 3anpo-
nonogami memoouxu asmomamuunoi idenmupixauii modeai akmyamo-
PY i MemoouKu asmomamuiHoz0 6UHAEHHSA OCHOBHUX NaApamempis i
xapaxmepucmux axmyamopy: 3MiueHHs HYAs, 30HU HeuYymaueocmi,
amnaimyono-wacmomnoi, Qazo-wacmomnoi i weuoKicnuil xapaxme-
pucmux. IIpu enposadicenni 3anpononosanuii Memooux dyaa eupiuena
npodnema oopoOKU WEUOKICHUX XapaKmepucmux npueoody, AKi mMaromo
CUNbHY 3AWYMIAEHICMb, NOG'A3AHY 3 IMNYALCHUM XAPAKMEPOM NOXi0-
HO10 QUCKPemH020 CUZHANY NON0JCeHHA akmyamopy (12 6im). 3 memoro
BUKIIOUEHH GHECEHHs NnoXudku 6 opmy cuznany, Kpim cmanoapm-
HUX Memoois Qinvmpauii 3 euKopucmannam yudposux Qinompie, 6ya0
3anponoHo6ano NPoeoouUmuU AnpoKCUMAauilo 3awymaeHoi xapaxmepu-
cmuxu akmyamopy Kpueoto Besve. Byaa zanpononosana memoouxa, ujo
00360515€ peecmpyseamu zicmepe3zuc weUOKICHOI Xapakxmepucmuxu, 3a
PAXYHOK UUKTY Oe3nepepenozo IMiHU weUOKOCMi nepeMiuleHHs 6UXIOHOT
JanKu akmyamopy 3a pooouuii xio. Memooukxa asmomamuunoi ioenmu-
Qixauii cnpowenoi modeni akmyamopa 0036014€ 3HAUHO SHUIUMU MPY -
doemxicmo nio uac o0pooxu excnepumenmanviux oanux. Iapamempu
Modeni akmyamopa, 3HaudeHi 0N PiHUX 6I0XUIEHb NO napamempam i
pisnux ymos pobomu axmyamopy (30énimnix oirouux paxmopis), 003-
80J110Mb NOKPAWUMU AKICMb CUHMEIY CUCMEM KePYBAHHSL
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1. Introduction

Electrohydraulic servo actuators (EHSA) are most widely
used in systems of automatic control of aircraft engines for
moving mechanization elements and in flight control systems
for controlling steering surfaces [1, 2]. Liquid taken from a
high-pressure fuel pump in automatic control systems of air-

craft engines (ACS AE) or from hydraulic pumps of the flight
control systems is the working fluid for an electro-hydraulic
actuator. Upon electrical commands, electrohydraulic amplifier
(EHA) which is a part of the actuator converts low-power con-
trol signals into proportional hydraulic commands of consider-
able power. Upon distribution, working fluid enters hydraulic
cylinder (to servo piston) and forms mechanical command.






