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3anpononosano memoouKy KOMNIEKCHO20 3ACMOCYBAHHSI Memo0dis
CUEHAPHO20 aHAI3Y Ma NPOZHO3YEAHHS, NPeOCMABIeHUX Zpadamu muny
«0epegos. Pozensnymo 3adauy ananizy pusukie npozpamHux npoexmis,
N06’A3AHUX 3 MOHCTIUBUMU NOMUTIKAMU NPOZPAMYBAHHS, WO NPUIBO0AMD
00 nopyuenns npaye30amHocmi Cucmem ma nPopamnozo 3ade3neueHns.
Cninvie 3acmocysanns depesa 6i0Mo6 ma depesa UmosipHocmeti 00360-
JIS€ 2eHepyeamu nocido6HOCMI CueHapiiec HACMaHHs He2amueHoi nooii,
CnpuMuHenol nOMeHUiiHO MONCAUBUMU Oepexmamu ado NoMuIKaAMU
8 npozpamax ma Oanux, ma ouiHroeamu UMOGIpHOCMI iX peanizauii.
Taxuii nioxio 00360/4€ 6UABNAMU CRINLHUL Pe3yabmam 6NJuUeY oKpe-
MUX puauKoymeoprorouux gaxmopie (depexmis) na po3eumox MoxHcau-
BUX He2amMUueHUX HACIOKIE (6i0M06 ma 300i8) abo 36umox npu Pynxuio-
HYyeanHi ckaaonux npoepamuux cucmem. Ile dae moxcausicmv 3a6uacro
po3nisnasamu ma 3anponoxHyeamu eqhexmueHi Mexaniamu ynpaeainHs
NPOZPAMHUMU PUSUKAMU 3 MEMOIO iX CKOPOUEHHS ma NiKei0auii.

3anpononosana npouedypa azpezysanns iHOUGIOYANIbHUX UMOBID-
HICHUX OUIHOK eKCnepmié peanizauii CUueHapilo HACMAaHHA PUUKOGOT
nooii. Taxuii nioxio 00360J5€ ompumyeamu epynoei excnepmui OUiHKu
MONHCUBOCIT HACMAHHS PUUK060T N0dii Ha 0CHO8I chopmosanoi cuc-
memu 6unadxosux noodiil 6 ysazaavheny excnepmuy ouinky. Ompumani
MaKum YuHoOM UMo6ipHoCMi peanizauii puzuxo6oi noodii 3acmocosyromo-
ca npu no6y0o0si depesa iimosipHocmel ma po3paxynry cnieeionoues
UMOBIPHICHO20 6UBE0EHHS HA HbOMY. AepeeyB8anns iHOUBIOYANTbHUX eKC-
nepmuux OuiHoOK 30LCHIOEMbLCA WNAXOM IX KOMOIHYE6AHHA HA OCHOGI
Mamemamuunozo anapamy meopii c6idoume ma meopii npagoonooioHux
i napadoxcanvrux mipxyeamno. Bcmanosneno, wo 0ns niosuwenns axKoc-
mi pe3ynvmamie KOMOTHYEAHHA 0OULILHO 6UHAMAMU NOPAOOK KOMOI-
HYBAHHSL eKCNEPMHUX CE8I00UmME ma GUKOPUCMOBYEamU 00HE 3 NPAGUIL
nepepo3nooiny Konpaikmie 6 aKocmi npasuLa KoMoOIHYEaNH.

Hageodeni uucenvii po3paxynxu 3anpononosanoi memoouxu Kxomn-
JIeKCHO020 3acmocyeanns depesa 6i0moe ma oOepesa UMOBipHOCME.
Oodepoicani pesyavmamu 00360810Mb NPoeooumu Giavut 2audOKUl
ananiz npopamHux cucmem ma 00’exmis, wo 00CIONHCYIOMbCH, Ma
noKauKani cnpusmu nideuwenno aKocmi ma epexmuenocmi ynpae-
JUHHA PUUKAMU NPOZPAMHUX NPOEKMIB, SUKAUKAHUMU Oedpexmamu
8 npozpamax ma 0anux

Kmouogi cnosa: depeso 6i0mos, depeso iimosiprocmeil, pusuxu npo-
2pamMHux npoexmie, anais cuenapiie, npasuia KomMoinyeanns
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1. Introduction

The development of scenario prediction led to the deve-
lopment of two basic instrumental methods. They are a tree
of objectives and a prediction graph. The objective of the
methods is analysis of complex systems or processes, where
allocation of many structural or hierarchical levels is pos-
sible. We build a tree of objectives based on formation of the
main objective and various sub-objectives, which lie at the
less significant levels of the hierarchy.

The base of the methodology of construction of a pre-
diction graph is initial implementation of sub-objectives and
events, which lie at lower levels of the hierarchy with a final
exit to a main objective. In other words, we build of a tree of
objectives based on the «top-down» principle and we build
a prediction graph using the «down-top» principle.

A number of modifications of graphs of the «tree» type
arose at expansion of spectrum of problems, which use sce-
nario prediction for their solution. For example, a fault tree
and a tree of events appeared for solution of problems of ana-

lysis of reliability of different systems. We can use decision
trees as decision-making tools, and we can solve probabilistic
inference problems using probability trees, etc. However,
we should note that each of the listed trees implements the
«cause-effect» principle within a frame of a specific problem.

The analysis of scenario prediction methods presented by
«tree» graphs shows that the above principle is not taken into
consideration at performing of several interconnected prob-
lems of scenario prediction. However, there is a «bow-tie»
method based on the methods of a fault tree and a tree of
consequences, which gives possibility to investigate causes of
occurrence of risk events and to analyze their possible con-
sequences in a simple graphical way. This method gives pos-
sibility to establish a connection between causes and conse-
quences of dangerous (risk) events for development of a set of
measures aimed at prevention and/or reduction of their con-
sequences. However, the method performs analysis of complex
situations in a rather simplified form and does not give possi-
bility to asses adequately probability of occurrence of a com-
bination of factors, which lead to negative consequences,




especially if they are dependent. It also does not make it pos-
sible to reflect a set of reasons that arise simultaneously and
cause negative consequences (emergencies).

The solution of this problem lies in the integrated appli-
cation of existing methods and means of scenario prediction
aimed at identification of causes of emergence of risk factors
and prediction of possible scenarios of development of their
consequences. In this context, the combined use of methods
aimed at identification of causes of negative events and pro-
babilistic methods is expedient. This, in turn, makes possible
to model complex uncertain situations (consequences of
negative events), generate and assess possible scenarios for
their development.

For example, we should pay special attention to the risk
management process when implementing software (SW)
development projects. It is necessary to be able to identify,
analyze and predict possible consequences at each stage of
the software development process in accordance with the
chosen software development methodology for effective pro-
gram risk management.

There are formal methods of analysis of failure risk widely
used to predict risks associated with possible programming er-
rors that result in software failure. The most common of them
are Event Tree Analysis (ETA), Fault Tree Analysis (FTA),
and Failure Modes and Effects Analysis (FMEA) methods.
In particular, we can consider programming errors as causes,
and software failure as a consequence when applying the
FTA method. A software failure can cause a number of nega-
tive consequences (risks of software projects), for example,
additional software development costs, violation of terms of
delivery to a customer, etc. It is possible to perform an analy-
sis of such effects using a probability tree.

2. Literature review and problem statement

Authors of papers [1—4] consider the main principles
of construction of scenarios and methods for their analysis.
Paper [1] defines the ways of using the scenario approach for
analysis of complex social systems. It proposes general guide-
lines for organization and conduction of scenario studies. The
objective of works [2, 3] is analysis of modern methods and
techniques of scenario planning and prediction. Paper [4]
presents classification of methods and methodologies of
system analysis. It pays special attention to methods of the
«target tree» type, methods of expert assessments, structu-
ring and statistical analysis, etc. It investigates the methods
and methodologies of the system analysis that became widely
used in analysis and quality management of enterprises. Pa-
per [5] describes the method of construction of «scenarios of
the future» in strategic management of enterprises. There are
unresolved problems related to the choice of methods for pre-
diction and analysis of the studied scenarios in works [1-5].

The option for solution of the indicated problem is the
use of the technique of probabilistic inference based on
scenarios constructed using probability trees. Authors of
work [6] use this approach on example of the solution of the
problem of risk factor analysis of organizational and organi-
zational-technical tasks of ship repair under conditions of
uncertainty and risk. However, authors do not pay attention
to the analysis of reasons for occurrence of risk factors that
affect a course of the ship repair process, which in turn is the
basis for analysis, assessment and definition of risk reduction
directions.

We can use a fault tree method as an approach that gives
possibility to analyze a cause of a risk factor.

Paper [7] considers general problems of using of a fault
tree method for solution of a wide range of problems in
various fields and its modern modifications aimed at over-
coming of existing disadvantages of the method.

Researchers widely use the fault tree method to analyze
risks of technogenic origin. Authors of paper [8] propose
a methodology for assessment of reliability, safety and tech-
nogenic risk based on logical-and-graphical methods of
analysis. They pay considerable attention to the method of
a fault tree; in particular, they consider the methods of qua-
litative and quantitative assessment of a fault tree, methodo-
logy of analysis of a fault tree with repeating events. Work [9]
considers peculiarities of application of the fault tree method
for assessment of the industrial risk of enterprises.

Work [10] proposes an approach based on construction
and analysis of a fault tree. It makes possible to perform
computer and mathematical modeling of a risk of a techno-
logical process. This approach gives possibility to identify
weak spots of a system (an object under study), to identify
the most likely events and system parameters, which lead to
negative events.

For today, a fault tree is an effective tool for risk analysis
of software failures. It gives possibility to analyze causes
of failures (hardware, software) and their consequences.
Work [11] proposes the method of qualitative risk analysis of
software development based on the complex use of the fault
tree method and the method of assessment of the indicator
of the net reduced cost of a software development project.
Author of paper [12] uses the method of a fault tree to analyze
types and consequences of failures of options of structures of
information processing systems on the example of analysis
of duplicate structures with the version-time redundancy.

There is a reverse trend in works [7—12]. There is analysis
of causes of emergence of risk situations conducted, but the
task of analysis and prediction of possible ways (scenarios) to
overcome or reduce risks remains unresolved.

Works [5-12] consider the methods of scenario analysis
and prediction autonomously, without taking into conside-
ration their combined application for cases with intercon-
nection of problems, which require solution. Only paper [13]
investigates possibility of integrated application of formal
methods of specification requirements and reliability ana-
lysis. It considers the method of analysis of types and con-
sequences of critical failures and the method of a fault tree
analysis on the example of a computer control system of
motor traffic control. However, outstanding issues related
to estimation of probability of occurrence of emergencies in
the absence of accumulated accident statistics (emergencies)
with a use of a tree failure method remain unresolved. As well
as determination of probability of the most critical failures in
construction of a critical matrix by the method of analysis of
types and consequences of critical failures.

Authors of paper [14] use the «<bow-tie» method to analyze
possible causes and consequences of implementation of risks. In
particular, paper [15] proposes modification of the «bow-tie»
method and methodology of partial quantitative risk assess-
ment method. Authors applied and tested it in the shipbuilding
industry. However, this methodology does not make it possible
to assess probability of implementation and possible combina-
tions of risk factors, which lead to negative consequences.

Consequently, all of the foregoing confirm the expe-
diency of a study devoted to the search for approaches that



make it possible timely detection and analysis of risk factors,
which lead to possible negative consequences and provide
a mathematical apparatus for modeling and assessment of an
impact of adverse events (risks), prediction of possible sce-
narios for development of risk events and study of possible
consequences.

3. The aim and objectives of the study

The aim of this study is to construct a method for the in-
tegrated application of formal methods of scenario prediction
represented by graph models of the hierarchical structure on
the example of the integrated application of a fault tree and
a probability tree.

We set the following tasks to achieve the objective:

— to develop a procedure for aggregation of individual ex-
pert assessments of possibility of manifestation of a negative
(risk) event in solution of probabilistic inference problems
based on scenarios constructed using probability trees;

— to investigate a possibility for an integrated application
of a fault tree and a probability tree on the example of gene-
ration of sequence of scenarios of occurrence of risk events
caused by failures of software and analysis of their conse-
quences;

— to run a computational experiment and analyze the re-
sults obtained.

4. Materials and methods to study
the problem on integrated application of methods
of scenario prediction

A fault tree is a deductive logical-and-graphical method,
which serves to identify possible ways that lead to an unde-
sirable event (for example, a failure of a system or a failure
of its individual blocks). The key theoretical foundation of
the FTA is the assumption that system components operate
successfully or fail completely [16, 17].

We use a basic set of symbolic images for a graphic repre-
sentation of the simplest fault tree (Fig. 1).

[ |

I
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Fig. 1. Basic set of FTA symbols:

a — input event; b — interim event; ¢ — resultant event;
d— «and» condition; e — «or» condition; f— priority «yes»;
g — exclusive «or»; h— condition of the majority

rule («m» with «n»)

Fig. 2 shows the example of a simple fault tree.

The fault tree (Probability Tree Analysis, PTA) serves to
analyze a sequence of scenarios (options) for further deve-
lopment of events. They may be the result of manifestation of
possible system failures with the use of the fault tree [18-20].
We form a set of system of random events and probabilities of
their implementation for this purpose.

Resultant event
(system failure)

1
Interim event

I
Interim event
(subsystem 1 failure) (subsystem 2 failure)

(o) (a

[ Input event 1 ][ Input event 2 ][ Input event 3 ][ Input event 4 ]

Fig. 2. Fault tree

Each branch of the tree displays a one-incident event
from each system of random events (in this case, the system
of random events consists of two events) and the probabi-
lity (P) of their implementation. We obtain combinations of
such trees by their integration, which lead to formation of
a probability tree (Fig. 3), which is a tree-like graph.

Each node (vertex) of such a graph relates to one com-
plete system of random events. A tree branch coming from
the corresponding node represents each event and proba-
bility of its implementation. Each path from the root node
to the final position on the tree reflects one of the possible
combinations of events called the scenario.

System
of random
events 3

System 2)
of random

events 2

System ®

of random
events 3
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System
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of random
events 3
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PH

Fig. 3. Probability tree

We can calculate the total number of scenarios before
building a probability tree:

N=IIn, (1)

where 7; is the number of events in the i-th system of random
events; z is the total number of such systems.

3. Procedure for determination of aggregated expert
assessments of the implementation of a risk event when
solving problems on probabilistic inference

We can use the probability tree as an effective graphical
tool for risk analysis of software projects. There are two main
approaches to obtaining of probability of occurrence of a risk
event. They are an objective approach and a subjective ap-
proach. The basis of the objective method for determination
of probability of occurrence of a negative (risk) event is accu-
mulated statistical data based on calculation of the frequency



of occurrence of risk events. If sufficient statistical informa-

tion is absent, it is necessary to use the subjective method
to determine probability of occurrence of risk. Its basis is
methods of expert assessment. In this case, we asses possibility
of occurrence of an adverse situation (risk) based on con-
siderations and personal experience of a specialist (an expert).

We can engage several experts (a group of experts) to ob-
tain more accurate assessment of possibility of occurrence of
a risk event. In this case, the task of obtaining of aggregated
expert assessments arises.

Let us consider the procedure of aggregation of indivi-
dual probabilistic assessments of experts in solution of prob-
lems of probabilistic inference on probability trees.

Let us_assume that there is a set of experts given
E={E,|i=1,1}, and a set of risk events R={r,|j=1k}. We
assume that R represents a set of independent events. Each
expert should assess the possibility (probability) of a risk
event 7, € R on a scale from 0 to 1. Or, based on their know-
ledge and experience, experts can present their assessments
of the implementation of a risk event within a given scale of
expert measurement.

We can represent the results of an expert survey in the
form of a set of individual expert assessments as a matrix
of [xk dimension:

ayy Gy ay,
Gy Gy on
A= : (2)
[T ay,
ay  ap ay,

where a;; is the possibility (probability) of occurrence of 7
risk event, which is formed by the i-th expert.

We get a set B={b,|i=1,}. Its each component is a vector
of assessments of E; expert: b, ={p, | j = 1,k}, where p; is the pos-
sibility (probability) of the occurrence of risk 7.

Thus, it is possible to construct k-systems of random
events for each expert. It is possible to represent them gra-
phically as a distribution tree. Each branch of the tree reflects
probability of occurrence of the analyzed risk event.

We assume that we have the given basis for the analysis
Q={04, 02}, where o is 7; risk, which is realized; o, is 7 risk,
which is considered as non-essential (absent) one. If m(wy) is
probability of occurrence of 7; risk, we can express the proba-
bility of its absence as m(w;)=1-m(wy). -

Thus, for each 7; risk, we obtain M, = {m” |i=1,1}, vector,
where m"’ = {m(®,),m(®,)} is a vector of probabilistic assess-
ments of 7; event formed based on the individual E; expert
assessments.

We use a mathematical apparatus of the theory of evi-
dences to obtain aggregated assessments [21-23].

The aggregation of individual expert benefits occurs by
combination of the obtained major probability masses for
each 7 risk event by all experts m” =m”’ @m ®..®&m".
Authors of papers [22, 23] recommend using one of the pro-
portional conflict redistribution rules (PCR rules) for the
aggregation of expert assessments.

As a result, for each given #; risk, we obtain a vec-
tor of probabilistic assessments of its implementation
ml(ajz) ={m(®,),m(w,)}.

Next, we analyze and calculate the obtained probability tree
for independent systems of random events with correspon-

ding probabilistic assessments of occurrence m'”)(®,)em’”
and non-occurrence (absence) m{(w,)em!” of r; nega-
tive event.

Authors of [24—26] propose to determine the order of
combination of expert evidences, for example, taking into
consideration a degree of difference and structure of expert
evidences to improve the quality of combination results
when constructing aggregate assessments.

6. Procedure for integrated application of scenario
prediction methods

Let us consider an example of the integrated application
of a fault tree and a probability tree in scenario prediction of
possible software failures and their consequences.

We assume that a number of systems of random events is
z=3, and a number of events in each of the systems is n=2.
Then the number of the obtained scenarios is:

N=ﬁ2=2-2~2=8.

P
Here are schemes of formation of all scenarios:
(1): P> Ps— Py
(2): P> P3— Pyg;
(3): Py—> P;— Py;
(4): Py— P;— Pyy;
(5): Py—>P5—Pyy;
(6): Py— P5— Py;
(7): Py—> Ps— Py3;
(8): Py— Pg— Pyy.

Let us consider three typical project risks: R={r; | j=1,k},
k=3: r, — additional software development costs (risk to
exceed project cost); 7, — violation of terms of delivery of
software to a customer (risk to exceed terms of performance
of works); 3 — staff turnover (staff provision risk).

We propose to assess a possibility (probability) of occur-
rence of each risk within the given scale of assessments to the
group of experts of 5 people E ={E, |i=1,[}, [=5. Experts ex-
press their judgments on a scale from 0 to 1: no risk (0); risk is
insignificant — insignificant probability of implementation of
arisk event (0.1); low probability of implementation of a risk
event (0.3); it is not possible to say anything about possibi-
lity of implementation of a risk event (0.5); high probability
of implementation of a risk event (0.7); critical probability of
implementation of a risk event (0.9); it is clear that the risk
situation will come (1). Values 0.2; 0.4; 0.6; 0.8 correspond
to interim judgments between each gradation. Table 1 shows
the results of the expert survey.

We use PCR5 rule of combination to obtain an aggre-
gated (collective) assessment [22]. We calculate #mp.,5(C)
combined belief assignment in accordance with pro-
portional conflict redistribution rule PCR5 based on the
expression:



Mpegs(C)=m;,(C)+
m(X)*-my(Y) | mz(X>2~m1(Y>}

(2)
g;ez;‘:\é)() m(X)+m,(Y) my(X)+m,(Y)

where mq5(C) is the combined belief assignment for C=XNY
subset calculated based on the conjunctive consensus.

Table 1
Expert assessments of risk events
i | m(w;) Ey Ey Es E4 Es5 m19345
m(wy) 0.4 0.3 0.5 0.2 0.6 0.34
" m(my) 0.6 0.7 0.5 0.8 0.4 0.66
m(®) 0.2 0.4 0.7 0.3 0.4 0.29
" m(ms) 0.8 0.6 0.3 0.7 0.6 0.71
m(y) 0.7 0.5 0.4 0.6 0.8 0.78
" m(wy) 0.3 0.5 0.6 0.4 0.2 0.22

Fig. 4 shows the distribution trees based on aggregated
expert assessments. Each of them reflects probability of oc-
currence of a negative event (risk) 7, € R, which may affect
implementation of the project.

Possible (0.34) Possible (0.29) Possible (0.78)
Additional software Violation of terms

1
?ne‘t/}? eog;nni:t costs of delivery of software Staff turnover

of a project budget to a customer

Impossible (0.66) Impossible (0.71) Impossible (0.22)

Fig. 4. Trees of distribution of systems of random risk events

Not only individual risks can affect the successful im-
plementation of the project, but also their possible combi-
nations.

Fig. 5 presents integrated application of the fault tree and
probability tree for scenario prediction of possible software
failures and subsequent events, which can lead to negative
consequences.

There are the following notations adopted on the fault
tree [27]: 1 — errors in the specification; 2 — errors in output
data; 3 — deviation from the specification; 4 — false logic or se-
quence of operations; 5 — lack of time for interruptions; 6 — lack
of time for decisions; 7 — false arithmetic operations; 8 — inaccu-
rate registration; 9 — distortion of programming rules.

«And» logical operations form respectively:

—and; 1 A2A3— 10 — errors when setting a problem;

—andy 4A5A6— 11 — algorithmizing errors;

—and3 7A8 A9 — 12 — programming errors.

«Or>» logical operation (1 A2A3)V(4A5A6)V(7TA8A9)=
=10v11v 12 — may lead to a failure of software. We consider
this as a manifestation of a certain set of programming errors
on the fault tree.

At the same time, we can consider software failure as
a cause, which can lead to a number of events reflected in the
probability tree.

The considered example implies that all random risk
events are probabilistically independent (the order of passing
of nodes on a probability tree is arbitrary), Fig. 5.

Software
failure

Additional software: Violation of terms

development costs:  of delivery Staff turnover Scenarios
in the frame :  of software
of project budget : to a customer P,=0.78
: P.=0.29 Possible (1) P,=0.077
Possible Impossible (2) P,=0.022
: P,=0.78
P=0.34 Impossible | _~possible (3) P,=0.188
Impossible (4) P,=0.053
P,=0.22
failure P,=0.78
Possible (5) P,=0.149
P.=0.66 Possible Impossible (6) P,=0.042
: P,=0.78
Impossible | _~pogsible (7) P=0.366
P=0.71 Impossible (8) P,=0.103
P,=0.22
b

Fig. 5. Integrated application of scenario prediction methods:
a — a fault tree; b — a probability tree

The considered probability tree gives us a possibility to
form 8 scenarios with the following probabilities of their
implementation:

P1y=P1-P3-P7=0.34-0.29-0.78=0.077,

P3y=P;-P3-P3=0.34-0.29-0.22=0.022;

P3y=P-P;-Pg=0.34-0.71-0.78=0.188;

P4y=Py-P4-P1p=0.34-0.71-0.22=0.053;

P5y=Py-P5P11=0.66-0.29-0.78 =0.149;

Pgy=P5-P5-P1=0.66-0.29-0.22=0.042;

P7y=P>-Pg-P13=0.66-0.71-0.78 =0.366;

Pgy=P>-Ps-P1,=0.66-0.71-0.22=0.103.

P=3 P, =0.077+0.022+0.188+0.053 +

+ 0.1’:419+ 0.042+0.366+0.103=1.

Given the results obtained, we can choose the scenario

with the highest probability of its occurrence (scenario 7
with P(77=0.366), that is, the probability of implementation



of scenario 7 is 36.6 %. The scenario (2) has a minimal pro-
bability of its implementation under conditions of accepted
indicators of risk events.

We convert the tree under condition of the independence
of random events and cause a new redistribution of proba-
bilistic assessments between events. This makes possible to
analyze and determine probability of implementation of each
of possible scenarios formed with different combinations of
random risk events.

It is necessary to determine a priori probabilities of
implementation of risk events and conditional probabilities
of occurrence of events in case of existence of the depen-
dence between risk events. We should use the methodology
proposed in [28] for assessment of conditional probabilities
based on the expert assessment procedure.

7. Discussion of results of studying the integrated
application of methods of scenario prediction

There are a number of instrumental methods of scenario
analysis and prediction created for now. Various tree-like
graphs represent them. The objective of each of these me-
thods is solution of a specific prediction problem and it
does not take into consideration possible presence of several
interrelated problems, which determine a general problem.
The studied approach of integrated application of scenario
prediction methods gives possibility to perform deeper ana-
lysis of systems and objects under study.

The integrated use of the fault tree method and the
probability tree method is an effective tool for analysis of
possible scenarios for further development of events, which
are consequences of failure of a software system. Such fai-
lures are reasons for violation of functionality and security of
implementation of the main functions of a software system.
The scenarios built in this way give possibility to identify
possible risk events caused by system failures, which can lead
to catastrophic consequences with significant damage in real
complex software systems. The advantage of the proposed
methodology is the ability to determine probability of imple-
mentation of a scenario based on a group expert assessment.
The peculiarity of the approach lies in the fact that it makes
possible to process experts’ assessments generated under
uncertainty (for example, an expert cannot assess possibility
of occurrence of a risk), as well as contradictory and incon-
sistent expert judgments. The use of the combination mecha-
nism for aggregation of individual expert assessments based
on the mathematical apparatus of the theory of evidences
and the theory of plausible and paradoxical reasoning makes
possible to achieve such advantages.

We should note limitations imposed on a number of sys-
tems of random events analyzed when constructing a proba-
bility tree as a disadvantage. There is an exponential increase
in its size and, consequently, in a series of possible scenarios
with an increase in a number of analyzed systems of random
events, especially if a number of events in such systems are
significant. It is advisable to use a probability tree if a series
of random events do not exceed 4.

It is possible to use the proposed approach as an add-on
to existing methods of risk analysis for software projects,
where the main cause of risks are defects in hardware and
software, data or computing processes.

For example, we assess possibility of implementation of
an adverse event (risk) and its impact on a project in the

process of qualitative risk analysis. As a result, we get a list
of risks ranked by a degree of their impact on a project and
a risk map. It is possible to perform the risk ranking based
on «probability/consequence» matrix analysis, according to
the PMBOK standard. If a group of experts of the corres-
ponding profile determines possibility of risk implementation
based on subjective probabilities, we can form the collective
assessment based on the proposed procedure of aggregation
of individual probabilistic expert assessments.

Another example is a common sharing of the proposed
methodology for generation of a succession of negative event
scenarios and analysis of sensitivity of individual risk factors
to deviations of system parameters. The approach makes
possible identification of risk factors, which have the greatest
impact on project implementation.

It is possible to apply the offered methodology under
conditions of use of modern flexible methods of software
development. The development of technology management
software projects led to emergence of flexible and adaptive
software development methodologies. The objective of the
most of them is minimization of risks by reduction of deve-
lopment to a certain number of short iteration cycles, each of
which should end with generation of the next interim version
of software. Speaking about the class of iterative software
development models, we can note that it is possible to ap-
ply the proposed approach at the stage of testing of current
prototype software. This application will give possibility to
analyze an impact of risks of possible failures (identification
of their causes and consequences) on the state of a software
development process.

The possible objective for further research is develop-
ment of methods for improvement of the quality of the
obtained expert information and exploring the possibility of
using of Bayesian networks to analyze a sequence of scenarios
for development of a negative event.

8. Conclusions

1. We have proposed in this study to use the combination
mechanism based on one of the rules from the theory of evi-
dence or the theory of plausible and paradoxical reasoning
for the aggregation of individual expert assessments of a pos-
sibility of the occurrence of a risk event. We determined that
we could obtain more effective results of combination if we
use conflict redistribution rules. The establishment of the
order of combination of expert evidences gave possibility to
improve the quality and accuracy of the combination results.
The approach makes it possible not to ignore and not to lose
expert information obtained based on non-coincident and
contradictory expert evidences.

2. We investigated the possibility of integrated applica-
tion of formal methods of scenario prediction, namely a fault
tree and a probability tree. The proposed method of integra-
ted application of a fault tree and a probability tree gives
a possibility to analyze sequences of scenarios of manifesta-
tion of a risk event caused by accidental negative influences
of possible failures of functioning of a technical, software
system, or its individual elements. It enables to identify
risks in advance and to predict consequences of their impact
on safe operation of a system, to offer effective and timely
mechanisms for their management and to improve control
and monitoring of possible threats. This, in turn, gives a pos-
sibility to improve performance and quality of operation of



technical and software systems and to reduce the potential
financial loss associated with implementation of a risk event.

3. We presented the examples of practical implementa-
tion of the proposed methodology for the integrated appli-
cation of a fault tree and a probability tree on the example of
solution of the problem of risk analysis of software projects
caused by failures in functioning of software and systems.
The obtained practical results are intended to identify and
analyze potentially possible defects in programs and data in
a timely manner at the stages of design and implementation

or in case of violation of the technology of implementation
of a program project. Their application gives possibility to
correct prediction of occurrence of a risk event associated
with possible software failures promptly in order to apply ef-
fective methods and means to reduce risks and minimize the
associated effects of their negative impact on all stages of the
life cycle of software systems. This, in turn, helps to increase
reliability of software systems due to identification of hidden
errors and defects and analysis of possible scenarios of their
impact on the quality of a product.
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Axmyanviicme pobomu o06ymosnena eaxncaueicmio i HeooOxio-
Hicmio yuiikauii nodyoosu i GUKOPUCMAHHA THMENEKMYATIbHUX
cucmem niompumru pimens 0as YnPpaeaiHH CKAAOHUMU NPOMUCIO-
suMu 00’cKxmamu ma cucmemamu.

Memoro pobomu € 06Tpynmysanms e0urnoz0 nioxody 0o ynpas-
ainna 6azamu snans pisnux Kondisypauiii i pospoodra ynidixosarnux
Mamemamurnux mooenell onepauiii HA0 elemMeHmamu OHmoJ02il.

3anpononosano memoo YynpasiinsL e60J0UIEI0 OHMOIL02II NPo-
Qecitinux obaacmeil, sacnosanuil na yniixauii cmpyxmypro-noeziv-
HOT MOOeJli penpesenmauii Memasnams.

Pospobaeno cnocio ymidixauii cmpyxmypno-noziunoi moodeni
esomouii inkopnopauyii onmonoeii. Po3pooneno opmanvio-uine-
eicmuuni modeni, 0oeedeno nodionicmo Popm penpezenmauii 3nans
i egosnouiiine cnadKysants 6 pamKax 3azaasHol iLKopnopauii onmo-
nozii. [{na cunmesy modeni inkopnopauii eoaouilinozo ycnaoxy-
eanns onmos0zill eupiweni 3a60anns pPo3podxu mooeneil eonio-
UilH020 Ycnaokyeanns Konyenmis, zpadie i onmonoeii pienié b3.
Mooens 3a0e3nenye moxcausicmv 0 écix pienie b3 edunozo nioxo-
0y 0o inmepnpemauii cmpyxmyp 63aemo0ii KoHyenmie.

Pospobaeno ysazanvreny modeav Cuznaabhozo epada pienie
cmpyxmypu B3. Modenw éxntouae 6 cebe amomapnuii konyenm, cuz-
HaJl, nomenyia 8Y3na, AKMUSHICMb 8Y3J1d, NOPiz UYMAUBOCMI 8Y3.a
0o 6xionozo cuenany. Poszpodaeno naéip gopmanvnux modenei
MHocunu 6a3o06ux onepauiii na cuenanviiomy epadi b3, neooxionux
ons inmepnpemauii ma oouucaenns gopm 3nanv. Pospoéneno cumn-
makcuc memanpasua i popmanvio-ainesicmuunuil 6asuc. Beeoeno
dopmanizmu napamempa mapkyeanns ma QyxHxuii mMapryeanns
cuznanvnozo zpaga B3. Moodeni mapryeanns esedeni 6 3azanvhy
MoOenn cuznanviozo epada bB3.

Hocnidsceno moxncausocmi zacmocyeanns po3pobdienux mooe-
Jetl cuzHanvboz2o epaga 6asu 3nans 6 pizHux npodeciinux zany-
3ax. Iloxazano, wo 3anpononosani moodeni memasHanv He 3aje-
scamv 6i0 popm nodanns i popmanizmie npogeciinux onmonozii.
Ile doszeonsne euxopucmosysamu €OUHUU MeEXAHIIM YNPABIIHHA
SHAHHAMU 6 OYOb-AKUX THMENEKMYANbHUX CUCMEMAX NIOMPUMKU
pluens. 3anpononosano cnocio epexmusnozo OUHAMIMHO20 Ynpae-
JUHHA cmpyKkmyporo ecix pienie B3 i npoyecom noz2iunozo 6ucHoBKy
8 3anexcHocmi 610 6xioHux napamempis PyHKyionyeanns inmeex-
myanvHoi cucmemu

Kmouosi cnosa: inkopnopauis onmonoziii, xonmexcm mooei,
Mapryeanns epagda, memanpooyxuis, penpeseHmauis 3HaHsb, cuez-
HabHUl epag, cucmema niompumxu piuens
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in crisis situations with a lack of time are of particular im-

portance. These situations are usually called crisis due to the

At the present stage of development of automated control
systems for large industrial facilities, aspects of management

significant amount of damage that occurs in a very limited
period of time. In this regard, the period of time for making






