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1. Introduction capacity, and a faster performance from networks. How-
ever, further increases in the infrastructure of networks are

New mega-trends in information and communication  only a temporary solution and they lead to complications
technologies demand greater flexibility, greater throughput in network management as well. That is why conventional




approaches to network architecture, and to control over it,
will become ineffective in the near future, which necessitated
searching for, as well as adopting, new network models to
routing organization [1].

A software defined network (SDN) is one of the most
promising solutions for efficient routing. This is a new net-
working paradigm, which has new promises for application
and provides an opportunity to simplify the process of
managing the network, greatly increase the use of network
resources and reduce operating costs.

The difference from networks of conventional architec-
ture is in in the fact that a software defined network has two
key features that make it possible to have a global represen-
tation about the state of the network and execute flexible
centralized control over it:

— the plane of network management and the data trans-
mission plane are separated,;

— operators can program the behavior of packet trans-
mission in it.

One of the main approaches to optimize the performance
and improve reliability of the network is traffic engineering
(TE) [2].

Existing methods of traffic engineering, although widely
used in networks with conventional architecture, do not take
into consideration the unique features of software defined
networks and are not, therefore, enough effective for them.

Thus, it is a relevant current task to find new ways for
traffic engineering that would be able to utilize the full po-
tential of benefits of the software defined networks [3].

2. Literature review and problem statement

Modern computer networks differ by large dimensiona-
lity and a varied composition of hardware. Given this, the pro-
cess of managing computer networks becomes complicated,
specifically traffic engineering. With the increasing dimen-
sionality of computer networks and the increased amount of
network traffic, it is a relevant task to engineer traffic taking
into consideration its type, as well as the parameters of quality
of service (QoS), and to reduce energy consumption.

One of the main advantages of SDN is control at the
level of flows that makes it possible to simplify both the pro-
cess of network management and the process of data traffic
management process in corporate networks and data centers
networks [9].

To reduce the duration of TE [4—6] and improve QoS [7],
it is necessary to organize the centralized generation of a set
of paths based on a multipath routing within SDN.

Paper [8] proposed an algorithm of a «reverse waves, which
generates all the possible paths, that do not intersect, between
a pair of nodes in the network. When choosing the required
path for TE, an optimal path is chosen from the entire set.

Work [9] suggested a method to orchestrate traffic in
SDN, which, due to the presence of a central controller
in the network, makes it possible to reduce the time to form
the set of paths for accessing network resources and to sim-
plify re-routing.

The presence of a set of routes makes it possible to almost
eliminate a delay or loss of packets in the process of traffic
re-routing. In this case, the more paths the SDN controller
generates, the less the probability of delay or packet losses.

However, the proposed techniques have a common flaw,
namely the generation of a set of paths does not take into

consideration the congestion of the paths and the type of
traffic that is transmitted.

Paper [10] proposed the technology of traffic engineering
Hedera, aimed at raising the efficiency of using network
resources (specifically, throughput capacity). At present,
the most popular solution for multipath routing in SDN is
the scheme Equal-Cost-Multi-Path (ECMP) [11]. A given
approach has a significant drawback, namely, it does not take
into consideration the congestion of network resources and
the type of transmitted traffic.

Study [12] reported the new problem to optimize the
process of traffic engineering Online Branch-aware Steiner
Tree (OBST), for optimal use of throughput capacity, sca-
lability of multicast transmission in SDN, and for redirecting
traffic if needed.

Paper [13] presented adaptive methods for traffic engi-
neering, which include solutions for the fuzzy planning flow
(AWFQ, FWQ) and the regressive arrival control (REAC) to
ensure the stable operation of the network.

Effective resource management using the methods of
adaptive traffic management make it possible to constantly
equalize and monitor traffic distribution and to recover
a network from errors and attacks.

A SDN controller makes it possible to control traffic for
assessing the general network conditions using fuzzy logic
that provides the adjustment and making a decision given
current conditions for data transfer.

MiceTrap [14] demonstrates the advantages of previous
approaches to processing large data flows, while not making
it possible to compromise the quality of service — one of the
most important parameters for a network.

Modern computer networks employ two types of traffic:
elastic and non-elastic. Elastic refers to such a type of traffic
that can adapt to changes in delay and throughput capacity
over a wide range of values, while continuing to meet the
needs of applications (such as file sharing, email). For such
a traffic, important is the reliability of delivery. Non-elastic
refers to such a type of traffic that adjusts poorly, if at all, to
changes in delay and throughput capacity (such as real-time
traffic, audio or video conference). For such a traffic, impor-
tant is the time delay and the percentage of lost packets.

To reduce the percentage of packet loss during transmis-
sion, it is necessary to identify the type of traffic and choose
the best route for data transfer at the start of allocation. The
Atlas method [15] is able to classify a VoIP packet uniquely,
rather than classify it as a generic VoIP stream.

Paper [16] suggested an approach to traffic engineering
between multiple paths for SDN (MSDN-TE). This ap-
proach is based on the use of multiple paths for data transfer
considering the actual congestion in the process of rerouting.

The main purpose of the algorithm MSDN-TE is to
avoid the congestion in a network by redistributing data
between routes.

However, in large networks, the number of paths may de-
pend on network topology, and a constant redirecting of data
between the paths is not a solution to the problem of network
congestion, as there may emerge a «bottleneck» where the
path throughput capacity would be critical. It is the forma-
tion of such «bottlenecks», as is the case for MSDN-T, that
leads to the loss of most of the packets that are transmitted.

The main problem in the organization of traffic engi-
neering in a software defined network, as well as in conven-
tional networks, is an incorrectly determined TE strategy
(choosing the correct alternative) at a node to the sender in



accordance with QoS parameters. In the process of routing, it
is not possible to avoid situations of path congestion, failure,
or moving a node in mobile networks, which cannot always be
resolved by conventional techniques. In this work, to address
such events, based on the task of choosing the optimal TE
variant for the initial node, we propose using the theory of
fuzzy sets and decision making methods under conditions of
uncertainty focused on routing in a software-defined network.

3. The aim and objectives of the study

The aim of this study is to devise a technique of traffic en-
gineering, which, through the use of fuzzy logic when choosing
paths, would make it possible to decrease the percentage of
packet loss in the non-elastic traffic in a software-defined
network.

To accomplish the aim, the following tasks have been set:

— to develop a TE technique with the elements of fuzzy
logic based on a decision-making method;

— to run a comparative analysis of the proposed TE me-
thod with those known.

4. Development of a technique of traffic engineering
in a software-defined network

Paper [17] outlined the basic principles of TE to reduce
data loss and maximize the efficient use of communication
channels:

— organization of multipath routing;

— coordinated control using the theory of decision ma-
king in SDN;

—the use of short-term prediction of the character of
traffic behavior.

Consider a software defined network in the form of an
undirected graph (Fig. 1):

G=V,E,W,C,P), ¢))

where V={1,...,n} is a non-empty ultimate set of vertices,
n is the order of the graph; E={(i,j)eVxV} is the set
of edges; W:V — R is the weight function, which assigns
each vertex with real number (w,;>0 is the weight of
avertex ieV); C:E— R is the weight
function that assigns each edge with
a real number (c;>0 is the weight
of an edge (i,j)eE); P:E—(01] is
the weight function that assigns each
edge with a real number from a semi-
interval (0,1] (0<p, <1 is the proba-
bility of a non-failure operation of edge
G, )eE).

It is necessary to organize traffic
engineering such as to reduce the per-
centage of information loss during its
transmission.

In order to organize effective rou-

When forming each path, it is important to compute the
generalized metric (2), so that the allocation of data bet-
ween routes at a node-sender is performed considering QoS
for each type of traffic [18]:

W:[§+k2ch]><r, 2

e

where B, is the effective throughput that is defined as the
product of throughput by congestion; D, is the delay time;
k, and k, are the weight coefficients of throughput and la-
tency; 7 is the reliability, the percentage of information that
has been successfully transmitted to the next node.

A highly-congested network constantly undergoes chan-
ges in the state of connections. Such changes are difficult to
predict as there are a number of reasons that can cause an un-
expected load on a communication line, which was relatively
free prior to it, and allowed data transfer while retaining the
high level of quality service. Among these reasons are the
following:

— failures in routers operation;

— load on key transmission channels from other users;

— increase in the number of the network’s subscribers.

In the first case, at a failure in the work of one of the
routers, it is required to forward packets to other channels.
In this case, certain connections may become significantly
loaded. In the second variant, delays may occur due to fre-
quent simultaneous connections to one of the resources by
a large number of users. Such disruptions can be expected for
a series of social factors such as a growing popularity of in-
dividual nodes, the increased activity of users over a certain
time of the day or different kinds of hacking. The mobile or
Mesh networks can also face the third option when, following
the connections from additional subscribers, there may ap-
pear problems with certain transmission channels, though
such possible disruptions are typically anticipated in these
networks.

Paper [19] proposed and substantiated, when forming
the routes, to use the modified algorithm. By applying this
algorithm, one finds all routes (alternatives) between pairs
of nodes. Based on the information about nodes along each
route, as well as links between them, a controller can choose
aroute with optimal metric (2), taking into consideration the
states of channels at the time of request.

ting, we shall create the entire set of
paths that do not intersect. That will
make it possible to optimally organize
the allocation of information between
paths, considering the metrics for each
path and the type of traffic.




Based on the theory of decision making, one finds, as the
best alternative, the alternative from a set of non-dominant al-
ternatives with the greatest value for the membership function:

x"=argmax, Wy (), )

where u% (x,) is the membership function of the i-th alterna-
tive to the set of non-dominant alternatives.

We shall build a fuzzy subset of non-dominant alterna-
tives u}’f c U, whose elements are non-dominant with not
any other alternative, the membership function to set p}’ is
determined from formula:

u;d(‘xi)z E‘lg{l{1_ui(xjrxi)}=
=1—E}§%{ui(xj,xi)}, x,eX, (4)

where u (x,) is the membership function of the i-th alterna-
tive to the set of non-dominant alternatives.

For each alternative x, the value p’(x,) is understood
as the degree of non-dominance of this alternative, that is, the
degree at which x; is not dominated by any other alternative
from set p’(x,) = o. It means that no any alternative x, may
be better than x; with a dominance degree larger than o;
in other words, x; can dominate other alternatives, but with
a degree not above 1—oq. It is naturally to assume that the
rational (best) is the selection of alternatives that have a pos-
sibly greater degree of membership to set w’.

Represent a set of alternatives X={x1,x2,...,xn}. Based
on the set of alternatives, we construct a fuzzy superiority
ratio R with a membership function p,(x;,x,)€[0,1] - any
reflexive fuzzy relation, such that p,(x;,x;,)=1, x,€X.

For any pair x;,x; € X values W, (x;,x ;) are interpreted as
the degree of superiority of the i-th alternative over the j-th,
equality p,(x;,x;)=0 can mean both that w,(x;,x;)>0, that
is, an alternative x ;is dominant over alternative x N and that
wg(x;,x,)=0, that is the alternatives are not comparable.
Reflexivity is conditioned by the fact that any alternative is
not worse than itself.

To build ratio R, we use assessments for alternatives
obtained using the above method. A problem on decision-
making implies choosing the most preferred alternatives from
a set X on which we assigned a fuzzy superiority ratio R.

We build a fuzzy strict superiority ratio with respect to R:

Mf%(xi’xj):

_ {HR(xi’xj)_uR(xj’xi)r uR(xi7xj)>uR(ijxi)7 )

0, uk(xivxj)guk(xjrxi)v

where },Lf{(xi,xj) is the membership function of the fuzzy
strict superiority ratio.
The best alternative is determined from formula (6):

My =max ., (1 (), ©)

where p,(x") is the membership function of the best alterna-
tive; i, («r;) is the membership function of the j-th alternative.

In accordance with the intersection operation of fuzzy sets,
a membership function for each alternative is derived from
formula:

Wy (u,)= mini:Lm(p’Ao @;)), m @)

where p,(x;) is the membership function of the j-th alter-
native; p.,(x;) is the assessment of the j-th alternative for
criteria Ci.

The choice of the necessary route is such that it most
satisfies the entire set of criteria. That is, we can record the
following expression:

D=A, nA,n..nA., (8)

where A, is the fuzzy set for the i-th criterion.
In our case: Ay — path congestion; A, — failure of the
intermediate device; A3 — delay in information transmission.
Determine the degree of conformity of each route to each
criterion and construct fuzzy sets:

A = (o) ()bt () )

where . (u;) is [0,1] — estimation of the j-th alternative for
the i-th criterion, the degree of compliance.

At the initial stage, when engineering traffic, the process
of path formation is important. Fig. 2 shows the process of
path formation.

Path No.1=6—1—-510-5;
Length of path No. 1: 3.

Path No.2=6—57—12-5;
Length of path No.2: 3.

Path No. 3=6—58—-3—-13-5;
Length of path No.3: 4




Following the formation of paths, at the initial stage of
routing, one selects a path based on the decision-making
theory in accordance with formula (3).

Represent the algorithm for choosing the best alternative
in line with the proposed method for traffic engineering in
the form of a pseudocode:

if node_fail = True then
foreach bypass do
bypass.& — Find_fuzzy value(bypass)

best_bypass — Find_best_bypass(bypass.value)
return best_bypass

The basic idea of the proposed method for traffic engi-
neering in a software-defined network is as follows:

—build a set of paths that do not intersect by using an
algorithm of a «reverse wave» [8];

— compute the generalized metric for each of the con-
structed paths using formula (2);

— at TE, a SDN-controller, using the elements of fuzzy logic
and the theory of making decisions, choosed the best alterna-
tive among a set of alternatives (paths) applying formula (3);

— in the routing process, in case there is need to bypass the
problematic section, one used a decision-making theory (5),
which makes it possible to circumvent it without forming
a new path.

The result of the simulation is the formed matrix of choice
and congestion of paths according to the QoS parameters.

3. Results of experimental study of TE in SDN

In this work, we have developed a program for the simula-
tion of an SD network, by using which we performed a com-
parative analysis between the proposed technique and those
existing.

Modeling the process of traffic engineering was carried
using the graph, which consists of 15 nodes, and that receives
the input traffic of different character (elastic and non-elas-
tic). We have built, between initial node 6 and end node 5,
a set of non-intersecting paths using the modified algorithm
of a «<reverse wave». By applying the proposed TE technique,
we allocated information among paths taking into conside-
ration the QoS parameters, and derived the results of losses
for the non-elastic packets.

We have run a comparative analysis of the proposed algo-
rithm of traffic engineering and the uniform traffic distribution
algorithm ECMP, which is now one of the most commonly used
solutions, and the algorithm of random distribution (Fig. 3).

Table 1 gives an example of data allocation among the
formed routes, taking into consideration the type of traffic
that is transmitted and in accordance with the value for
membership function (3).

Table 1

Path selection taking into consideration the value
for a membership function

Path Packet No.
No.l1|2(3|4|5]|6|7]|8|9]|10[11]12|13]14|15
1 17.9|6.8(6.8/6.7(6.9(6.4(6.9|5.7(5.8(5.4|4.9|4.9|3.1]5.4|6.2
2 |4.1|3.4(4.7/6.8|7.216.7|2.8|2.8|3.8|4.1|5.3|5.5|4.2|4.3|4.5
3 |6.4|7.4(6.36.2(6.7/6.6/5.9|6.1(5.1|5.2(5.5|5.4|6.0{5.6|5.0

In this case, the packets are transmitted along the fol-
lowing routes:

Path 1={1, 3,4, 5,7,9, 10, 15).

Path 2={11, 12).

Path 3={2, 6, 8, 13, 14).

Path 2 is almost not used, as a given path has a «bott-
leneck», which would cause a congestion along the entire
network in general. Such a decision was made by the network
controller based on fuzzy logic.

Table 2
Path selection using the algorithm ECMP

Path Packet No.
No.|q1|2(34|5|6|7[8|9]|10]11[12[13]|14]15
1 17.9]6.8]|6.8(6.7[6.9(6.4|16.9(5.715.8|5.4|4.9|4.9[3.1|5.4|6.2
4.1(3.4|4.7|16.8|7.2|6.7(2.8/2.8(3.8(4.1|5.3|5.5|4.2|4.3|4.5
3 16.4(7.4/6.3|16.2|16.7|6.6|59(6.1(5.1|5.2|15.5|5.4|6.0/5.6(5.0

In this case, the packets are transmitted along the fol-
lowing routes:

Path 1={1, 3,7,9, 10, 15}.

Path 2={4, 5, 6, 12}.

Path 3={2, 8, 11, 13, 14}.

Table 3
Path selection using random distribution

Path Packet No.
No.|1|2(3|4[5|6[7|8|9]|10[11]12|13]14|15
1 179]6.8|6.86.7[6.9(6.4/6.9|5.7|5.8|5.4{4.9[4.9(3.1|5.4|6.2
4.1|13.4(4.7|16.8(7.2|6.7(2.8|2.8(3.8|4.1(5.3|5.5|4.2|4.3|4.5
3 |6.4|7.4/6.3]6.2|16.76.6/5.9(6.1|5.1]5.2|5.5{5.4|6.0(5.6|5.0

In this case, the packets are transmitted along the fol-
lowing routes:

Path 1={1, 4, 7, 10, 13}.
Path 2={2, 5, 8, 11, 14}.
Path 3={3, 6,9, 12, 15},

Losses of non-elastic packets

—

% Lost packets
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Fig. 3. Losses of non-elastic packets

Based on the results from experiment (Fig. 3), we can
conclude that the proposed technique to choose a path,
based on the method of decision making, decreases the
percentage of losses of the non-elastic traffic in the routing
process. This is due to the optimal choice of the path for data
transfer at the initial node using fuzzy logic and decision
making.



6. Discussion of results of studying the operation
of the algorithm for traffic engineering in SDN

In this work we have developed a TE technique that
makes it possible to reduce the percentage of losses of
non-elastic packets through the use of elements of fuzzy logic
in choosing the optimal path for information transmission.
The results obtained from a comparative analysis in the
form of tables of path congestion and a diagram confirm the
effectiveness of the proposed TE technique. It simplifies
the process of selecting the optimal route, which makes it
possible to reduce the probability of packet loss. By using
the proposed technique of traffic engineering in a software
defined network we managed to significantly reduce the
percentage of losses of non-elastic traffic by applying fuzzy
logic and decision making at the initial node, by 35 %
on average.

To choose the right path to transmit information, in order
to reduce the percentage of packet loss, it has been proposed
to use the theory of fuzzy sets.

The devised technique could be useful for mobile net-
works of great dimensionality for reducing the loss of infor-
mation in the routing process. However, it should be noted
that there is no procedure for the uniform loading of channels
that can be considered a flaw of this study.

The further improvement of the traffic engineering tech-
nique implies consideration of the channels load forecasting
in order to increase the throughput of the network.

6. Conclusions

1. By using the methods of decision making under condi-
tions of uncertainty, we have proposed a TE technique, which
is used for solving the task on selecting the optimal path for
routing at the initial node, in terms of reducing packet losses
in the process of information transmission.

2. The proposed technique, when compared with known
algorithms, makes it possible to reduce the percentage of
non-elastic packets loss in SDN by 35 %.

References
1. A Survey on Software-Defined Networking / Xia W., Wen Y., Foh C. H., Niyato D., Xie H. // IEEE Communications Sur-
veys & Tutorials. 2015. Vol. 17, Tssue 1. P. 27-51. doi: https://doi.org/10.1109/comst.2014.2330903
2. Ahmed A. M., Paulus R. Congestion detection technique for multipath routing and load balancing in WSN // Wireless Networks.
2017. Vol. 23, Tssue 3. P. 881-888. doi: https://doi.org/10.1007 /s11276-015-1151-5
3. He]., Song W. Achieving near-optimal traffic engineering in hybrid Software Defined Networks // 2015 IFIP Networking Confe-
rence (IFIP Networking). 2015. doi: https://doi.org/10.1109/ifipnetworking.2015.7145321
4. Traffic engineering in software-defined networking: Measurement and management / Shu Z., Wan J., Lin J., Wang S., Li D., Rho S,
Yang C. // TEEE Access. 2016. Vol. 4. P. 3246-3256. doi: https://doi.org/10.1109 /access.2016.2582748
5. Energy-aware traffic engineering in hybrid SDN/IP backbone networks / Wei Y., Zhang X., Xie L., Leng S. // Journal of Commu-
nications and Networks. 2016. Vol. 18, Tssue 4. P. 559—566. doi: https://doi.org/10.1109/jcn.2016.000079
6. Lin S.-C., Wang P, Luo M. Control traffic balancing in software defined networks // Computer Networks. 2016. Vol. 106.
P. 260-271. doi: https://doi.org/10.1016/j.comnet.2015.08.004
7. QoS-Aware Adaptive Routing in Multi-layer Hierarchical Software Defined Networks: A Reinforcement Learning Approach /
Lin S.-C., Akyildiz 1. F, Wang P, Luo M. // 2016 IEEE International Conference on Services Computing (SCC). 2016.
doi: https://doi.org/10.1109/scc.2016.12
8. Kulakov Yu. A., Kogan A. V., Hrapov V. M. The method of constructing traffic in the multipath routing // Visnyk NTUU «KPI»
Informatyka, upravlinnia ta obchysliuvalna tekhnika. 2017. Issue 65. P. 28—-33.
9. Kulakov Y., Kopychko S., Gromova V. Organization of Network Data Centers Based on Software-Defined Networking // Advances
in Intelligent Systems and Computing. 2019. P. 447—-455. doi: https://doi.org/10.1007/978-3-319-91008-6 45
10. Hedera: Dynamic Flow Scheduling for Data Center Networks / Al-Fares M., Radhakrishnan S., Huang N., Vahdat A., Raghavan B. //
NSDI'10 Proceedings of the 7th USENIX conference on Networked systems design and implementation. San Jose, 2010. P. 19-34.
11. SDN-based ECMP algorithm for data center networks / Zhang H., Guo X., Yan J., Liu B., Shuai Q. // 2014 IEEE Computers,
Communications and IT Applications Conference. 2014. doi: https://doi.org/10.1109/comcomap.2014.7017162
12. Online Multicast Traffic Engineering for Software-Defined Networks / Chiang S.-H., Kuo J.-J., Shen S.-H., Yang D.-N., Chen W.-T. //
IEEE INFOCOM 2018 — IEEE Conference on Computer Communications. 2018. doi: https://doi.org/10.1109/infocom.2018.8486290
13.  Jutila M. Adaptive traffic management in heterogeneous communication networks. University of Oulu, 2017. 96 p.
14. Trestian R., Muntean G.-M., Katrinis K. MiceTrap: Scalable traffic engineering of datacenter mice flows using OpenFlow //
IFIP/IEEE Int. Symp. on Integr. Netw. Managem. IM 2013. Ghent, 2013. P. 904-907.
15.  Application-awareness in SDN / Qazi Z. A, Lee J., Jin T, Bellala G., Arndt M., Noubir G. // ACM SIGCOMM Computer Com-
munication Review. 2013. Vol. 43, Tssue 4. P. 487—488. doi: https://doi.org/10.1145/2534169.2491700
16. MSDN-TE: Multipath Based Traffic Engineering for SDN / Dinh K. T., Kuklinski S., Kujawa W., Ulaski M. // Intelligent Informa-
tion and Database Systems. 2016. P. 630—639. doi: https://doi.org/10.1007/978-3-662-49390-8 61
17. Braun W.,, Menth M. Load-dependent flow splitting for traffic engineering in resilient OpenFlow networks // 2015 International
Conference and Workshops on Networked Systems (NetSys). 2015. doi: https://doi.org/10.1109 /netsys.2015.7089060
18.  Kul’gin M. Tekhnologii korporativnyh setey. Sankt-Peterburg, 2000. 704 p.
19.

Kulakov Y., Kohan A., Kopychko S. Traffic Orchestration in Data Center Network Based on Software-Defined Networking Technology //
Advances in Computer Science for Engineering and Education IT. 2020. P. 228—237. doi: https://doi.org/10.1007 /978-3-030-16621-2_21



