Pozenadaromovca npobéaema 6azamoxpu-
mepianvHo20 amanizy epexmueHocmi KOH-
cepsamueHux cucmem 3axucmy ingopmauii,
cmpyKkmypa ma ckaa0osi AKux He 3MiHIOI0Mb-
ca npomsizom Odesxozo uacy. Cmpyxmypna
cXeMa maxux cucmem exo4ace 06’exm 3axuc-
my, 6pazAuUeOCmi — KAHAIU 0L AMAK, 3A2P0-
3u ma 3acoou 3axucmy.

3a npunywenns npo He3aneHCHiCmo amax
ma 3aco0ie 3axucmy po3euHymo OUCKpemny
UMmosipHicHy Modesb YwKooxceHocmi 00’ex-
ma 3axucmy. /{ns eunadxoeoi eeaununu Kino-
Kocmi ywkooxcenv 3a Qixcosanuil npomMincox
4acy ompumano npeocmasneHHs Y 6uznsoi
cymu OIHOMIANLHO PO3N0OJINEHUX 6UNAOKO-
8uUX 8eUMUH, AKI 3aJercamsb 6i0 napamempis
amax ma 3axucmy. Ilo0didono onucano éunao-
KOGl BeUMUNHU eKOHOMIMHUX empam, 4uacy
8i0H08NIEHHA ma 3ampam HA 6i0HO06JIeHHS,
015 AKUX 3HAUO0EHO 8 AHANIMUMHOMY BU2AS-
0i mamemamuuni cnodieanns ma oucnepcii.
Jna 3abe3neuenns eéucoxoi cmamucmuunoi
HAOIlIHOCMI NOKA3HUKU PUUKY 3ANPONOHO-
6aHO 6uU3HAMAMU 34 00NOMO2010 HepiGHOCH
Kanmenni. Ha uiti ocnoei cpopmyavosano
Pa0 nokasnukie eexmusnocmi cucmemu 3a-
xucmy, AKi xapakxmepusyiomo UMOSBIPHICHb
HeywKo0dceHocmi 06’cxma 3axucmy, 3anuuL-
K06l empamu, ymoeno 30epejceni Kowmu,
HCUBYHICM® Ma 3ampamu Ha 610HOGAEHHSL.

3 suxopucmanHHam meopii ONMUMAILHOC-
mi 3a Ilapemo po3pooaeno memoouxy 6azamo-
KpumepianoHozo amanizy ma payioHajibHo-
20 MPOEKMYBAHHA KOHCEPBAMUBHUX CUCTMEM
3axucmy inopmauii. Anpobauiio npoeede-
HO 021 cucmem 3axucmy ayoio ingopmauii.
Dponum Ilapemo docaidxceno 3a Kpumepis-
MU eKOHOMIMHOL 6U200U MaA THEECMUUTUHUX
sampam 0ns 66 eapianmie 3axucmy. Bueueno
eénaue piens 3axucmy na noxazuux Kaumenni
YMOBHO 30eperceHux Koumie ma 6xaao Y Hb020
3aco6is saxucmy piznozo muny.

Pesynomamu odocaioxcenv niomeepounu
3axon nacuwenns lopoona-Jlvoba, xoau Hao-
MipHuil 3axucm e npugooums 00 NiodGUUeHH
edpexmuenocmi cucmem 3axucmy

Knrouoei cnosa: cucmemu 3axucmy ingpop -
Mmauii, pusuk, epexmuenicmo, 6azamoxpume-
pilanvhuil ananiz, modeav lopoona-Jlvoda
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1. Introduction

formation security is gaining increasingly greater importance

The three main resources used by humans in their life
activities are information, matter, and energy. The task on in-

due to the wide application of information technology in all
spheres, as well as its affordability. Unauthorized interference
in the information flows among computerized systems can




lead both to local problems and global threats to the techno-
logical, economic, political, and military security, as well as
the safety of a state in general.

Based on the results from annual experts’” business risk ana-
lysis «Allianz Risk Barometer» that has since 2001 been com-
piled by the financial group Allianz Global Corporate & Spe-
cialty, cyber-risks shifted from position 15 in 2013 to position 2
in 2018 [1]. The report by the World Economic Forum «Re-
gional risks for business 2018» [2] identified cybersecurity
as the main risk for Europe, Asia-Pacific and the Americas.

Therefore, it is a relevant issue to assess risk and overall
effectiveness of information security systems.

2. Literature review and problem statement

Assessment of the effectiveness of security systems is
a complex and multifaceted task, predetermined by the struc-
tural complexity of information systems and, accordingly,
security systems, by the variety of vulnerabilities and the
non-regular character of threats.

The effectiveness of protection systems is defined, above
all, by their capability to reduce risks, which is why indica-
tors for residual risks are among the main indicators for the
efficiency of these systems.

A series of methods were developed in order to quantita-
tively describe risks, which employed both classic stochastic
models [3, 4] and the theory of fuzzy sets [5, 6], and the game
theory and simulation modeling [4, 7, 8].

When using stochastic models, the widely applied risk
indicator is the mathematical expectation for a random va-
riable (r. v.) of possible losses over a year — Annual Loss Ex-
pectancy (ALE) [3, 4]. In this case, scientists often scale the
probabilities and possible consequences of threats, followed
by the construction of matrices of expected losses for all
threats, and a summary matrix of losses for which a numeric
or symbolic scale for the magnitude of a risk is introduced.
Based on the overall magnitude of ALE, they calculate rela-
tive indicators, accepting as a base the cost of capital, inves-
ted funds, possible losses if not protected, etc.

A general economic model for the dependence of mathe-
matical expectation of conditionally saved funds on the
magnitude of investment in information security, the expec-
ted net benefits from an investment in information security
(ENBIS), was proposed in paper [9]. This model underlies
a series of works whose results are generalized in study [10].

Although the mathematical expectation of losses satisfies
all axioms of coherence on risk measures [11], for a symmet-
rical distribution of losses, this magnitude can be exceeded
with a probability of 50 %. Therefore, it is suitable for the
case when the standard deviation of losses is small.

For a more accurate description of risk, researchers apply,
in particular, a quantile of a certain level in the distribution
function of a random variable of losses — Value at Risk (VaR),
or the mathematical expectation of losses that exceed this
magnitude — Conditional Value at Risk (CVaR) [12]. The
application of these risk measures for the assessment of infor-
mational risks was considered in papers [13-16]. Specifically,
work [13] investigated the dependence of indicator VaR for
the losses of information security on average daily cost of
protection based on the simulation of loss of data for a group
of financial companies, without considering the structure of
protection. A model and an algorithm for calculating the mag-
nitude of VaR of losses for cybersecurity systems based on the

dynamic Bayesian networks to simulate the attacks and on the
Monte Carlo method were proposed in paper [14]. A modeling
problem on the calculation of loss indicators VaR and CVaR
for a corporate information system, based on an empirical
distribution function, was considered in [15]. A problem on
the bicriterial optimization for the criteria cost-risk using the
VaR and CVaR risk measures was investigated in paper [16].

The calculation of VaR and CVaR risk indicators requires
the knowledge of an empirical distribution function of a ran-
dom magnitude of losses, or the approximation of the upper
tail of its distribution function with known distribution [12].
A risk measure that is close to VaR, yet a simpler one, is
derived from the Chebyshev-Cantelli inequality [17]; the
Chebyshev inequality was used in paper [ 18] to assess risk for
a system of information security.

In addition to the indicators for residual risk, also of im-
portance for information security systems are the average time
of system recovery, average costs of recovery, probabilities of
damage to a protected object, capital and current costs, etc.

Therefore, in general, assessing the effectiveness of infor-
mation security systems is multicriterial in character.

The issue on a multicriterial analysis of efficiency of
information security systems has not been studied in detail.
Paper [7] reports a comparative analysis of eight studies in
this field up to 2016, which applied the apparatus of a game
theory and combinatorial optimization.

Paper [19] proposes a procedure for a multicriterial
estimation of cybersecurity risks and the effectiveness of
countermeasures based on the method of scalarization and
expert assessments. The total risk estimate is obtained as
a linear combination of the individual risk indicators, which,
in turn, may be represented similarly through the lower-level
risk indicators. Similarly defined are the efficiency indica-
tors for countermeasures in terms of respective risk taking
into consideration the magnitude of the latter. The total
efficiency indicator equals a linear combination with some of
the weight coefficients for certain lower-level performance
indicators. In addition to expert estimates for individual
risks and countermeasures, the procedure requires expert
assessment of weight coefficients in the method of scalariza-
tion. The authors considered a model example of ranking five
cybersecurity strategies based on effectiveness.

Study [20] addresses the task on choosing an optimal
plan to protect an information-telecommunication system
based on the criteria of the largest financial attractiveness
and the lowest indicator of the overall impact on a busi-
ness-process (operational impact assessment — OIA). The
focus is on assessing the OIA indicator, which is defined by
the authors as the probability of a conflict with a company’s
mission and is calculated based on the authentic procedure.

Our analysis testifies to the expediency of devising a pro-
cedure for a multicriterial estimation of the effectiveness
of information security systems by using an adequate and
simple model of damage caused by attacks, which would take
into consideration the structure of protection, as well as the
stochastic character of threats’ effect.

3. The aim and objectives of the study

The aim of this study is to devise and verify a procedure
for a multicriterial analysis of the efficiency of conservative
information security systems based on a discrete probabilistic
model of losses caused by attacks. That would make it possible



to perform a comparative analysis of the effectiveness of pro-
tection variants when designing security systems and to exa-
mine the contribution of different protection tools to security.

To accomplish the aim, the following tasks have been set:

—to advance a discrete probabilistic model of security
system that takes into consideration the structure of pro-
tection and the random character of threats and provides
an analytical description for the random variable of losses
caused by attacks;

— to define simple and reliable indicators for residual risk
based on the Cantelli inequality, as well as other indicators
for the effectiveness of a security system;

— to apply a Pareto optimality theory to devise a procedure
for a multicriterial analysis of the security system efficiency;

— to perform practical verification of the procedure for
a multicriterial analysis of efficiency for the audio informa-
tion security systems.

4. Development of a discrete probabilistic model of losses
considering the structure of protection

The systems of technical protection are complex technical
systems that enhance the safety of protected objects against
illegal acts and other influences that may disrupt their func-
tioning. The concept of a technical protection system covers
the following basic components: protected objects, vulnera-
bilities, threats, protection tools, as well as a security mana-
gement system. For conservative or static security systems
whose structure and components do not change over a long
time, the security management system is used only to control
protection tools and replace them in case of malfunctioning.

Such a simplified scheme (object, vulnerabilities, threats,
protection) makes it possible to describe in the same manner
the systems of technical protection of different types, as
well as combined systems, specifically information security
systems. Authors of [18, 21] constructed a stochastic model
of losses for it, as well as the procedure for estimating the
economic efficiency of investment in security systems.

By following the methodology of these works in general,
we shall consider a stochastic model with an investment
horizon of one year, in which individual protected objects are
aggregated into a single generalized object.

Assume the protected object O has K primary vulner-
abilities V1, V2 .., VK which are the channels for attacks.
A security system includes M protection tools S*, 52,..., SM.
Arrows in Fig. 1 show possible attacks of a primary damage,
rectangles show the protection tools.

Fig. 1. Structural diagram of protection:
O — protected object, V¥ — vulnerabilities,
S™ — protection tools

Assume that all attacks and protection tools are indepen-
dent in the sense that the response by a protection tool to any
attack is not related to other tools or attacks; all protection
tools operate properly during an attack. We also believe that
one knows the number of attacks along each channel over a year.

The probabilities of security breach $™ while protec-
ting the V* channel shall be denoted via @y, m=1,2,..,M,
k=1,2,.., K. For the case when protection S™ does not
protect the V* channel, a,, =1. Note that there is no need for
the graphical representation of a security system since matrix
A=|a,,] fully defines the structure of protection.

The probability of security breach along the V* channel is
equal to the product of probabilities of hacking all protection
tools that protect this channel:

M
= Hamk' @)
m=1

Under the accepted assumption on the independence of
protection tools and attacks, the total quantity of primary
damage to the system will be the sum of binomially distri-
buted random variables [21]:

&~ Bin (n,1,), (2)
=1

where 7, is the average number of attacks per period along
channel &, Bin(n,r) is the binomially distributed r. v. with
parameters z and 7 [17].

Note that for the case when the number of attacks n,
along channel £ is less than unity, but one knows the proba-
bility of attack py, then one should put in formula (2):

M
m=1, n= pkHamk' 3)
m=1

The absolute reliability of a security system is characterized
by a probability of absence of any damage, which is equal to:

Q(§)=P{§=0}=1;[(1— n)" (4)

The magnitude of total economic losses from a successful
initial attack along channel V* taking into consideration
secondary damage, shall be denoted via wy. Assume that the
losses from a possible damage to protection tools are negli-
gible. Then the random variable of the total economic losses
caused by attacks, considering formula (2), will be equal to:

K
W=Zkain(nk,rk). ()
=
Based on it, we find the mathematical expectation for
possible losses caused by attacks Wp, their variance Wp, as
well as losses in the absence of protection tools W,:

K
W, =E(W)=Y wnn, (6)
k=1
~ K 2 1/2
W, =D(W)=Y wir,(1-r)n, W,=(W,)", D
k=1
K
M:Zwknk. (®)
k=1

Thus, in the framework of the proposed model, we have
derived simple formulae for the probability of no damage to
a protected object, the mathematical expectation, and the
variance of losses caused by attacks.



5. Defining effectiveness indicators for a security system

The indicators for a random variable of losses caused by
attacks do not include the cost of protection tools. Assume
that the amount of current expenditures and the averaged
capital cost of a protection tool S™ over a period is the magni-
tude C,,, then the total cost of equipment over a period equals:

c:fcﬂ,. 9)

m=1

Therefore, the random variable of total losses L con-
sidering the costs and equipment will be equal to the sum of
magnitudes (5) and (9):

L=C+W. (10)

Its mathematical expectation and variance are deter-
mined as follows:

K
Ly=E(L)=C+W,=C+Y wnn, (11)
k=1
= & 9 1/2
Ly=D(L)=W,=Y wr,(A=r)n, L,=(L,)".  (12)

k=1

Under assumptions L, <+eo, L, <+oo, as it follows from
the Cantelli inequality [17], the total losses L do not exceed
the magnitude:

Ly=L,+ML,, A>0, (13)
at reliability:
a=A2 /(14+2). (14)

The random variable of conditionally saved funds is:

B=W -L=W.-C-W, (15)
at reliability o, it will be no less than magnitude:
By=W,—L,—-AL,. (16)

The best variant is the protection with a lower indica-
tor Lg, or with a larger indicator Bg.

Note that the magnitude of mathematical expectation
for conditionally saved funds B, =W, — L, corresponds to the
indicator ENBIS (expected net benefits from an investment
in information security), introduced in paper [9].

To represent the results, it is also convenient to consider
the dimensionless parameters. We shall introduce a dimen-
sionless magnitude for conditionally saved funds b:

h=B/W,. (17)

Based on the formulae above, it is easy to write down the
mathematical expectation and a standard deviation of this
magnitude, denoted, respectively, by bg and bg:

b, =B, /W., (18)

b,=B,/W.. (19)

Similarly, at probability (18), the random variable b will
be no less than magnitude:
by=b,~\b,. (20)
To describe the averaged cost of equipment, we shall also
introduce a dimensionless indicator:
c=C/W.. 21)
Hereafter, the magnitude b is referred to as a mathema-
tical expectation, or the average conditional saving, and the
magnitude b — a Cantelli’s measure of conditional savings.
We shall also record the r. v. of system recovery time T,
which characterizes its survivability. To this end, we intro-
duce the magnitude ¢, for the total time of recovery after
a successful primary attack along channel V# taking into
consideration secondary damage.
Additionally, we assume that attacks do not occur while
the system recovers. Then the r. v. of recovery time is recor-

ded similar to (5):

K
T=Y t,Bin(r,n,). (22)
j=k

Its mathematical expectation, variance, and recovery
time in the absence of protection tools are recorded similar
to formulae (6) to (8):

K
T,=E(T)= Ztk"knm

(23)
k=1
K
T,=D(T)=Y tir(1-r)m, T,=(1,)", (24)
k=1
K
T.=Y tn,. (25)
k=1

Similarly, one can determine a random amount of funds
for recovery. This magnitude does not equal the total losses
caused by attacks, since the latter include possible losses
caused by information leak.

Note that for the r. v. of the system recovery time (22)
and the cost of recovery it is easy to record indicators, similar
to (18), (20).

Thus, for a conservative system of information security,
under a series of simplifying assumptions on attacks and pro-
tection, we have defined a series of indicators, averaged over
a period, which variously characterize a system of protection.

6. Procedure for a multicriterial assessment
of security systems

Let S=(S", 5%, ..., S*) be a set of protection tools (a pro-
tection variant), f(S)=(/,(S), /,(S), ... /;,(S))eR'~avector
of criteria, X is the set of permissible variants, I ={1, 2, ..., [} is
the set of indexes. One can then state the problem on a mul-
ticriterial optimization for choosing the optimal protection
variant [22]:

f(S)ensls(x. (26)

To analyze this problem, we introduce the notion of domi-
nance and effective set [22]. Protection S, dominates over



protection S, (S, >S,) if it is not worse than S, for all the
criteria and is the best for at least one, that is the following
condition is satisfied:

Characteristics of protection tools

Table 2
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(f(s, DIINUE 2)) Jprotec 1 VAN 1ot k=2 k=3 | k=a]r=5] =6 | 1=7 | k=8
An effective set P(X)c X (a Pareto set) denotes the set of | - Wideband radio channel blockers
non-dominating protection variants — those options that are ; 12 ggg i 8(1)2 1 i 1 1 i
not dominated by any other variant from the permitted set: : :
3 15 010 1 |0.10| 1 1 1 1 1
P(X):{S'GX|VS€X f(S)=f(S)= 4 S 101 0.10] 1 [0.10] 1 1 1 1 1
- , 2. Digital channels protection
=3iel: [(S)</(S)}. (28) 5 4 [ 1J003[ 1] 1]t 1 ]1]1
Vectors from the effective set cannot be improved for g ig 1 ggj 1 1 1 1 1 1
any criterion without compromising other criteria. That is 8 57 1 0'05 1 1 1 1 1 1
why the points within this set are accepted as a compromise -
. L L. 9 10 1 10.05| 1 1 1 1 1 1
solution to the problem of a multicriterial optimization (26). 3. Systems of acoustic and vibroacoustic protection
" Infour case, the P];rmlsmble set is ahﬁm%? dllscrete sgt. 10 85 001 T0.01 1001 To.01 Toot o0 To0i Too1
erefore, 1t 1s POS? ¢ to Colnff,m“ft ¢ lf eflt“’e set dy 11 24 0.02]0.02]0.02[0.02]0.02 [0.02]0.02 |0.02
COI}SISte}I:t Som,“g 0 . pairs eXCb“ “(118 rodmf, urther ;0“51 e 12 26 |0.03]0.03]0.03[0.03 [0.03[0.03]0.03 | 0.03
ration (ti.e orlnmalte Zarlaﬁts z(ilse on. e 1ln1t10n ( S). For 13 D 00410024 T0.04T0.04 T0.04 T0.04 T0.04 10.04
:two- 1metn510nfz; a;n a i ree-hl_m(ﬂm'ontah cas_i’ 1t Is easy 14 12 0.070.07 [0.070.07 [ 0.07 ] 0.07 [ 0.07 [0.07
o represent an effective set graphically in the criteria space. 1 Vibroaconstic noise generators
15 22 1 1 1 1 1003 1 1 1
A . . 16 18 1 1 1 1 1004 1 1 1
7. Results.oif" study'lng the eiffectlveness of audio 7 m 1 1 1 T Toos1 1 1 1
information security system 18 10 1 1 1 T Too6l 1 1 1
5. Dictaphone jammers
We have examined a one-year investment project of a sys- 9 B 1J2 7 i 1 T Tooil 1 i 1 1
tem to protect business premises from audio information 20 37 1 1 T Too2l 1 1 1 1
leakage. Calculations were carried out by means of electronic 21 19 T 11 T Too3l 1 1 T 11
spreadsheets. o , 22 8 Tt [t o051t |11 ¢
Ger}eral characterlistlcs for attacks and protection tools, 6 Power supply filters
the price of protection tools: were acquired from the 23 17 T T 1 T 1T 171 Tooel 111
Internet, numerical characteristics for attacks and the 2 15 1 1 1 1 1 Too02l 1 1
reliabi.lity of protection tools were derived from an expert 25 13 T 11 1111111003111
analysis [23]. 26 9 T[4 [t [t [1]oo3[1 [1
We considered 8 types of vulnerabilities that are de- 7 Fifters of burglar and fire alarm systems
scribed in Table 1. 27 3 1 1 111 1 1 1oo01] 1
28 3 1 1 1 1 1 1 10.02] 1
Table 1 29 3 Tt [t [t 1|1 [o03]t
Description of vulnerabilities and attacks 8. Telephone lines filters
Number of | Magnitude 30 4 1 ! 1 1 1 1 1 1001
Chan- attacks, or of losses g; g’ 1 1 1 1 1 1 1 88;
nel . the probabi- | caused by :
num- Channel title lity ofan | asuccessful 33 3 1 1 1 1 1 1 1 ]0.02
ber attack per |attack, UAH 9. Scanning radio receivers
ayear thousand 34 170 0.02]0.037003] 1 [ 1 [+ [ 1 [ 1
1 | V§ - radio microphones 10 40 35 35 0.03[004(005( 1 | 1 [ 1 | 1 |1
2 | Vo —digital communication 16 40 L 28 0.0310.04]10.05| 1 ! 1 ! !
— : 37 12 (00400501 1 | T |t ] 11
g | Vs direct clectromagnetic 20 40 38 10 00400501 1 | £ | 1| 1]1
radiation and induction -
- 10. Universal search tools
V4 — dictaphones 12 40 39 401 [0,01]0.01]0.02] 1 [ 1 [0.01]0.01]0.01
V5 — construction structures 24 40 40 291 0,01{0.01{0.02| 1 1 10.01]0.01]0.02
Vo — clectric grid 10 ) i 279 [0,02[0.03[0.03] 1 | 1 [0.01[0.01[0.02
Vo~ burglar and fire alarm 42 225 0,0310.03{0.03| 1 1 10.02(0.02{0.02
7 s7stcm‘51 glar and fire ala 10 40 43 110 [0,03[0.03[0.03] £ | 1 |0.02]0.020.02
Y - 11. Nonlinear locators
8 | Vs telephone line 10 40 14 602 [002[0.02] 1 J002] 1 | 1 | 1] 1
45 393 0.0210.02| 1 ]0.02| 1 1 1 1
We used 11 types of protection tools whose characte- 46 236 10031003 1 j003] 1 | 1 | 1 |1
ristics are given in Table 2. Trade names of the tools are not 47 199 10.03]0.03] 1 1004] 1 | 1 | T | 1
provided to prevent bad publicity. 48 182 ]0.04]0.04] 1 j0.04] t | t | 1 | 1




We studied 66 variants of varying degrees of protection
when some of the channels are unprotected, all channels are
protected by a single or several protection tools. For risk in-
dicators, we used a parameter value A=3, which ensures their
90 % reliability (0=0.9).

The results of analysis of the two-criterial optimization
problem with a vector criterion (—¢(S), b,(S)) are shown in
Fig. 2. Letters A, B, C mark the points from the effective set.
A solid curve represents the mean square approximation of
dependence b, ~ ¢ using a Gordon-Loeb approximation [9]:

b, =1—(oc+1)P -, (29)
where o> 0, B> 0 are the numeric parameters.
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Fig. 2. Dependence of mathematical expectation
for conditional saving bgon the index of investment volume ¢

Point A(0.0028; 0.9272) and point B(0.0058; 0.9272) cor-
respond to the protection variants with a single protection
tool — S=(14) and S=(12), and point C(0.0066; 0.9730) — to
the variant with five protection tools — S=(12, 24, 28, 31, 36).
In the upper-left corner, red color highlights a set of rational
protection variants whose efficiency exceeds 90 % for cri-
terion bk, and whose price is less than 10 % of losses in the
absence of protection.

A similar study was conducted based on criterion
(—c(S), by(S)), the results are shown in Fig. 3.

The points from the effective set A(0.0028; 0.8549),
B(0.0058; 0.9158), C(0.0066; 0.9446) correspond to the
same protection variants in the previous case. In the upper-
left corner, red squares show the set of rational protection
variants whose efficiency exceeds 90 % for criterion bpg,
and whose price is less than 10 % of losses in the absence of
protection.

A solid curve shows the root mean square approximation of
dependence b, ~ ¢ using a Gordon-Loeb approximation (29).

In both cases (Fig. 2, 3), one observes the effect of satu-
ration [9], when the increased investment in protection does
not lead to the improvement of risk indicators.

An analysis of the standard deviation indicator b, has
revealed that it does not exceed 3 % and decreases with an
increase in the indicator of investment c¢. That is why the in-
dicators of risk bz (20) and mathematical expectation bg (18)

for the conditionally saved funds differ by less than 10 %.
However, the set of rational protection variants based on the
criterion of risk is twice smaller than the same set based on
the criterion of mathematical expectation.
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Fig. 3. Dependence of the Cantelli’s measure of conditional
saving bgon the indicator of investment volume ¢

Denote the medium level of protection as the ratio of the
number of protection tools to the number of vulnerabilities:

w=M /K. (30)

Fig. 4 shows the dependence of the Cantelli’s measure of
conditional saving bg on the average level of protection L.
Similar to previous dependences, there is the saturation in

terms of risk indicator if the average level of protection is
greater than unity.
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Fig. 4. Dependence of the Cantelli’s measure of conditional
saving bgon the average protection level p

Consider a protection variant S=(S!, S,..., SM). Let H be
a certain measure of its efficiency, H,, — this indicator for the
case when tool §™ is excluded from protection. The relative



contribution of protection tool S™ to indicator H is charac-
terized by magnitude:

8,=(H-H,)/H, m=1,2, ., M. 31)

We considered two similar protection variants whose
protection tools belong to groups 1, 2, 4, 5, 6, 7, 8 (Table 2)
but have a different price: S1=(4,7, 18,22, 26,29,32) —
cheaper, and S,=(1, 5, 15, 19, 23, 27, 30) — expensive. Fig. 5
shows a comparative diagram of vectors 8=(8, ds,..., d7) for
the specified variants.

M - cheap;

- expensive

Fig. 5. Relative contribution of protection tools 5,,
to the aggregate risk indicator by for various m:
1—tools4and 1;2—7and 5;3— 18 and 15; 4 — 22 and 19;
5—26and 23; 6 —29 and 27; 7 — 32 and 30

We see that the greatest contribution to indicator bg,
regardless of cost, is provided by protection tools 1 and 3
(respectively, of type 1 and 4 from Table 2).

Similar studies can be performed for the other two or
more criteria, specifically (4), (6), (7), (11) to (13), (18),
(20), (21), (23), (24), (30).

8. Discussion of the results obtained;
prospects for further research

We have developed a procedure for the multicriterial
estimation of conservative security systems using a discrete
probabilistic model of losses. Its advantages are simplicity
and the application of risk indicators that are reliable in
probabilistic sense, for which we have derived analytical
formulae. In contrast to the general economic theories, our
procedure takes into consideration the structure of protec-
tion and the stochastic nature of threats’ effect. It reduces
the task on assessing the effectiveness of a protection system
to the estimation of separate protection tools and it makes
it possible to solve a problem on the rational choice of
protection variants. That makes it possible to calculate the
mathematical expectation and indicators for the risk of losses
caused by attacks, which is why it could be used to assess the
cost of insurance rates when insuring security systems.

Of interest is the comparison of the obtained practical
results with the economic theory by Gordon-Loeb [9], which
confirmed the conclusion on that the over-protection could

lead to a decrease in the overall efficiency of protection
systems.

The shortcoming of the procedure is the assumption
about a conservative (stationary) character of protection.
However, one can apply it for a quasi-static analysis of dy-
namic security systems by assigning the required time of
stationarity.

The procedure makes it possible to simultaneously con-
sider the threats of a different nature, since it takes into con-
sideration only their economic and probabilistic indicators.
However, accounting for the interaction of threats is only
possible through their aggregation into a single threat.

The proposed procedure for the multicriterial assess-
ment of security systems is suitable for analysis of different
types of security systems, specifically combined systems of
information security and physical safety; it could be used in
the development and testing of simulation models of protec-
tion systems. It allows the expansion towards considering
multiple protected objects, describing the number of attacks
as a discretely distributed random variable, reviewing invest-
ment projects of any duration.

The simplicity of the procedure makes it possible to use it
in the learning process.

It is planned to further advance the proposed metho-
dology for calculating insurance premiums when insuring
security systems, simulation modeling of security systems,
quasi-static analysis of dynamic protection systems.

9. Conclusions

1. We have advanced, for the conservative systems of
information protection, a discrete probabilistic model that
takes into consideration the structure of protection and
provides an analytical notation of the random variable
for the damage to a protected object. The model makes it
possible to record simple formulae for the mathematical ex-
pectation and variance in a random variable of losses caused
by attacks.

2. Based on the Cantelli’s inequality, we have derived
simple and statistically significant indicators for residual
risks. The analytical form, which is convenient for practical
use, has enabled the formulation of a series of known and
new indicators for the effectiveness of information secu-
rity systems that characterize the probability of damage
to a protected object, conditional savings, time and costs
of recovery.

3.In the framework of the model, based on the Pareto
optimality theory, we have devised the procedure for a multi-
criterial analysis of protection systems efficiency. That makes
it possible to perform the construction of an effective set of
protection variants with a simple geometric interpretation
for the case of two and three criteria.

4. 66 protection variants were investigated for the
system that protects audio information. The effective set
was built based on the criteria for the average condi-
tional saving — investment costs, the Cantelli’s measure
of conditional savings — investment costs. In both cases,
the effective set consists of three identical variants for
protection, which demonstrate an investment cost in-
dicator within 0.28-0.66 % of possible losses without
protection.

We have also defined a set of rational protection variants
whose efficiency exceeds 90 % for the criterion of economic



benefit, and investment costs are less than 10 % of losses in Our study has shown the simplicity and efficiency of the
the absence of protection. proposed procedure for a comparative analysis and rational

It was found that excessive protection leads to a decrease  selection of protection variants, for determining a contri-
in the indicators for conditional savings, which agrees with  bution of various types of protection tools to performance

the conclusions of the Gordon-Loeb economic model. indicators.
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