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Copmynvosano 3adaui docnidxcenns, 3anpo-
nonogana meopemuuna i mMemooono0ziuHa KOHuen-
uin eusHAMeHHA NOKA3HUKI6 Hadiunocmi i Ge3nexu
anapamnozo ma npozpamnozo 3abesneuenns (I13)
0 cucmem YnpaeaiHHA MEXHOLOZIMHUMU Npoye-
camu (ACYTII). Ipedcmasneni acnexmu Ccyuacnux
nioxooie 0o eupimenns Hayxoeo-mexmiunoi npoo.e-
MU wodo 3abe3nevenns neo6xionozo piens noenomu
oesnexu (PIIB) mexniunux 3acoéie ACYTII 06'ex-
mamu niosuwenoi neéesnexu. B peynomami anani-
3y ma 6usueHHA HOPMAMUEHO-NPABOBOi 6a3u Oyau
3anpononoeani okpemi mMemoou GUIHAUEHHA Kilb-
KiCHUX NOKA3HUKi6 KOHmMpoaio Gesnexu. Busnauenns
PIIB odocnidscyeanoi anapamuoi wacmunu cxaaoo-
60i ACYTII npononyemovca 30iticniogamu 2i6puonu-
Mu memoodamu excnepmunozo ananizy. IlIpononyemocs
npogodumu aunaniz 3azpo3 i QyuxyionaavHocmi 3
BUKOPUCMAHHAM CREUIATbHUX NPOMOKOTIE8, AKI NOKA-
3YI0Mb 36'A3KU MINHC MONCIUBUMU NPUMUHAMU 810MO-
6u esemenmis Oxcepena, ix 6naueom na Qynrxuiony-
BAHHA CUCMeMU YNPABNIHHA | HACAIOKAMU 6i0MO6U
Ha Qyuxyiii cucmemu. Pozensanymo icuyroui memo-
0u ma 3anponoHOBAHO OpuziHANbHI MemoOu GU3HA-
HeHHA CMaAH0apmMu306aHUX NOKAHUKIE HaliliHoCmi
npu ananizi SIL (safety integrity level). Pozeasnymo
npobaemu 3abe3neuennsn neobxionozo piens SIL npu
PO3podui cucmem KepyeanHs MEXHONOZIMHUMU NPO-
yecamu. Icnyroui modeni i mMemoou eusnauenns piens
noeHomu Ge3nexu cucmem ynpasuinus HedesneuHumu
00'exmamu 6 noeHomy 06ca3i 6i0nosioaromo cynacHum
sumozam 00 npouedyp cepmuddpixayii. Payionanvnumu
03 oUinKu UMOBIpHOCMI 810M06 anapammoi vacmunu
€ mMemoou depee 6iomoe (FTA — fault tree analysis),
wWo eu3HaAUAIOMb UMOSIPHICMY iHIYiI0I0MUX Hebe3ney-
Hux nodii i memoo odepee noodiii (ETA — event tree
analysis) 0as ypaxyeanns 6iomoe cucmem saxucmy i
BU3HAUEeNHA CUenapiie Hacniokie maxux 6iomoe

Kniouosi cnosa: Safety integrity level, enexmponni
npozpamosani npucmpoi, inpopmayiini mexnonozii
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1. Introduction

Prevention of major accidents in the operation of indus-
trial sites of increased danger requires a balanced approach.
This approach is based on the theoretically reasonable meth-
ods and the models for estimation of reliability level and clas-
sification of dangers of consequences for automated system
of control of technological processes (ASCTP).

It is also necessary to implement a comprehensive infor-
mation technology to support decision making to ensure the
safety integrity level of the ASCTP. This is of considerable
interest for developers and users of such systems at large
industrial enterprises. These include: chemical and petro-
chemical plants, means of transporting dangerous cargoes
and substances, railway complexes, facilities of power indus-
try (nuclear and heat stations) and other sites of increased
danger. The problem of determining and ensuring the re-
quired SIL level is paid little attention to in the scientific
and technical area, since the analysis of accidents at large
industrial sites often ends in conclusion about the causes of
technological faults, external influences or human factors.
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Sometimes the causes of such accidents are a dangerous and
undetected fault of the process control system, which results
in an accident. However, these are poorly proved assump-
tions, especially in the context of increasing complexity and
integration of technological processes. Negative scales and
consequences of such accidents can significantly exceed the
cost of development and implementation of the ASCTP. That
is why it is very topical to determine the objective current
SIL of the ASCTP elements, implemented in the production
of increased danger. This is necessary to prevent technogen-
ic catastrophes, as well as to support the processes of making
optimal decisions on controlling the technological risk.

2. Literature review and problem statement

It is stated in paper [1] that the SIL concept was widely
used in the models of industrial hazard prevention. However,
in paper [2], it was generalized that the SIL is based on the
probability-relying data. Research results [3] expand the
previous statement on the fact that probabilistic data bring



in some uncertainty in a safety system. However, in view
of the latest research [1], the assessment of safety integrity
for determining quantitative risk indicators was not per-
formed [4] to the full extent, as the advantage is given to
qualitative information and its comprehensive analysis [1].
In this case, various methods and standards [5], such as
Program Evaluation and Review Technique, Monte Carlo
and others are used [1]. However, they are complicated for
classical analytical approaches [6]. As a result, the issue of
unbiased determining the quantitative risk indicators arises.
The reason for this is often unknown functional purpose of
input signals [6], because the systems are different and it is
difficult to foresee a dangerous effect of a particular system
and its relations to the types of negative effects [8]. In addi-
tion, the interpretation of the danger of a fault of automated
control systems is also significantly complicated [9]. This
is exactly what we can say about processing information
by processors and generation of controlling signals [10].
Attempts are made to compensate the above by the use of
available tools for analysis and modeling [11]. However, it is
possible, when the automated control system is represented
by a full closed circuit from sensors and measuring devices,
the structure of receiving and processing the signals and
giving controlling signals up to executive devices and mech-
anisms [7]. In this case it is possible to interpret and analyze
the hazards of the consequences of system faults or infor-
mation misrepresentation in it [12]. The implementation of
some aspects of the above-mentioned with the use of the SIL
analysis was proposed in article [13], but the emphasis was
placed on functional security.

However, given the limitations on controlling actions of
automated control systems of sites of increased hazard [14],
it is necessary to pay attention to safety integrity. For ex-
ample, using the mechanism introduced in the functional
safety standard of the programmed systems of functional
safety [15]. That is, there are unresolved issues that are
directly related to the maximum precise determining of the
reliability level of the ASCTP. All this makes it possible to
argue that the problem of conducting the SIL analysis and
estimation of the safety integrity level for the central parts
of the developed ASCTP (Fig. 1) is relevant. The particular
urgency in this issue is to establish the upper limit of the
SIL, as well as to make a decision on the technologies of
developing such systems.
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Fig. 1. Typical system of basic part of the ASCTP

In adopted standards, regulatory documents, safety
protocols [15-20] and other sources, which are devoted to
the problem of providing the necessary SIL, normative and
other data, allowing determining the level of the ASCTP
reliability mainly by the rank methods, were proved. It was
shown that the overall approach to addressing the problems

of determining the risk level of the ASCTP operation in
most cases relies on qualitative, rather than quantitative
assessment of reliability. Thus, the used rank methods in-
volve the conclusions, such as “acceptable”, “unacceptable”,
“inadmissible” and so on. However, the issues related to the
objective and impartial approach to determining the quan-
titative indicators of risk remain unresolved. Developers of
basic electronic, electrical, electronic programmable devices
and software of the ASCTP have special difficulties. Since
functional purposes of input signals, their information sig-
nificance and correspondence to certain kinds of negative
consequences in case of their distortion first are not known
for the central electronic control part, the interpretation of
the danger of such faults is considerably complicated. The
same can be said regarding processing the information by
processors and generation of control signals. The task is
simplified in the case when the ASCTP is represented by a
complete closed circuit from sensors and measuring devices,
the structure of receiving and processing of signals and giv-
ing control signals up to executive devices and mechanisms.
In this case, a more or less complete interpretation and anal-
ysis of the hazards of consequences of faults of a system or
distortion of information in it is possible.

The estimation of the safety integrity level for hard-
ware parts of the ASCTP is regulated in full in pa-
pers [15—18] and involves the FMEA (Fault modes and
Effects analysis) as well as their being critical. According
to the analysis results, one can determine the types of
consequences of faults of the elements of the examined
ASCTP units or its central part and qualitative indicators
of fault probability are subsequently calculated using the
methods for risk assessment.

The most complex part of solving the problem of the SIL
assessment for the developed complexes is to identify the
software reliability and security. There are also the known
regulated methods [15—17] based mainly on rank estimates.
The above-mentioned eliminates the probability of deter-
mining the software reliability level and represents large
difficulty for developers of basic software (S). In addition,
this approach does not make it possible to establish and re-
duce the amount of information on determining the software
reliability. The same can be said regarding the development
of the central parts of the ASCTP complexes.

The actual lack of methods accounting for the probability
of faults of the interconnected software modules is a special
problem in the area of determining software reliability [20].
However, logical and functional relations between separate
software units significantly affect reliability and should be
taken into consideration.

In articles [16, 17], there is an attempt to clarify the
generalized approaches to determining the SIL and the
application of the methods, described in the standards, to
specific security systems. Such approaches are based on
the methods of differentiated analysis of the causes and
effects of faults of the FMEA (Fault modes and effects
analysis) or the method, which takes into consideration
their crucial character (FMECA). This supports the
ALARP principle (As Low As Reasonable Practible) in
order to reduce the risk of occurrence of hazards caused
by faults to an acceptable magnitude. For example, pa-
pers [18, 19] clearly and in detail explain the approaches
and the methods for determining quantitative indicators
and qualitative characteristics. The criteria of selecting
the components for using in distributed control systems



and special safety systems with different SIL levels, rec-
ommended in the TEC standards 61508 and 61511 were
also considered. Practical examples of using such criteria
were explored as well.

The greatest difficulty and uncertainty in this approach
are caused by: determining and formalizing safety functions
and establishing unambiguous relations between the signif-
icant types of faults of the elements of a control system and
the impact of such faults on the scale of hazardous conse-
quences [19].

However, the remaining unresolved issues include:

— a decrease in the volume of information processing to
determine the quantitative indicators of software reliability;

— the lack of an established approach to researching the
interaction of program formations.

The need to develop the methods for assessing the quan-
titative indicators of the reliability of software tools that
provide functional, operational and technical safety of the
ASCTP operation, is caused by the actual lack of such meth-
ods [23]. The great role in this case is played by the problem
of harmonization of qualitative and quantitative criteria
characterizing the security integrity level.

The safety integrity level reflects the degree of risk
of operating the sites of critical area. In this sense, “risk”
implies the occurrence of certain consequences with cer-
tain probability (or frequency for the assigned operation

and the operation period, etc.) of separate electrical, elec-
tronic, electronic programmed elements (E/E/PE). In the
first case, such elements include only the physical elements
of the basic ASCTP set (without measuring and executive
devices). In the second case all the E/E/PE elements, in-
cluding the sensors that transmit and executive devices,
are analyzed. The tasks of the SIL assessment for these two
situations also differ by the fact that in the first case, the
concept of the “safe state” is set a priori. This is understood
as a system fault or termination of its operability on condi-
tion of its full and unambiguous diagnosis of this condition
and normal fault-free disconnection of the ASCTP. In this
case, such faults or stops are considered safe. All faults of the
ASCTP elements, leading to the distortion or termination of
performance of the planned functions of a control system, are
considered a priori dangerous. In the second case, the level of
the threat of a fault of a control system element is established
based on analysis of consequences of such a fault for func-
tioning of the technological elements of the control object.
Fig. 2 shows the relations of different stages of creation of
the functional safety system of the assigned level that meets

the IEC standards.

Functional safety

(Standards of safety systems)

period). The problem of prevention of a technological
risk of increased hazard sites, caused by the ASCTP

Development of safety systems

Standards of IEC 61508

Standards of IEC 61511

Producers of technical facilities of
ASCTP

faults, can be solved as a result of consecutive execution
of the following actions [20, 21]:

1) analysis of occurrence and development of the
processes of faults of the ASCTP elements and assess-
ment of the probability of such events;

2) analysis of effects of examined faults and their attri-
bution to a certain category (dangerous, safe, diagnosed,
non-diagnosed, critical, non-critical, not affecting safety)
based on the estimation of the scale of such consequences;
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3) assessment of reliability of the ASCTP software
(indicators of fault probability: PDFavg (T1) — Prob-
ability of Fault on Demand to perform the safety
function within time T1; PFH — the average frequency
Hazardous Fault Probability within an hour;

4) development of requirements for diagnosis and soft-
ware verification methods for all life cycle stages;

5) analysis of the received indicators of reliability of
software and hardware part of the ASCTP and decision
making (recommendations) according to the technology of
the ASCTP development based on comparative analysis of
normative and current reliability indicators.

Two situations, for which the SIL can be analyzed and de-
termined in order to certify the control system, are considered:

1. When developing the basic ASCTP complex without
a specific attachment to the control object. In this case, it
is necessary to determine the lower boundary of the SIL,
which provides an integral safety level that is not worse than
the declared level.

2. When creating an ASCTP with a full attachment to
the control object and assessment of the risk caused by oper-
ational safety of the ASCTP. In this respect, functional and
technical software safety refers to the internal component of
the operational software safety.

Input data to determine the indicators of the ASCTP
hardware reliability are reliability indicators (operation
before a fault, passport information on the fault on demand

Fig. 2. Areas of application of the IEC standards to assess the

ASCTP reliability

The most common methods are high-quality and
semi-qualitative methods of risk ranking when assessing the
current and required SIL. However, the apparent simplicity
of the application of such methods is significantly leveled by
their unreliability level.

The primary problem arises when using the HAZOP
followed by the division of security functions. Hazard and
operability analysis of safety systems is carried out by the
methods of expert assessments and does not enable full sep-
aration of safety functional from the functions of dual-use
features, such as those performing both technological and
safety functions, or protection facilities. Formalization of
cause-effect relations of faults of control systems and con-
sequences of such faults without quantitative indicators of
reliability and risk is largely not effective. In this regard,
the development of techniques and models that combine
HAZOP and FMEA with the possibility of formalization
of cause-effect relations and the events caused by them, to
the level of graphs or a fault tree and an event tree, is most
promising. It is important to reach quantitative indicators of
reliability and safety, rather than only rank estimates.

It is necessary to assess software safety at all stages
of the life cycle: systemic analysis of a project, design, de-



velopment, testing, verification and validation, test trials,
operation and maintenance, modification and creation of
new version, withdrawal from operation. At all stages, any
impacts may have consequences for security and change
reliability indicators.

These circumstances contributed to the emergence of
some techniques [23], which were researched and analyzed
to identify the features of the presentation of reliability
indicators:

1. Microsoft Solutions Framework (MSF) is a coherent
set of concepts, patterns, and rules that ensure manage-
ment of people and workflows when developing solutions.
Software development is implemented by stages using the
distributed control points (“waterfall”), and stages of devel-
opment may be repeated (“spiral”).

2. Rational Unified Process (RUP). The project is made
in the form of a distributed WEB Knowledge Base using
the means of search and separation of events. The methods
ensure the distribution of roles and responsibilities in the
programmers’ team and are provided with tools to automate
separate stages of creation.

3. Extreme Programming (XP). The methods are fo-
cused on improving the efficiency of cooperation of both
programmers and directors and customers through the
cycles of approvals and checks of regular parts of customer’s
requirements.

The main problems that occur when using these technol-
ogies and can lead to faults of software functioning are errors
of programming and algorithmization. This can be eliminat-
ed in a sufficient degree by the methods of comprehensive
testing, check and approval during software development
and support.

The following types of testing were used in this case:

— module testing — for the groups of independent mod-
ules with closed functional integrity;

— integrative testing — takes into consideration function-
al relations between the groups of modules;

— systemic testing — checking the validity of the entire
software package, performance compliance to critical load,
user’s errors, resilience to software and hardware faults.

Software verification and validation were stipulated by
standards [21-23].

Stages of development of software protection systems
include [25]:

— search and separation of software safety functions;

— determining the principles of software functioning safety;

— types and criteria of software faults;

— levels of software functioning safety;

—list of external and internal influences that pose a
safety threat;

— resources required to ensure the SIL;

— formation and implementation of software protection
systems.

The list was used in the study. However, it should be
noted that the separation of categories of kinds of faults and
their detection is a labor-intensive function and requires a
high qualification and profound analysis of functional rela-
tions inside the safety system.

It is necessary to separate resources in compliance with
the principles of redundancy both of memory resources, and
the time for execution of the workflow elements. It is import-
ant to ensure:

— control of external data for compliance with the area of
software determining and application;

— costs of on-line control of correctness of programs im-
plementation and data translation;

— means of response to national security threats (traps);

— operational procedures for displaying the defect detec-
tion and computation

— recovery after faults.

In this case, the security systems integrated into the
source code to compilation. However, this approach signifi-
cantly complicates the code and verification procedures.

Safety means must counteract external and internal
threats with a given reliability level that is more effective
than it is assumed and claimed by the STL. It should be borne
in mind that complete elimination of any manifestations of
such threats is impossible.

To implement the protection systems, it is usually neces-
sary to form a team of specialists performing the functions of:

— a project security manager (leader), who is obliged to
satisfy the customer’s

requirements for the safety of the ASCPT facilities;

— architects of protection systems and development of
basic specification of functional of program tools at critical
solutions;

— specialists who develop the entire functional of pro-
tection components and relation of the details of functional
(algorithmization) for correct creation of the source code
and its verification;

— programmers, whose level corresponds to the selected
code specification;

— specialists who would perform background verification
and testing of a code;

— specialists who are able to develop the summary docu-
ments on the operation

of security systems in accordance with the standard
requirements.

Software verification was carried out by various meth-
ods that were chosen at the initial stage of development.

One of the most common and inexpensive methods is the
method of expert assessments. For example, Fagan Software
inspection [26] is based on the use of a through technical
control (brainstorming). Additionally, the methods of user’s
interface inspection and examination of the software archi-
tecture quality and protection can be used.

Application of static analysis of the source code and its
architecture. However, this method causes significant dif-
ficulties in the use of control systems of critical importance
due to the inability of direct translation of the code of such
systems into generally accepted high-level languages, which
limits the possibilities of automation of checking the compo-
nents of functional software.

Formal and semi-formal methods for software verifi-
cation are based on the development of requirements for
logic-algebraic models and abstract models. Such models in
some cases can be formalized to the logical level and ensure
the development of instrumental means for the automated
process of allowing a series of software verification tasks.

3. The aim and objectives of the study

The aim of this study is to develop models and methods
for estimation of the safety integrity level of the ASCTP tak-
ing into consideration quantitative indicators of reliability of
software and hardware of control systems.

To achieve the goal, the following tasks were set:



— to propose the methods for determining quantitative
indicators of reliability of both hardware and software of
ensuring the ASCTP functioning;

—to conduct verification and testing of the proposed
methods and programmed means of their implementation.

4. Methods for determining the comprehensive estimate
of risk and the SIL of the ASCTP

As a result of the conducted analysis and the study of
the regulatory framework, a number of methods for de-
termining quantitative SIL indicators based of stochastic
indicators of reliability of discrete elements of the control
system and qualitative indicators of the ASCTP software
were presented. Of course, it is possible to determine the
probability of accidental faults of hardware and software
components based on stochastic indicators only. However,
consideration of the logical cause and effect consequences
of the events of fault development makes it possible to re-
move the problems arising from the use of general ranking
methods [24].

It is proposed to determine the SIL of the explored
hardware component of the ASCTP using hybrid methods
of expert analysis taking into consideration cause and effect
relations of fault and their consequences. It is proposed to
implement the standard approach to determining the area
of danger of the consequences of faults of separate hard-
ware elements based on the hazard and operability analysis
(HAZOP). Subsequently, to present the obtained results
of the HAZOP in the format of automated methods for
assessing the probability of such faults. This combination is
possible due to special protocols.

The first protocol has the following interconnected data:

— faults of separate elements of the ASCTP (using pro-
gram elements)® type of critical faults (detectable fault —
Df, undetectable fault — Uf, safe fault — Sf, dangerous fault —
Dnf)®type of consequences (safe, unsafe, consequence-free);

—response of protection system (or a dual-purpose sys-
tem) to a fault® corresponding effect.

The elements of the first protocol are presented in the
format that links the consequences in a “fault tree” (FTA)
from the elementary faults through the tree branches to
the “upper event”. The reaction of the protection system is
presented in the format of the fault development from the
upper initiating event of the FTA through binary branching
of the “event tree” to the end effects of faults. The second
protocol should join the sets of

cause-effect relations, arranged by the structured markup
language (xml) tools, makes it possible to automate the
process of creating a generalized mathematical model for
the SIL rating. Such a model appears to be a tuple (graph)
of reliability and safety level and can be formalized to
the state of the fold/sweep of fault trees (FTA) and event
trees (ETA). In this case, the elements of the software
used in the ASCTP are also considered as the output (ini-
tiating) faults or events.

The authors performed research when setting the
tasks, development of algorithms, verification and imple-
mentation of software decision support tools in assessing
the risk of large industrial enterprises [24]. The software
tools that make it possible to realize the relations of proto-
cols and to determine the integrated level of the safe work
of ASCTP were developed. The possibilities of the afore-
said protocol and reliability of the results of calculations
of the automated FTA and ETA constructions based on
logical relations of cause and effect connections of the an-
alyzed ASCTP elements were verified. The use of logical
operations AND (Prohibition), OR (Table 1) [27] for the
descending method of fault trees sweeping allows deter-
mining the probability of critical (upper in a tree) events.
To implement the Bernoulli formula for the elements,
performing parallel functions, the operation “exclusive
OR” (Table 1) was used. Binary branching of events that
influence the protection facilities represented in event
trees makes it possible to carry out quantitative estima-
tion of probability of occurrence of negative consequences
of faults of the ASCTP elements.

Table 1

Correspondence of formulas for determining the probabilities
of logical operations

AND (A)

p=]1n
i=1

OR (v)

P=1-T](1-P)
i=1

Exclusive OR (®)

P=3r
i=1

Software tools (example is shown in Fig. 3) of the
support of the automated process of the FTA and ETA
formation, based on using the Protocol of HAZOP analysis
fully carry out the functional of the project of quantitative
assessment of the SIL indicators. They make it possible to
separate and sort the combination of faults that affect the
level of critical consequences in terms of their significance,
which makes it possible to optimize the decisions made.
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Autonomous testing of software modules of basic parts of
the ASCTP sites of increased hazard sites can be performed
based on the abstract syntactic constructions of a tree form.

For structural analysis of the system using the FMEA,
the following procedure is proposed:

1. Analysis boundaries are determined. To do this, it is
necessary to select the output functions of a system or a unit,
which are natural objective functions of a device or a unit, and
a fault of which is considered a fault of a device or a unit. The
upper limit of analysis is the main output functions of a device
(typical for the purpose of a device). The lower limit of analysis
is the faults of the functions of elemental base of devices or units
and modules, the probabili-
ty (frequency) of functions
fault of which is known or

A1, 2, 3)

5. Verification and testing of the proposed methods and
program means of their implementation

To prove the above, it is possible to present some results
of verification and testing of the proposed method using the
example of determining the reliability of the unit of the dis-
crete signal normalizer ND—41.

The objective function of this module is normalization
of discrete signals coming at the input (16 channels) and
processed by frames, the formation of which occurs from the
external side of the module.

1. The output part (unit) is shown in Fig. 4.
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A fault of any of the three selected channels leads to
error normalization and to the fault of function No. 1.
In this regard, fault No. 2 corresponds to a fault of three
identical channels, united by the logical sign OR (Fig. 7).

2. The probability of a fault of the microprocessor
STM32F103 was obtained from the given indicators of
the device reliability and makes up PFH=8-10"10/h.

3. A fault of the microprocessor functions is possible
due to a fault of its strapping (function of running and
operability ensuring).

The processor circuit is shown in Fig. 5.

A fault of any element is assumed dangerous DnF and
detectable DF.

4. Module is powered from an external source +24 A.
The structural diagram is shown in Fig. 6.

A power fault is possible at a fault of any independent
elements except for the case of a fault of any from V1 or

R4 OR V2 or R5 (not less than 1 from 2 channels). This
mechanism is revealed for demonstration in a fault tree.

The summing fault tree for computation of PFH was
developed in software application of the FTA (Fig. 7).

We obtain PFH=7.49e¢—4, which corresponds to SIL 2.

The resulting reliability level for the ND—-41 is not
better than SIL 2. Any analysis of the software for the
specified module will not increase the specified charac-
teristic.

The comparative result proves that module ND-41
has worse indicators than those determined by the rank
methods. For this module, it is necessary to make a
decision to improve its reliability to the SIL 3. In the
discussion below, there are only the possibilities of the
FTA method, but this is only because it satisfies this
type of module. It is similarly possible to apply the ETA
methods [24].

C1
2
| 73728MHz
i I
o [ 12 MCU 6
2 T " OSC_IN VBAT
| osc_ouT
fo<] \rers |21 c7
| CC- 14 NRST \REF- |- 2 T 0AuF i
il st s
R1 37 50 .
33V BOOT/PE VDD T CHTClZ CB 1ol | s
VDD 2 |- 100F | 01uF | O1uF | O1uF| 01uF| O1uF
0K > L1 .
L) 72| TVSPA13 voD_3 [ 1% BLMRIAIZS —— —— —— —_ =
TCK 76.| Tokmpata | D1 \vop 4 |28
G R2 77 1
TDI/PAIS \DD_5
o1 9 | - —_
TR 89| oPes
0.{ TRST/PBA VODA |- 2 l
- L zLa
ui
49 19 :
R VSS 1 VSSA i
— 741 vss 2 ves 5 10
10K 9 | vss 3 vesa [ Z
- STMBE2F103VC
A234)
Fig. 5. Processor circuit
+3.3(2,3.4)
+33V
DC/DC
2.1 win Aot -8 o33V
(0]
i
iz Xt _+LiovF
1. vin Mot bl — 4
D2

Fig. 6. Structural diagram of power model



ND-41 output of the module does not
correspond to input discrete signal
(7.485¢-4)

OR
(7.485¢-4)
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Fig. 7. Summary fault tree for calculation of PFH

6. Discussion of results of studying the methods for
ensuring the required level of safety integrity

Taking into consideration that the concept of SIL is
based on probabilistic data [2] with a certain share of uncer-
tainty [3], the regulated methods are used to determine the
risk [15—18]. However, qualitative indices are analyzed in this
case [6]. Quantitative indicators are beyond attention [7], un-
like the approach referred to in [24] and detailed in this paper.

In contrast to [1], the SIL assessment is performed when
solving the problems of risk determining. During testing in
the framework of this work, it was performed for separate
modules MSKU—4, in particular, for the normalizer of dis-
crete signals ND-41. And if we leave generalizations [2], the
use of the normalized rank methods [15-18] for ND-41 at
the 2003 architecture will give the indicators of fault-free
operation at SIL 3. And it is this result that raises doubts

about the use of the methods and approaches [9]. That is
why the authors performed the risk assessment by the hybrid
methods of combination of HAZOP, FTA, ETA, proposed in
this research.

The above was tested, verified and implemented at the
scientific-production association “Impulse” producing con-
trol complexes of MCKU—4.

During the application of the methods for ensuring the
required safety integrity level of automated control systems,
the developers have performed consultations on certification
for SIL 3 level of the MCKU—4. In addition, the obligatory
part of such study included the analysis of standard require-
ments. This allowed separating the structure and the compo-
sition of points and methods for studying the reliability and
functionality indicators. As a result, this complex of works
enabled analyzing the functionality and assessing the risk of
the hardware of the MCKU-4 devices.

According to [20], the method for analysis of the types
and consequences of faults was applied based on the logical
structural analysis of devices and units.

As a result, the FMEA was applied at different levels of
the system decomposition — from the highest level of the
system (system in general) to the functions of separate com-
ponents or software orders.

The FMEA is constantly repeated and updated, because
the design of the system is changed and improved in the
process of development. Design changes require the intro-
duction of changes to the corresponding parts of the FMEA.

7. Conclusions

1. The methods for determining the quantitative indi-
cators of the SIL criteria, which take into consideration the
objective relations of reliability of hardware and software
means of the ASCTP, were proposed. The problem is solved
by using the sweep of the space of the state of the ASCTP
elements to a fault tree (FTA) and event trees (ETA) and
their subsequent uniting in the cause and effect mechanism
of occurrence and development of faults. This provides an
objective approach in comparison with the rank methods
and the possibility to search for the most critical emergency
combinations of the FTA and ETA branches.

2. The developed program tools for sweeping the graph of
the states of controlling complexes, which were explored to
the level of uniting the FTA and ETA branches, were tested
using the example of the complex MCKU-4. Verification and
approbation of the proposed methods and program tools were
carried out. The results of verification and approbation proved
the possibility to determine the safety indicators of both sepa-
rate elements of control systems and of the complex in general.
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