u]

=,

The recommendation systems used to form a news feed
in social networks or to create recommendation lists on
content websites or Internet stores are often exposed to
information profile injection attacks. These attacks are
aimed at changing ratings, and thus at changing the fre-
quency of appearing in recommendations, certain objects
of a system. This can lead to threats to users’ information
security and losses of the system owners. There are meth-
ods to detect attacks in recommendation systems, but they
require permanent repetitive checks of all users’ profiles,
which is a rather resource-intensive operation. At the
same time, these methods do not contain any proposals as
Jfor determining the optimal frequency of attack checks.
However, a properly chosen frequency of such checks will
not overload a system too much and, at the same time, will
provide an adequate level of its operational security.

A mathematical model of the dynamics of states of a
recommendation system under conditions of an informa-
tion attack with the use of the mathematical apparatus
of Markovian and semi-Markovian processes was devel-
oped. The developed model makes it possible to study
the influence of profile injection attacks on recommen-
dation systems, in particular, on their operation efficien-
cy and amount of costs to ensure their information secu-
rity. The practical application of the developed model
enables calculating for recommendation systems the opti-
mum frequency of information attack check, taking into
consideration the damage from such attacks and costs of
permanent inspections.

Based on the developed mathematical model, the meth-
od for determining total costs of a recommendation sys-
tem as a result of monitoring its own information security,
neutralization of bot-networks activity and as a result of
information attacks was proposed.

A method for determining the optimal frequency of
checking a recommendation system for information attacks
to optimize the overall costs of a system was developed.
The application of this method will enable the owners of
websites with recommendation systems to minimize their
Jfinancial costs to provide their information security

Keywords: recommendation system, information secu-
rity, bot-network, Markovian processes, semi-Markovian
processes
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1. Introduction

Recommendation systems are increasingly often used
on various web-resources and are becoming their important
part, as well as search sub-systems, sometimes comple-
menting them, and sometimes creating an alternative to
them [1, 2]. They are most often used to form a news feed in
social networks [2, 3], and to create recommendation lists
for users of content websites and online stores [1]. With the
help of recommendation systems, a user finds more quickly
the content he needs, and the owner increases visiting his
web-resource, and consequently, his own profit [1, 4].

Copyright © 2020, Y. Meleshko, O. Drieiev, M. Yakymenko, D. Lysytsia
This is an open access article under the CC BY license
(http.//creativecommons.org/licenses/by,/4.0)

Various informational impacts are often implemented
through social networks [5, 6], and recommendation systems
as their component have become one of the goals for informa-
tion attacks to perform such influences [7, 8]. By making a
successful attack on the recommendation system of a social
network, one can change the content and order of showing
the objects in news feeds to the system’s users. This can be
used for marketing, political, or fraudulent purposes.

The main type of information attacks on recommenda-
tion systems is the profile injection attacks [7—9]. These
attacks are aimed at changing ratings, and thus at chang-
ing the frequency of showing certain objects of a system



in recommendations. To implement the described actions,
the bot-networks are used, because only a certain set of
profiles in a system can affect the formation of recom-
mendations by their cohesive actions [8, 9]. If an attacker
manages to increase object getting to the recommendation
list, a target object is highly likely to become more well-
known, popular, and demanded with users. Thus, one can
promote certain products, services, or information. The
goal of an attacker can be the opposite — to decrease ob-
ject getting to the recommendation list. This will enable it
to fight competitors, reducing the popularity of their con-
tent. Therefore, attacks on recommendation systems can
lead to threats to users’ information security and damage
to the owners of a system.

Of course, there are some methods to detect and neu-
tralize attacks in recommendation systems [1, 10—13], but
they require permanent repeated checks of all profiles of
users, which is a rather resource-intensive operation. At the
same time, these methods have no proposals for determining
the optimal frequency of attack check. However, properly
chosen frequency of such checks will not overload a system
and, at the same time, will provide an adequate level of its
operational security.

On the one hand, the state of information security of a
recommendation system should be constantly monitored
to detect timely new bot profiles, which can appear and be
activated in a system at any time. On the other hand, peri-
odic checks should not be too frequent so as not to overload
a system and not to slow down its work. In addition, too
frequent attack checks of a system can significantly increase
the financial costs of website owners for using computing
resources.

Therefore, to solve the problem of determining the opti-
mal frequency of attack checks of a recommendation system
is a relevant scientific and practical task. Its solution will
minimize the costs of providing information security for rec-
ommendation systems while maintaining its sufficient level.

2. Literature review and problem statement

Papers [7-9] studied the causes and general principles
of information attacks on recommendation systems. The
research results show that the main type of information
attacks on recommendation systems is the profile injection
attacks.

Profile injection attacks are information attacks that
involve creating bot-networks that change the frequency of
target objects of a recommendation system getting to recom-
mendation lists [1, 7-9]. At the stage of preparation for an
attack, bots may collect statistics about system users, using
a recommendation list provided by a system in response to
their certain actions [1, 10]. Such a method of information
reception was called the Probe Attack, according to pa-
pers [1, 7-9], it can be considered an optional initial stage for
a profile injection attack.

Papers [1, 10—13] address the methods for detection and
neutralization of profile injection attacks in recommenda-
tion systems. These methods are based on identifying and
neutralizing bot profiles based on clustering and machine
learning algorithms. We can conclude from these works
that the methods for protecting recommendation systems
from information attacks are developed based on the known

models of such attacks. The very first models of attacks on
recommendation systems were proposed in [8], these are
Random Attack and Average Attack models. The following
papers [1, 14—17] explore more complex and information-in-
tensive attacks, such as the Popular Attack, Bandwagon At-
tack, Segment Attack, etc. Based on the known attack mod-
els, the methods for detection of bots are developed, as they
are based on the features of their behavior, characteristic of
a certain model of an attack on a recommendation system.

The studies focusing on the detection of bot profiles
in recommendation systems do not raise and resolve the
problem of how often a system should be checked for bots.
The reason for this may be the lack of developed models of
recommendation systems during information attacks. This
makes it impossible to determine the impact of the frequen-
cy of checking attacks on a recommendation system and its
operational efficiency.

However, as the research shows [1, 7-9], the recommen-
dation systems applying the collaborative filtering meth-
ods [18—21] are often subjected to profile injection attacks
and are very vulnerable to them. This is because such
methods use feedback from users that can be forged by using
a bot network. There are many methods for filtering data
for recommendation systems, and they are all, to a differ-
ent extent, vulnerable to information attacks [1, 7]. At the
same time, almost all modern recommendation systems are
complex hybrids of different data filtering methods, most
of which are the most common methods of collaborative
filtering [1, 22]. Thus, almost all modern recommendation
systems are vulnerable to profile injection attacks and are
often under their influence. Detection and neutralization of
information attacks require the use of additional computing
resources [1, 11], and therefore additional financial costs for
website owners.

Search for and research into the existing models of op-
eration of recommendation systems show that the available
models can be classified into the following:

—models of the formation of recommendation lists in
recommendation systems [1, 2, 4, 18—23];

—models of hybridization of recommendation sys-
tems [22];

—models of behavior of users of recommendation sys-
tems [1, 18-23];

— models of dynamics of preferences of recommendation
systems users in time [1, 23].

Based on the conducted study of sources, we can con-
clude about the absence of mathematical models of rec-
ommendation systems during information attacks, which
complicates the development of qualitative subsystems of
information security of such systems. At the same time,
the vast majority of existing recommendation systems
require protection from information profile injection at-
tacks.

The important data for the development of the informa-
tion security subsystem of a recommendation system and
optimization of costs of its owners are data on the dynamics
of the system’s states under conditions of an information
attack. The model of dynamics of a recommendation system
would make it possible to study better the impact of infor-
mation attacks on its operation and the costs of the owners
in various attack-caused states of a system. It would allow
reasonable choosing the frequency of bot-checks of a recom-
mendation system.
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ematical model of dynamics of states of a recom-
mendation system under conditions of information
profile injection attacks. The practical application
of the developed mathematical model will make
it possible to calculate the optimum frequency of
checks for the existence of information attacks for
recommendation systems, taking into consider-
ation their individual parameters, for subsequent
neutralization of existing bots.

To achieve the set goal, the following tasks should be
solved:

— to conduct research into general principles of informa-
tion profile injection attacks on recommendation systems
and the methods for their detection and neutralization;

— to develop a set of possible states of a recommendation
system in the context of information profile injection attacks
and analytical ratios to calculate the probabilities of a sys-
tem being in these states at a random time;

—to develop the method to determine the costs of the
recommendation system owner in the face of profile injection
attacks and the method for determining the optimal frequen-
cy of information attack check of a system to optimize these
costs.

4. Studying the general principles of information profile
injection attacks on recommendation systems and
methods for their detection and neutralization

Profile injection attacks on recommendation systems
aim to change the ratings of one or more objects in a system.
The goal of an attack may be to increase the ratings of their
goods (content), reduce the ratings of competitors’ goods
(competitors’ content), or both.

To make this influence, an attacker should quite accu-
rately simulate the actions of ordinary users so as not to be
detected. An attack-robust recommendation system should
work so that the result from attackers’ actions should be
so ineffective that they could have no stimuli to continue
attacks, and authentic users continued to receive relevant
undistorted recommendations.

An attack on a recommendation system will be consid-
ered the coordinated efforts of a large number of bot profiles
to offset its operation results so that a group of users or all
users could start receiving recommendations that promote
attack objects.

The general principle of a profile injection attack on a
recommendation system, which uses feedback from users
in the form of estimates of recommendation objects, on the
example of increasing the rating of one object, is shown
in Fig. 1.

Fig. 1. General principle of profile injection attack on recommendation

systems with collaborative filtration

Fig. 1 shows an example of a part of the rating database
of an attacked recommendation system. A recommendation
system is attacked by a bot network represented by users’
profiles u7 and ug. The question mark marks the unknown
values of estimates (users have not yet assessed the target
object), which a system will try to predict during the gen-
eration of guidelines for users us and ug and object i, which
is the target of bot network attack. If a system predicts a
positive estimate for an object i, it is highly likely to fall into
recommendation lists for given users and they will pay atten-
tion to it. That is why bots give positive estimates to object i,
to increase its rating. And other objects of a system are given
the estimates similar to those given by users us and ug. This
is done to get a positive correlation with target users and a
high coefficient of similarity to them, which a recommenda-
tion system will take into account when formulating recom-
mendations to target users. Since ordinary users, similar to
users u5 and ug, negatively assessed object i, then without
bots attack, a recommendation system would predict a low
estimate to this object. And, in this case, it would not get to
the recommendations specified by users.

In order to neutralize this attack, it is necessary to deter-
mine which profiles are bots without taking into consider-
ation their estimates when forming the recommendation list.

The overall model of the profile of a bot that attacks a rec-
ommendation system can be represented as follows (Fig. 2).
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Fig. 2. Model of bot profile attacking
a recommendation system

As Fig. 2 shows, the bot profile contains the following
types of estimates:

— estimates to objects from set Ir. These estimates are
given to simulate the actions of actual users. An attacker
does not wish to change the ratings from this set. On the
contrary, he tries to choose for them the values that are most



similar to the actual ones for a target group of users, who he
is eager to influence;

— estimates to objects from set I,;. These are the maxi-
mum (or close to them) estimates in the system for target
objects, the rating of which an attacker seeks to increase;

— estimates of objects from set I,z These are the mini-
mum (or close to them) estimates in the system for target
objects, the rating of which an attacker seeks to decrease.

The number of target objects in a bot can vary from 1 to K,
and the number of objects to fill the profile — from 0 to N.

Bot actions can produce results only when the vast
majority of bots give estimates on all target objects, and
in this case, bots will not be detected and neutralized. The
minimum required number of bots in a network, which will
allow reaching the set goal depends on the algorithms of a
recommendation system and can be determined by an at-
tacker only experimentally.

There are several approaches to detecting bot profiles:

1. Profile clustering. Detection of bot profiles can be
considered as a problem of binary classification of system
profiles [1, 8, 10] with two possible results for each profile,
specifically:

— authentic user profile;

— profile of a bot created to attack a system (Attack).

To create such a classifier, various methods of data
clustering can be used, as well as various machine learning
methods, which learn on a training sample of profiles, which
contain both authentic profiles and bot profiles.

2. Analysis of individual profile statistics. The distri-
bution of estimates in a bot profile is highly likely to be
different from the distribution of estimates in authentic us-
ers’ profiles. Although it is advantageous for an attacker to
create bot profiles as similar to the profiles of regular system
users as possible, he can never have enough information and
resources to eliminate completely the differences between
bots and normal users.

The features of a bot profile can be the following statistical
characteristics [1, 8]: for example, the deviation from the mean
value of estimates is greater than usual, some group of profiles
has higher similarity to the checked profile than usual.

To protect a recommendation system from information
attacks, the data of the profiles defined as Attack must be
removed from the computations of rating prediction and rec-
ommendations creation so that they do not influence these
processes in a system.

The efficiency of attack neutralizing can be assessed by a
shift in the forecast of target object ratings before and after
detecting an attack and bot profiles removal from the pro-
cess of recommendation system computation [1, 8, 10, 12].

Predominantly in existing studies, it is proposed to con-
sider the detection of an attack on a recommendation system
identical to the detection of bot profiles [1, 8, 10—13].

Since detection of bot profiles, based on the conducted
study, is quite a resource-intensive task, it is proposed in
this research to divide the problem of protecting a recom-
mendation system from information profile injection attack
into two parts:

— attack detection;

— detection and neutralization of bot profiles.

Attack detection may be a less resource-intensive task
and involve monitoring the dynamics of ratings of system
objects, all of them or only those crucial in terms of infor-
mation security. If the ratings of objects begin to change
rapidly and new estimates leading to a change in ratings do

not correspond to the previous average estimates of objects,
it is necessary to check for bots among users who started
to give such estimates to objects. This approach will reduce
the number of users’ profile checks. Firstly, because it will
be necessary to check them only when the suspicion of an
attack is detected. Secondly, because it will be necessary to
check the profiles of not all users, but only of those engaged
in suspicious activity.

After the detection of bot profiles, it is necessary to
neutralize these profiles by removing their information
from the database used for the formation of recommenda-
tion lists. Thus, the estimates they gave and the actions
they performed (views, comments, etc.) will not affect the
ratings of the objects of a system and forecasting recom-
mendations.

5. Development of a mathematical model of the dynamics
of a recommendation system states under conditions of
information profile injection attack

A set of possible states of a recommendation system in
the context of information profile injection attacks and ana-
lytical ratios to calculate the probability of a system being in
these states at the random time were developed. Taking into
account the conducted study of the threats to information
security of recommendation systems and the ways to detect
and neutralize the threats, we propose the following set of
states of a recommendation system in terms of information
security:

1) Normal operation. In this mode, there are additional
costs for the organization of information attack detection,
costs are proportional to the time of the system operation
in the current state, and intensity of control measures: vtL.

2) A system was attacked. There are active bot-networks
in a system. Bots in a system were not detected, recommen-
dations are distorted under their influence. In this operation
mode, the losses from the activity of £Ly bots are accumulat-
ed in the time proportion. At the same time, checks for an
information attack with losses ¢L; are conducted.

3) The system fights back an attack. The existence of
an information attack was detected. Losses from incorrect
recommendations continue ¢L,. Resources are spent on the
search and elimination of bots. In this mode, resources ¢L3
to organize the return of the system operation to the normal
state (1) are additionally consumed in proportion to opera-
tion time.

The graph of the system is shown in Fig. 3.

Ag

Fig. 3. Graph of the dynamics of states of a recommendation
system under conditions of an information attack



The methodology of probabilistic analysis of the dynam-
ics of states of multidimensional Markovian and semi-Mar-
kovian dynamical systems, developed in paper [24], was
used to develop a mathematical model of dynamics of states
of a recommendation system.

Consider the possible scenarios that may occur with a rec-
ommendation system that is vulnerable to information attacks.

A system is in working condition (1). A system can transfer
to state (2), the probability of this transition is a random pro-
cess with flow intensity A;. Then the distribution of density of
system being in state (1) before the transition to state (2) will
have the form: f,,(t)=Ae™'. Transition from state (1) to
state (3) is hardly probable, given that the time of the beginning
of an attack on a system cannot coincide the time of detection
of the fact of system damage. That is why there is no flow from
state (1) to state (3): f,,(¢)=0. But state (2) can change in
two ways:

1) an attack was unnoticed and in some time a system got
stabilized by itself into state (1) £, (¢)= p,,-A,e™, proba-
bility ps.1, which determines that the process w111 develop in
this way exactly, was added to the distribution;

2) an attack was noticed, active counteractions are con-
ducted as for the fact of attack existence — a system transferred
to state (3) f,;(¢)=p,;-Ase™"; this sequence of events is
the supplement to scenario 1, which is determined by a mul-
tiplier-probability of event continuation with the specified
probability. Due to the use of the sub-system of detection of an
information attack, this probability is higher than 80 %, that is
why we will accept the lower boundary as py 3=0.8, and proba-
bﬂity p2,1=1—p2,3=1—0.8=0.2.

If a system is in state (3), after a while, it returns to the nor-
mal operation mode to state (1). Even in the case of an attack
on a recommendation system in state (3), it can be ignored,
because an attack is quite a long process, and a system is sure
to return to state (1) before the transition to state (2). That is
why the densities of probability to find a recommendation sys-
tem in another state over

Here, a probability of the (1-[/,(x)dt- [/, (x)dr)
form means that an event of transition to another state
over time ¢ has not taken place. Due to this, the system is
independent and allows for non-trivial solutions.

To solve this system of equations, one can use the
Laplace transform, where the transformation result will
be denoted with suffix *. Considering the transformation
properties makes it possible to get the equation system in
the following form:

T )

Since the initial state of a system is known and it is
state (1), it is enough to determine the following functions:

Gy (t), Giy(1), Gyy(0).
The solution of the system of equations is:
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Subsequently, it is possible to use
Sra ()= Ae ™,
Jis(t)=0,

Gy, (t-t)dr, D (€)= Dy, Ay,
Joa ()= Py Rye™,
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for which the Laplace transform will have the form:
Fa() =0 /(s h)s fia(5)=00 fos(s)= pay-hy /(s+2s),
Laa ()= Poahs / (s+0s), fau(s) =0y /(s+0y),
Jia(s)=0.

Then the Laplace transform for sought-after functions is:

As a result, each of the sought-after probabilities has the
summand in the form of a number divided by s, which corre-
sponds to the constant. That is, for a system that stabilized in
time, probabilities of detecting a system in states (1) to (3), re-
spectively, are equal to G11=25/34, G 9=7/34, and G 3=1/17.
These probabilities totally make up 1, which is one of the
arguments for correctness of obtained dependences.

The next fraction, which was represented in the second
summand of Laplace images of G,,(s), G,,(s), and G, (s),
can be decomposed into elemen-
tary. To do this, it is necessary to
find the roots of the denominator:

125,000-s° +27,500- s> +
+1,760-s+17=0,

s, =—0.0117,s,=0.02825-i -

~0.1042, s, =
~-0.02825-i-0.1042.

G (5)= (Ay+5)(Ay+5)(As+5)
" s~(33 +hy + 5%k, + s~(/€1 + Ak, + A, (k3 - p2117»2))+ A, (pmk1 + D, 50k, )) ,
. 7»1(S+7\.2—p217\,2+p2.17u3)(7b4+5)
G, = : » (4 e
als) s.(s3 +hy 5%k, +s- (k1 + R+ Ay (Mg =y, + k4))+ (Do + p2,37\‘2k4)) @ hence:
G (s) _ Pashihy (7‘2 + s)
P (33 +hy+ 5%k, +s- (k1 + Ak 0, (A = Py + R )+ N (poky + Doshok, ))),
where

k0:7‘27"3}‘4v k1:7‘-37‘-4’
ky=h 4+ A+, By=h,+h+A,, b=k +A,.

Since the analytical solution to the equation is quite compli-
cated and cumbersome, we propose to use numerical methods.
Existing specific values make it possible to find the roots either
accurately, or approximately, so, for example, the following
parameters will be used: 1=0.01; 2,=0.01; A3=0.1; A4=0.1;
21=0.2; p23=0.8, here A is the event intensity and is responsible
for the time of a system being in a certain state. For example,
at A=0.01, we will observe on average one event on 100 condi-
tional time units. In actual recommendation systems, the value
of these intensities and probabilities can be any, their values
depend on the system parameters and the fact of the existence
of bot-networks parameters. These values can be determined by
the owners of a recommendation system based on the analysis
of statistical data available to system administrators.

As a result of the substitution, we have the following
Laplace images of sought-after functions:

. 25

= +
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All real parts of the roots have negative values that corre-
spond to exponentially decreasing dependences. That is, the
probabilities over time converge to the specified constants.

Therefore, the sought-after probabilities in the general
case can be determined from the following formulas:

Ao AN
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The case when a recommendation system is modeled
by semi-Markovian processes was considered as well. The
Erlang distributions of second and higher-order are often
used as an event flow model, which makes it possible to
simulate semi-Markovian processes. Distribution is the
product of the sum of two (for second-order distribution) of
exponential distributions that in the Laplace arithmetic are
represented as a product of images:

t

Jf(r)f(t—r)dt,

Q
—
~
~
Il

(s+A) ©

As a result of using the magnitudes of flows A=0.01,
A=0.01, 23=0.1, 24,=0.1, we will have the following expressions:
where k=108,

25 1

G\ (s)= R 2,812.5-k-s5+1,237.5-k-s° +214.375-k-s" +18.24- k-s* +76,468,750-s> +1,312,500-s + 8,125
11 -
’ 34-s 17

625- ks’ +275-k-s° +47.875-ks* +4.1525- ks +1,860.05- k-s* +415,200-s” +4,280-s +17




. 7 1

2,187.5k-s° +962.5k - s° +166.5k-s* +14.0875k- s +58,718,250- s> +1,084,300- s +7,330

. 1 1

= +—X = )
* 34-s 17 625k-s" +275k-s° +47.875k-s° +4.1525k- 5" +18,600,500-s” + 415,200 s* + 4,280 -5 +17

625k-s° +275k-s> +47.875k-s" +4.1525k-s* +17,750,500-s + 228,200-s +795

G1,3 (S)

It is important to note that the values of probabilities for
a stabilized system are constant: 25/34, 7/34, 2/34. This is
logical, because the probability of getting a system in this
or that state over time that exceeds the system stabilization
time does not depend on distribution, but only on the event
flow. However, there are significant changes in transitional
processes, the dynamics of which are determined by power
fractions. Denominator’s zeros are:

51=0.0034i-0.0104,
$9=—0.0034i-0.0104,
53=0.0140i-0.0261,
$4=—0.0140i-0.0261,
$5=0.0059i-0.0796,
56=—0.0059i-0.0796,
$7=—-0.1079,

where all real parts are negative and guarantee convergence
of changes in probabilities to constant values. By module,
real parts of the roots are commensurate with the values of
event flows, which means the stabilization of probabilities of a
system of all at the occurrence of several most unlikely events.

As a result, when solving the problems of determining the
dynamics of processes of a change in probability, it is advisable
to significantly complicate the computation, however, in order
to study the patterns in the operation of a stationary system, it
is enough to check the stability of resulting solutions.

Thus, the model of dynamics of states of a recommen-
dation system in the context of information attacks with
the use of the mathematical apparatus of Markovian and
semi-Markovian processes was developed.

6. Development of the method for determining the
costs of a recommendation system in the context
of profile injection attacks and the method for
determining the optimal frequency of information
attack check

The method to determine the costs that a recommenda-
tion system has as a result of monitoring its own information
security and due to information attacks was developed.

Let us assume that in a situation when a recommenda-
tion system is in state (2), owing to the incorrectly created
recommendations, the gains are lost in proportion to the
time of its being in this state C;=tK;. Here, K is the num-
ber of conditional monetary units (mon. units) per unit of
time, lost by the system owner as a result of a successful
attack of a bot- network. If an information attack check
is performed, it is necessary to use additional computing
resources, which can be expressed by costs Co=tKohs.

= + —X — .
17-s 17 625k-s" +275ks° +47.875ks* +4.1525k-s* +18,600,500-s° +415,200-s° +4,280-s+17

Here K3 is the number of conditional monetary units per
unit time, which the system owner loses as a result of using
additional computing resources to make an information at-
tack check of a system. Costs Cy are proportional not only to
the time of a system being in state (1) and (2), but also to the
intensity of bots testing. The testing frequency corresponds
to the frequency of bots’ detection if a system was attacked
(transition from state (2) to (3)). State (3) corresponds to
the continuation of getting losses Lj.

Designate time #; as the share of time when we have loss-
es Ly due to active intervention of bots. Time ¢y will be des-
ignated as a share of time for bots intervention checks (exis-
tence of an information attack) with consuming resources L.
Time t3 is a share of time for identification of particular bot
profiles and elimination of consequences of their activities
with the consumption of computing resources ¢K3. Here,
K is the number of conditional monetary units per unit of
time, lost by the system owner as a result of using additional
computing resources to identify particular bot profiles and
neutralize their activities. Then the shares of time can be
determined as the sum of probabilities:

— t,=G,,+G,, because in states (2) and (3) we have
losses from the activity of bots;

— t,=G,; +G,, because in states (1) and (2) we have
losses from bots activity testing;

— t,=G,, because only in state (3), there is an active
search for bots and neutralization of their activity.

Probabilities Gy, Gis and Gys are determined from
formula (5).

Accordingly, full costs in a recommendation system will be:

L=(G,,+G,,)-K,+(G,, +G,,) KA, +G,, K. 7

Coefficients Ky, Ky, K3 are the parameters of the model,
which depend on the structure and algorithms of a recom-
mendation system, the volume of its database, computing
capacities of computer systems, on which a system is de-
ployed. These coefficients for each particular system will
be different and can be determined and known only by the
owners of a specific web-resource. Ko and K3 owners of a
web- resource determine their hosting providers based on
their tariff plans. K is determined based on average statis-
tical losses from the previous attacks of bot-networks, the
consequences of which could be a loss of customers, a loss
of advertising revenues, and losses to overcome the results
of an attack, etc.

Thus, using formula (7), it is possible to determine com-
plete losses of a recommendation system from information
security “monitoring”, neutralization of bots, and the activ-
ity of bot-networks.

The method for determining the optimal frequency of an
information attack check of a recommendation system was
developed in this research.

In the subsystem of the recommendation system security, it
is possible to control the frequency of checking an information
attack and bots’ activities, which is responsible for the value of
parameter Ag.



In order to determine the optimal frequency of infor-
mation attack check of a system v, it is necessary to find
such value A3, at which total losses of the L system will be
minimal:

Uy = argkminL(k:g) =

(G, +G,)-K, +
=argmin '

: ©)
o |46 +G,) K +Gy K,

This equation is nonlinear, because of the 2.6
impact of value A3 on coefficients G. That is 25
why its solution in the general case is possi- 2.4
ble only by means of numerical methods or 23

optimization methods.

Consider an example of determining the
optimal frequency of information attack
check of a system, using numerical methods.

For example, let us take the following
values of all the types of costs of a recom-

22
2.1

1.9
1.8

L, mon. unit/min
[\S)

mendation system: L7
— Ky=5 mon. units/min; 1.6
— Ky=1 mon. units/min; 1.5
— K3=2 mon. units/min. 1.4
Such values of costs are taken from the 0

following consideration: the losses due to
activity of bots K; are, as a rule, higher
than costs of monitoring the state of sys-
tem K, and for identification and neutral-
ization of profiles of bots K3. In addition,
costs of monitoring a system with a view
to detecting the existence of attacks K,
are lower than the costs to identify and
neutralize particular profiles of bots Kj.

The values of the rest of the constants remain the same as
previously: 4=0.01; X,=0.01; A4,=0.1; p21=0.2; p3=0.8.

Determine v, with the help of tabulation of the costs
function (7) for A3=0; 0.05; 0.1; 0.15; 0.2; 0.25; 0.3, where
the values of probabilities Gy, G12 and Gy 3 are obtained
from (5), the results are shown in Table 1.

The expression for the cost function at the specified val-
ues of parameters has the form of:

L(ks):

~0.000195+0.0389A,, +1.231A% + 0.93751.;
0.0000391+0.0125), + A '

Table 1

Example of computations to determine the optimal frequency
of checking a recommendation system for information bots’
attacks v

v=A3| 0.00 | 0.05 | 0.10 0.15 0.20 0.25 0.3

Gy | 172 | 25/36 | 25/34| 75/100 | 25/33 | 125/164 | 75/98
Gio | 1/2 | 9/36 | 7/34 | 19/100 | 6/33 | 29/164 | 17/98
Gis| 0 | 2/36 | 2/34 | 6/100 | 2/33 | 10/164 | 6/98

L 2.5 1.67 | 1.54 1.51 1.52 1.55 1.58

Graphic representation of the constructed points for the
values of total losses of a recommendation system L at differ-
ent values of frequency of information attack checks v, which
are joined by a smooth curve, is shown in Fig. 4.

From Fig. 4 and Table 1, it can be concluded that the minimal
total costs of a system will make up L;,;,=1.51 mon. unit/min at
the frequency of information attack check v,,,=0.16 1/min,
which corresponds to periodicity of bots check T=
=1/A3=6.25 min. If a search for an existing intervention into
a recommendation system is conducted with higher inten-
sity, the costs will increase due to additional computations,
if the bots with less intensity are identified, there will be a
situation with an increase in costs due to the incorrect oper-
ation of a system.

0.05 0.1 0.15 0.2

v, 1/min

0.25 0.3

Fig. 4. Dependence of the amount of total costs of a recommendation system
L on frequency of its information attack check v

If checking intensity for the explored example was
maximum v=A3=1, i. e. checking continued constantly, the
total losses of a system would reach L=2.18 mon. unit/min.
That is, at the application of the optimal frequency of attack
checking of a recommendation system, the total losses of a
system decrease by (2.18-1.51)/2.18=30.7 %.

Thus, the method for determining the optimal frequency
of an information attack check of a recommendation system
was proposed. Using a specific example, the method for using
the developed mathematical model describing the probabi-
listic dynamics of states of a recommendation system under
conditions of information attacks was explored.

7. Discussion of results of the development of a model of
dynamics of states of a recommendation system under
conditions of information attacks

Thus, the research into general principles of informa-
tion profile injection attacks on recommendation systems
(Fig. 1, 2) and the methods for their detection and neutral-
ization was conducted. It was proposed, in contrast to the
existing approaches [1, 10—13], to divide the problem of pro-
tection of a recommendation system from information profile
injection attacks into two parts: detection of an attack and
detection and neutralization of bot profiles. This approach
will reduce the number of checks of users’ profiles. An in-
formation attack check can involve tracking the dynamics
of objects’ ratings and the detection of abnormal trends in
it. Thus, it is possible to track the dynamics of ratings of all
objects of a system or only those crucial for the protection
against information attacks. In this case, it is necessary to
check users’ profiles to search for bots only when some sus-



picious changes in object ratings were detected and only of
those users who affected the detected changes.

Based on the conducted research, we developed the
mathematical model of the dynamics of states of a rec-
ommendation system under conditions of information at-
tacks (Fig. 3, formulas (1) to (5)), which is original in
comparison with the well-known models of recommendation
systems [1, 2, 4, 18—23]. The developed mathematical model
proposes the following set of operation states of a recom-
mendation system: normal operation of system Hj, attacked
system Hy, the system fights back an attack Hs. The graph
of the dynamics of states of a recommendation system states
in terms of information security was developed (Fig.3).
Transitions between system states, caused by the following
processes, are possible:

1) implementation of attacks (transition H;—Ho, flow
intensity Ay);

2) loss of relevance of bots’ activity (Hy—H1, A»);

3) attack detection (Hy—Hs, A3);

4) detection and neutralization of bots (Hs—Hj, A4). A3 is
the parameter, the value of which is chosen by the system’s
administrator, it is directly the frequency of checking a sys-
tem for the existence of attacks.

The intensity of flows Ay, Ay, A4 is determined by mea-
surements and depends on the parameters of a system. For
flows Ay and Ay, it is possible to carry out direct measure-
ments. Ay is determined as the inverse magnitude of the
average period of the relevance of the attacked object of a
system. A4 can be determined experimentally during test
runs of the software for bots’ detection and removal of the
results of their activity. Event flow 2 corresponds to the
frequency of attack implementation. Because some attacks
can be undetected, this flow is difficult to estimate and it is
clarified during the system operation.

The developed model contains a set of integral equa-
tions with respect to unknown functions that describe the
probable dynamics of a system (1). The development of this
mathematical model was based on the method for probabi-
listic analysis of dynamics of the states of multidimensional
semi-Markovian dynamic systems, proposed in [24]. The
equations (1) were solved with the help of Laplace trans-
form, with the use of which the integral equations were
replaced with the system of linear algebraic equations (2)
that has the solution (3). With the use of representations
for densities of transition distributions, the expressions
for the Laplace transformants of conditional probabilities
of transitions from state Hy (4) were obtained. Unlike the
example for two possible states [24], in this case, the reverse
transition is quite cumbersome (since it is necessary to use
formulas for the roots of algebraic equations of third and
fourth powers). That is why the transition to the originals for
conditional probabilities is performed for specific numerical
values of parameters. The emphasis is placed on the ratio for
stabilized values of probabilities (5) that are represented by
first summands in the expressions for probability images.
This is explained by the fact that the roots of denominators
in decomposition into elementary fractions in the Laplace
transform have negative values, which is why the summands,
besides the first ones, will tend to zero during the transition
to the originals of the Laplace transform. For semi-Markov-
ian processes (6), which are modeled by Erlang distribution
of the second and higher order, the values for stabilized prob-
abilities have the same form (5). As a result of the numerical

solution of integral equations, the obtained ratios for the
calculation of the conditional probabilities Gy 4, Gy and Gy 3
of finding a recommendation system in states Hy, Hy and
Hj at an arbitrary moment of time ¢, if at the initial moment
of time a system is in state Hy. The developed mathematical
model contains the proposed principle of dividing the prob-
lem of protection of a recommendation system from profile
injection attacks into two sub-problems:

1) attack detection;

2) detection and neutralization of bots’ profiles.

The first sub-problem is represented by the transition
from state Hy to state Hs and is characterized by flow
intensity As. The second one is represented by the tran-
sition from state Hj to state H; and is characterized by
flow intensity A4. If a system used the standard approach,
when detection of an information attack and identifica-
tion of bots’ profiles is the same process, it is necessary
to establish A4=1 for further use of the developed model.
In this case, the transition from state Hs to state Hs will
take place during finding bots’ profiles. The transition
from state Hj to state Hy will take place during bots’ neu-
tralization, which will always occur for all detected bots.
Thus, both sub-problems are united into one sequential
process. Ratios (1)—(5), obtained in the developed mathe-
matical model enable solving the problems of assessing the
efficiency of a recommendation system and cost-effective-
ness of using computational resources under conditions of
information attacks.

Based on the developed mathematical model, the
method for determining the total costs of a recommenda-
tion system in the process of its operation was proposed
(formula (7)). It was possible to calculate the complete
costs of a system under conditions of an information
attack due to the detection of a set of possible states, in
which it can be, and to find the expressions to identify
the probability of its being in these states. After all, in
its each state a system suffers from various losses. Thus,
a system suffers from losses from the bots’ activities in
states Hy and Hj. It suffers from losses from monitoring
for an information attack in states Hy and H,. In state Hs,
there are losses from identification and neutralization of
particular bots’ profiles. The segments of time, on which
certain costs appear, can be determined as the sums of
corresponding probabilities. Determining total costs for
providing information security of a recommendation sys-
tem at its different parameters is a necessary step for the
selection of optimal parameters of a system in terms of
minimization of costs of its owners.

The method for determining the optimal frequency of
information attack check of a recommendation system (for-
mula (8), Table 1, Fig. 4), taking into consideration the lim-
itation of computing resources for this check, was developed.
This method makes it possible to determine the optimal
frequency of attack check of a system at the known parame-
ters of a recommendation system using numerical methods.
To use it, it is necessary to know the cost of computational
resources for the website owner, the amount of the required
computing resources by the algorithms for information secu-
rity monitoring and searching for bots, as well as the average
losses from previous attacks of bots. The application of the
developed method will make it possible to reduce the costs
of the owner of a recommendation system for providing its
information security.



8. Conclusions

1. It was proposed to divide the problem of protection of
a recommendation system from information profile injection
attacks into two parts: attack detection and detection and
neutralization of bots’ profiles. This division is advisable be-
cause detection of bots’ profiles is quite a resource-intensive
problem. This approach will reduce the number of checks of
users’ profiles. Firstly, this is because it will be necessary to
check them only when the attack suspicions are detected.
Secondly, it will be necessary to check the profiles of not all
users, but only of those engaged in suspicious activity. An
information attack check may be a less resource-intensive
problem, which does not require the search for bots and
involves tracking the dynamics of the ratings of objects and
detection of abnormal trends in it. After revealing abnormal
changes in objects’ ratings, it is possible to check the profiles
of the users who influenced the corresponding changes with
a view to searching for bots among them.

2. The mathematical model of the dynamics of states
of a recommendation system under conditions of informa-
tion attacks was developed. The models of Markovian and
semi-Markovian processes were chosen as the main tool
of mathematical formalization. Within the mathematical
model, a set of possible states, in which a recommendation
system may be under conditions of information profile in-
jection attack was developed. Three states of the recommen-
dation system operation under conditions of an information
attack were proposed, specifically, “normal state”, “attacked
system” and “a system fights back an attack”. Possible
transitions between these states were identified. Analytical
ratios for calculation of probabilities of the recommendation
system staying in its possible states at an arbitrary moment
of time were developed. The developed mathematical model
makes it possible to study the influence of information pro-
file injection attacks on recommendation systems, on the

accuracy and efficiency of their operation and the volume of
costs of providing their information security.

3.Based on the developed mathematical model, we
designed the method for determining total costs that a
recommendation system has as a result of monitoring of its
own information security, neutralization of the activity of
bot-networks and as a result of information profile injection
attacks. The formula for determining the total costs of a rec-
ommendation system under conditions of information profile
injection attacks was offered. The developed method makes
it possible at the known costs of computing resources and
the known losses in attacks of bot-networks to determine the
overall costs of servicing a security subsystem of a recom-
mendation system. The method for determining the optimal
frequency of checking a recommendation system for an infor-
mation attack and bots’ profiles to optimize the total costs
of a system was developed. The proposed method is based on
the use of numerical methods. The solution to a problem of
determining the optimal frequency of checking a recommen-
dation system for an information profile injection attack was
considered using a specific example. If we know the average
intensity of the flow of active bot-networks appearing in a
recommendation system and the rate of operation of their
detection algorithms, it is possible to reduce the total costs
of a system by optimizing the attack search frequency. In
this specific example, using the optimum frequency of attack
check of a system lowers the total costs of system owners by
30.7 % compared to the constant check of a system. As the
frequency of the appearance of active bot-networks in actual
recommendation systems will not be continuous in time, the
maximum frequency of attack checks will never be optimal.
Thus, the application of the method for determining the op-
timal frequency of checking a recommendation system for an
information attack will enable the owners of web-resources
to minimize their financial costs of ensuring the information
security of recommendation systems.

References

1. Ricci, F, Rokach, L., Shapira, B., Kantor, P. B. (Eds.) (2011). Recommender Systems Handbook. Springer, 842. doi: https://
doi.org/10.1007 /978-0-387-85820-3

2. Valois, C., Armada, M. (2011). Recommender Systems In Social Networks. JISTEM Journal of Information Systems and Technology
Management, 8 (3), 681-716. doi: https://doi.org/10.4301 /51807-17752011000300009

3. Social networking and recommendation systems. Available at: https://courses.cs.washington.edu/courses/cse140/13wi/homework /
hw4/homework4.html

4. He, J., Chu, W. W. (2010). A Social Network-Based Recommender System (SNRS). Annals of Information Systems, 47—74.
doi: https://doi.org/10.1007/978-1-4419-6287-4_4

5. Kurban, A. (2016). Researches of modern information wars in online social networks. Informatsiyne suspilstvo, 23, 85-90. Available
at: http://nbuv.gov.ua/UJRN/is_2016 23 15

6. Ulichev, O. S., Meleshko, Y. V., Sawicki, D., Smailova, S. (2019). Computer modeling of dissemination of informational influences
in social networks with different strategies of information distributors. Photonics Applications in Astronomy, Communications,
Industry, and High-Energy Physics Experiments 2019. doi: https://doi.org/10.1117/12.2536480

7. Lam, S. K, Riedl, J. (2004). Shilling recommender systems for fun and profit. Proceedings of the 13th Conference on World Wide
Web - WWW "04. doi: https://doi.org/10.1145/988672.988726

8.  O’Mahony, M. P, Hurley, N. J., Silvestre, G. C. M. (2002). Promoting Recommendations: An Attack on Collaborative Filtering.
Database and Expert Systems Applications, 494—-503. doi: https://doi.org/10.1007 /3-540-46146-9 49

9. Kumari, T, Bedi, P. (2017). A Comprehensive Study of Shilling Attacks in Recommender Systems. International Journal of
Computer Science Issues, 14 (4), 44-50. doi: https://doi.org/10.20943/01201704.4450

10.  Zhou, W,, Wen, J., Qu, Q., Zeng, J., Cheng, T. (2018). Shilling attack detection for recommender systems based on credibility of
group users and rating time series. PLOS ONE, 13 (5), €0196533. doi: https://doi.org/10.1371 /journal.pone.0196533

11. Chirita, P.-A., Nejdl, W.,, Zamfir, C. (2005). Preventing shilling attacks in online recommender systems. Proceedings

of the Seventh ACM International Workshop on Web Information and Data Management - WIDM ’05. doi: https://
doi.org/10.1145/1097047.1097061



12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Zhou, W., Wen, J., Koh, Y. S., Alam, S., Dobbie, G. (2014). Attack detection in recommender systems based on target item analysis.
2014 International Joint Conference on Neural Networks (IJCNN). doi: https://doi.org/10.1109 /ijcnn.2014.6889419

Williams, C. A., Mobasher, B., Burke, R. (2007). Defending recommender systems: detection of profile injection attacks. Service
Oriented Computing and Applications, 1 (3), 157—170. doi: https://doi.org/10.1007 /s11761-007-0013-0

Mobasher, B., Burke, R., Bhaumik, R., Williams, C. (2007). Toward trustworthy recommender systems. ACM Transactions on
Internet Technology, 7 (4), 23. doi: https://doi.org/10.1145/1278366.1278372

Mobasher, B., Burke, R., Bhaumik, R., Williams, C. (2005). Effective attack models for shilling item-based collaborative filtering
systems. In Proceedings of the WebKDD Workshop.

Kaur, P, Goel, S. (2016). Shilling attack models in recommender system. 2016 International Conference on Inventive Computation
Technologies (ICICT). doi: https://doi.org/10.1109/inventive.2016.7824865

Gunes, 1., Kaleli, C., Bilge, A., Polat, H. (2012). Shilling attacks against recommender systems: a comprehensive survey. Artificial
Intelligence Review, 42 (4), 767-799. doi: https://doi.org/10.1007 /s10462-012-9364-9

Mohammed, A. S., Meleshko, Y., Balaji B, S., Serhii, S. (2019). Collaborative Filtering Method with the use of Production Rules.
2019 International Conference on Computational Intelligence and Knowledge Economy (ICCIKE). doi: https://doi.org/10.1109/
iccike47802.2019.9004257

Su, X., Khoshgoftaar, T. M. (2009). A Survey of Collaborative Filtering Techniques. Advances in Artificial Intelligence, 2009, 1-19.
doi: https://doi.org/10.1155/2009,/421425

Jones, M. (2013). Recommender systems, Part 1. Introduction to approaches and algorithms. Learn about the concepts
that underlie web recommendation engines. IBM. Available at: https://www.ibm.com/developerworks/opensource/library/
os-recommender1/os-recommender1-pdf.pdf

Jia, Y., Zhang, C., Lu, Q., Wang, P. (2014). Users' brands preference based on SVD++ in recommender systems. 2014 IEEE Workshop
on Advanced Research and Technology in Industry Applications (WARTIA). doi: https://doi.org/10.1109/wartia.2014.6976489
Cano, E., Morisio, M. (2017). Hybrid recommender systems: A systematic literature review. Intelligent Data Analysis, 21 (6),
1487-1524. doi: https://doi.org/10.3233 /ida-163209

Koren, Y. (2009). Collaborative filtering with temporal dynamics. Proceedings of the 15th ACM SIGKDD International Conference
on Knowledge Discovery and Data Mining - KDD ’09. doi: https://doi.org/10.1145/1557019.1557072

Meleshko, Y., Raskin, L., Semenov, S., Sira, O. (2019). Methodology of probabilistic analysis of state dynamics of multi—dimensional
semi~Markov dynamic systems. Eastern-European Journal of Enterprise Technologies, 6 (4 (102)), 6-13. doi: https://
doi.org/10.15587/1729-4061.2019.184637



