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1. Introduction

The socio-economic transformations of the late 20th 
and early 21st century are characterized by the processes 
of progressive globalization and the emergence of a knowl-
edge-based society. This necessitates a change in the par-
adigm of the functioning of higher education, the search 
for new approaches, technologies, forms, and methods for 
organizing the educational process and form the basis of 
innovative and autonomous activities of universities. 

The need to develop an innovative component of higher 
education is one of the strategic priorities of modernization 
of the global system of higher education.

Under these conditions, the innovative activity of uni-
versities and the formation of autonomous, entrepreneurial 
universities of the innovative type is one of the forms of 
integration of the national systems of higher education into 
the European and world educational and scientific space. 
At the same time, maintaining their competitiveness and 
attractiveness is based on the permanent improvement of 
the quality of education, modernization of its content, im-
plementation of scientific and educational innovations, the 
introduction of information technologies, and the creation of 
anti-corruption systems.

In this regard, the study of the characteristics, the domi-
nants of development of an innovative and active university, 
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Innovative activity of universities and the forma-
tion of entrepreneur universities of the innovative type 
is one of the forms of integration of the higher educa-
tion systems of countries into the world education-
al and scientific space, support of their competitive-
ness. Based on the separation of interaction between 
universities and the economy and society, an evo-
lutionary model of the university’s interaction with 
stakeholders was developed. Understanding the new 
mission of universities made it possible to separate 
the dominants of activities of an innovative and active 
university (IAU), to develop a scheme of the intercon-
nection of management processes and its basic func-
tions. The authors’ interpretation of the IAU and the 
preconditions for constructing a corporate informa-
tion and education system (CIES) was formed.

Given the synergism and hybridity of mod-
ern cyber threats, the rise of corruption in the 
educational sphere, the Anti-corruption concept, 
which provides countering the elements of cor-
ruption and integrated hybrid threats through the 
construction of an adaptive information protec-
tion system (AIPS). The basis of corruption coun-
teraction is the digital signature (DS) of the Key 
Certification Center (KCC) based on PKI (Public 
Key Infrastructure). To ensure the security of infor-
mation resources (IR) of CIES, we proposed a model 
that makes it possible not only to take into consid-
eration the synergy and hybridity of modern threats 
but also to form preventive anti-corruption mea-
sures. A model for providing anti-corruption mea-
sures that reflects the scenarios of the behavior of 
the participants of the corruption process and the 
anti-corruption bodies was developed. This makes 
it possible to assess the dynamics of the distribution 
of corruption deals over time and by the types of 
corruption to ensure the effective distribution of the 
university resources for anti-corruption activities
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development and implementation of information innova-
tions, in particular, the corporate informational and educa-
tional system, is an urgent task of management of Ukrainian 
universities.

2. Literature review and problem statement

The general vector of modernization of the higher edu-
cation system of Ukraine is the desire to integrate into the 
European and world educational and scientific space. Since 
such integration is not possible without systemic reforms, a 
series of regulations [1–5] that form the legislative frame-
work for empowering universities to choose their own strate-
gies and tactics have been developed over the last decade. On 
the one hand, these documents create new opportunities for 
the development of universities, on the other hand, they are 
sometimes declarative. One of the unresolved problems that 
universities still face is the poor effectiveness of these acts, as 
well as the orders of the Ministry of Education and Science, 
which reflect how they are implemented. Thus, there are 
difficulties in attracting foreign specialists to teach at public 
universities, restrictions in the formation of the price of the 
fee-paying form of education, legal incidents with patents in 
terms of the distribution of property rights, etc. Therefore, 
the study and critical analysis of the possibility of imple-
menting the world experience of the functioning of business 
universities is of particular interest to the management of 
national universities.

Thus, papers [6–8] show the results of the studies of 
promising and effective forms, methods of teaching to 
strengthen the quality of education. It is noted that the cre-
ation of the European standards for modernization of higher 
education brings a positive effect on the reform of national 
systems. Universities as structural components of the higher 
education system significantly improve the quality of edu-
cation, in everyday pedagogical practice implement the idea 
of a student-oriented approach of teaching and education 
throughout life. However, the issues of whether all these 
reforms lead to a change in the paradigm of higher education 
or they are temporary remain unresolved.

Creation of universities of the innovative type, deter-
mining the dominants of their development, the processes 
of internationalization of universities and economics of 
knowledge are discussed in [9, 10]. Researchers analyze the 
challenges faced by innovative and active universities in the 
process of building new partnerships with business struc-
tures and the state. With a university acting as a provider 
of knowledge to the economy and society in this triad, the 
problem of how processes within the university can interact 
remains open. The most controversial among them is how 
innovative technologies and mixed learning can support 
teaching people in business; how to adapt the research ac-
tivities of employees to the challenges of the economy and 
society.

The study of trends in the development of the higher ed-
ucation system is considered in papers [11, 12]. The authors 
note that the labor market requires completely new special-
ists, with new skills and knowledge capable of working in 
the information society. In this regard, the traditional way 
of education becomes inadequate for these requests. Uni-
versities need not only to change permanently the quality 
of training specialists but also to do this based on new com-
munication technologies, as well as the models of interaction 

with students. The main problem that prevents such changes 
is the readiness of the management of universities and their 
employees to modernize scientific and educational activities 
under the new conditions. 

The problems of management of the quality in higher 
educational institutions are explored in papers [13, 14]. The 
quality of educational services in an innovative and active 
university is the main source of its competitiveness and 
attractiveness for applicants and stakeholders. Therefore, 
the formation and study of the systems of quality, strategies, 
norms, and systems of values of a university has always been 
the focus of the university’s management. Today, however, a 
new institutional paradigm of the functioning of quality sys-
tems is emerging. In modern systems, an actor-teacher, who 
affects the entire system of providing educational services of 
a university by the quality of his labor, is in the center of this 
system. It is required to explore the problems related to the 
autonomy of academic staff aimed at improving the personal 
quality of teaching, developing the motivation systems, and 
creating effective systems for managing the quality of the 
scientific and educational activities of employees.

While maintaining the systemic character of the studies 
by the authors presented above regarding a new understand-
ing of the behavior of an innovative and active university 
under the fluctuating conditions of the modern stage of civ-
ilization development, it should be noted that they did not 
cover the issues of increasing corruption, of the rapid growth 
of computing resources, allowing to break into corporate/
local networks based on combining cyber threats with the 
methods of social engineering and synergy with the threats 
to information security. The issues of constructing a corpo-
rate scientific and educational system of а university and the 
introduction of protocols of global computing systems into 
the PKI system were proposed in paper [15]. However, the 
work does not take into consideration the trends of the de-
velopment of electronic document turnover in modern uni-
versities, the construction of e-education, and the tendencies 
of development of educational services.

The basics of understanding an entrepreneurial, in-
novative and active university are proposed in paper [16]. 
Among the key characteristics of such a university are the 
willingness of universities to adapt to changing conditions 
and an active search for the ways to adapt in all areas of their 
activities. With these characteristics, the university seeks to 
adapt its research, teaching and learning, as well as the ways 
and forms of knowledge transfer to the current and future 
needs of the economy and society. It was proved in paper [17] 
that such changes in the activities of universities depend on 
the changes that took place in the 21st century in the process 
of creating knowledge. They are related to the emergence 
of a distributed system of production and dissemination of 
knowledge. The author notes that research and learning are 
no longer an institutional priority only for universities, but 
rather a broad interaction with the surrounding society, its 
diverse stakeholders, based on the involvement of modern 
information and communication technologies in this pro-
cess. A modern university is one of many structures involved 
in the production of knowledge, and the problem is not only 
the need to improve the software of the courses taught. The 
main task of an innovative and active university, which 
requires further research, is to become a leader in training 
intellectual workers, to find effective methods and ways to 
make a university attractive in the competitive educational 
space.
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Paper [18] proposes a taxonomy of corruption in higher ed-
ucational establishments that helps detect, categorize, and ana-
lyze corruption. This classification helps understand the causes 
and consequences of corruption, as well 
as to identify situations in universities, 
with the occurrence of which the proba-
bility of corruption at all levels increases. 
For example, stakeholders and anti-cor-
ruption practices will be different in 
situations of administrative corruption 
compared to bribery cases initiated by 
teachers. However, this work does not 
take into consideration the dynamics 
of corruption processes, accounting of 
which would help to identify the ways 
of formation and development, as well as 
the ways of blocking corruption process-
es. These shortcomings are common for 
most works on corruption at universities.

Study [19] provides an overview of 
the literature on the classification of 
corruption mechanisms. Corruption is 
said to occur at the level of the Minis-
try of Education, regions/districts, uni-
versities, or educational institutions. 
Determining the level of occurrence 
helps to identify participants involved 
in corruption schemes in order to apply 
legal measures to prevent their activi-
ties. However, the preventive anti-cor-
ruption measures under consideration 
have a limited scope of application, 
which is determined by a specific cur-
rent situation, and further research is 
needed to give universality to anti-cor-
ruption measures.

The conducted analysis [20–25] 
showed that corrupt actions in the field 
of education imply any actions that violate the normal/standard 
regulation and development of a university in order to pursue 
personal or corporate interests at the expense of public interest.

The main types of corruption in education and their 
causes are shown in Fig. 1.

Analysis of Fig. 1 showed that the peculiarity of the 
formation of mechanisms of anti-corruption public adminis-
tration of higher education institutions under conditions of 
European integration and innovative development is:

– narrowing the functions of the direct impact of the 
state on the educational sphere;

– improvement of the legal status of higher educational 
establishments;

– introduction of modern organizational and financial 
maintenance in the state management of institutions [26].

At the same time, the most common schemes of corrup-
tion are:

– entrance examination to a university;
– corruption activity related to getting high marks 

throughout the entire university career; 
– corruption at the final stage of doctoral studies;
– corruption at the administrative level [27]. 
Anti-corruption activities in education are implemented 

through general organizational and legal measures. Howev-
er, the specifics of this area necessitate the development and 
realization of additional anti-corruption mechanisms that 

take into consideration the industry specifics. The key factor 
of existence or the absence of the corruption component is 
the quality of higher management.

Thus, detection and displaying of corruption, first of all, re-
quires a structure (taxonomy) [28] that allows identification of 
the types of corruption that have become known. Secondly, to 
assess the corruption hierarchy, it is necessary to use the struc-
ture presented in research [28]. Finally, the “fraud triangle” 
model examines the stimulation structures for the involvement 
in corruption activities that need to be taken into consideration 
to provide policy recommendations to combat corruption at 
modern universities [29]. However, this approach does not take 
into consideration the potential of IT-technologies to combat 
modern types of corruption in the educational sphere.

3. The aim and objectives of the study

The aim of this study is to develop methodological prin-
ciples for the construction of a corporate informational and 
educational system (CIES) of an innovative and active uni-
versity as an anti-corruption tool.

To achieve the set goal, the following tasks need to be 
solved:

– to explore the modern paradigm, dominants, and func-
tions of an innovative and active university; 

– to substantiate the criteria for selecting methodolog-
ical principles for constructing an innovative and active 
university in an anti-corruption environment;

Fig. 1. Relationship between the main types of corruption 	
and their causes in education
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– to develop an anti-corruption model and carry out the 
simulation.

4. Exploring the modern paradigm, dominants, and 
functions of an innovative and active university

Universities are currently facing serious competition 
from institutions that provide online education and training 
services.

The reason for the emergence of such institutions is 
usually the lack of effective interaction between universities 
and companies-employers, consumers of professionals with 
higher education. As a result, there is a persistent myth 
about certain obsolescence of competencies, obtained in 
universities, from the needs of real sectors of the economy, 
public administration, and society.

All this causes the need for universities to adapt to new 
conditions, and, as noted in [30], need to change the struc-
ture of university DNA from within based on permanent 
innovations.

In fact, the processes that are characteristic of the mod-
ern stage of higher education development in the world are 
tolerant of entrepreneurial processes, where any competing 
firm or organization is looking for effective strategies, ways, 
tools to gain a competitive advantage.

An in-depth study of the sources of competitiveness in 
entrepreneurship at the beginning of the 20th century has 
identified innovations as a key factor. 

Thus, the innovative and active work of any organization 
is defined as the creation, search for, and using the oppor-
tunities for the new ways of doing things that lead to the 
improvement of the systems and ways of managing people 
and organizations.

While the specifics of innovative activities are well stud-
ied for business structures, the entrepreneurial and innova-
tive activities of universities are a phenomenon of the late 
20th and early 21st centuries. Its emergence is directly related 
to the processes of globalization, the autonomy of universi-
ties’ activity against the background of reduced public fund-
ing for their activities. This, in turn, transforms once state 
economic entities into entrepreneurial structures, changing 
the approaches, methods, and types of their activities. 

In addition, the evolution of the activities of universi-
ties, manifested primarily in the evolution of the mission of 
their activities, is directly related to the industrial revolu-
tions (Fig. 2).

The analysis of these works [30‒40] allowed forming an 
evolutionary model of spirals, which includes the main stake-
holders of the interaction of universities (Fig. 3), namely: 

- a simple spiral, corresponding to the teaching mission 
of universities.

The main purpose of universities’ activities is to accumu-
late, preserve and transmit knowledge;

- the double spiral originated from the interaction of 
universities with industry and transformed the university’s 
teaching mission into research by adding a function of gener-
ation/creation of new knowledge. Academic and industry-re-
lated interactions became the basis of joint innovations and 
created the prerequisites for the formation of an entrepre-
neurial university. However, the main activity of universities 
remains educational activity;

- the triple spiral of interactions reflects a new view of a 
university, its academic system, which is based on new mod-
els of cooperation between industry consortia, university 
relations, and government agencies. There appears an entre-
preneurial university, the distinctive characteristic of which 
is the versatility and interconnectedness of its activities 
based on a variety of innovations. Under these circumstanc-
es, its mission is not only to create new knowledge, but also 
to commercialize and disseminate it in scientific, industrial, 
and social circles;

- the quadruple spiral is a modification of the triple spiral 
and supports its mission. The fourth player in the relation-
ship is civil society, which supports a democratic approach to 
innovation, the essence of which is the social responsibility 
of politics and practices to create and implement innovations 
for future generations.

Based on the knowledge theory [41], it is known that 
innovations:

– firstly, need knowledge that is distributed among a 
large number of different innovative and active participants; 

– secondly, include latent, human-embodied knowledge, 
which is not always easy to convey.

That is, the innovation process is an iterative process 
of the emergence of new knowledge from the existing ones 
in new forms. Of all the subprocesses of cognition, namely, 
creation, exchange, acquisition, transfer, and application 
of knowledge, the creation of knowledge has a dominant 
influence on innovation [45]. Consequently, among the qua-
druple spiral of interactions, universities play a key role, and 
adaptation to the task of creating entrepreneurial thinking, 
stimulating setting up businesses, and using the ideas in 
society is the key to their survival.

Thus, at the beginning 
of the twenty-first centu-
ry, a new paradigm for the 
development of entrepre-
neurial universities, which 
implies that universities are 
called upon to serve society 
by supporting the economy 
and improving the quality 
of life of their citizens, was 
formed [46].

The new paradigm fun-
damentally changes the 
culture of responsibility 
and the value system of a 
university as evidenced by 
the spread of managerial Fig. 2. The evolution of industrial revolutions and university missions
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approach and the use of the principle of value for money in 
higher education systems around the world. Competitive-
ness and relevance of the university’s existence are assessed 
mainly in accordance with its contribution to the economic 
development of countries and humanity as a whole. To 
adapt to the new paradigm, some adaptation is required – 
the adaptation of the university’s relations with the sur-
rounding society/core stakeholders, the adaptation of its 
internal processes, core values, and finding new innovative 
foundations for its development in today’s environment. 
Fig. 4 shows the relationship between management pro-
cesses and the main functions of an innovative and active 
university, taking into consideration the development of 
e-education.

Currently, there are two different approaches to under-
standing the essence of an entrepreneurial, innovative, and 
active university. 

The first approach treats it as an institution that does 
its best to develop science, invent new technologies, and 
stimulate new markets and industries. At the same time, 
the entrepreneurial aspect of the activities of universities 
is associated exclusively with business and the commer-
cialization of their intellectual property.

This view is largely supported by the views of the 
international community (for example, organization of 
economic cooperation and development (OECD), which 
considers universities as sources of technological innova-
tions and “growth engines”. At the same time, the criteria 
for the innovativeness of the university are the number 
of submitted national and international patents, their 
citations in the development of new patents, the influence 
of patents, etc. A variety of ratings are based on these 
criteria, in particular, the Reuters agency rating, which 
was compiled in cooperation with Clarivate Analytics 

“Top 100 most innovative uni-
versities in the world” [47]. By 
results of 2019, for the fifth year 
in a row, three universities have 
had the leading positions in this 
direction – Stanford University, 
the Massachusetts Institute of 
Technology and Harvard Uni-
versity. The list of the countries 
with the largest number of in-
novative universities in the top 
100 includes the United States 
(46 universities), Germany (9), 
France (8), United Kingdom (6), 
South Korea (6), and Japan (6).Fig. 3. An evolutionary model of the spirals of university’s interactions with the economy 

and society
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The second approach considers more widely the innova-
tive and active work of a university. It defines it as a totality 
of new initiatives in the leadership organization and devel-
opment; experiments in pedagogy, knowledge organization, 
the introduction of new forms of education and development 
of academic programs that are relevant to the requirements 
of business and society. Interaction between internal and 
external stakeholders plays a special role in the approach; in-
terdisciplinary scientific activities related to obtaining new 
knowledge, methods, and commercialization of their results.

This approach is related to the concept of entrepreneur-
ship, which focuses on two key objectives: formation of an 
enterprising person and development of entrepreneurial 
thinking [46, 48–51]. 

Supporting the imperatives of the second approach, the 
article proposes the authors’ understanding of the IAU. 
The IAU implies an entrepreneurial organization that has 
resource readiness to contribute to accelerated socio-eco-
nomic development through the intensive transfer of knowl-
edge and technologies generated at the university based on 
partnership with stakeholders. At the same time, the latter 
includes labor market actors, governmental and public or-
ganizations.

In this context, the dominants of the IAU activities are:
- science as a tool to generate new knowledge based on 

the integration with the external environment, especially 
with high-tech enterprises; 

- education as a way of bringing knowledge to people, 
the formation of the intellectual potential of the society; 

- interaction with industry, government, society as a 
means of concerted efforts to ensure the stable development 
of the nation and civilization.

Fig. 5 proposed an operating model of the university’s 
interaction with stakeholders.

Modern information systems and technologies are the 
platforms for maintaining effective interaction between a 
university and stakeholders. Therefore, an integral part of 
the IAU management is the system of corporate manage-
ment of the provision of educational services, which, based 
on the use of modern software, creates effective electronic 
document turnover and acts as a tool to prevent corruption 
at the university.

In addition, in the context of increasing aggressiveness 
of the external information environment and modern hybrid 

threats, there appears the need to ensure the security of in-
formation resources of the CIES and the creation of models 
to maintain the safe contour of the main business processes 
of a university. 

Thus, the proposed approach provides objective control 
on the part of society over the academic activities of educa-
tional institutions, which contributes not only to the quality 
of the formation of basic education services but also to the 
formation of competitive qualities of students.

5. Choice of criteria for the construction of 
methodological principles for the formation of the 

CIES of an innovative and active university in an anti-
corruption environment

The basic component of the proposed methodology is a 
corporate informational and educational system based on 
the Open Systems Interconnection Basic Reference Model, 
which uses open protocols to ensure the security of CIES 
information resources. 

The studies conducted in paper [54] showed that virtual-
ly all protocols are open-ended, which significantly reduces 
the ability to provide security (security services) at all levels 
of the ISO/OSI mode. Table 1 gives the main protocols to 
ensure circulation and processing of the IR of the CIES.

However, the studies carried out in paper [55–57] show the 
need to tighten security requirements based on web technolo-
gies and the use of commercial solutions to construct the AIPS. 

To ensure preventive measures against the manifestation 
of corruption elements through the introduction of electronic 
turnover and elements of e-education in modern educational 
institutions, it is proposed to use the PKI technologies, based 
on the digital signature (DS) that relies on standard X.509.

The use of a cryp-
tographically resistant 
mechanism based on the 
digital signature (DS) 
mechanism makes it possi-
ble to ensure the formation 
of the Concept of security 
and corruption counterac-
tion in educational insti-
tutions. In this case, the 
concept should be seen as 
a methodological basis for 
security at various man-
agement levels, the hierar-
chy of which was proposed 
based on [58]. 

The functioning safety 
of an innovative university 
is implemented at the fol-
lowing levels:

– at the strategic level – university authorities – the cre-
ation of conditions for the impossibility of making corrup-
tion changes in the guidelines on the organization of the edu-
cational process, providing basic public and communication 
services of the university’s activities, conditions of students’ 
life and transparency of rendering educational services. En-
suring effective control of keeping to the academic schedule 
at the university’s faculties;

– at the operational level – faculty authorities, de-
partments, and services involved in the system of service 

Fig. 5. The operational model of the university’s interaction with stakeholders
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delivery – prevention of corrupt changes in the objectivity 
of students’ assessment in the process of learning, accruing 
scholarships (grants, etc.). Organizing exams throughout 
the entire cycle of the educational process, creating condi-
tions for effective monitoring of the implementation of the 
academic schedule for the specialities of a faculty, preventing 
corruption in departments and services of a university;

– at the tactical level – heads of departments – rising 
the level of objectivity of students’ assessment in certain 
disciplines, creating the conditions of transparent students’ 
choice of academic disciplines from the unit of an elective 
component of the educational process. Creating conditions 
for effective monitoring of the implementation of the aca-
demic schedule by teachers of departments.

Table 1

Basic protocols for ensuring circulation and	
 processing the IR of CIES

Level
Infor-

mation
Protocols 

Applied: 
access to network 

services 
Data

HTTP, gopher, Telnet, DNS, DHCP, 
SMTP, SNMP, CMIP, FTP, TFTP, 
SSH, IRC, AIM, NFS, NNTP, NTP, 

SNTP, XMPP, FTAM, APPC, X.400, 
X.500, AFP, LDAP, SIP, IETF, RTP, 

RTCP, ITMS

Representation: 
data representa-

tion and encoding 
Data

IMAP, POP3, SMB, MFTP, BitTor-
rent, e2k, PROFIBUS and many other

Session: 
connection ses-

sion management
Data

ASN.1, XML, TDI, XDR, NCP, AFP, 
ASCII, Unicode

Transport:  
safe and reliable 

connection 
«point – point»

Units

ASP, ADSP, DLC, Named Pipes, NBT, 
NetBIOS, NWLink, Printer Access 

Protocol, Zone Information Protocol, 
SSL, TLS, SOCKS, PPTP

Network: 
determining the 

route and IR (log-
ical addressing)

Packets
TCP, UDP, NetBEUI, AEP, ATP, 

IL, NBP, RTMP, SMB, SPX, SCTP, 
DCCP, RTP, STP, TFTP

Channel: 
MAC and LLC  
(physical ad-

dressing)

Frames
IPv4, IPv6, ICMP, IGMP, IPX, 

NWLink, NetBEUI, DDP, IPSec, 
ARP, SKIP

Physical: 
cable, signals, bi-
nary transmission

Bites

ARCnet, ATM, DTM, SLIP, SMDS, 
Ethernet, FDDI, Frame Relay, 

LocalTalk, Token Ring, PPP, PPPoE, 
StarLan, WiFi, PPTP, L2F, L2TP, 

PROFIBUS

The concept of security and corruption counteraction is 
presented in Fig. 6, a–c.

The first level describes the overall corporate strategy of a 
university and its functional strategies in ensuring the securi-
ty of confidential (personal) data while providing educational 
services to students. At this level, according to the synergistic 
approach, the overall concept of ensuring CIES security is 
considered and the aims and objectives of cybersecurity are 
formed. Functional strategies of one level have horizontal 
connections and are aligned at the goal level, followed by de-
tailing at the next level of the strategic set.

At the second level, the corporate strategy and informa-
tion security in the CIES is formed, the goals and objectives 
of the main business processes related to the protection of 

personal data of the university’s legal and physical partners 
in the provision of educational services are determined. 

At the third level, an adaptive system for protecting the 
information resources of the CIES is formed based on mod-
ern security mechanisms. It is recommended to use commer-
cial cryptographic systems to prevent crypto-bookmarks.

The proposed approach takes into consideration not only 
the basic functions of the hierarchical structure of the IAU 
management, their aims and objectives, but also the count-
er-response to the elements of corruption and integrated 
hybrid threats based on the construction of the AIPS. 

The main elements of the AIPS are the KCC, which 
provides not only authentication/authorization but also 
automatic control of electronic document turnover, which 
greatly reduces the risks of corruption schemes at all levels 
of the IAU management.

In addition, the LDAP server, which is a part of the 
KCC, allows ensuring the safe authorization/authentication 
of CIES users. 

This approach provides the DP services to state authori-
ties, local governments, businesses, institutions, and organi-
zations of any form of property, as well as physical entities. 
Fig. 7 shows a physical virtual network for the deployment 
of a system of comprehensive information protection (SCIP) 
based on the PKI infrastructure [52, 53].

To verify a DS, a key certificate is used – an electronic 
document issued by the certifying center (CC) or by a trust-
ee of the CC and confirming that the DS verification key 
belongs to the holder of the DS certificate [52, 53].

Fig. 8 shows the variant of the block diagram of CIES of 
an information active university, taking into consideration 
the basic functions of information resource management 
and security (IR IIAS) in the face of hybrid threats and 
possible corruption schemes. As a rule, CIES is formed 
based on web technologies that make it possible to meet the 
requirements of informativeness, openness, and accessibil-
ity to IR of CIES.

Therefore, in addition to ensuring the authenticity of 
the KCC-based IR of CIES, it is proposed to use com-
mercial implementation of the crypto-code designs by 
McEliece and Niederreiter to ensure IR confidentiality 
and integrity. This approach will ensure not only the re-
quired level of crypto resistance under conditions of the 
emergence of a full-scale quantum computer, the speed of 
crypto-transformations at the level of block-symmetrical 
ciphers, reliability, but also counteraction to cyber book-
marks based on encryption standards [59]. The basics of 
practical construction of crypto-code designs by McEliece 
and Niederreiter on modified elliptical codes and flawed 
codes are considered in papers [60–63].

Thus, the proposed approach to providing basic security 
services makes it possible to ensure the required level of 
security of the IR of CIES and to counteract modern cyber 
threats, both external and internal. 

The conceptual synergistic security model of CIES 
(corporate information and educational system) of the IAU 
is based on particular models: advanced models of the CIES 
infrastructure and of an attacker, a synergistic threat model 
that makes it possible to assess security level. 

The improved model of the CIES infrastructure is de-
scribed by the model:

GCIES={{OCIES}, {LCIES}, {IA}},	 (1)
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where {OCIES} is the set of environment objects describing 
the elements of the KIO infrastructure and their belonging 
to the levels of ISO/OSI model, {LCIES} is the set of relations 
between the elements of the infrastructure, determined by 
the adjacency matrix

.
CIES

i
IE

j
C S aA =

{IA} is the set of elements of information assets. Each element 
{ }

iA AI IÎ  is described by vector ( ), , , ,
i

C I A Av
AI Type A A A A= . 

Тype is the type of information assets, de-
scribed by the set of basic values Тype={PlD, 
StO, OI, YI, PD, SI}, where PlD is the 
payment documents, StO is the statistic 
reports, Ol is the public information, YI is 
the management (regulatory information), 
PD is the personal data of CIES users, SI 
is the scientific information (know-how). 

AС is privacy, AI is integrity, AА is 
authenticity, accessibility, AA is continui-
ty – the information properties to ensure. 
They accept the value of 1 if a property is 
necessary, 0 – otherwise.

Each element { },CIES
lO OÎ  is de-

scribed by vector { }, ,CIES
lO Y IO=  where 

YCIES is the level of information structure 
hierarchy, determined by set YCIES={FL, 
NL, OSL, DBL, BL}, where FL is the phys-
ical level, NL is the network level, OSL is 
the level of operation systems (OS), DBL 
is the database management level, BL is 
the level of technical applications and 
servers. The following rule is used to indi-
cate the type of connection and existing 
relation IOR between information assets 
and environment objects: 

,R R
ilIO IO=    (2)

where R
ilIO  displays the existence and the 

type of relations between the i-th informa-
tion asset and the l-th environment object. 
In this case { },Ai I∀ Î  and { } :CIESl O∀ Î

no connection;

includes and stores;

processes and transfers;

maintains func

0, 

,

tioni .

,

, ng

R
il

cs
IO

pt

so


= 



The synergistic model of threats can 
be formally presented as:

{ } { }
{ } { } { }

, ,
.

, ,

CIES
riskCIES

syn

P U

DF T
ThM

T T VH

  =  
  

 (3)

The set of the sources of CIES 
safety threats is represented by the tu-
ple { }, ,SIES NS ASDF V V=  in which VNS 
is the class of natural threat sources, 

{ }, ,AS ACS AIS ASIV V V V=  is the class of an-
thropogenic threats, where VACS is the 

set of threats to cyber safety, VAIS is the set of threats to 
information security, VASI is the set of threats to the safety 
of information. Trisk is the qualitative risk indicator, Tp is 
the set of basic terms of probability of implementation of at 
least one threat to the j-th asset, TU is the set of basic terms 
of the magnitude of damage from the implementation of 
threat ui, VH is the set of destructive states of the elements 
of the CIES infrastructure, which imply an undesirable and 
unplanned state of the CIES element, in which it got as a 
result of the implementation of one or several threats. 

Fig.	6.	Concept	of	corruption	counteraction:	а –	strategic	level;	
b	–	operational	level;	c	–	tactical	level

Le
ga

l 

Fi
na

nc
ia

l 

Se
cu

rit
y 

str
at

eg
y 

C
yb

er
se

cu
rit

y

So
ci

al

а

Le
ga

l 

Fi
na

nc
ia

l 

Se
cu

rit
y 

str
at

eg
y 

C
yb

er
se

cu
rit

y

So
ci

al

b

Le
ga

l 

Fi
na

nc
ia

l 

Se
cu

rit
y 

str
at

eg
y 

C
yb

er
se

cu
rit

y

So
ci

al

c



Eastern-European Journal of Enterprise Technologies ISSN 1729-3774 5/2 ( 107 ) 2020

14

Back-up 
channel (main 

channel)

Security administration
workstation

Firewall

Internet
(backup channel)

Virtualization system
VMware ESXi Server

(E-mail server, 
LDAP-Server,

Registration center database server,
OCSP & TSP-server,

Key certification authority
server of applications,

VMware vCenter,
ActiveDirectory Controller)

Level 2+ Controlled commutator
(Registration Center Sub-Network)

Certification administrator
workstation

Registration operator
workstation

Registration administrator
workstation

Head of key certification authority
(Certification administrator

 workstation)

Call-center operator
workstation

Print-server

Multi-Functional
Device

Printer

System administrator
workstation

Level 2+
Controlled

commutator

Fault-free cluster

External disk array
for storage backups

Key generation
workstation

Router ASR
CIES

VPN

Router 
ASR

Router
ASRVPN

Подсети
регионовПодсети
регионовSub-networks

of faculties

Fig.	7.	The	physical	network	of	the	PKI	infrastructure
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Fig.	8.	A	variant	of	the	block	diagram	of	CIES	of	an	innovative	and	active	university
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In order to have a synergistic effect of increasing the in-
formation security level, it is necessary to take into account 
the complexing of threats: 

{ } { },CIES NS ASDF V V= È  

where

{ } { } { } { },AS ACS AIS ASIV V V V= ∩ ∩ 		  (4)

where each element of the set of threats { }CIES
iDF DFÎ  can 

be represented by the following vector of values of DFi (T, Тр, 
prij, rmotiv), where T is the time of successful implementation of a 
threat, Tp is the set of basic terms of probability of implementa-
tion of at least one threat to the j-th asset, prij is the probability 
of implementation of at least one threat to the j-th asset, i is the 
threat, ,i n∀ Î  n is the number of threats, j is the information 
resource (asset), ,j m∀ Î  m is the number of assets; rmotiv is the 
probability of attacker’s motivation to implement a threat. 

However, the estimate of the probability of implemen-
tation of the i-th threat to the j-th asset will be determined 
taking into account the relations between the threat sources 
and CIES elements, which is assigned by matrix ,DF DF

ijA a=  
dimensionality n on m, where n is the number of threats, m 
is the number of assets. For each i-th threat to the j-th asset, 
we determine the probability of implementation of prij based 
on accumulated statistic data, characteristic of the given 
region and operation conditions (in the quantitative and/or 
qualitative form) or in an expert way. 

The probability of the implementation of at least one threat 
to each asset is calculated according to the following formula:

( )
1

1 1 ,
m

rj ij
i

p pr
=

= - -∏  		  	 (5)

where prj is the probability of implementation of at least one 
threat to the j-th asset.

It is supposed that in case of implementation of at least 
one threat from set { }, ,AS ACS AIS ASIV V V V=  to the j-th asset, 
the damage is equal to the cost of the asset based on detail-
ing the assets and through the selection of actual threats:

 
qj=uj.			   (6)

It is believed that threats can be implemented inde-
pendently of each other, then the price of risk Rj for each j-th 
asset is determined from the following formula:

Rj=prij×qj.				    (7)

The full cost of risk is equal to the sum of costs of risk 
of all assets:

1

.
n

full j
j

R R
=

= ∑  		  	 (8)

Thus, the probability of implementation of environment 
prj with the region of determining Р=[0, 1] will be assigned 
by the set of basic terms Тр={non-implemented, minimum, 
medium, high, critical}={αх1, αх2, αх3, αх4, αх5}.

 The formal improved model of an attacker will be 
determined taking into consideration the proposals in pa-
pers [52, 62], in which the categories and actions of attackers 
are determined as:

{ }max, , , , ,
i

CIES
IA i IA ij motivG aid T S pr r=  ,i n∀ Î  ,j m∀ Î  	 (9)

where { }iaid aidÎ  is the attacker’s identifier, TIA is the 
time of successful implementation of a threat, maxi

S is the 
probabilistic damage of a system, prij is the probability of 
implementation of at least one threat to the j-th asset, i is the 
threat, ,i n∀ Î  n is the number of threats, j is the information 
resource (asset), ,j m∀ Î  m is the number of assets; rmotiv is 
the probability of motivation of an attacker to implement a 
threat.

To assess threats, we use a set of sources of threats, which 
include the sources of four types:

{ }, , , , ,CIES NS ASDF V V TS PI NI= 		   (10)

where TS is the technical means and systems; PI is the delib-
erate attackers; NI is the non-deliberate attackers (offenders). 

Thus, the proposed model makes it possible to take into 
consideration the complexing of threats, their synergy and hy-
bridity, to form preventive measures based on the analysis of 
crucial threats and critical points in the CIES infrastructure.

6. Development of the model of corruption counteraction 
and simulation

Corruption refers to any actions that violate the stan-
dard regulation and development of any activity sphere by 
using public opportunities to pursue personal or corporate 
interests at the expense of public interests [18–20].

Thus, corruption in education will mean the activities 
of people authorized to perform the functions of the state, 
aimed at the illegal use of the powers granted to them to ob-
tain material goods, services, benefits and other advantages. 
In this case, interests are not necessarily material, they may 
be intangible when actions are made in accordance with 
some ideas or for ideological reasons.

Scenarios of the behavior of corruption process partic-
ipants and anti-corruption bodies can be represented as a 
mathematical model. 

The target of the model of the behavior of various par-
ticipants of corrupt actions is, first of all, the possibility of 
scenario simulation of the behavior of parties. This ultimately 
influences the choice of the direction of anti-corruption action 
and investment of limited funds in anti-corruption programs. 

To achieve this goal, the following tasks need to be ad-
dressed:

- to identify the basic concepts used in models of behavior 
of participants in corruption actions that directly influence 
the decision to direct the tools to prevent and protect against 
corruption, as well as assumptions and limitations of the model;

- to develop mathematical models of behavior of the 
conflict parties that influence decision-making or a change 
of earlier made decisions to prevent corruption; 

- to perform simulation based on the developed math-
ematical model to prove the logic of behavior of conflict 
parties and assess the impact of their behavior on the use of 
the anti-corruption budget.

The conducted analysis enabled the formation of a list of 
basic concepts and notions used in describing processes in 
corruption prevention systems, which should be used in the 
developed model of the behavior of participants’ corruption 
actions. Table 2 shows the basic notions of financial strategies 
in the corruption prevention systems, which are the basis 
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for the interaction of par-
ticipants in the corruption 
process in a dynamic model 
of behavior.

The generated concepts 
are incorporated into the 
mathematical model be-
cause they reflect the nature 
of the interaction between 
participants in a corruption 
process and influence the 
distribution of limited an-
ti-corruption tools.

The model of the be-
havior of the conflict par-
ties is based on the as-
sumptions and limitations 
shown in Fig. 9. 

The model does not in-
clude various financial indi-
cators and approaches, such 
as: cost-benefit analysis, 
risk analysis, net present 
value (NPV), annual esti-
mation of corruption-relat-
ed losses (ALE), etc. These 
issues may be considered as 
the areas of future research.

The model focuses on 
the dynamics of interaction 
between participants in the 
corruption process to iden-
tify the strategies used in 
the anti-corruption process. 

It describes the behavior 
of the anti-corruption party, 
which is trying to oppose the 
implementation of a corrupt 
operation that could have an 
impact on the university’s 
reputation, ultimately re-
sulting in financial losses. Fig. 9. Assumptions and limitations of the model of the behavior of conflict parties

Assumptions and limitations of the model 

Corruption 
influence on 
reputation 

Capabilities of 
anti-corruption 

bodies 

Cost of a 
single corrupt 

deal  

Types of 
corruption and 

corrupt 
officials 

Сost of 
counteraction 

Losses to reputation are considered indirect costs a company has as a 
result of corruption. 

The model supposes the value for each of the three corruption areas as 
the weight that corresponds to the impact of this corruption area. 

The used model implies that anti-corruption budget does not depend of 
financial indicators of a university. 

Capabilities of 
corrupt officials 

Capabilities of initiators of corrupt actions are seen as constant for each 
period.  
It is unknown how corrupt officials behave, on what they base their 
economic behavior and how they form their resources for future 
actions.  

Сost of a single corrupt deal determines the losses that given operation 
inflicts to a university, in particular, the amount of funds necessary to 
prevent a corrupt deal. 

The model does not differ between internal and external corrupt 
officials, their number is not determined. 

The cost of corruption prevention is reflected in investment of the 
means of counteraction to each kind of corruption. 

Table 2 

Key concepts in the models of behavior of corruption participants

Concept Definition

Reputation (Rep)
An authoritative and universally recognized name or position for merits, achievements, reliability, and the like. 

In this case, the reputation belongs to the public prestige of a university

Vulnerability (Vul)  The level of reliability of the university’s anti-corruption system

Security vectors (Vi)
Corruption types are outwardly visible and accessible university resources that can be used to carry out 

corrupt transactions and subsequently assessed according to the potential harm that could be caused to the 
reputation of a university

Capabilities of an anti-corrup-
tion party (CD)

 Available resources to be distributed to improve the level of protection of the university’s assets from 
corrupt transactions

Capabilities of corruption initi-
ators (CA)

Part of the resources of corrupt officials available for distribution among the university staff

Fraction of investment (FI) Part of the university’s capabilities, meant to protect the university’s assets from corrupt transactions

Fraction of corrupt deals (AFi) The number of corrupt deals that corrupt officials make in accordance with the types of corruption.

Successful corruption deals ( )S
iA Acts of corruption that have achieved the goal and brought the expected result

Profit of anti-corruption system 
(DAP)

 Monetary profit from the implementation of counteraction to corrupt deals, which in turn enhances the 
reputation of a university, increasing its financial indicators

Profit of corrupt officials (CA)  Monetary advantage gained as a result of performed corrupt deals
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The formation of the mod-
el is limited to three possible 
areas of corruption – the ad-
mission committee (type 1 cor-
ruption), current educational 
activities (type 2 corruption), 
and administrative activities 
(type 3 corruption). Counter-
action to corruption must be 
implemented in each direction. 
Anti-corruption measures are 
considered effective if the cor-
responding corruption opera-
tions are prevented or detected.

The model consists of three 
sub-models – the sub-model of 
a corrupt official, the sub-model 
of the environment of corrup-
tion implementation, and the 
sub-model of the anti-corrup-
tion parties, the connection be-
tween which is shown in Fig. 10.

The anti-corruption model 
represents a mechanism for 
corruption prevention or de-
tection. In each period, the 
anti-corruption party decides 
whether to channel the avail-
able funds to prevent corruption. It is assumed that the 
opposing party has the necessary means of influencing each 
type of corruption, and their capacity is sufficient for addi-
tional efforts, which are necessary in the event of a threat 
to the reputation of a university in the event of corruption.

The anti-corruption party organizes the prevention (or 
detection) of corrupt deals through countermeasures, which 
are displayed by the units of success of corrupt deals. The 
counteraction result ultimately affects the reputation of a 
university, which can be evaluated by financial results. The 
unit of success of the implementation of a corrupt deal is de-
termined by the probability that this deal will be successful-
ly carried out and not disclosed in the future. For each unit, 
the success of anti-corruption actions is counted. The direc-
tion of funds to counteract corruption of one type or another 
is calculated based on the share of successful anti-corruption 
actions on a particular type of corruption.

The reputation of a university is estimated in relative units. 
It is adjusted by the results of identified or prevented corrup-
tion deals for all corruption types. In the case of successful cor-
ruption counteraction, the reputation of a university increases, 
while successful corruption deals lead to the loss of reputation. 

The financial indicators of a university are determined 
based on expert estimates of monetary expression of each 
reputation point. 

A corrupt official is focused on making a corrupt deal 
and makes some efforts to do so.

It should be noted that the same person may be interested 
in making various types of corrupt deals. However, its focus 
on some form of corruption is mostly fixed for a specific period. 

He can base his actions on information received both 
from official sources and informally transmitted informa-
tion. It should also be taken into consideration that a corrupt 
official will attempt to implement corrupt deals that will 
bring him greater profit (direct or indirect) than the funds 
spent on the implementation of such an operation.

The efficiency of a corrupt official can be determined 
as the sum of all successful corrupt deals multiplied by the 
profit derived from the corresponding deal.

To display the interaction between corrupt officials and the 
anti-corruption parties, each of which has certain capabilities 
and makes appropriate decisions, the third sub-model – the 
sub-model of the interaction environment – was implemented. 
The main variables of this model are the probability of success-
ful corruption deals of each corruption type. These probabilities 
are determined, in turn, by the level of efficiency of anti-cor-
ruption measures for a particular type of corruption. The high 
values of probability of a particular corruption type indicate 
weaknesses in providing counteraction to the given type.

The main ratios between the previously described vari-
ables determine the essence of the relationship between 
the participants in the counteraction process, leading to a 
change in the investment scenario and redistribution of the 
university’s funds for anti-corruption activities. The formal 
representation of these ratios is shown below in the form of a 
system of algebraic and differential equations. 

Given the existence of feedback (amplifying and damp-
ing contours) in the actual interaction of the parties of the 
anti-corruption process, it would be appropriate to indicate 
the moment for each variable, but such a record would make 
the equation system much more complicated.

The main ratios for each sub-model are: 
– sub-model of the counteraction party:

( ) ( ) ( )1 ,RS RS
i i i iA t A t R D t- - = - D  / ,S RA

i iR A T=  

3

1

/ ,RS RS
i i i

i

FI A A
=

= ∑  
( )d

,
d
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t
= -  

/ 0,
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 >
= 
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 		  (11)

Fig. 10. The general structure of the anti-corruption model
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,
d

DAP
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=

where Ri is the increase in the number of successful corrupt 
deals of one particular corruption type during the time 
necessary for a counteraction party to report the accom-
plished corrupt deals; Di is the number of reported prevent-
ed corrupt deals divided by the time necessary to prevent 
these deals; RS

iA  is the successful corrupt deals, which 
became known; S

iA is the successful corrupt deals; TRA is 
the time required to report corrupt deals; NDA is the num-
ber of prevented corrupt deals; TD is the tile of corruption 
prevention; FIi is the part of funds directed to counteract 
corruption of the i-th type; Rep is the reputation; TBUR is 
the time to enhance reputation; TRL is the time of reputa-
tion loss; RB is the basic (initial) reputation; Vi is the cost 
of corrupt deal of type i; Vuli is the probability of success of 
corrupt deals of type і; DFP is the financial performance of 
the anti-corruption party; RMRС is the ratio of reputation 
to monetary rate; BFP is the basic financial performance; 
DAP is the accumulated profit of the anti-corruption party; 
IFP is the increase in financial performance, Dt is the time 
interval between consecutive corrupt deals.

– sub-model of interaction environment:
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where CA is the capabilities of corrupt officials; iAF  is the 
part of corrupt deals of type i; CUA is the cost of one corrupt 
deal; CD is the capabilities of a counteraction party.

– sub-model of a corrupt official:
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where: AS
iA  are the accu-

mulated successful corrupt 
deals of type i; S

iA is the 
successful corrupt deals of 
type i; P

iV  is the previous 

value of corruption of type i; Si is the switch between the 
kinds of corruption i; PA is the performance of corrupt offi-
cials; Bi is the corruption of type i; WAA is the accumulation 
of well-being of corrupt officials; WIA is the increase in 
well-being of corrupt officials. 

The resulting system of equations describes the behavior 
of a corrupt official and anti-corruption party, the interac-
tion of which determines the direction of investment of funds 
in the anti-corruption system, as well as the moments of a 
change in the direction of funding.

The following data were selected as source data to carry 
out the simulation experiments: preliminary data on the 
distribution of different types of corruption, the ratio of 
funds of corrupt officials and those who oppose corruption, 
zero initial level of the income from corruption, the prob-
ability of successful counteraction to the corruption of the 
considered types. In particular, it was assumed that the 
ratio between corrupt deals of the first, second and third 
types is 1:0.75:0.5. The proposed simulation model is based 
on the ratios of the number of cases of recorded corruption. 
The boundary-value of this ratio was 1:1:1. A similar ob-
servation can be made regarding the ratio of funds for the 
implementation of corruption deals and corruption coun-
teraction, while the average value of the income of a cor-
rupt official from a single corruption deal was estimated at 
1,000 cond. units. The model is scalable by cost indicators, 
which under conditions of possible inflation is a reasonable 
assumption.

Fig. 11, 12 show the results of simulation of the behavior 
of participants in the corruption process. Fig. 11 shows an 
increase in the cumulative result of the welfare of corrupt 
officials.

Fig. 12 shows the results of simulations of successful cor-
ruption deals for all three types of corruption. 

This graph has an interesting feature. The number of 
successful corruption deals of corruption type 2 (current 
educational process) increases sharply in January and June, 
that is, during the sessions of exams. However, corruption 
deals of type 1 (corruption related to the work of the admis-
sion committee) fall sharply after the completion of the work 
of admissions committees. A similar dynamic is observed for 
corruption type 3 – administrative corruption.

This can be explained in part by the fact that the main 
part of violations may be related to the accommodation of 
students in dormitories, and the lists for accommodation 
in dormitories are formed during the work of the admission 
committee.

Fig. 11. An increase in the wealth of attackers (1,000 cond. units)
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7. Discussion of the methodological principles of 
construction and management of CIES in an anti-

corruption environment

The operative interaction of a decision-maker (DM) with 
the corporate information and education system constitutes 
one of the main operations of the entire technological cycle 
of management of an innovative and active university, which 
is considered as a business system. At the same time, the 
characteristics of a person as an element of the contour are 
increasingly often becoming a bottleneck in operational 
management under the existing structure of means and 
methods of human-machine interaction [64–67].

The way out of this situation is to create a semiotic struc-
ture of a corporate information system that allows:

– collecting and complexing information on potential 
opportunities and threats to normal functioning and their 
implementation sources; 

– processing and storing this information with accept-
able degrees of aggregation;

– automatic and/or human-machine assessment of the 
states of security level and business process environment with 
the prediction of new opportunities and types of threats; 

– automatic and/or human-machine search for solutions 
on management tools selection initiated by estimates of the 
states of a control object and its operation environments, as 
well as unfavorable tendencies of development;

– automatic and/or human-machine optimization from 
the position of the money spent and the time of found and 
recommended solutions; 

– human-machine decision-making with the possibilities 
of calling for analysis of both the data that are the basis for the 
search for proposed managerial solutions, counteraction to 
corruption, and the used logic and the mathematical methods, 
on which the search for proposed solutions was based.

The semiotic approach explores the scheme, in which the 
management body knows:

– not always a determinable set of parameters {x}, char-
acterizing the current state of a control object and its oper-
ating environment;

– a set of the ways of splitting {x} into classes of states 
K={k1, k2, …, kz}, requiring decision making;

– a set of models of solution search {M};
– a set of mechanisms of solution search on models – {j}. 
In the implementation of such a scheme, sets {k} and 

{M} are dynamically formed from the possibility to get the 

necessary solutions within 
acceptable terms, however, 
the nature of the obtained 
solutions is qualitative. 

The system of counter-
action to the corruption of 
the business process cir-
cuit should be based on the 
concept of human-machine 
management. This state-
ment follows from an anal-
ysis of a set of functions 
assigned to the system, ex-
isting approaches to auto-
mation of decision-making 
processes, as well as the ex-
istence of decision-makers 
united in teams.

Analysis of the problems that must be solved in deci-
sion-making systems with intelligent mechanisms for the 
automatic search for anti-corruption tools shows that:

– the formal apparatus that describes the processes of 
situation recognition, generation and making decisions in a 
rapidly changing environment with the elements of uncer-
tainty must be extremely flexible; 

– decision-making and generation processes are based 
not only on quantitative characteristics, but also on the 
factors that do not always have quantitative measures (psy-
chological, moral, etc.).

Therefore, the preparation of information for anti-cor-
ruption decision-making should be seen as a creative act of 
choice from a combination of possible solutions. At the same 
time, quantitative factors are combined with the heuristic 
abilities embedded in the computer that forms the solution. 
Solutions are based on two components of formal and cre-
ative decision-making;

– particular attention should be paid to the decision-mak-
ing process itself, that is, it is important to know, which com-
ponents of the management process should be controlled by a 
DM and which can be implemented by computers; 

– the problem of communication between a man and a 
computer has an important place. The problem has two sides 
– to meet the information needs of the information available 
in the system and to participate in the decision-making 
process. A natural requirement for the means of information 
presentation is their informativeness and convenience of 
using the language of communication – proximity to the 
language of professional vocabulary and its slangs. The form 
of communication should be a dialogue;

– the problem of education or adaptation of the devel-
oped system to the manifestation of new corrupt actions 
requires the development of a special procedure allowing 
giving the information presented formally (algorithmically) 
and informally (expertly). Such a procedure should be hu-
man-machine in nature and be applicable to a large class of 
situations; 

– the challenge of designing and generating different 
versions of software of decision systems requires the de-
velopment of a special human-machine design technology 
within this class of systems.

Taking into consideration the nature of the systems of 
the type in question, based on the ability to adapt and build 
targeted behavior, we will distinguish between two types of 
information in the corporate system [3]:

Fig. 12. Distribution of successful corrupt attacks of different types: 	
corruption of type 1 – Vector A; corruption of type 2 – Vector В; corruption of type 3 – Vector С
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– information that monitors the targeted behavior of 
a system by organizing processes to recognize corruption, 
search for and making decisions on counteraction; 

– information that is the elements of processing from the 
side of the above process.

The first type of information will be called knowledge of 
the system about the management domain – models, tasks, 
algorithms. 

The second type of information will be called data on the 
state of the system, object, and threat formation environment 
– parameters of the system, object, environment, and area of 
determining these parameters. 

Analysis of decision-making processes has made it possi-
ble to state the following concepts as a basis [23, 24]:

– the global logic model of knowledge as a set of problems, 
models, and ways of their use to organize processes of tar-
geted recognition of situations of corruption, generation, and 
decision-making on counteraction; 

– the area of interpretation of the global logical knowl-
edge model as a structured and orderly dynamic set of attri-
butes that characterizes the parameters of a business process 
system, object, and operating environment;

– a team of system analysts, experts who, using recogni-
tion and communication tools, can determine and describe 
the elements of the global logical knowledge model and the 
scope of its interpretation to the extent sufficient to solve 
the problems that can be posed in any problematic situation.

The following characteristics of the model should be tak-
en into consideration when developing the concept:

Expert character as the basis for shaping the goals of the 
business process system, the models that are the region of 
solution search, rules of searching for and making decisions 
to protect the contour of business processes. 

Associative character is the basis for automatic accumu-
lation, the generalization of information, and adaptation of 
a university as a business system to the changing operating 
environment. 

Multi-alternativeness as a basis for displaying all possible 
ways to find solutions.

Semiotics as a basis for the development of mechanisms for 
integrating heterogeneous information about an object of pro-
tection from corruption and the environment of its formation. 

Communication capability as the basis for the implemen-
tation of the dialogue means of the system’s communication 
with the DM. 

Virtuality as the basis for reflecting the globality of 
information, which is characterized by territorial disunity 
and multi-layered sources of information obtaining, storing, 
and using.

Performance as the basis for the implementation of the 
model of providing a necessary security level in software and 
hardware environments.

The resulting model has a range of new properties, for 
example, it is both a means of solving problems facing the 
system of problems and the methodology for designing and 
implementing such systems. The team of experts has both 
formal and informal knowledge of the management domain. 
At the same time, each expert performs a certain educating 
function in the team. This makes it easy for it to design and 
fill a knowledge model, to separate a specific local logical 
knowledge model, and have an access to global models of 
knowledge and data. The existence of experts allows con-
structing, in addition to procedures for recognition, devel-
opment, and decision-making:

– procedures for identifying consistent knowledge, using 
dynamically changing expert groups; create expert models 
for developing solutions to different classes of corruption 
situations;

– to simulate any combination of centralized and decen-
tralized decision-making; to achieve greater commonality, 
which makes it possible to implement different methods of 
problem-solving. In addition, such a team has the capability 
of formalizing communication between experts and build 
standard means of communication on this basis. With these 
tools, different modes of interaction are organized, from the 
explicit application of one expert to another to implicit ap-
plication, when the recipient is determined by the function 
he performs.

The existence of a set of tasks, models, and knowing 
how to use them in specific situations of generating and 
making decisions makes it possible to develop unified tools 
to describe such information and organization of their use 
by a system. Such tools include the means of linguistic and 
software maintenance: the languages of determining a log-
ical knowledge model (LKM) and the manipulation of the 
elements of a logical knowledge model (LKM). The defini-
tion of knowledge involves the introduction of new types of 
information, such as a model, a task. The manipulation of 
knowledge is based on planning the processes of searching 
solutions in the global knowledge model through the use of, 
first and foremost, a goal-setting mechanism.

The considered concept is well consistent with the na-
ture of complex human-machine decision-making systems 
and makes it possible, using the knowledge of experts and 
programmers:

– to develop knowledge about possible types of corrup-
tion for the appropriate contour of business processes; 

– to construct the models of recognition, classification of 
state, goal setting, generation and making managerial deci-
sions to combat corruption; 

– to construct a functionally complete set of compu-
tational algorithms that characterize a specific area of an-
ti-corruption;

– to “fill” the anti-corruption software system with spe-
cific content; 

– to design and generate the system’s software and orga-
nize its problematic orientation.

Summing up the above, we can conclude that the consid-
ered concept fully meets the problems of managing complex 
social objects, methods, and theories of construction of large 
management software complexes, security systems of busi-
ness processes functioning. 

Ensuring the required level of combating corruption of 
the contour of business processes will be considered as a 
human-machine activity to determine the states of the pro-
tected object. This requires decision-making related to the 
search and choice by purposefully coordinating models of 
behavior of all participants in the business process included 
in a computer – M1 and the one a DM has – M2.

Model representation is determined by knowledge about 
anti-corruption methods and mechanisms, objectives and 
limitations of the parties, objective and subjective preferenc-
es for choosing the ways of achieving goals, and assessing the 
degree of their applicability.

The interactivity of human interaction with the system 
is organized by introducing the concept of a human-machine 
situation that requires decision-making Sy and determining 
this concept of a set of attributes. The nature of this activity, 
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on the one hand, is set by a person by managing the processes 
of setting the task of tracking the progress of its solution. On 
the other hand, the system clarifies the correctness of the 
set tasks, offers alternative ways to solve them, using “the 
expertise” of finding solutions, reflected in its model. Thus, 
a human and a system interact as partners, aligning their 
methods for solving the problems of ensuring counteraction 
corruption of the required level.

Symbiosis will be optimal only when the system opera-
tion is organized in the mode of “intellectual” adviser of a 
person. At the same time, the system performs routine func-
tions of automatic situation recognition, as well as the search 
for countermeasures based on information both received 
from experts and using system knowledge.

This knowledge exists in the system in the form of two 
kinds of structured sets {computational and theoretic multi-
ple}, {dialogue and expert} (logical-algebraic and logical-lin-
guistic) models of recognition of the situation of possible 
manifestation of corrupt actions and search for the tools of 
counteracting it. The first kind of models is determined on 
the situations, for which it is possible to find the algorithm 
relating the unknown parameters with the assigned ones, 
and the range of variants is not large. The second kind of 
models serves to look for the decisions, dependent on situa-
tions and the range of decisions is extremely large. It can be 
said that computing and theoretic-multiple models are ana-
logs of calculation operations when searching for solutions, 
and dialogue and expert are the analogs of the methods of 
searching for solutions.

The capabilities of each of the interacting parties of 
the business process are determined by the completeness 
of behavior, decision-making procedures, and the model 
basis for decision-making procedures. At the same time, 
decision-making and behavior processes are considered 
as semiotic (sign). The sequence of steps (related by 
cause-and-effect connections, temporal, spatial, and other 
relationships) of finding management solutions for each 
problem situation, used in this case, is considered as the 
solution search logic. 

At every step of the interaction between a DM and a 
decision support system of one of the parties, a request is 
formed in the form of a problem situation and/or a subset 
of algebraic operations of the model in accordance with the 
decision search logic. The purpose of a decision-making 
system is to find the interpretation of these operations in 
terms of its model, their execution, and the generation of 
response request. 

Formal representation of the 
model of DM’s behavior in opera-
tive decision-making is assigned by 
the following expression

М1=<BT, DM, ИТ>, 		
	 (14)

where

BT=<LBT, ACS, Q>

- behavior theory (knowledge mod-
el of a system);

DM=<хz, bz, fz, pz>

- information data model, describing a system;

I=<UI1, CI2>

- interpretation of BT in DM.
Here LBT=LKDLÈLDDL is the language of description of 

the behavior model, that is the combination of knowledge 
and data determining languages; AСS is the axioms of the 
theory; Q is the rules of statement inference in theory; xz, bz 
are the set of variables and constants of state; fz, pz are the 
set of functional and predicate variables of state; UI1 is the 
user’s interpretation of the elements of the system knowl-
edge model, assigning expertly the corresponding rules for 
setting the match between the syntactic structure of the 
language elements LBT and their sense in the considered 
domain (semantic of DM); CI2 is the machine interpretation 
of the elements, assigning expertly the match between the 
semantic structure of the language elements LBT and their 
truth at each current moment of the search for decisions 
(pragmatics).

The formal model of the behavior of a business process 
participant, depending on the limitations imposed on the 
rules of inference making, can be described by means of the 
logic of first-order predicates, production, and algorithmic 
systems. Indeed, there are no restrictions on the application 
of inference rules in the logic of predicates. Any inference 
rule is appropriate for any derived statement if this state-
ment allows using it. Production systems, also based on 
the logic of predicates, have additional conditions on the 
applicability of an inference rule. These conditions may 
change in the course of operation of a production system, 
depending on the receipt of some information during the 
inference process. In algorithmic systems, the sequence 
of rules is determined unequivocally. The language of 
first-order predicate logic and the language of information 
processing algorithms were selected as the rules of state-
ment inference in theory. The inference rules in the logic 
of predicates, their modifications in the system of products 
and algorithmic rules were chosen as the rules of statement 
inference in theory.

The relationship of the behavior model with challenging 
situations and the tasks of finding solutions is achieved by 
taking into consideration the logical sequence of the stages 
of the DM’s work and separation of a set of decision-making 
procedures typical of a DM. 

This set of procedures can be presented as the following 
sequence (Fig. 13).

Fig. 13. The structure of the relationship between procedures of corporate information 
and educational procedures under conditions of anti-corruption environment

Determining of 
information basis Information basis

Automation of solution 
search {P1-P1} 

Human-machine dialogue 
P1, P2, P3,P4  ⊂ P1

Adaptation
 (P13)

Tracing (P10) Designing (P14)

Control object Decision making DM

Experts

Model basis



Information technology

23

Procedure of situation classification:

P1=<S, J, Kp, Ks>,

where S is the situation assigned by some ratio on a set of 
elements I; J is the set of expert preferences on choosing the 
classification rules, assigned on set {S´Ks}; Kр is the set of clas-
sification rules – deciding procedures; Ks, is the set of classes 
of situations, for which there are decision search models;

‒ model classification procedure makes it possible to 
determine the set of decision-making models, using the com-
puting on which, it is possible to find the required solutions 
to ensure the required level of anti-corruption:

P2=<S, Ks, Al, M1>,

where Аl is the set of alternatives of choosing solution search 
models, weight coefficients of which depend on S and Ks, can 
be assigned by a person in the interactive mode of working 
with a system; М1 is the set of decision search model;

‒ procedure of generating the strategies of solution search 
goal makes it possible to determine a set of local and (or) 
global aims of the system of business processes that are 
necessary to achieve with the help of decisions found in this 
class of situations: 

P3=<S, Ks, G, Cr, Str>,

where G is the set of current goals facing a managing system; 
Cr is the set of goal achievement criteria (both goals and 
criteria can vary and change over time); Str - is the set of 
strategies of decision search goal;

‒ procedure of the search for target managing decisions 
makes it possible to organize the search for decisions for 
each problem situation according to the goals and criteria of 
ensuring the contour of business processes safety: 

P4=<S, Str, M1, RG>,

where RG is the set of target management solutions that can 
be found in the solution search model (database) М1, adjust-
ed to current situation siÎS when using strategy striÎStr. 
This procedure performs two functions – a planner of a com-
puting sequence of solution search and a decision-maker. The 
former function implies the formation of a decisive sequence 
of programs, the latter – organization of fulfillment of these 
programs and getting managerial recommendations in a spe-
cific computing environment; 

‒ procedure of determining the possible decision implemen-
tation outcomes makes it possible to assign attainability of local 
and (or) global management goals during the realization of cer-
tain decisions on corruption counteraction. This is achieved by 
means of the organization of computing on the model of admis-
sible decision-making region - MADA, determining this region - 
ОACA, in accordance with goals G and criteria Cr, characteristic 
for the given decision-making level. This procedure is set as:

P5=<S, RG, G, Cr, MADA, ОACA, RG1>,

where RG1 is the set of those managing decision, which are 
satisfactory outcomes, that is, the outcomes, during the im-
plementation of which it is possible to achieve local and (or) 
global management goals; 

‒ procedure of decisions substantiation enables assess-
ment of decision quality (their optimality) by organizing 
computing on the model for determining the optimal deci-
sion-making region (МODA) to choose the region of choosing 
the optimal management decisions (ОOD) in accordance with 
goals and criteria. The element of tuple RG1 is the set of those 
management decisions, which satisfy OOD and can be, first of 
all, recommended to be implemented. This procedure 

P6=<S, RG1, G, Cr, MODA, OOD, RG2>;

‒ procedure of decision synthesis allows the reduction of 
the number of simultaneously recommended countermea-
sures, no matter how many situations are analyzed by the 
system at a time. In addition, the procedure ranks the deci-
sions made by a DM, both on the information received from 
procedures P5, P6, and using a set of preferences on “narrow-
ing” set RG. These preferences can be assigned expertly. The 
procedure is set in the form of

P7=<S, RG2, ОACD, OODR, R>;

Information for a DM after operation of this procedure 
is given in the form of <{S}=>{R, ОACD, OODR}. A DM may 
connect the current situation with the necessary decisions 
taking into account their belonging to ОACD and OODR, as-
signing RG2;

– decision-making procedure makes it possible to or-
ganize the process of human-machine interaction in order 
to make one decision that has to be implemented. At the 
same time, a DM can choose one of the system’s recom-
mended countermeasures or make his own, different from 
the recommended, RG, which should be reported to a sys-
tem. If 0,GR R =  this solution can be implemented. Here, 

1 2G G GR R R R=    is the forbidden set of decisions. Formally, 
this procedure is

P8=<S, R, ,R  RG>;

– the procedure of decision implementation assessment 
makes it possible to assess the effectiveness of made and 
implemented decisions in order to correct (in training or 
self-learning mode) of the system knowledge model and 
transferring a part of information of the kind {<situa-
tion>-<decision>} from the sphere of a decision-making 
system to the sphere of automatic decision implementation. 
This procedure

 
P9=<S, RÈRG, M1, P13>,

where P13 is the procedure of learning (self-learning) of a 
system and correction of its knowledge model М1;

– the decision-tracing procedure makes it possible to moni-
tor the logic of machine reasoning when searching for solutions 
and the used information basis. This procedure gives back to 
a DM the observability property, that is, the possibility of es-
tablishing any relationship on the elements of decision-making 
procedures. The tracing procedure is based on a modification of 
the orderly procedure sequence of P1–P9. The modification is to 
introduce in each procedure Pi of the statement that the results 
obtained with its help are correct. Formally, this procedure is

P10=<m1:P1, m2:P2, …, m9:P9, Cor>,
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where m1, m2, …, m9 are the conditions of implementation 
(statement on correctness) of procedures P1, P2, …, P9 
respectively, written down in the form of mi:Pi. Using the 
elements of this tuple, a human has an opportunity to verify 
the psychological correctness of found solutions by means of 
interaction with the system. The statements, belonging to 
Cor, determine the consistency of logic, included in the base 
of models and procedures of a computer and a DM, that is, 
they enable a system to report to a DM that the next cycle of 
the search for and making decisions is completed; 

– procedure of the information dialogue enables organiz-
ing the human-machine interaction of a DM with the system 
with a view to obtaining the information necessary to him. 
This procedure

P11=<P1, P2, P3, P4>,

where P1–P4 are the considered proce-
dures, in which the following substitu-
tions were performed: S/RA, М1/MA, 
C/CD, G/GD; R/R0; RD are the set of 
requests from a DM; МАÎМ1 is the set 
of models of response search by the re-
quests determining regions; StrD is the 
set of strategies of the decision search, 
ranked by set МА; GD is the set of cur-
rent goals; RО is the set of responses 
given by a DM during the reaction of a 
system to a request; 

– the procedure of determining 
the information basis for decision 
making is linked to the informa-
tion collecting system in order to 
organize information processing 
and recording it into the informa-
tion model (database) of the systems. 
Formally, this procedure:

P12=<S, P1, P2, P3, P4, M1, MD>,

where МD is the information model, 
storing the current state of an object;

– the procedure of adaptation/ 
learning enables the organization of 
the automated adjustment of a sys-
tem to the region of ensuring coun-
teraction. 

P13=<LL, EK, ED>,

where LL is the mechanism of cor-
rection of models of knowledge and 
databases (means of knowledge and 
data description), allowing linking 
information in its machine represen-
tation; EK, ED are the set of elements 
of the level of a knowledge and data 
model;

procedure of automated design, 
or a dialogue system of the automat-
ed designing a system of ensuring 
corruption counteraction. For a DM 
and systemic analysts-designers, this 
procedure 

P14=<S, LDKL, LDML, LLDL, MComp>,

where S is the design situation from the class of situations 
of human-machine designing, reflecting the object-oriented 
statement of a problem of construction of the information 
and model basis; LDKL, LDML, LDDL are the language means 
for describing the elements of the model knowledge and data 
basis; MComp is the machine representation of the information 
and model basis.

Fig. 14 shows the structural and logical block diagram 
of the methodological basis of the construction of the CIES 
of the IAU under conditions of corruption counteraction. 
To construct a conceptual synergistic model of security of 
the CIES of the IAU, we will use the updated classifiers of 
threats to cyber-physical (CFS) and information and com-
munication (ICS) systems, proposed in paper [64].

Fig. 14. Structural and logical scheme of methodological foundations for the 
construction of CIES of IAU in the face of corruption counteraction
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Thus, by proposing a structural and logical scheme of 
methodological principles for constructing the CIES of IAU 
in an anti-corruption environment, it is possible to automate 
the control of an electronic document and e-education ser-
vices at all levels of the university’s hierarchical management 
structure. The main automation mechanisms are the services 
based on the use of KCC and commercial implementation of 
crypto-algorithms. This approach provides the required lev-
el of security services, effective control of corruption coun-
teraction in the face of modern cyber threats (both internal 
and external).

The main limitations of the conducted simulation are the 
subjectivity of the choice of corruption types and the assess-
ment of modern threats to corporate university universities. 

Subsequent development is seen in carrying out the 
studies to increase the level of corruption counteraction 
in the IAU based on a pilot project of implementation of 
the principles of constructing and managing the corporate 
information and educational system of an innovative and 
active university.

8. Conclusions

1. A distinctive feature of the modern stage of modern-
ization of the higher education system in the world is the 
change of the paradigm of the functioning of universities 
and the emergence of the phenomenon of “a university of 
entrepreneurial, innovative and active type”. This paradigm 
is based on the emergence of a distributed system of produc-
tion and dissemination of knowledge. This, in turn, prede-
termines the need for broad interaction of universities with 
various external stakeholders based on the use of modern 
information and communication technologies. Under these 
circumstances, the activities of universities, their culture 
of responsibility, and the system of values are changing sig-
nificantly. The competitiveness and relevance of a university 
are assessed mainly in accordance with its contribution to 
the economic development of a country and humanity in 
general. The result of studying the connection between the 
change of the university mission and industrial revolutions, 
the generalization of the specific features of the spirals of 
interaction between a university and society was the devel-
opment of an operating model of interaction of a university 
with the main stakeholders. A distinctive feature of the 
presented model is a new understanding of the mission of a 
university, namely, universities are called to serve society by 
supporting the economy and improving the quality of life of 
its citizens. Based on this, the authors’ interpretation of the 
innovative and active university (IAU) was presented. The 
IAU implies an entrepreneurial structure that has resource 
readiness to contribute to the accelerated development of 
the economy and society through the transfer of knowledge 
and technologies generated at the university based on part-

nership interaction with major stakeholders. The set of the 
latter is formed by labor market actors, governmental and 
public organizations. The following was separated as the 
dominants of the IAU activity: science as a tool for generat-
ing new knowledge; education as a way of construction of the 
intellectual potential of society; interaction with industry, 
government, society as a means of ensuring the sustainable 
development of the nation.

2. The proposed Concept of corruption counteraction 
not only takes into consideration current tendencies in 
e-education, goals and objectives, but also provides counter-
action to the elements of corruption and integrated hybrid 
threats.

The basis of corruption counteraction is a digital signa-
ture of KCC based on the X-509 standard, which provides 
the security service – authentication. To ensure security 
services, privacy, and integrity, it is proposed to use the 
commercial implementation of McEliece and Niederreiter 
crypto-code designs on the MES and defected codes. This 
approach ensures the required levels of confidence, efficien-
cy and crypto resistance, as well as counteracting to crypto 
book-marks.

The proposed synergistic model of CIES security makes 
it possible not only to take into consideration synergies and 
hybridity of modern threats but also to form preventive 
counteraction measures based on the timely identification of 
critical points in the infrastructure of CIES and the forma-
tion of AIPS.

3. The model for ensuring corruption counteraction that 
reflects the scenarios of the behavior of corruption process 
participants and anti-corruption bodies was developed.

The purpose of developing a model of the behavior of 
various participants in corrupt actions was defined as en-
suring the possibility of scenario simulation of the behavior 
of the parties. This goal statement ultimately influences the 
choice of the direction of anti-corruption actions implemen-
tation and investment of limited funds in anti-corruption 
programs.

The main result of the conducted simulation of scenar-
ios of the behavior of the corruption process parties is the 
dynamics of the distribution of corrupt deals over time and 
by the corruption types. This makes it possible to effectively 
redirect the university’s limited resources to anti-corruption 
activities.
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