0 0

The solution of problematic issues of substantiating deci-
sions by improving the mechanism and technology for deter-
mining the target function in the system of ensuring the mil-
itary security of the state is proposed. An integral indicator
of the degree of realization of national interests in the field
of military security — the level of military security is adopted
under the target function.

In order to increase the efficiency of the functioning of
the system of ensuring the military security of the state, it
is proposed to create an effective mechanism for assessing
the decisions made. The improved decision-making mecha-
nism involves comparing the values of the obtained value of
the level of military security with its permissible (potential)
level, which should be adequate to the current situation, the
resource capabilities of the state and the level of danger of
existing threats. The improved mechanism will also facilitate
effective organization of the planning processes for the use of
defense forces in emergency situations.

To determine the level of military security, the article sub-
stantiates a system of indicators. The above indicators to
the greatest extent characterize the degree of realization of
national interests in various spheres of military security, tak-
ing into account the interrelationships between them. The
value of these indicators is determined on the basis of avail-
able statistical data, and in their absence — by an expert
survey. The implementation of the proposed mechanism for
substantiating state decisions in the military security system
allows the use of multidimensional comparative qualitative
and quantitative measurements. On the basis of these mea-
surements, it becomes possible, practically on a time scale
as close to real as possible, to determine priority measures
to increase the efficiency of decisions and the level of mili-
tary security of the state as a whole. The application of the
improved mechanism is proposed both at the decision-making
stage and after the implementation of decisions by the military
security system.

In the following, the conditions, features of the application
of the proposed methodology and the prospects for its adap-
tation for solving problems of control of defense forces during
their application are given
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1. Introduction

The modern security environment is extremely dy-
namic. At present, there are still unresolved contradic-
tions associated with certain differences in the national
interests of many neighboring states, as well as some
leading states of the world that have their own interests
in specific regions. This is due to many factors, including
the subsequent intensification of the struggle for access to
natural resources and control over them, which will un-

doubtedly intensify every year. The architecture of global
security is changing, the number of unstable regions is
spreading, hotbeds of new military conflicts are flaring up
and old ones are thawing.

Ensuring global and regional stability becomes impos-
sible without increasing the military security of the state,
maintaining the state of the country’s defense capability,
which ensures the prevention of armed conflicts and the
repulse of possible military aggression. So, for many states,
the urgent need has become the reform and development of



the entire security and defense sector in order to increase
its readiness to counter modern dangers and threats.

At the present stage of development of states, one of the
most dangerous threats to national security is undoubted-
ly the low level of military security. The level of military
security largely depends on the effectiveness of the func-
tioning of the state’s military security system. One of the
key properties of such a system, of course, is the adoption
of well-grounded military-political decisions in the pro-
cesses of ensuring military security. For certain reasons,
making such decisions without proper justification can lead
to irreversible huge losses of resources, government, etc.
Under these conditions, for each country there is a need
to improve the functioning of the military security system
to prevent unreasonable decisions. The solution of these
issues is impossible without improving the structure of the
system itself, namely, the development and implementation
of a decision-making mechanism into the system with the
provision of all system properties of complex systems. Elimi-
nating these shortcomings in the functioning of the military
security system is the subject of this article, in which a rep-
resentative target function and a proposed decision-making
mechanism with its use are developed. In the context of
the next global economic crisis, the proposed approach will
make it possible to more efficiently spend resources on the
maintenance and development of the state’s military securi-
ty system and refrain from unnecessary expenses.

2. Literature review and problem statement

To ensure its own security, each state has its own ap-
proaches, its own concept, which may be completely differ-
ent from each other. This difference in approaches to ensur-
ing the military security of the state significantly affects the
mechanisms for making military-political decisions, which is
also different in each country. Most European countries are
NATO members and, accordingly, rely on a NATO charter
to ensure their military security. In such countries, mili-
tary-political decision-making is carried out on the basis of
consensus decisions in the relevant bodies of the executive
council based on verbal methods, logic, deduction, induc-
tion, and the like. Such methods do not provide sufficient
substantiation for making certain military-political deci-
sions, they are devoid of clear mathematical argumentation
and are evaluated by the real state of affairs in time [1-3].
The decision to take such approaches does not provide for
the use of the target function in the military security system
and, as a rule, do not require clear criteria for making deci-
sions and no mechanism for its use is provided.

The work [4] is devoted to the analysis of national secu-
rity as a complex process. Where the process of ensuring na-
tional security in all aspects is considered in detail, but the
decision-making mechanism in the process of functioning of
this system was left without attention. The paper shows that
the top military-political leadership of the country is provid-
ed with modulated options for military-political decisions, of
which one is selected by the verbal method.

In [5], the analysis of the process of ensuring the state’s
military security is carried out in even more detail. The
functioning of the military security system is considered ac-
cording to certain modules — information, management and
executive. These modules are designed to implement certain
of their functions. The process of ensuring military security

is divided into two subfunctions — supporting political and
military awareness of the situation and neutralizing iden-
tified threats. Based on the functioning of these modules,
a model of the state’s operational activities to achieve and
maintain the desired level of military security is proposed
(a model of the functioning of the military security system).
Along with this, how military-political decisions are made
within the military security system and on what basis are
not given in the work. Also, having revealed in detail the
essence of the category of military security and the general
mechanism of functioning of the system for ensuring mil-
itary security, the work does not define the specific target
function of this system together with the criterion for its
assessment.

In [6], Western experts proposed an approach that is
used in world practice, in which the determination of the
state of development of countries is calculated as an average
value for ten indicators. But this approach does not consid-
er the process of the functioning of the system, there is no
comparative element and feedback, there are no directions
for improving decisions taking into account the coefficients
of the importance of indicators. In this regard, there is a
need to develop a more substantiated approach to assessing
options for solutions in the military security system.

The monograph [7] is mainly devoted to conceptual
issues of national security, which emphasizes the complexity
of the national security system, the subsystem of which is the
military security system. Also, the monograph provides the
main properties of complex systems and emphasizes the need
to comply with them. But the existing systems for ensuring
military security lack some properties, and it is precisely the
systems that are basically open-ended, do not have an target
function and a comparative element, which complicates the
process of substantiating decisions.

In the monograph [8], the main emphasis is on the
analytical determination of the limit values of national
security indicators and the procedures for their use in the
decision-making process are not given, and there are no in-
dicators for assessing military security.

In [9], a system of indicators for assessing the level of
military security of a state is proposed, but this system does
not cover all areas of military security and has a fragmented
character. In addition, these indicators are not tied to the
military security system and decision-making mechanism.
In works [10—12] indicators for individual subsystems of
national security are determined, but proposals for their use
for decision-making in security systems are not provided.

The monograph [13] proposes a system of indicators for
assessing the level of national security, which covers all its
spheres and is an analogue of the system of indicators for
assessing the level of military security. On the basis of a
certain system of indicators, a technology for determining
the integral indicator is provided. But the work lacks a de-
cision-making mechanism for a comparative element and an
target function.

In [14], taxonomic methods of multivariate comparative
analysis are proposed, which are devoid of some important
drawbacks and are useful for calculating the target function
for the military security system.

The analysis of the above works shows that the issues
of studying the theoretical essence of making analytically
grounded decisions in the system of ensuring military secu-
rity in time close to real are not presented in world scientific
works. And this indicates that there is no opportunity to



work out predictive solutions and choose the right solu-
tion. Consequently, it became necessary to form an target
function to substantiate decisions in the military security
system and implement it in an appropriate mechanism, and
the determination of the coefficients of the importance of
indicators makes this process more straightforward.

3. The aim and objectives of research

The aim of research is to solve problematic issues of
substantiating decisions in the system of ensuring military
security when planning a set of measures to neutralize
threats in the field of military security. It is proposed to
base the substantiation of these decisions on the degree of
implementation of the target function of the state’s military
security system. At the same time, the target function should
be based on the main goal of ensuring military security — the
realization of national interests in this area.

To achieve the aim of research, the following objectives
are set:

— to develop a decision-making mechanism in the system
of ensuring the state’s military security;

— to determine indicators for assessing decisions in the
system of ensuring the state’s military security;

— to develop (improve) the methodology for calculating
the integral indicator — the target function for the system of
ensuring the military security of the state;

— building a tree of possible trajectories of the state’s
military security level for various solutions.

4. Development and implementation of the target
function for decision-making in the military security
system

4. 1. Development of an effective mechanism for mak-
ing military-political decisions in the system of ensuring
the military security of the state

In the context of drastic changes in the military-political
situation at the global, regional and subregional levels, as
well as internal transformations, each country produces its
own military policy, taking into account certain geopolitical
guidelines. This policy determines the directions of military
development and the use of military force to achieve political
goals both within the country and in the international arena.
The main goal of the state’s military policy is to ensure mili-
tary security and prevent any military conflicts.

At the same time, military policy must meet the interests
of the individual, the security and defense sector, society and
the state. To do this, it is necessary to monitor and identify
the sources and causes of threats to the national interests of
the state in the field of military security and immediately
develop and implement measures to neutralize them.

For this, in turn, it becomes necessary to perform a set of
basic tasks, such as:

— making effective decisions in the field of military se-
curity;

— creation and maintenance in readiness of forces and
means of ensuring military security;

— participation in international security events in accor-
dance with international treaties and agreements;

— development of directions of actions (strategies) to
achieve the set goals;

— determination of factors and conditions that may in-
terfere with the implementation and protection of national
interests in the field of military security, and the like.

To ensure military security are the following functions
(tasks, targets) that can’t be performed (solved, achieved)
within the framework of individual structures. This is due to
the lack of mechanisms for the development and adoption of
political decisions at the national level in the entire spectrum
of issues related to military security.

In this regard, it becomes necessary to create a system
for ensuring military security as a complex of organizational
structures and forces. In such a system, targeted decisions
should be made and coordinated actions and measures
should be taken to implement the vital interests of the in-
dividual, society and the state, including the security and
defense sectors. Such coordinated actions should provide
guarantees of the country’s defense against military threats
and armed aggression and other encroachments with the use
of military force.

Given that this system includes several subsystems and
differs in components of various levels, it can be attributed
to complex hierarchical organizational systems, which have
such systemic properties [7]:

— integrity and the possibility of decomposition;

— presence of connections and relationships between
individual subsystems;

— internal and external interaction;

— many possible states;

— presence of a complex target function;

— clear nature of behavior;

— new system quality.

Modern systems for ensuring the military security of a
state have many components, most of the above properties
are inherent in them, however, the target function that
should be used to assess the effectiveness of decisions made,
unfortunately, is absent. They also lack a comparative ele-
ment tied to feedback, which, in the absence of an assessment
criterion, complicates both the process of substantiating
government decisions in real time and the effectiveness of
their implementation.

In order to eliminate these shortcomings in the modern
system of ensuring the state’s military security, it is neces-
sary to provide for the creation of an effective decision-mak-
ing mechanism, the diagram of which is shown in Fig. 1.

With the introduction of such a mechanism, the state’s
military security system will undoubtedly enter into all
the properties of complex systems. That is, when making
government decisions, it will become possible, based on the
calculation of the integral indicator (target function), to
consider alternative solutions in a time scale that is as close
to real as possible. As an integral indicator (target function),
it is advisable to choose the level of state military security
as a comprehensive criterion for assessing the degree of real-
ization of national interests in the field of military security.

The use of the proposed mechanism involves comparing
the values of the obtained value of the level of military se-
curity (Pys) with its permissible (potential) level (Pawms),
which has the maximum correspondence with the existing
situation, the resource capabilities of the state and the level
of danger of existing threats. If the value of the integral in-
dicator (target function) decreases with the chosen solution
option, then the procedure is repeated in order to find the
most appropriate solution, which is ultimately submitted for
approval.
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Fig. 1. The mechanism for making military-political decisions

An implementation of this mechanism for substantiating
state decisions in the field of military security will also con-
tribute to the effective organization of planning processes for
decision options for the use of defense forces in emergency
situations.

4. 2. Determination of indicators for assessing deci-
sions in the state military security system

Based on the above, it becomes possible to state that im-
plementation of the proposed mechanism of substantiation
government decisions in the military security system al-
lows to apply multidimensional qualitative and quantitative
metrics. Those metrics might be a basis for determination
top-priority actions to raise decision effectiveness and the
level of state military security in general.

It is advisable to implement the proposed mechanism for
substantiating government decisions by using multidimen-
sional qualitative and quantitative measurements of indicators
characterizing the level of national and military security [13].

To determine the level of military security (target func-
tion), it is advisable to use indicators from different areas of
military security:

1. Abundance (relative incidence) of defense forces (DF)
in the state (dimensionless indicator — d/7).

2. Combat potential of DF (d/i).

3. Level of combat readiness of DF (d/7).

4. Level of mobilization readiness of DF (d/i).

5. The degree of personnel (managerial) professional
training (d/1).

6. Level of DF combat capability (d/i).

7. Personnel staffing level of DF (d/7).

8. Share of the military budget in the total state budget (%).

9. Capabilities to provide DF with weapons and military
equipment as well as their maintenance for combat readiness
in peacetime (d/i).

10. State capabilities on logistics for DF in exceptional

period (d/7).

11. Level of satisfaction for defense spending per real
needs (d/i).

12. Degree of provision DF with strategic reserves (d/i).

13. Status of development for military science (d/7).

14. Degree of preservation of scientific and technical
potential at military industrial sector (MIC) (d/i).

15. MIC capabilities for development of modern weap-
ons (d/i).

16. Degree of implementation for state security guaran-
tees from the world leading countries (d/7).

17. Alert state from neighboring countries (d/7).

18. Presence of bilateral agreements on friendship and
cooperation with neighboring countries (pcs.).

19. Level of tension in the military-political situation at
the region (d/i).

20. Degree of provision the DF by military-trained hu-
man resources that meet professional requirements (d/i).

21. Number of officers who meet the requirements for the
level of professional training (%).

22. Number of officers who meet the health require-
ments (%).

23. Average age of military scientists and teachers of
higher qualification (years).

24. Degree of impact of DF activities on the environ-
ment (d/i).

25. Degree of social and psychological tension in DF (d/7).

26. Effectiveness level of moral and psychological sup-
port for personnel at DF (d/i).

27. Level of patriotism of personnel at DF (d/i).

28. Degree of activity (danger) of illegal paramilitary
formations in the state (d/7).

29. The degree of influence of opposition party leaders on
personnel at DF (d/i).

30. Level of activity of separatist forces in the state (d/7).

31. Average standard of life of servicemen (share of cash
income per family member/minimum subsistence level) (%).

32. Status of social security for servicemen (d/i), etc.



The values of the indicators are determined on the basis
of available statistical data, and in their absence — by an
expert survey.

Based on certain initial data, relying on quantitative
methods of multidimensional comparative analysis, it be-
comes possible to calculate the level of military security of
the state. To characterize the dynamics of changes in the lev-
el of military security of a state, it is advisable to determine
its evolution over time.

4. 3. Development (improvement) of the methodology
for calculating the integral indicator — the target function
for the system of ensuring the military security of the state

The most attractive in this regard are taxonomy meth-
ods [14]. They are, in contrast to a number of other possible
methods that make it possible to obtain acceptable results in
the absence of strict restrictions on the number of indicators
chosen to assess the level of military security. They also al-
low comparing objects in a multidimensional space, and on
this basis calculate the degree of importance of particular in-
dicators and the value of an integral indicator characterizing
the level of military security of the state.

When using the methods of taxonomy [14], based on the
data obtained, a matrix is built that characterizes the set,
and the following is investigated:

[X]i=12 .0 j=12.,n), 1)

where i — objects (options for solutions, level of development,
degree of danger, etc.); j — indicators; ® — the number of
objects under consideration; n — the number of indicators
selected to describe the properties of objects.

The quantitative values of the elements of the initial data
matrix, as well as the values of the indicators of the degrees
of realization of national interests in various sectors of the
military security sphere, are also determined on the basis
of real statistical information or are calculated based on the
results of an expert survey.

Since the data brought into a matrix describe different
properties of objects and have different units of measure-
ment, the required computational procedures become much
more complicated. So, the initial data matrix should be re-
duced to a standardized form according to the formula

— Xik _Xk
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where Z;;, — the standardized value of the k-th indicator for
the i-th object;

X — the value of the £-th indicator for the i-th object;

X, — the arithmetic value of the k-th indicator;

S, — the standard deviation of the k-th indicator.

The arithmetic mean of the k-th indicator is calculated
by the formula

1 .
Xk=62Xik(z=1,m), 3)

where ® — number of objects under consideration.
The standard deviation of the k-th indicator is deter-
mined by the formula

S, :[—Z(Xik —Xk)2:| . 4)

SIS

To calculate the elements of the distance matrix, a metric
is most often used — the absolute average difference in the
values of indicators:

-1
Crs_wz

By calculating the distance between all units of this pop-
ulation, let’s obtain the required matrix. The elements of this
matrix form the basis for a multidimensional comparative
analysis of the processes and phenomena under consider-
ation and have the following properties:

Z,-Z,, lI=10;, r,s=1n. (5)

c,=0, C.=C,; C.<C_+C,. (6)

Now it is possible to carry out a number of procedures
that allow to order the set of investigated and make various
comparisons on multidimensional objects.

Taxonomy procedures are responsible for building a
priority set of indicators based on providing them with im-
portance factors (building a hierarchy). These coefficients
indicate the position and role of each indicator in the studies
performed, contributes to a targeted search and a reasoned
choice of control action on the complex system under con-
sideration.

To determine the coefficients of importance of indicators,
one can use an approach based on calculating the so-called
critical distance, for example, the greatest distance between
indicators that are located close to each other, and, therefore,
indicate strong relationships between indicators [14]:

Ckzmgxm]in((xi,(xij). @)

After that, for each indicator of the diagnostic set, all
distances Q; are found that do not exceed the critical Cy:

(i )| p (or0,)<Cis

j=12,.,m; 0<i<n

Q= ®)

and sum them up

0= Y pla,0,); (i), @

where p(o;, ;) — the distance between adjacent indices o,
and a;; of the diagnostic set.

Next, an indicator is selected for which the sum of the
distances is the most

®,, =maxw,,

(10)

and calculate the coefficients of the hierarchy of all indicators
11

The value of the hierarchy coefficient for the indicator is
the greater, the greater the sum of the distances of the indi-
cator from its neighbors.

Carrying out the above calculations makes it possible to
compare and evaluate multidimensional objects based on a
complex generalized indicator. For this, the indicators are
differentiated taking into account the nature of their in-
fluence on the final result. Indicators, an increase in which
causes an increase in the generalized indicator, are called



stimulants, and indicators, the growth of which causes a de-

crease in the generalized indicator, are called destimulants.
After that, a reference object is built and constitutes a

point Py in a multidimensional space with coordinates:

Zy,Z

017 =027 ==

aZ[)Fv
Z,,=maxZ,,, at FeS,

Zyy=minZy at FeD (F=1,2,..,n), 12)
where Zor — the standardized value of the F-th indicator of
the reference object;

Zrr — the standardized value of the F-th indicator for the
R-th object;

S, D — sets of stimulants and destimulants, respectively.

Then the distance between point Py and points-objects in
the selected system of coordinates will be determined using
reflection

o]~

C, =[2(zlf —Zof)z} =12, .0, (13)
S

These distances are the basis for calculating the relative
generalized indicator of the object (solution options, level of
development, degree of danger, etc.)

(14)

1
where C,=C,+2S,; S,= [;i(cm —C0)2:|2 .
In practice, it is more conV_enient to use a modified gen-
eralized indicator d; = 1—%, with an increase in which the
efficiency of the solution op?cion increases.

4. 4. Building a tree of possible trajectories of the
state’s military security level for various solutions

Using the proposed approach to determine the target
function in the military security system, it is possible to
construct a tree of possible trajectories of the state’s military
security level for various decision options (Fig. 2).
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Fig. 2. The tree of possible trajectories of the level of military
security of the state for various solutions

This tree of possible changes in the level of military secu-
rity is advisable to apply in the course of developing forecasts
of decisions in the field of military security, as well as, in par-

ticular, state programs during a defense review, planning the
development of defense forces and the security and defense
sector as a whole.

5. Discussion of the results of introducing the target
function into the decision-making mechanism of the
military security system

The main results research are the developed mecha-
nism and technology for determining the target function
as a comprehensive criterion for assessing the degree of
realization of national interests in the field of military
security - determining the level of military security.

The proposed approach to defining the target function
in the military security system allows, based on the calcu-
lation of the taxonomic distance of the options considered
from the reference object, to determine a rational decision.
This process can be used to assess both the current state
of conservation and the predicted state (Fig. 1).

It is noted that the proposed approach makes it pos-
sible to assess the level of military security both at the
decision-making stage and after the implementation of the
decision (a set of coordinated actions, measures, (Fig. 1).

The implementation of the proposed approach will
allow at the decision-making stage to approve the option
in which the level of military security becomes greater
than the current one. If the level of military security un-
der which variant of the decision is reduced, then such a
decision is not approved and either policy, or strategy, or
a set of coordinated actions change. Determination of the
permissible (potential) level of military security Pays is
carried out in conditions when the value of indicators is
assessed based on the most favorable situations, the po-
tential of the state, the level of danger of existing threats.

In the case of a defense review and the development
of a state program for the development of defense forces,
a tree of trajectories of changes in the level of military se-
curity is built and those trajectories are selected that are
of the highest priority at the projected costs.

Taking into account certain coefficients of the impor-
tance of indicators, it becomes possible to identify certain
positive accents in the state program for the development
of the security and defense sector, the defense forces, the
armed forces in particular, and the like. This will optimize
the state program for reforming and developing the secu-
rity and defense sector.

When comparative analysis of multidimensional ob-
jects using taxonomy methods, there are no restrictions
on the number of options considered, and the number of
indicators used. Correlation of indicators is allowed.

The proposed approach to decision-making in the
planning of the use of defense forces is the basis for further
research into the problems of increasing the efficiency of
the functioning of the system for ensuring not only military
security, but also other components of national security.

6. Conclusions

1. The paper proposes a decision-making mechanism
in the state military security system. The essence of the
decision-making mechanism is that an element with the
function of calculating and comparing the level of military



security is added to the military security system. So, the
system acquires an target function and feedback. This
mechanism allows the military security system to acquire
all the systemic properties of complex systems. On the
practical side, the existence of such a mechanism will make
it possible to determine the priority variants of military-po-
litical decisions in time close to real, and not wait for the
results according to official statistics or real consequences
that will take place. The introduction of a criterion into the
decision-making mechanism in the system of ensuring the
military security of the state will make it possible to objec-
tively substantiate the decisions made and evaluate those
decisions that have already been implemented.

2. The military security of a state depends on the degree
of realization of national interests in the military sphere, and
is determined by the values of the indicators given above.
The proposed system of indicators , which fully characterizes
the main spheres of military security — military-political,
military-economic, military-technological, military-ecolog-
ical, military, military-social, etc. The list of indicators is
not final; it may change depending on the military-political
conditions of the region, on the nature of the predicted mili-
tary conflict, on the economic state of the state, and the like.

3.0n the basis of a certain system of indicators, a
method is proposed for calculating an integral indicator —

the target function, which is a measure of the quality of
decisions made in the military security system. The capa-
bilities of the methodology allow not only to calculate the
integral indicator for multidimensional objects, but also
to determine the coefficients of the importance of indica-
tors, calculate their hierarchy and justify the priorities of
the implementation strategy. In addition to the above, the
proposed methodology makes it possible to forecast both
the average and the long term.

4. A feature of the above approach is that it becomes
possible to use the proposed target function in the deci-
sion-making mechanism in the system of ensuring the mil-
itary security of the state. This makes it possible to assess
the level of a state’s military security for various decision
options, build a tree of its possible predictive trajectories
and make informed decisions in almost real time, taking
into account the coefficients of the importance of indicators.
Determination of the target function — the level of military
security and its application to assess the effectiveness of
decisions in the field of military security can be carried out
both in peacetime and in a threatened period. In a threat-
ened period, the technique can be applied only at the stage
of planning the use of defense forces. In the future, it will be
useful to adapt the methodology for evaluating decisions in
the management of defense forces during their application.
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