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This paper reports a method of protection
against zero-day attacks wusing SandBox
technology based on the developed analytical
model with a probabilistic ranking of information
system states. The model takes into consideration
the conditions of a priori uncertainty regarding
the parameters of the destructive flow on the
system, accounting for the typical procedures of
the network SandBox.

The proposed model of information system
states makes it possible to analyze and track
all possible states, as well as assess the level
of security in these states, and the probability
of transitions into them. Thus, it is possible to
identify the most dangerous ones and track
the activities that caused the corresponding
changes. The fundamental difference between
this model and standard approaches is the weight
coefficients that characterize not the intensity
of random events but the intensity of transitions
between states.

Direct implementation and application
of the proposed analytical model involved the
technology of multilevel network "SandBoxes".

The difference from other popular anti-virus
tools is the use of a priori mathematical threat
assessment, which makes it possible to detect
influences that are not considered threats by
classical systems until the moment of harm to the
system.

The combination with standard security tools
makes it possible to separately analyze files that
are too large in size, whether they enter the
system not through a common gateway controlled
by the network "SandBox" but from the external
media of end-users.

The implementation of the developed
analytical model has made it possible to improve
the level of protection of the corporate network
by 15 %, based on the number of detected threats.
This difference is explained by the inability of
classical software to detect new threats if they
are not already listed in the database of the
program, and their activity is not trivial
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1. Introduction

The current state of information society’s development
requires the protection of information resources and critical
data at the highest level. Unprecedented requirements for
software and hardware, technologies of modern infrastruc-
ture organization, etc. are characterized by a sharp increase
in the demand of the state and public relations in the use
of a system for providing reliable and high-quality IT ser-
vices (information technology services) of different classes.

The increase in the number and level of complexity of
various IT services, the increased technological level of cy-
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ber-attacks on state and public information resources form
new tasks for the incident detection and prevention system.

The class of “zero-day” cyber-attacks is one of the most
striking examples of the use of advanced information tech-
nologies in order to violate the properties of the information
system and destroy relevant resources.

Antivirus SandBox is a solution for the protection of
end devices, which makes it possible to prevent threats and
attacks related to the use of critical data in integrated infra-
structures, cloud environment, etc. under the condition of
horizontal spread of the attack in information and commu-
nication networks [1].



The method of protection against zero-day attacks using
SandBox technology in corporate networks is based on the
methods of corporate (network) or antivirus SandBox. An-
tivirus SandBox makes it possible to emulate large files at
end stations without loading the network shield and network
SandBox.

Protection against targeted attacks of an indefinite class
remains one of the most pressing issues in the field of informa-
tion security. Over the past year, the number of cyberattacks
in Ukraine increased tenfold. Almost everyone is familiar with
the following expressions: “targeted attack”, “zero-day vulner-
ability”, “0-day”, or even Advanced Persistent Threats (ATP).
These topics can be safely called the main trend in the field
of information security. Well-known encryption attacks are
one of the subtypes of these threats. SandBoxes are the only
means to combat the above threats [2].

Such means of protection conduct dynamic and statis-
tical analysis of files in a virtual environment and block
various attacks if necessary [3, 4].

That makes it possible to evaluate the behavior of suspi-
cious files and the consequences of launching such files. At
the same time, the main goal is not to detect malicious code
using signatures but to evaluate the activities performed by
the code, the security, and correctness in a given environment.

Now, the market for solutions for detecting and coun-
teracting targeted attacks is only at the stage of formation.
Manufacturers offer a wide range of protecting tools but,
often, such products are made for marketing and do not re-
flect the real effectiveness of solutions. However, among the
commercially-available protection products on the market,
SandBoxes are one of the most effective solutions.

Zero-day attacks are a serious security threat to almost
every organization. The traditional set of information secu-
rity tools is not able to withstand undefined threat classes.
SandBox technology is the most effective mechanism for
detecting zero-day threats.

2. Literature review and problem statement

Ensuring the security of data in computer systems of
various scales, and the proper level of functioning of such
systems, in general, is one of the most important issues in
the IT field. However, with the rapid growth of the industry,
approaches and tools for obtaining unauthorized access are
also changing; the main tools are shown and analyzed in
work [5]. This requires continuous improvement of existing
methods of protection and the creation of new approaches.
One of the most striking examples of new methods is the
creation of an antivirus system that mimics the immune
system of living organisms. Such a system is developed and
described in [6]; it makes it possible to detect non-trivial
threats and address them but requires significant resources.

It should be noted that in the field of data protection
and information systems in general, it is not enough just to
respond to existing threats but it is necessary to prevent
them. This is complicated by the fact that viruses often
adapt to existing systems, so protection systems should
detect new threats without human intervention. One of
the first approaches to the creation of an adaptive system is
demonstrated in [7]; however, the described approach is still
not able to recognize specialized disguised attacks. Also,
together with the rapid development of the information so-
ciety and the increase in the amount of data that needs to be

checked, the requirements for the hardware components of
protection systems are increasing; the analysis of the main
threats was carried out in [8]. One solution to the problem of
lack of resources and time in ensuring security is to use ar-
tificial intelligence methods, such as neural networks, which
were first proposed in the last century. Article [9] reports
the developed method but points to such shortcomings as
dependence on the quality of the network learning process
and low efficiency using unprepared data.

At the same time, along with the increasing complexity
of information systems, the concept of the intruder in this
context also changes. That puts new requirements before
existing systems. For example, the target of an attacker is
increasingly not the destruction of the system or causing
direct damage but access to personal or statistical data. This
may be insignificant at first glance but can have significant
consequences. Study [10] shows how the use of social media
information can cause significant harm; a method of protec-
tion has been proposed. The disadvantage of that method
is the slowness of its operation. Also relatively new is the
concept of a “zero-day”, but the problem described in [11]
is one of the most relevant at the moment. The detection
of such attacks requires the introduction of innovative
methodologies, such as the trap system described in [12],
or the technology of “honey pots”. Paper [13] describes the
operation of this method; it is quite effective in the presence
of information about future attacks but irrelevant with com-
plete uncertainty.

Also relatively new is the “SandBox” methods imple-
mented in most well-known antivirus software, for example,
Check Point for ESET and AvastSandbox for AVAST sys-
tems. This technology is a set of two key components: Sand-
Blast and Threat Emulation — components that are a new
kind of SandBox organization [14, 15] that make it possible
to emulate probable attacks and predict system protection
accordingly.

Attacks are detected at two levels of architecture: oper-
ating system levels (OS level) — as in traditional sandboxes,
and at the CPU level [16]; SandBlast Threat Extraction is
the component that makes it possible to analyze the files
transmitted over the network, remove all dangerous content
from them, reconstruct the files, and give these files to the
user already clean.

For example, ESET Dynamic Threat Defense
(EDTD) [17] provides another level of security, using ESET
transitional technologies to detect new threats [14]. If the
antivirus software recognizes malicious code, it prevents
further threat activity, thereby keeping it in the quarantine
zone. Other antivirus systems, such as Avast or NOD32,
work on a similar principle.

It is because of the impossibility of introducing common
standards and references on the large variety of existing
information systems that it is necessary to create a general
model that would adapt to the real state. This is achieved by
implementing a mathematical threat detection basis. Based
on the model, the protection method will be implemented.

3. The aim and objectives of the study

The purpose of this study is to create a method of pro-
tecting the information system from “zero-day” attacks,
which will employ the probabilistic ranking of states of a
given system under conditions of uncertainty.



To accomplish the aim, the following tasks have been set:

—to develop an analytical model of system states with
the probabilistic ranking of transitions under conditions of
a priori uncertainty to the parameters of the destructive in-
fluence flow, considering the dynamic changes in the system
functionality over time;

— to develop a scheme for the implementation of the an-
alytical model using a synthesized network and anti-virus
SandBox;

—to test the proposed model implementation scheme
using SandBoxes.

4. The study materials and methods

Taking into consideration the characteristic differences
of “zero-day” attacks, as well as in order to synthesize a
new method for detecting threats of this class against the
background of a network SandBox, it is necessary to build
a mathematical model of the method based on a multi-alter-
native approach to the number of possible types of attacks.
This approach is characterized by the fact that the party that
is the target of the attack does not have a priori data on the
type, parameters, and time of the attack on the critical data
of the owner of information resources.

In a given case, the process of determining the attack
class should take place under conditions of a priori non-stat-
ic uncertainty regarding the parameters and states of de-
structive influence on the information system, taking into
consideration the typical procedures of the network Sand-
Box. The analytical model should be formed in the context of
the absence of preliminary probabilities about the type and
state of the function of influence, as well as the a priori un-
certainty of states regarding the system itself, against which
destructive influences are directed.

Thus, the general approach to modeling threat on infor-
mation resources [17] will be considered in the context of the
built model of the analytical series. It should take into con-
sideration discrete states and the continuous time of prob-
abilistic ranking of input streams in order to calculate the
necessary parameters and characteristics of the influence
function (threat). In order to correct and simplify analytical
representation, we shall use a functional series taking into
consideration the dynamic sequence of random states (event
flow) that occur in the system taking into consideration the
vulnerabilities of information resources. Considering the pe-
culiarities of the class of “zero-day” attacks, we shall choose
an exponential distribution of the time of injection of the
frequency of threats of the attack due to the vulnerabilities
of the system [18].

Since a series of threats is simulated, in the formation of
an analytical model it is advisable to take into consideration
the sequence of vulnerabilities of the information system (or
resources) used by the intruder. The difference in forming a
model for “zero-day” attacks is that the correlation relation-
ship between the threat and the corresponding vulnerabil-
ity would not be taken into consideration in the analytical
model of the series. These limitations are justified by the
fact that the developed model would be further complicated
by the set of relationships of critical data vulnerabilities to
an undefined class of attacks. Thus, we established the dif-
ference from the typical criteria for describing threats — a
priori unknown type and parameters of the attack, it is not
known what vulnerability the threat would be directed at

given the time dynamics. It should also be noted that a priori
information system is considered to be protected at a certain
level of guarantees and the risk of resource vulnerability is
minimized.

We shall introduce a reasonable assumption that the
incident is created by two classes of appropriate parameters
of unauthorized influence on the information system. These
parameters are as follows: in terms of the intensity of threats
of different classes over time, as well as based on software
implementation errors in identifying incidents and eliminat-
ing vulnerabilities. According to the defined approach, it is
possible to form an analytical model of the system function
for determining the procedure for identifying incidents of
any complexity.

To directly implement the method of protection and
implementation of the proposed model, the “SandBoxes”
technology was used.

5. Analytical model of the information system states
taking into consideration a probabilistic binary ranking of
transitions

The state of the system, which is subject to unauthorized
threats, is denoted through S where i and j are vulnera-
bilities of the i-th and j-th type. The flow of threats with
unauthorized impact on the stationary state of the system
enters the analytical model with the intensity of Q. We shall
introduce a realistic assumption that the transitions between
states in the analytical model are carried out instantly in
time, which is typical of the “zero-day” attacks and modern
data processing performance in information systems. Proba-
bilistic binary ranking of the flow of unauthorized influences
leads to the formation of changes in the state of the informa-
tion system. That is, the dynamics of state change are taken
into consideration depending on the intensity of the flow of
influence per unit time. Given the possible transitions of the
stationary state of the system, we shall introduce the binary
ranking of probabilities P of the system transition to each
state S;. That is, Pj; is distributed between the states of the
system Sy, the event may occur at a random time when the
system is in one of the possible states. Transitions between
states in the analytical ranking model are carried out in-
ert-free (instantly). The probabilistic ranking of the influ-
ence flow leads to the formation of a stream of events in the
system and at the output. In this case, we shall introduce the
ranking of the system model states, namely:

— Soo — the system is under a stationary mode of provid-
ing operational processes;

— So1 — a change in the stationary state with high inten-
sity of external influence of the “zero-day” attack parameters
on the vulnerability of the system over time (state — failure
of the protection system based on an artificially created in-
tense influence over time);

— 819 — a change in the stationary state with the ex-
ternal impact of “zero-day” attack on software vulnera-
bility (state — failure of the protection system based on
software vulnerability);

— 811 — achange in the stationary state with the external
intense impact of a “zero-day” attack on the system and soft-
ware vulnerability (state — failure of the protection system
based on the mixed influence of two classes) [19].

When constructing an analytical model, the probabil-
ity Pjjof the system entering any state in the initial model



of probabilistic ranking is interpreted as a quantitative
indicator of the correspondence of the system’s stay in the
corresponding state [20]. In this case, the set of states is
considered discrete, and time is continuous.

State transitions have the weight coefficients g of the
intensity of response to impact flows and state transitions
in the system. The fundamental difference between this
model and standard approaches is that the weight coef-
ficients are characterized not by the intensity of random
events in the system but by the intensity of transitions
between states. That is, how significant the intensity fac-
tor g is for the transfer of the system to another state. The
specified weight coefficients are determined by the level
of ability of the software or security operator to respond
to the flow of unauthorized influence in real time and the
system’s ability to restore processes. In order to ensure
the correctness of this transformation, we shall take into
consideration the weight coefficients in the construction
of a model of the probabilistic binary ranking of input and
output flows in the system.

Based on the description of the probabilistic binary
ranking of system states and input and output flows, the
intensity of the real threat of an attack in the system can be
represented by an analytical series in the form:

Q=X
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where Sz is a set of system states characterized by the sta-
tionary nature of processes and the absence of a real threat
of a “zero-day” attack in it.

The system can enter each state at probability Pgcg+1y,
where Sg+1) is the state of the system that is at risk of a real
attack. The transition to the state Scg+qy from Scgy in the
system is carried out at intensity Pg(g+1,5(r). For the binary
ranking of the probability of transitions, the formula for
determining the intensity of the state transition flow will
be defined as:
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where Py, is the probability of the system’s ability to remain
stationary to ensure established operating processes in rela-
tion to the intensity of the input flow of class d of unautho-
rized influences.

Under a stationary mode of system functioning, taking
into consideration the impact of the real threat at intensity
Qs(r+1),sr), the state of the system without a loss (the input
flow does not change the state of the system) is a flow of
events Q. Thus, it becomes possible to calculate the inten-
sity of the elimination of real threats of attacks against the
background of the introduction of the following weights:

_
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For the simplest binary ranking of the probability of
transitions, the formula for the weight ¢, takes the form:

P+ Qs
P,
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The probability of the information system being ready
for safe (in relation to the threat of an attack) operation can
be determined as follows:

4,9, + 0, +Q,q,
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It is clear that the number of possible random states of
the system must be finite and can be determined according
to the ordinal numbers. Such a random process is called a
process with discrete states [14].

The adequacy of the presented analytical model is en-
sured by meeting the following restrictions related to the
considered task of modeling the threat of a “zero-day” at-
tack, namely:

— the model of system states that are discrete, with con-
tinuous time, is correct in general if each state of the system
in case of a random process of unauthorized influences gen-
erates all N input flows of events at intensity Q;, i=1,..., N;

—in a general case, to simulate the states of the system
for threats of “zero-day” attacks one should use calculations
based on the series model with an infinite number of discrete
states and continuous time.

Within the framework of the above restrictions, such a
model of states and transitions between them can be used to
assess the reliability of information systems security tools
and identify threats. The proposed model is characterized by
the possibility of simultaneous occurrence in the system of
two or more unauthorized external influences. The model of
the probabilistic ranking of system states was used as the ba-
sis for the method of detecting “zero-day” attacks taking into
consideration the intensity of the flows of influence [21, 22].

Since the modeling uses a sufficient number of possible
sets of attacks or impact flows, it is possible to reasonably
apply the normal law for the distribution of random events
of influences on the system [23]. Taking into consideration
the “zero-day” attacks’ characteristics, it is necessary to
account for the probability of several unauthorized events in
the system at the same time. That is the simultaneous impact
of multiple events on the vulnerabilities of the same type at
a fixed time interval. For analytical modeling of such states,
we shall introduce the load factor of the system depending on
the intensity of the flow of influences. Using the load factor
z=Q /g, it is possible to determine the required probability
of simultaneous occurrence in the system of n events, taking
into consideration the normal (Gauss law) distribution law
P,(2). For each type of threat, taking into consideration
the specified requirements for the accuracy of modeling, by
calculating the probability P,(z) values, the number max is
determined. The number of threats implemented due to vul-
nerabilities of the corresponding type is also determined. All
states Si>max(j) and transitions between them are excluded
from the model of a series of states of the random process sys-
tem (zero probability is assigned to form an artificially finite
sequence), as a result of which the desired final model with
the ability to predict the probabilities of attacks is obtained.

Thus, the model makes it possible to track all possible
states of the system Sj;, which are counted according to the
corresponding limitation, and to assess the corresponding
probabilities of being in these states Pgg+1). Accordingly,
with the help of Q, the intensity of real threat in the sys-
tem (1), it is possible to estimate Py, — the probability of
the system’s readiness for safe operation (4). Using state



emulation by applying a network “SandBox”, it is possible to
identify the most dangerous system states and factors that
caused the transition to these states, and, accordingly, to
track possible threats.

The proposed analytical model of system states (1) to (4)
taking into consideration the peculiarities of “zero-day”
attacks makes it possible to objectively assess the basic pa-
rameters, probability, and characteristics of the threat. To
this end, we use statistics on the occurrence and elimination
of vulnerabilities in the automated mode [24, 25].

6. Development of a scheme for the implementation of
an analytical model using a synthesized network and
antivirus SandBox

The method of protection against zero-day attacks is
based on a combination of the developed model of the binary
ranking of information system states and the methods of
network and antivirus SandBoxes. The hardware solution,
which includes a network SandBox, is installed along the
perimeter of the network and acts as a gateway. The received
traffic is decrypted, suspicious files are sent for analysis to
the cloud. During the analysis, the file is converted to PDF
and sent to the user with the option of obtaining the original.

Software is installed on end devices; it includes the
antivirus SandBox technology based on full virtualization
in the cloud service. A given solution makes it possible to
prevent threats and attacks related to connecting to exter-
nal networks. For example, connecting to Wi-Fi and cloud
applications that cannot be decrypted by a gateway on the
perimeter, connecting external media to a PC, and spreading
a network attack horizontally. Antivirus SandBox makes it
possible to emulate large files without creating a high load
on the gateway (Fig. 1).

Thus, in general, the implementation scheme can be for-
mally described as follows (Fig. 1):

1. A file comes from an external source to the system
where it is decrypted and enters an external gateway repre-
sented by the network SandBox. Files larger than 50 megae
bytes will not be ignored emulated in the antivirus Sand Box.

2. File analysis is carried out using the analytical model
with ranking. If a suspicious file is found, it is sent for further
analysis to the cloud. A file converted to PDF format is sent
to the user.

3. Verified files are sent to end-users.

4. Files larger than 50 MB and obtained from external
sources, such as external drives and networks, are checked
on end-user computers. To this end, use the algorithm of
dynamic threat detection.

7. Testing the proposed model implementation scheme
using SandBoxes

The proposed method and model were tested at a commer-
cial enterprise with 500 end devices. Two antivirus software
gateways assembled into the cluster to ensure fault tolerance
were installed on the perimeter. A classic antivirus program
is installed on each server and end device. Testing the built
information security system based on the proposed method
was carried out using a synthetic test and a real-traffic test.

The objectives of a given test were the assessment of the
effectiveness and feasibility of using SandBoxes as part of
an integrated information security system; the evaluation
of the effectiveness of the built model of protection against
zero-day attacks.

SandBox testing was carried out in two stages: testing
using synthetic samples of malicious code; testing on real
internet traffic of users [28].

Synthetic tests were carried out us-

ing temporary virtual machines. When

Cloud server-based Dynamic threat Ay -
SandBox detection delivering viruses to the test zone, meth-
ods that make it difficult to detect by
ﬁ ﬂ ﬁ ﬂ traditional signature means of protection
were used:
N | => | End-user 1 —file archiving using RAR, ZIP,
Result of f)peration of 7-Z1P formats;
the analytical model —> | End-user 2 — mail messages with web links to
Internet | = with ranking ) a malicious file, including using URL
Verification of shortening; . .
“0 day” attack — encryption of malicious code (paya
Using SandBox —> | End-user N load) of a macro in Microsoft Word doc-
uments through macros.

Fig. 1. Implementation of the zero-day protection method using network and
antivirus SandBox technologies in corporate networks

The network SandBox received small files for analysis.
Files larger than 50 megabytes will be ignored for emulation
in the antivirus SandBox. A given solution will reduce the
load and speed up the emulation time.

Antivirus software will analyze suspicious files obtained
from portable media and cloud applications that are not
decrypted. This approach provides for the highest protec-
tion against malware (software) entering the network and
endpoints [26, 27].

It should be noted that all solutions
were tested in a real network (in an iso-
lated network environment). Therefore,
before arriving at the analysis in the
SandBox, files with malicious code were
analyzed and blocked by available means of protection, using
signature and reputation mechanisms. A given testing algo-
rithm was employed to assess the effectiveness of existing
means of protection as well.

As part of the tests, the main channels for obtaining mal-
ware were analyzed: files downloaded from web resources;
E-mail attachments, files on external storage media.

As part of testing on the real Internet traffic, the net-
work SandBox was set to a TAP mode and received a copy



of internet traffic for analysis. Network traffic acquisition
lasted 1 month.

The main channels for obtaining viruses from external
networks were controlled: e-mail; interaction with web ser-
vices on the Internet; interaction with cloud applications;
interaction with external media. For synthetic testing of the
built system, 55 malware samples were selected that were
included in the signature database for 2018. The signature
analysis method was disabled on the network and antivirus
SandBox. Thus, the built system received malware without
the possibility of verification in the database [29].

Of the 55 instances used in testing web traffic analysis, 32
files with malicious code, not detected by existing anti-virus
protection tools, were analyzed in the SandBox. When testing
on mail traffic, traditional protection means found only 1 out
of 15 malware — 14 out of 15 files were sent for analysis in the
SandBox. In the synthetic test, 55 different malicious files
were used for web traffic. 23 out of 55 instances were blocked
by existing security features (secure Internet access gateway).
32 out of 55 malicious files were sent to the Sand Box for testing.

The results from a synthetic “network SandBox” test for
web traffic, a synthetic test for postal traffic, as well as the
malware, detected using SandBoxes, are given in Tables 1-3.

Table 1
Synthetic “network SandBox” test results for web traffic

The best result of
the built informa-
tion security system

29,/32

Existing Informa-
tion Security Sys-
tems (WatchGuard)

0/32

Detected malware

Table 2

Synthetic test results for mail traffic

The best result of
the built informa-
tion security system

9/14

Existing Informa-
tion Security Sys-
tems (WatchGuard)

0/14

Detected malware

Table 3
Malware detected using SandBoxes
Type of malware Detec‘Fed
(quantity)
Trojan 34
Worm 2
Backdoor 5
Trojan.Downloader 18
Ransomware 2
Spyware 2
Riskware/Adware 7
Using a vulnerability in the Web browser 1
Web.Exploit
Use a vulnerability in a Web browser Mal/ {
FakeAV-SE
Attempts to communicate with an external 95
botnet management server (callbacks)
Total (disregarding callbacks) 72

In total, in one month, the system of protection
against targeted attacks recorded 72 threats that are not
blocked and are not recorded by existing signature means
of protection.

The number of detected threats by the built informa-
tion security system, in comparison with the existing one,
over a month of monitoring at an enterprise is also shown
in Fig. 2.

Along with the classic antivirus system and the use
of the proposed method, two more approaches were also
tested, namely Sensory Traps [12] and the use of Honey
Pots [13].

Certain malware detected as part of the testing is not
detected by some signature antiviruses even a few months
after the end of testing.
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Fig. 2. The number of detected threats by the built by information security system compared to the existing one, over a month
of monitoring at an enterprise. Charts: G1 — the developed model of protection; G2 — classic antivirus system;
G3 — Sensory Traps [12]; G4 — Honey Pots [13]



8. Discussion of results of testing the developed method
of protection and the corresponding model

The proposed method of detecting threats using “net-
work SandBoxes” and the constructed mathematical model
make it possible not only to detect the threat after its ac-
tivity but to prevent penetration. The effectiveness of the
method has been proven during testing; the results are given
in Tables 1-3. Such significant efficiency can be explained
by a priori use of a mathematical model that tracks changes
in the state of the system, and not only collects statistics
post-factum, like most antivirus systems.

The system of adaptive analysis of states can be com-
pared to artificial intelligence algorithms, for example,
neural networks [9, 31]. However, neural networks require
a long learning process on reliable examples, which makes it
impossible to identify new types of threats. Classic detection
methods are not able to track an attack in the first stages
and detect a threat only after a mass infection of the system.

Comparing the proposed method with the methods of
Sensory Traps and Honey Pots, the following conclusions
can be drawn: both above methods lose their relevance over
time since they provide protection against well-known at-
tacks. Therefore, such approaches are relevant if one knows
in advance about potential weaknesses in the system or data
that are most interesting for the attacker.

In addition, the proposed method is quite flexible due to
the simplicity of the mathematical model, which allows it to
be adapted to each specific task and system. This is both an
advantage and a disadvantage since it requires the attention
of an experienced specialist who will be able to properly ad-
just the system coefficients. But such flexibility will make it
possible to identify events that have different interpretations
in terms of danger to different systems.

As one of the drawbacks, we should note the probability
of false triggering of the system, that is, the detection and
recognition of secure messages as an attack. Such a case is
possible, for example, with the constant mass mailing of files
to all computers on the network.

Despite the significant advantage of the method, illus-
trated in Tables 1-3, it is currently in the early stages of
development. The analytical model needs to be improved, for
example, using weight coefficients and the ability to change
parameters directly in the course of algorithm operation.
The possibility of implementing existing cyber defense algo-
rithms should also be investigated.

9. Conclusions

1. The creation of an analytical model of the states of the
information system makes it possible to assess the impact of
various factors in real time, and track possible destructive

actions without endangering the system itself. Owing to
this, the proposed model is universal but, at the same time,
allows for fairly in-depth analysis and tracing destructive
external influences. The introduction of the probabilistic
binary ranking of transitions between system states makes
it possible to automatically track potentially dangerous
changes in the system. This is not possible manually due
to the large number of requests coming in at each point in
time. To identify and assess a potential threat in any state,
the weight coefficients are used, which are characterized
not by the intensity of random events in the system but by
the intensity of transitions between states. The analytical
series was also used taking into consideration the dynamic
sequence of random states to ensure the correctness of the
analytical representation.

Such a system makes it possible to detect dangerous
activity even before harming the system, which is different
from most classical methods of protection that already oper-
ate post factum, that is, after the attack. The introduction of
weight coefficients makes it possible to individually config-
ure the parameters of threat detection, assessing the proba-
bilities of the transition of the system to dangerous states.
That is, an expert could indicate what intensity of requests
should be considered dangerous.

2. The scheme of implementation of the developed
model with the help of network “SandBoxes” and inte-
gration with existing methods and programs of anti-vi-
rus protection was proposed and tested, which makes it
possible to utilize the strengths of various approaches.
As an example, an antivirus system was used, which gave
significant positive results. The application of methods of
a multilevel network SandBox makes it possible to more
objectively assess the situation in the information system
and detect hidden activity. In addition, the use of an
external antivirus system also makes it possible to check
large files obtained from external media and reduce the
load on the network SandBox.

3. Based on the test results, the proposed combination
of the network SandBox method based on the developed
model and anti-virus systems shows its effectiveness in
comparison with classical methods. Some of the attacks
were not diagnosed by classical systems for months. At the
same time, it is important to remember the possibility of
erroneous detection, which requires further work on the
algorithm. The constructed method of protection against
zero-day attacks using SandBox technology was used in
combination with the methods of a multilevel network
SandBox and an antivirus SandBox based on full virtual-
ization. The multilevel network SandBox is based on the
analytical model of the system, taking into consideration
the ranking of states. This approach has made it possi-
ble to improve the protection of the corporate network
against unspecified
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