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1. Introduction often have a narrowly focused principle without the possibil-

ity of integrating new testing tools and the same specialized
The problems of the relationship between the psychological ~ scenario for creating an expert conclusion.

and psychophysical characteristics of a person and its effective For professional selection, it becomes necessary to form a
work activity still require careful study. These interrelation-  professional profile of a person, based on its psychological and
ships are relevant in all professional activities, but they are es-  psychophysical indicators. The definition of such a profile is
pecially important in the operation of critical systems, in which ~ possible based on the objective requirements for a particular
the human factor can lead to a malfunction of the system, and,  profession, as well as the requirements of the employer (includ-
as a consequence, large losses [1, 2]. Accordingly, there is are-  ing non-standard ones). Therefore, to form a profile, a variety
quirement for fast and reliable hardware data collection, which,  of psychodiagnostic techniques can be used, the purpose of
in turn, gives rise to the need to develop a modern psychodiag- ~ which is to determine the specific, both qualitative and quan-
nostic and psychophysical information processing system. titative characteristics of a person. This approach presupposes
Despite the development in recent years of the concept of  considering the profiles of the subjects as classes or collections
the Internet of Things, which makes it possible to remotely  of sets that have given common features. Taking into account
control technical means [3—5], mainly hardware and soft-  the variability of the requirements for the profile, the obtained
ware methods and means for local collection, storage and ~ human indicators, the introduction of new diagnostic meth-
processing of data are used. These psychodiagnostic tools  ods and subjective expert assessment, it is assumed that there
allow using a fairly large volume of tests, storing data on a  is a problem of fuzzy classes. Therefore, it becomes necessary
local drive, but they are not very useful for remote collection  to determine the belonging of the object (subject) to a certain
of information, work in “field” conditions or in the absence of  class and the optimal solution to this problem was to use the

an expert at the research site. In addition, diagnostic systems  theory of fuzzy sets using membership functions.




Therefore, the problem of developing conceptually and
functionally new psychodiagnostic information and measur-
ing tools for remote sensing is relevant.

Speaking about the development of an information pro-
cessing system for psychological and psychophysical diag-
nostics, it is necessary to take into account its multidisci-
plinary nature and use modern information, software and
electronic products and methods [6, 7].

2. Literature review and problem statement

In the works considered below, the results of research
and development of hardware and software implementation
of diagnostic tools are presented. Such testing tools are
technologically diverse and make it possible to implement
standard widely used psychodiagnostic techniques. These
developments combine a number of principles:

— use of the model of consistent purposeful activity;

— modeling of professional or other human activity in an
experimental environment;

— use of the model of space-time forecasting;

— use of the systematic approach;

— availability of flexible methodological capabilities of
the system, i.e. implementation of a set of techniques.

However, the presented developments in the field of psy-
chodiagnostic equipment have common problems:

—lack of a specific conceptual model as a basis for their
implementation;

— presentation of such systems is limited only to the de-
scription of the architecture, block diagrams and diagnostic
procedures;

— complete absence or partial possibility of remote con-
trol of the system;

— obligatory presence of an expert during diagnostics;

— data storage in a local database;

— architecture of the means does not imply the use of a
local network for the transmission and storage of data (or ad
hoc uses wired access to the network).

Taking into account the described general problems of
existing tools, the analysis of developments will be aimed
at considering their structure, architectural solutions and
functionality.

The work [8] presents the results of studies of a device
for training the adaptive mechanisms of a personality to
stressful situations. It has been shown that a device designed
to study the body’s response to the uncomfortable effect of
stimuli is quite well suited for training an adequate patient’s
response under stress in the absence of an expert. The struc-
ture of the device assumes the presence of modules, interact-
ing through standard interfaces, providing stimuli, sensory
electrodes and biosignal amplifiers, analysis and control
units. A significant drawback of the device under consider-
ation is its use only in stationary conditions.

The results of research and development of the hard-
ware-software psychodiagnostic complex “Multipsychometer”,
as well as other complexes of this family, [9] are aimed at
assessing psychophysiological indicators and professionally
important qualities. The functionality of the complex consists
in the implementation of test tasks using a control personal
computer and executive units connected to it by standard
interfaces. Compilation of a multivariate assessment of the sub-
ject’s actions during the test is due to, albeit a wide, but limited
number of standard techniques. Comparison of the obtained

indicators during testing with the average or “optimal” parame-
ters is carried out in a visual graphical and tabular form. A good
option of the complex is the possibility of a network version of
its execution. However, the full functioning of the complex is
possible only with the obligatory presence and participation of
an expert, and the blocks of peripheral devices and psychomo-
tor tests are adapted only for a specific target group of subjects.

In work [10], which is devoted to the creation of an au-
tomated system for testing, teaching and training its profes-
sional skills, solutions are proposed that partially eliminate
the indicated disadvantages.

In the architecture of the system, the network principles
of organization and adaptation for work with groups of sub-
jects of different professional orientations are laid. The ar-
chitecture of the system involves the introduction of blocks
for remote operation into its structure. This possibility can
be implemented on stationary computers that have the ap-
propriate functional testing devices. However, the system
refers more to teaching and monitoring educational devices
for universities than complexes for studying the psychophys-
iological parameters of a person.

Research on the development of a psychocorrection sys-
tem [11], presents the structure of the system as a network
of personal computers of subjects and blocks. The system
lacks the function of reliable remote operation, and its archi-
tecture does not imply its addition of blocks or elements for
mobile psychological diagnostics.

The work [12] describes a diagnostic research complex
for professional selection of personnel. The complex allows to
register psychophysiological parameters, personal character-
istics of a person and determine the degree of manifestation of
emotional stress. For processing and analysis of measurements,
modern software and methods of mathematical statistics are
used. The information received is stored in the database. The
disadvantages of the complex are the ability to transmit data
only over short distances, the impossibility of storing data on a
remote server. In this complex, there is no option for collective
access to measurement results in real time from geographically
dispersed locations. This function of simultaneous observation
of the course of the experiment would improve the capabilities
of the system in modern realities and would make it possible to
involve different experts in the analysis of data simultaneously.

It is also possible to single out the type of psychodiag-
nostic systems, the functions of which have the ability to
transmit data over short distances by radio or infrared data
exchange. An example can be a complex for psychophysiolog-
ical testing “PSYCHOPHYSIOLOGIST-N" [13]. The com-
plex consists of a testing unit and an instructor’s workplace,
which are connected by an infrared data exchange channel.
The IR channel is used to update the firmware of testing
devices and receive experimental data. This complex only
partially solves the problem of remote presentation of test
influences and reception of response signals.

The architecture of an automated information system for
the study of human cognitive parameters, described in [14],
contains a large number of progressive solutions. It is pos-
sible to note such solutions as integrated software modules
for scenario modeling and automated analysis of test results,
hardware and software units for presenting test tasks and
exchanging information on the results of the research. The
system has wide functionality and a wide range of psychodi-
agnostic techniques. However, it does not address the issues
related to the complex and volumetric representation of test
influences, the answers to which could provide the researcher



with more informative data. Also, this system lacks the func-
tion of a remote mode of operation and the problem of synthe-
sis of mobile systems for the operational diagnosis of a person’s
condition under real and stressful loads has not been studied.

One of the ways to overcome these shortcomings can
be the use of the technology of modern wireless infocom-
munication networks, autonomous sensors and stimulating
devices in the development of the architecture of the psycho-
diagnostic system and its implementation. These devices can
be designed on the principles of the Internet of faith.

Thus, the performed analysis gives grounds to assert that
it is expedient to design and implement an information pro-
cessing psychodiagnostic system based on new principles.

The new principles are:

— the principle of remote network information interac-
tion between system objects;

— principle of integrating new (non-standard) diagnostic
tools along with standard ones;

— principle of using wireless data transmission technolo-
gies: WiFi and GPRS;

— building a new type of profile of the subject - no rigid
interpretation of the results;

- no influence of the subjective factor of the expert;

— use of standard and newly created scales.

An open architecture, structural and schematic diagrams
of such a fundamentally new system should be implemented
on a modern element base, use cloud services, intelligent
sensors and actuators based on microcontroller technology.

3. The aim and objectives of research

The aim of research is to design and implement an informa-
tion processing system using technologies and methods of re-
mote psychological and psychophysical diagnostics of a person.
This will make it possible to obtain a psychodiagnostic system
of a new generation, which, unlike existing systems, in real
time, remotely and without the direct presence of an expert:

— manage the information processing system;

— carry out the diagnostic procedure, in particular in the
“field conditions”;

— use new hardware, including 3D visual diagnostics;

— securely store data on a cloud server;

— free access of an expert to data using a mobile applica-
tion and wireless data transmission technologies.

To achieve the aim, the following objectives are set:

— to apply methods of decomposition and identification
of classes when forming the structure of an information pro-
cessing system for remote psychological and psychophysical
diagnostics of a person;

— to create a method for diagnosing the psychological or
psychophysical state of the subject.

4. Materials and methods of research

To develop the architecture and structural diagram of
the information processing psychodiagnostic system, the
recommendations of ITU-T Y.2060 and the project of the
European integration project IoT-A (Internet of Things —
Architecture) [15], describing the IoT reference models, were
used. According to these requirements, an information pro-
cessing system, which is essentially a project of the Internet
of Things, should include the following levels:

— application layer;

—level of support for applications and services (both
general and additional support for services);

— network layer, implying network and transport ca-
pabilities;

—device level (with capabilities of both devices and
gateways).

All components, types of their interconnection and areas
of application of the information processing system are the
corresponding elements of the indicated levels of the I6T model.

When developing the structure of the system, system
analysis, methods of decomposition and separation of classes
were applied using UML diagrams — an information process-
ing system is considered as a complex complex of interrelated
elements, their properties and processes. Moreover, the sys-
tem possesses properties that none of its elements possesses.

The principles of modular construction are used to form
subsystems (blocks) of the information processing system,
based on the purpose of the study. Based on the principle of
hierarchy, a hierarchy of elements of the blocks of the system
being developed was formed, which helps to implement the
idea of centralized control. The development principle used
in the development of a system model implies the following
capabilities: development, improvement of the system, its
ability to accumulate information, the ability to integrate
new elements that are compatible with existing ones.

Methods of mathematical modeling and mathematical
statistics were used to create an algorithm for the formation
of an assessment of the impact of the load on the psycho-
logical and psychophysical state of a person. The principle
of uncertainty and methods of fuzzy logic in the case of
indistinctness of classes (determination of the membership
function) are used to determine scenarios for the formation
of a psychological (psychophysical) profile of a person.

Elements of the theory of automatic control, principles of
building information processing systems, elements of basic
hardware and software allow to determine the principles of
interconnection of system elements, their compatibility with
each other and data transmission thanks to them.

The methods of psychological, psychophysiological and psy-
chophysical diagnostics used in the development of the system
allow both the implementation of standard diagnostic tech-
niques and form the basis for the creation of new techniques
implemented on devices for volumetric data presentation.

The design and implementation of the proposed informa-
tion processing system is based on the use of the following
products: STM32Cube (EC), ESP Easy (China), Microsoft
Office 2007 database (USA), Thingspeak server, Wi-Fi and
GPRS technologies.

A number of requirements for the information processing
system have been formed:

— presence of blocks (classes) corresponding to the main
functions of the system;

— use of hardware and software that functionally meet
the requirements of the levels of the IoT project model,

—required level of protection and safety of information
systems in the event of a failure or failure;

— ability to integrate additional elements of the system;

—reservation of important information resources of
the system;

— use of software for processing and visualization of
the results;

— presence of scenarios for the formation of the sub-
ject’s profile.



5. The results of the application of design methods
in the development of an information processing
psychodiagnostic system

5. 1. Application of the method of decomposition and
identification of classes in the formation of the structure of
the information processing system for remote psychological
and psychophysical diagnostics of a person

The decomposition method is used in the work to
compare the object of analysis, that is, the developed in-
formation processing psychodiagnostic system with a cer-
tain model, in this case with the model of the Internet of
Things project. A feature of this method is the selection
in the object (information processing system) of elements
that correspond to the reference model of the IoT project.

The method of representing the structure of the system in
the form of a class diagram is used to determine among the ele-
ments of the system being developed a set of classes, interfaces
and their connections.

The proposed system structure is shown in Fig. 1. It is a sin-
gle complex consisting of a number of interacting subsystems
that perform specific tasks for them [17].

Each subsystem is a control unit, a test-
ing unit, a data receiving and transmitting

— panels for the presentation of two-dimensional light,
sound, tactile and combined signals;

— devices for three-dimensional representation of signals
such as LED cube or LED ball;

— keyboard and microphone for recording responses;

— necessary microelectronic and software.

The use of the ESP8266 module, router and TCP/IP
protocol is intended for data transfer to the Thingspeak
cloud server DBMS [28-31] using MQTT.

The hardware and software components of the system
for presenting test signals and receiving response signals are
based on microcontroller technology with radio frequency
transceivers for data exchange.

Devices for presenting light signals. Matrices of multi-
color LEDs are used to create devices for two-dimensional
and volumetric representation of light signals. Working 3D
layouts of a LED cube with the size of 8x8x8 LEDs and LED
ball were developed. The presentation device for volumetric
stimuli is shown in Fig. 4. The required order of switching
on the LEDs is set by the microcontroller according to one
of the stimulus presentation programs, which is determined
by the expert through the control unit.

unit, a data processing and storage unit and
has components that interact with each

Information processing system

other and with components of other units.
Control unit. The developed control
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unit is intended for use by an expert in
order to register subjects, conduct a test-
ing procedure, view the results obtained
and form an expert assessment, as well as
an engineer to control the testing proce-
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shown in Fig. 2 in the form of a class di-
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Fig. 1. Information processing psychodiagnostic system
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Fig. 2. Class diagram of the control unit
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Fig. 4. Layout of devices for presenting
volumetric stimuli —
LED cube of 8x8x8 LEDs

Fig. 5 shows LED panels for present-
ing linear and two-dimensional stimuli.
The panels use a matrix of three-color
addressable digital RGB LEDs with built-
in WS2812B controllers on a flexible sub-
strate [32].
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Fig. 5. Panels of WS2812B addressable
RGB LEDs

Fig. 6 shows a variant of connecting
a one-dimensional LED strip based on
three-color addressable digital RGB LEDs
WS2812B to an ESP8266 microcontroller
with a Wi-Fi interface.
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Methodology N 3.2. 1.'Assessment of the iflfluence of the load on the
psychological and psychophysical state of a person
For the processing of informative indicators of a person,
Hearing Methodology 1 a method for predicting the effect of different types of visual
diagnostics load on the functional state of the subject was adapted [33].
This method, in fact, is a universal method for assessing the

2 , .
Methodology effect of any load on a person’s condition.

Analysis of existing studies of the effect of load on
the functional state of a person showed the following
results. So, when studying the effect of visual load, it was
revealed that the load (both adapted to the parameters of
the subjects, and not adapted) has 3 types of the nature
of changes in the indicators of the functional state. It

Methodology N

Other diagnostic Methodology 1

tools was found that the distribution of indicators into groups
Methodology 2 depending on the frequency of occurrence of the nature
of the change: growth of indicators — from 44 £7.9 % to
5248.0 %, decrease - from 16+5.9 % to 35+7.4 %, un-

Methodology N changed — 19+0.3 % to 19+6.3 %.
In works on the study of the effect of noise on a person’s
condition, it is determined that a noise level of 20-30 decibels
Fig. 7. Method of monitoring the psychological is safe for a person, but higher noise levels have an impact on
and psychophysical state of the subject: the the human mental sphere. All types of intellectual activity are
formation of a data unit subject to this influence. An adverse effect is expressed in the



appearance of a feeling of confusion, anxiety, fright, fear, and
even a feeling of weakness.

The developed information processing system is the
basis for using both existing standard diagnostic methods
and integrating new, more modern and more informative
methods into its composition. For example, methods that use
devices for volumetric presentation of signals and complex
stimulation of visual, auditory, tactile and other types of
stress. Therefore, the subject’s profile includes the presence
of blocks corresponding to the types of loads that are deter-
mined by the goals of a particular study.

The method consists in determining the transformation
matrix M, using the matrices of the initial X and final Y in-
dicators of the studied state. The matrices used contain the
values of the individual and group indicators of the subjects.

Initially, it is assumed that the matrix Yis defined as the
result of a linear transformation of the matrix X:

Y=M,-X, y,=M, x,iell. 1)

Using the correlation matrices of the initial F, and final
F, indicators or their maximum likelihood estimates and the
corresponding roots of these matrices A and B:

F.=X-X"=A-A", FE=YY =BB, (2)

can be represented by the matrix of final indicators in the form
Y=M,-A=B. 3)

Following from this, the desired transformation matrix
will be represented as the ratio of the roots of the matrices:

M =B A" (4)

Accordingly, the required transformation matrices, de-
pending on the type of load, will have the form:

_ o
Mtvix - Bvis Avix’

M B - A"

taud = Paud * Aaua> -+ M,, =B, A;:L )

This method of assessment makes it possible to predict
the final state of the subject and, accordingly, to predict and
dose workloads.

3.2.2. Description of scenarios for correlating the
parameters of the subject with a specific profile in the
case of indistinctness of classes

It is necessary to take into account the fact that the cre-
ation of a test subject’s profile can be based either on a group
assessment of professionals and an expert, or on the subjec-
tive assessment of an expert only. Therefore, the algorithm
for applying the operations of the theory of fuzzy sets to de-
termine the membership function can have several scenarios.

Scenario 1 implies the use of a number of experts to de-
termine the subject’s profile, and assumes that the algorithm
for solving this problem will be as follows [34]:

1. Determination of the parameters necessary for the
performance of the relevant activity and for correlation with
a certain type (position, profession, etc.).

2. Determination of quantitative indicators of these pa-
rameters in two groups: a group of diagnosed subjects and a
group of profile representatives.

3. Data normalization — the quantitative results of the
parameters of the representatives of each group must be pre-
sented as a numerical value of the level of formation of the
diagnosed parameters of each subject x;, while x; can take
values from 0 to 1.

4. Ranking of parameters by experts depending on their
significance, while the degree of significance (u(x;)) is the
arithmetic mean of the degrees of significance proposed by
the experts.

5. Determination of the numerical values of the level of
conformity of the available parameters in the group of sub-
jects (I') and representatives of the profile (R):

n

Z(xip’(xi))

=5 (6)

R=F—— )

where I, R — the numerical values of the level in the corre-
sponding groups, x; and y; are the value of the i-th parameter
in the groups of subjects and representatives of the profile,
u(x;) and p(y;) are the significance of the corresponding
parameter, n is the number of parameters.

6. To determine the levels of conformity of the parame-
ters of the tested and representatives to the given profiles
in percentage terms, the boundaries of this conformity are
determined. This is due to the assumption that the represen-
tative of the profile can have the maximum and minimum
quantitative values of the parameters, which means that the
level Y has the limits of Rpax and Ryin.

The numerical indicators of the level of compliance of the
parameters with the profile will look as follows

I1-100%
Y =———, 8
1 Rmax ( )
R-100%
Y, =— """, 9
R= g ©)

‘max

where Y;and Yy are the values of the levels of compliance of
a person with the profile in the studied groups in percentage
terms, where I, R are the numerical values of the level in the
groups, Ry is the maximum value of the level of compliance.

7. Determination of scale levels with a percentage for a
more simplified presentation of the results.

Scenario 2 implies the following functionality: the ability
to work on a human profile of only one expert, operations on
parameters that are not numerical in nature.

Scenario 2 involves the construction of a membership
function using a matrix, the elements of which are expert
paired comparisons of parameters [35].

Let the matrix be M = ||mip||, where i, p=1...n,, where n is
the number of comparison points of the values of functions,
that is, how many times the function of belonging of the sub-
ject pa(X;) to the fuzzy set A is greater than the function of
belonging of the subject pa(Y,) to the fuzzy set A.

Then the elements of the matrix are normalized and take
the form

g = (10)



After that, the sum of the elements of the matrix C and
its weight w are determined:

c=Yc, w=t. 1)
i=1 C

Next, the matrix M" is calculated, the elements of which
are the degrees of membership of the parameters:
M*=[c1‘w,...,cn~w]. 12)
In the case of obtaining a subnormal fuzzy set, it is neces-
sary to normalize it and determine the membership function,

which, in fact, will be an indicator of the confidence in the
correlation of an object with a class.

6. Discussion of the results of design and implementation
of the information processing system

The use of methods of decomposition and allocation of
blocks (classes) based on functional requirements made it pos-
sible to form the structure of an information processing psycho-
diagnostic system. Considering that the information processing
system is based on the principles of the Internet of Things, then
the following system elements correspond to each level:

— level of applications — the branches “psychology”, “la-
bor market”;

— application and service support level — Thingspeak
cloud server, MQTT protocol, DBMS;

— network layer — data transmission technologies GPRS
and WiFi, LTE, Ethernet, STM32F4 microcontroller,
SIM800L module, ESP8266 module, router;

— device level — 2D and 3D stimulus presentation devices
and other diagnostic hardware, keyboard.

Thanks to the above methods, the system was presented
in the form of 4 interacting blocks (Fig. 1), each of which is
responsible for performing a number of system functions:

1. Control unit (PC (smartphone), mobile app, mobile
app interface):

— registration of subjects by an expert;

— selection of the tested material by an expert;

— remote testing procedure;

— work with the obtained data of the subjects;

— formation of the primary and final expert assess-
ment (profile of the subject).

2. Testing unit (hardware diagnostics, keyboard):

— submission of incentives;

— registration of answers and reactions of the subject.

3. Data receiving and transmitting unit:

— management of diagnostic tools;

— data processing and transmission to modules, thanks
to AT commands;

— implementation of packet data transmission using
TCP/IP.

4. Data processing and storage unit:

— data storage;

— control and monitoring of the states of the elements of the
block for receiving and transmitting data using a cloud server;

— data processing and visualization.

The proposed structure of the information processing
system assumes the following principles of its operation. The
expert forms a request for the diagnostic procedure (together
with the customer), selects the material to be tested, sends a

command to turn on and off the diagnostic hardware, analyzes
the test results obtained, and forms the test subject’s profile.
The engineer, in turn, monitors the correct operation of the
equipment, recording data to the cloud server and database.

Changing the operating modes of the hardware part of
the information processing system is carried out thanks to
the mobile application. During testing, the test material is
submitted according to the scenario, the execution of which is
guaranteed by the software of the STM32F4 microcontroller.
The data is processed by the handlers for pressing the buttons
and the time parameter and, thanks to AT commands and
TCP/1P, data is exchanged between the elements “STM32F4
microcontroller” — “GPRS and WiFi modules” — “router”. In
the absence of any communication, data is accumulated in
the buffer memory of the remote device. Further, thanks to
the MQTT protocol, data is exchanged and recorded in the
channels of the Thingspeak cloud server.

The ThingSpeak platform from MathWorks (USA) has an
integrated mathematical package MATLAB (USA) [36]. The
use of this popular package allows for high-quality mathemat-
ical data processing, the formation of the subject’s profile and
the construction of graphs for the visual presentation of psy-
chophysical measurement data. Working with the database is
carried out using a mobile application and a DBMS interface.

Thanks to the proposed conceptual solutions and the use
of modern hardware and software, the functionality of the
system makes it possible to reliably conduct psychodiagnos-
tics, both in stationary conditions and to work with remote
patients. At the same time, subjects and experts can be in
different parts of the world and conduct experiments at any
time. Remote presentation of stimuli and interrogation of
response sensors is carried out through a mobile application.

To enhance the diagnostic characteristics, the system
includes devices for three-dimensional (3D) presentation of
stimuli along with standard two-dimensional or linear ones.
3D means of visual and sound psychodiagnostics allow con-
ducting research that is closest to natural conditions.

The use of cloud technologies in the proposed system is
justified by convenient network access “for everyone, every-
where and from any device connected to the Internet” to a
common pool of computing and communication resources.
Such technologies provide fundamentally new, cost-effective
opportunities for research and education, providing remote
use of computing, processing and storage of information, as
well as sharing the database among experts.

During the development and research of the system, its
following limitations were identified:

— data is written to the Thingspeak cloud server every
15 seconds when using the free version, with the possibility
of reducing the cycle time to 1 second when using the cloud
on a commercial basis;

—only WiFi or GPRS connections are used for remote
data exchange.

At the moment, the created monitoring method is of a
conceptual theoretical nature, but its quick practical imple-
mentation is planned.

The proposed information processing system is considered
as a project of the Internet of Things. Therefore, it also carries
all the risks of the IoT. The main ones are data leakage, inter-
ception and substitution of transmitted data and unauthorized
access, the probability of which is determined by the degree of
system protection at the software and hardware levels. It is pos-
sible to reduce the likelihood of these threats by using built-in
means of device authentication and encryption of transmitted



data. The probability of interception and spoofing of transmit-
ted data is low, since encryption is already built into many IoT
protocols. The use, for example, of the LoRa WAN protocol,
which uses double data encryption using the AES-128 algo-
rithm, makes it almost impossible to intercept and decrypt data.

The use of a remote mode of operation in real time is
difficult with poor Internet access and no mobile communi-
cation. Over time, this disadvantage will become insignifi-
cant due to the rapid growth of coverage of territories with
branched mobile networks.

Devices for signal presentation have been developed,
taking into account the peculiarities of two-dimensional
and volumetric perception. They are based on 32-bit micro-
controllers and multicolor addressable digital RGB LEDs
for visual test loads. Tactile and volumetric sound signals
of influence and their combinations are also formed under
the control of microcontrollers. All signals cover the range
of sensitivity of the human sensory organs. 2D viewers
implement standard diagnostic techniques. The devices for
three-dimensional signal presentation are presented in two
configurations — a 3D cube and a 3D ball and are designed
to implement new adapted testing methods.

The methods used to assess the influence of various types of
load on the psychophysical and psychological state of the sub-
ject can significantly expand the area of diagnostic application
of the information processing system. The described scenarios
of correlating the parameters of the subject’s reaction with a
specific profile in the case of indistinctness of the classes make
it possible to use them both with quantitative and qualitative
characteristics of the studied parameters, which significantly
expand the range of psychodiagnostic techniques used.

In the future, the development of this study may consist
in creating a conceptual model of the system and its struc-
ture in the direction of developing hardware and software
modules of criterion-oriented tests to eliminate the low
content validity of statistical norms of psychodiagnostics.
It is necessary to develop new algorithms for identifying the
degree of preparedness of each subject to perform a certain
criterion task based on new principles of psychodiagnostic
testing. It is also important to search for new non-standard
instrumental solutions for psychodiagnostics, as close as
possible to the real conditions of a person’s performance of
its professional duties. To expand the functionality of the

information processing system, it may be possible to create
the basic software “electronic expert” for emergency remote
consultation in critical situations. This approach can become
the basis for creating a series of psychodiagnostic equipment
of a fundamentally new generation.

7. Conclusions

1. The structure of the information processing psychodi-
agnostic system, in contrast to the structures of the existing
hardware for human diagnostics, is based on the principles
of the Internet of Things model. The description of the
components and their interaction within the framework of
the structure of the psychodiagnostic system is carried out.
The developed structure of the information processing psy-
chodiagnostic system and its blocks fully corresponds to the
formed principles provided, on the one hand, by the reference
models of the Internet of Things, and, on the other hand, by
the procedure of psychological diagnostics.

2. Created an algorithm for monitoring the human con-
dition, which consists of several stages. An algorithm for
processing informative indicators for the formation of an
assessment of the influence of load (visual, auditory, psy-
chomotor and other types) on the psychological and psy-
chophysical state of a person is described. The result of this
algorithm is transformation matrices, which are, in fact, the
degree of influence of the visual, auditory or other type of
psychophysical load presented by the information processing
system. The specified algorithm is applicable to various types
of loads provided by the information processing system, and
allows predicting the final state of the subject and adjusting
its activity. Two scenarios are proposed for correlating the
parameters of the subject with a specific profile in the case
of unclear classes, i.e., the impossibility of determining a
specific class of characteristics of a person according to the
requirements. The difference in scenarios is due to group and
individual expert assessment. The result of these scenarios
is the determination of the membership function of the sub-
ject’s profile to one of the profile classes. Such a solution to
the problem allows to apply algorithms and determine the
profile of a person, using both quantitative and qualitative
indicators of human parameters.
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