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The developed method for forecasting the sur-
vivability indicators of the executive element of
a special-purpose system based on analyti-
cal-stochastic simulation of a conflict situation is
presented. The purpose of the method was to solve
the problem of preserving and rational use of the
resource of the executive elements to achieve the
desired effect of the functioning of special-pur-
pose systems.

The method is sensitive to the description of
the patterns of changes in the survivability and
efficiency indicators of the system. It is supposed
to compare the predicted value of the survivabi-
lity indicator with its criterion value and forecast
the time when the system loses the ability to effec-
tively perform tasks.

The survivability indicator is the mathe-
matical expectation of the number of execu-
tive elements of a special-purpose system, which
retained their ability to perform tasks as intended
during a conflict situation.

Based on the results of the study, the values
of the time characteristics of a conflict situation
were obtained, in particular, the duration of the
corresponding states of the executive element:
preparation, waiting, implementation.

Graph-analytical simulation provides a solu-
tion to the problem of forecasting the time when
the loss of executive elements leads to the sys-
tem’s inability to effectively perform tasks.

Checking of the adequacy of the method
showed that the confidence interval of the dis-
crepancy between the calculation results of other
methods with a confidence level of 0.9 does not
exceed 0.095, and no contradictions between the
methods were found. The proposed method pro-
vides an increase in the efficiency of determining
the corresponding indicators within 8—11 % and
reliability by 22 %. The possibility to determine
the required reserve and the time for introducing
executive elements into the system can provide
a justification for how they are used to maintain
the required level of efficiency of a special-pur-
pose system
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1. Introduction

The development of scientific and technological progress
has led to a rapid increase in the dynamics of changes in
conditions and factors that determine the performance of
systems in adverse conditions. Special-purpose systems, as
complex organizational systems covering lower-order sys-
tems, are no exception.
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Such systems include military and industrial systems,
intelligence and information, expert and training systems,
and the like.

The performance of any system in an aggressive envi-
ronment is directly related to the capacity of its executive
elements (EE). Preserving survivability, as the ability to
perform tasks as intended in a conflict situation with the
threat of destructive influence, is a characteristic of the sys-




tem performance. This fact was confirmed by the experience
of military conflicts in Libya (2011 — to date), Syria (2013 —
to date), Nagorno-Karabakh (2020). Due to the imbalance of
combat capabilities, the loss of forces and means of the war-
ring parties reached a critical level, which led to the inability
of the system to perform tasks in the conflict.

In such conditions, the need to preserve and efficiently
use resources of executive elements of special-purpose sys-
tems is formed. Substantiation of procedures (measures) for
preserving survivability to achieve the desired effect of a spe-
cial-purpose system requires the use of adequate methods of
forecasting and determining the survivability indicators of
the executive elements during a conflict situation.

This fact demonstrates unresolved survivability issues
and emphasizes the relevance of this work.

2. Literature review and problem statement

The monograph [1] deals with the systematization of
modern methods of modeling and evaluation of military ope-
rations of air defense forces and information support of con-
trol processes. The provisions for constructing mathematical
models of military operations and evaluating their effective-
ness are stated. A generalized set of efficiency indicators and
criteria of combat operations is presented. Methods of model-
ing and assessing the consequences of conflicts for forecasting
the dynamics and results of system elements functioning to
justify decisions of governing bodies are disclosed.

The methods proposed in [1] are not sensitive to the
description of the impact of maneuvering methods of per-
forming tasks by executive elements on the efficiency and
survivability indicators of air defense forces. This compli-
cates forecasting the consequences of a conflict situation and
reduces the validity of decisions.

In [2], a methodical approach to estimating losses of the ex-
ecutive elements of the air defense system is stated. The proce-
dure for forecasting survivability indicators takes into account
the resistance of weapons and military equipment to expected
destructive effects of three degrees: strong, medium, weak.
However, the forecasting procedure is not sensitive to the
description of the influence of the application methods of the
executive elements of the system on the stochastic survivability
indicators of the system during a conflict situation.

The approach proposed in[3] provides calculation of
probabilities of negative consequences of cyberattacks on the
executive elements of the information system. Diagnostics of
the survivability of the information system is based on the
theory of delay differential equations and the mechanism
for constructing a fuzzy logic function. At the same time,
forecasting the security of the information system does not
provide a procedure for taking into account the impact of
the executive element preparation on the quality of system
survivability measures.

The monographs [4, 5] focus on the description of mathe-
matical models for analyzing conflict processes based on the
provisions of game theory and procedures for describing con-
flict situations. Decision-making procedures for using exe-
cutive elements covered by the control loop reflect only the
limit values of loss indicators. Conflict models are not sensitive
enough to the procedure of forecasting the dynamics of changes
in system survivability during a conflict situation. Therefore,
they cannot be used to predict the moment of critical losses,
when performance of tasks by the system is not expedient.

[6] focuses on the description of the methodology of
studying the process of confrontation between the executive
elements of the airspace protection system and air objects
under mutual destructive influence. The basis for forecasting
survivability indicators is a model of the situation with the
threat of mutual loss of ability to perform tasks as intended
by all parties to the conflict.

At the same time, the proposed method does not allow
describing the components of the conflict at the microlevel
and is not sensitive to taking into account the probabilis-
tic indicators of the respective risks for the components of
a conflict situation. In particular, it does not take into ac-
count the ability of the executive element (EE) to create fa-
vorable conditions for solving a typical task, and accordingly
scenarios of situations in which the EE loses functionality
due to destructive effects.

In [7], methods and technologies for modeling the func-
tioning of critical infrastructures in conflict situations are
considered. The main attention is paid to the methods of
assessing the viability of the technical components of the
automated organizational control system as a property of
the system to implement a certain set of tasks and achieve
the goals. The method takes into account threats to critical
infrastructure, predicts the moment when the system and its
components go into a dangerous state.

However, the description of the states of the system com-
ponents is limited only to defining their numerical values as
functions of deterministic specific indicators of efficiency and
stability. This does not allow detailing the process at the mi-
crolevel and reduces the objectivity of predicting the results
of conflict simulation.

In [8], the method of forecasting the results of searching
for routes of a moving object as a separate element of the
executive system is considered. The described method allows
building a model with different levels of detail, which allows
adjusting the duration of solution search in certain organiza-
tional areas of system application. This is due to the problems
of multi-criteria optimization using a vector of indicators and
requires significant time and computational resources to pre-
dict the consequences of individual situations. At the same
time, the forecast of the consequences of a conflict situation
does not take into account the possibility of forecasting the
dynamics of critical values of the survivability indicators of
a moving object, as well as their allowable threshold values.

In [9, 10], the method of forecasting the consequences of
joint search and detection of objects by individual elements
of executive surveillance systems is considered. The calcula-
tions of forecasting indicators take into account the differen-
tial characteristics of the Bayesian criterion of the minimum
average risk of reduced performance, a priori probabilities of
hypotheses about the absence and presence of an object. The
forecasting indicator is the absolute probability of detecting
the observation object during joint search and detection of
objects in technical surveillance systems.

At the same time, the method is not sufficiently adapted
to take into account the threat of losing the ability to perform
tasks as intended due to the success of object search and
detection. The process of creating favorable object search
conditions and their absence during forecasting are not taken
into account. There is a need to substantiate additional hy-
potheses and assumptions, which requires additional study of
the adequacy to the real process.

[11] discusses the method of determining the number of
groups of heterogeneous elements in the executive system



to ensure the necessary effectiveness of repelling enemy
attacks on objects and troops using the Lagrange multi-
plier method. This method allows justifying a set of elements
that will ensure maximum performance of the executive
system. At the same time, the relationship between perfor-
mance and survivability indicators during a conflict situation
is not described. The analytical relationships, described in
the paper, are not sensitive to the reflection of the situation
patterns in the context of the dynamics of changes in combat
capabilities and survivability.

The analysis of the works [1—11] allows asserting that the
existing scientific achievements do not fully provide for fore-
casting the dynamics of changes in stochastic survivability
indicators over time. The described modeling methods only
partially describe the relationship between survivability and
efficiency indicators and do not provide their evaluation in
the dynamics of relevant events. All this does not make it
possible to reliably predict the results of a conflict, determine
the moment of survivability loss and the size of the required
reserves of the system EE. This can lead to unexpected con-
sequences of destructive impact on the system EE and failure
to perform tasks.

Thus, in the theory of conflict research, there is an un-
solved problem of the imperfection of existing methods for
EE survivability forecasting. This fact demon-
strates the need to improve methods for conflict
consequences forecasting and emphasizes the re-
levance of the research topic.

economic systems operating under the destructive influence
of external and/or internal factors.

The method consists of four stages (Fig. 1):

1) Stage I — «Formalization of the process of EE func-
tioning in a conflict situation» includes procedures for
determining hypotheses and assumptions, the formal conse-
quences of which are the results of a conflict situation. Next,
the substantiation of the intensities of changes in the EE
functional states under the influence of external and internal
factors inherent in a conflict situation is performed.

Based on the provisions of probability theory, a system
of differential equations is determined, the solution of which
under initial conditions (¢=0) is an analytical-stochastic
model of EE participation in a conflict situation. Within
analytical-stochastic simulation:

—systems of differential equations of probabilities of
possible states of EE of a special-purpose system in a conflict
situation are formed and investigated;

— internal regularities of a conflict situation are described
and analytical expressions for forecasting the values of in-
tegral characteristics of the results of performing typical
tasks by EE of a special-purpose system are defined. The
method meets the requirements for efficiency and reliability
of the results.

FORMALIZATION OF THE PROCESS OF EE FUNCTIONING

IN' A CONFLICT SITUATION

3. The aim and objectives of the study

DEFINITION OF HYPOTHESES AND ASSUMPTIONS

The aim of the study is to develop a method
for forecasting the survivability indicators of EE

v

of a special-purpose system based on analytical
and stochastic simulation of a conflict situation.

SUBSTANTIATION OF THE INTENSITIES OF CHANGES IN

THE EE FUNCTIONAL STATES

This will make it possible to justify the size

* A

of the required reserve and predict the time
of EE introduction into the system to preserve
performance.

To achieve the aim, the following objectives

OF EE PARTICIPATION IN A CONFLICT SITUATION

ANALYTICAL-STOCHASTIC MODEL

were set:
— to formalize the process of EE functioning

no

in a conflict situation;
— to substantiate the mechanism for forecast-
ing the EE survivability in a conflict situation;

ASSESSMENT OF SURVIVABILITY,
EFFICIENCY INDICATORS AND
REQUIRED RESERVE

A

M) =n™

— to build a graph-analytical model for inter-
preting the results of the forecasting method,;

yes

— to check the adequacy of the method.

A
FORECASTING THE CONSEQUENCES OF A CONFLICT SITUATION

GRAPH-ANALYTICAL MODEL OF CHANGES IN M (t) AND Muask(t)

4. Materials and methods of the study

The study of the survivability of EE of a spe-

DETERMINING THE TIME OF LOSS OF SYSTEM
PERFORMANCE M, = MJ(t=1,)

cial-purpose system is based on a systematic

approach.

v

It is important to note that the executive

STAGE IV — GENERALIZATION OF FORECASTING RESULTS

element of a special-purpose system in the study
refers to the minimum required set of functionally
related special and technical means of the system
that provide autonomous performance of typical
tasks in a conflict situation. Examples of EE can
be fire and special means of weapons systems,
elements of information security systems, socio-

Fig. 1. Structural-logical diagram of the method of forecasting
the survivability indicators of the executive element of

a special-purpose system



2) Stage 11 — «Assessment of survivability, efficiency in-
dicators and required reserve» involves determining the fol-
lowing indicators: EE survivability — mathematical expecta-
tion of the number of executive elements that retained their
ability to perform the task as intended in a conflict situation;
efficiency — mathematical expectation of the number of
typical tasks performed by a special-purpose system during
a conflict situation.

Substantiation of the survivability criterion of a special-
purpose system is carried out on the basis of compliance of
the survivability indicator with the mathematical expecta-
tion of the required number of EE necessary for the effective
performance of the task.

3) Comparison of the calculated values with the criteria
is carried out at Stage III — «Forecasting the consequences of
a conflict situation». During the stage, a graph-analytical mo-
del of changes in the survivability and efficiency indicators in
a conflict situation is built. The consequences of a conflict situ-
ation are described by the values of the corresponding efficien-
cy and survivability indicators at the time when the system
operation results become unacceptable, i. e. the survivability
indicator is reduced to the value of the required EE reserve.

The method of graph-analytical simulation allows ana-
lyzing the development of a conflict situation and forecasting
the time when the efficiency and survivability indicators of
a special-purpose system reach limit values. The advantages
of the method are simplicity and clear physical meaning of
the simulation results.

4) Stage IV — «Generalization of forecasting results» in-
volves the generalization of calculation results and, based on the
appropriate analysis, justification of ways to ensure the surviva-
bility of EE of a special-purpose system in a conflict situation.

3. Results of studying the survivability of the executive
element of a special-purpose system

5. 1. Formalization of the process of executive element
functioning in a conflict situation

Formal description consists in constructing the analyti-
cal-stochastic model and calculating the values of indicators
and parameters of the functioning of EE of a special-purpose
system when solving typical tasks.

Given the uncertainty of information about the parties
to the conflict, the randomness of events, the main indicators
of the consequences of a conflict situation are mathematical
expectations of the loss of ability to perform tasks as intended
by the parties.

The criterion of survivability can be the requirement of
minimum losses at the required (allowable) values of the ef-
ficiency indicators of the executive element of a special-pur-
pose system during a conflict situation.

To obtain the forecasting results of a conflict situation, the
level of detail must be lower than the described process by at
least two ranks [1]. A conflict situation consists of sequences
of contacts with objects of influence, which are one rank below
the formalized process. Changes in states are internal elements
of the process of EE functioning under destructive effects [1].
Therefore, the EE states during a conflict situation are chosen
as the minimum elements of a conflict situation [1].

The simulation cycle from the beginning of data prepara-
tion to obtaining the results of combat effectiveness assess-
ment should be 10-100 times less than the probable time
required for decision-making [1].

The reliability of calculations should be determined
by a confidence level and interval of at least 0.95 and 0.01,
respectively, for the entire range of possible conditions for
performing a combat task [1].

Factual description. To perform tasks in a conflict, the sys-
tem EE occupies an initial position in a limited space within
the area of interest of a special-purpose system. In this case,
preliminary information about the parties to the conflict, the
conditions for performing tasks and current information on
EE management are known [12].

The EE functioning process includes a set of measures
to prepare for the performance of a typical task, waiting for
the moment of a conflict situation, performing a typical task
to achieve the goal. The main recurring phenomenon is the
subprocess of performing a typical task. Each of them begins
and ends at a previously unknown (random) time and has
a previously unknown (random) duration [12].

The features of performing typical tasks are transience, an-
tagonism and unpredictability. Therefore, each of the results of
a conflict situation can only be predicted with some probability.

The results of each contact may be:

1) performance of the task;

2) non-performance of the task;

3) loss of EE ability to perform tasks;

4) preservation of EE ability to perform tasks;

5) combinations of items 1-4.

Thus, the EE functioning consists of three characteristic
states-subprocesses (SS): preparation, waiting, implemen-
tation [12].

The preparation SS is aimed at creating conditions that
provide the advantages of a typical EE in performing tasks as
intended. An example can be a change in both one’s own po-
sition and that of the corresponding means in space and time.
The initial data for this SS are the state of the environment,
information about the features of typical tasks [1, 12].

The waiting SS characterizes the EE ability to perform
a typical task. An important feature of this state is waiting
time, consisting of the duration of observation and assess-
ment of the situation within the areas of responsibility.

The implementation SS is a set of consecutive or simul-
taneous simple operations reproduced by EE to perform
typical tasks. The implementation SS is the main executive
process that is implemented.

The EE can be in any SS of unknown duration, and the
features of SS are antagonism and unpredictability, which
forms the stochastic nature of executive operations [1, 12].

Hypotheses: the consequences of performing operations
characteristic of the state-subprocess by EE are unknown in
advance and may lead to the loss of their ability to perform
typical tasks [12]:

— the change of SS during the EE functioning in time
develops as a random process, the objects fall into the area of
EE interest (influence) at random intervals and distributed
exponentially [12];

— objects of influence when falling to the area of EE inte-
rest tend to leave it due to limited resources in these areas [12];

— flows of events are stationary homogeneous without
aftereffect [12];

— detection and identification of relevant events within
the areas of EE influence occur in a timely manner with de-
terministic probabilities.

Assumptions [12]. The impact on the objects in the area
of EE interest occurs under approximately identical condi-
tions and does not change over time.



Based on the analysis of the require-
ments [1] and the degree of compli- Iot

ance with the described hypotheses and
assumptions, an analytical-stochastic
model is chosen to describe the SS of EE
functioning in a conflict situation, the So
state graph of which is shown in Fig. 2:

So — the state of the executive ele-
ment, in which a set of measures is car-
ried out to achieve advantages (create
favorable conditions) when performing
a typical task.

Sy — the state of the executive ele-
ment, which characterizes the degree of
its readiness to perform a typical task.

Sy — the state of the executive element, in which the
object is actively affected by performing a sequence of ele-
mentary operations.

S3 — the state of the inability of the executive element
to perform typical tasks due to the destructive influence of
participants in a conflict situation.

Transitions from state to state occur with appropriate
intensities characterizing the influence of the main factors on
the functional state of the EE when solving typical tasks in
a conflict situation [12]:

Iy; — the intensity of transition from S to Sy, determined
by the duration of preparation measures to create favorable
conditions for performing a typical task;

Iy — the intensity of transition from S to Sy, determined
by the dynamics (frequency) of changes in the situation,
which requires additional measures to prepare for performing
a typical task;

115 — the intensity of transition from S; to Sy, determined
by the time of search and detection of the object of influence
within the area of interest;

Iy — the intensity of transition from S; to Sy, determined
by the efficiency of the executive element in performing
elementary operations;

I»3 — the intensity of transition from Sy to 3, determined
by the time of loss of EE functionality when performing
typical elementary operations;

Ips — the intensity of transition from Sy to S3, determined
by the time of loss of EE functionality during preparation
measures to create favorable conditions;

I3 — the intensity of transition from S; to S3, determined
by the time of loss of EE functionality while in readiness.

Taking into account the Markov nature of the pro-
cess of performing typical tasks, the system of differential
equations for determining the EE state probabilities is as
follows [12]:

dp;it(t):_([01+103)P0(t)+11opi(t);
dP (t
(}t( ):IO1PO(I)_(I10+I12+I13)P1(t)+121P2(t);
%:I1za(t)_(121+123)1)2(t);
dt
dP;it(t)z[OBPO(t)+113P1(t)+123P2(t);

By(e)+ P, (6)+P,(¢)+ Py (t) =1.
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Fig. 2. Model state graph

To solve the system, we define the initial integration con-
ditions. At the beginning of functioning (¢=0), when there
are no objects of influence in the area of interest and the EE
is ready to solve typical tasks, we assume that Py(z=0)=0;
Py(t=0)=1; Py(t=0)=0; P3(t=0)=0.

Integrating the presented system of differential equations
under certain initial conditions, we obtain analytical expres-
sions describing the probabilities of EE states in the process
of performing tasks as intended [12]:
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The analytical equations (1)—(4) are an analytical-sto-
chastic model of the participation of EE of a special-purpose
system in a conflict situation.

3. 2. Substantiation of the mechanism for assessing the
survivability indicators of the executive element in a con-
flict situation

The idea of the method of forecasting the survivability in-
dicators involves operations to determine the duration of the
corresponding EE state and the probabilities of their (states)



change under the influence of factors described by the flow
of corresponding events.

The threat of loss of the EE ability to perform tasks un-
der the influence of destructive factors is derived from the
product of mathematical expectations of the time of the EE
validity states (Mg(t), M (¢), M, (t)) and the corresponding
intensities of their change (Ios, I13, I>3).

Therefore, the mathematical expectations of the time of
the corresponding states of the executive element are deter-
mined by integrating equations (1)—(4) in the interval 0,z.

Substituting analytical equations for the state probabi-
lities and integrating (1) we obtain:

— mathematical expectation of the time of the EE state Sp:

t _I _ 110 _ oM.
MO(t)‘l%(t)dt‘Wﬁ)@ e™);

()
— mathematical expectation of the time of the EE state S:
t

M! (t)z!ﬂ(t)dtz%(l—e'”); (6)

— mathematical expectation of the time of the EE state S,:

M;(t)z_:[[’.z(t)dtzw(i—e“). (7)

The probabilities of loss of the EE ability to perform tasks
as intended are determined by the product of the mathema-
tical expectation of the duration of the corresponding state
and the intensity characterizing the destructive impact from
outside the system.

The probability of loss of the EE ability to perform tasks
as intended when creating favorable conditions for solving
a typical task (transition from state S, to state Ss):

(1-e™). (8)

The probability of loss of the EE ability to perform
tasks as intended when the EE is ready to solve a typical
task (transition from state Sy to state Ss):

P, =1(1—¢™) 9
o= (1-e ™) ©)

The probability of loss of the EE ability to perform tasks
as intended during the impact on the object by performing
a sequence of elementary operations (transition from state Sy
to state S3):

—m )(1—6*”). (10)

B0=Tra

Under such conditions, the probability of loss of the EE
ability to perform tasks as intended is the sum of the proba-
bilities of transition from states Sy, S, > to S3 and becomes
sensitive to the corresponding methods of solving the tasks
of a conflict situation:

pg(t)zi(lmlos +1,+ 112123)(1_641). (11)

A A+z Ata

The obtained analytical equations (8)—(10) have a clear
physical meaning and describe the probable share of losses of

a single EE, which fall on each component of a conflict situa-
tion (preparation, waiting and implementation).

It is important to note that a special-purpose system
may include a number of EE n, covered by the appropriate
control loop and the system of ensuring participation in
a conflict situation.

Under such conditions, it is advisable to determine the
survivability indicator of EE of a special-purpose system —
the mathematical expectation of the number of executive
elements that retained their ability to perform the task as
intended during a conflict situation M (¢).

To do this, it is necessary to determine the mathematical
expectations of the number of EE that lost the ability to per-
form tasks as intended [12]:

— when creating favorable conditions for solving a typi-
cal task:

— 110103 _ M.
Mog(t)—nkoﬁ_z)(l e™); (12)

— while being ready to solve a typical task:

1 _
My =n2(1-e™); (13)
— while performing a typical task:
1,1,
My, ()= n—25(1-e7™), 14
23() nk(k+a)( e ) ( )

The mathematical expectation of the number of EE that
lost the ability to perform tasks as intended in a conflict
situation:

M?EL(t):Mos(t)+M13(t)+M23(t)' (15)

The predicted value of the mathematical expectation of
the number of EE of a special-purpose system that retained
their ability to perform the task as intended in a conflict si-
tuation at a certain time ¢ is as follows:

My (t)=n-Mg (¢). (16)

Each time ¢ corresponds to the efficiency of a special-pur-
pose system — the mathematical expectation of the number
of typical tasks performed by a special-purpose system during
a conflict situation:

Mzask (t) = nP

task

121M£(t), 7)
where 7 is the number of executive elements; Pyg, is the
conditional probability of performing a typical task by the
executive element.

The criterion of survivability of a special-purpose system
is the compliance of the indicator My (¢) with the mathe-
matical expectation of the required number of EE to perform
tasks by a special-purpose system with an efficiency not lo-
wer than the specified n™4:

M (t)zn", (18)
req
nreq — Mmsk (19)

P 121M§ (t) ,

task



where M is the mathematical expectation of the required
number of typical tasks performed by EE of a special-purpose
system in a conflict situation.

The physical meaning of the criterion (18) is a charac-
teristic of the degree of system readiness to participate effec-
tively in a conflict situation, which corresponds to the state-
ment (17) — survivability is a function of the effectiveness of
the defined number of executive elements.

5. 3. Graph-analytical model for interpreting forecast-
ing results in decision-making

It is important for the study to determine the time ¢,
when the survivability of the system decreases to a level at
which the performance of tasks with a given level of efficien-
cy is not possible.

To determine ., at which the mathematical expectation
of the number of preserved EE of a special-purpose system
will not satisfy the criterion (18), it is advisable to use the
graph-analytical simulation method.

Applying the proposed approach, it is possible to
build a graph-analytical model of changes in the corre-
sponding parameters of a special-purpose system, charac-
terizing the effectiveness of the system in performing
tasks (Fig. 3).

The model (Fig.3) is designed to describe the dyna-
mics of changes in the system effectiveness in performing
tasks (efficiency and survivability) and forecast the time
of survivability loss and the introduction of reserves of the
executive elements.

Each moment of a conflict situation ¢; corresponds to the
value of the efficiency Myq(t;) and survivability M,.(¢;) in-
dicators determined by projecting the indicator on the corre-
sponding axis. As can be seen (Fig. 2), at the initial time =0,
the values of the efficiency M;5(0) and survivability M,.(0)
indicators are within the initial values. The composition of
the system is maximum.

In the course of a conflict situation, at time ¢4, &y, t3, &4, ...,
the survivability indicator is compared with its criterion
value Mo (1), Myor(t9), Myor(t3), Myer(t4). The moment of their
equality M,.(t.,)=n"1 is defined as critical for the system
effectiveness Miqg(te).

The relationships in Fig. 2 are easy to analyze and are,
in fact, a graphical interpretation of the procedure for deter-
mining the time of critical losses of a special-purpose system
during a conflict situation.

This graph-analytical model can be used when forecast-
ing the value of the required EE reserve, which must be
introduced into the system at time ¢, in order to maintain its
effectiveness in a conflict situation.

3. 4. Checking the adequacy of the method

The adequacy of the results of the forecasting method
is proved by the qualitative substantiation of the accepted
hypotheses and assumptions, as well as by the application of
the tested models of the corresponding processes.

The verification of the developed method for adequacy
to real processes occurring during a conflict situation was
carried out by comparing the calculation results with the
data obtained on the tested models. The tested approach is
described in [1] as a method of operational forecasting of the
results of a conflict situation in the airspace between the EE
performing reconnaissance tasks and air objects operating in
the area of EE interest without taking into account non-full
availability of a special-purpose system.

The initial data for the calculations are N,,=150 air
objects; expected direction of action — in the direction of ac-
tion of 6 EE; EE efficiency — 1 air object per minute; tactics
of air objects — straightforward (full availability of graphs
is achieved, the importance of time parameters is leveled),
the duration of a conflict situation is unlimited in time.
The selected input data are close to the capabilities of the
method described in [1]. Given that the efficiency indicator
is a function of the survivability indicator, it is enough to
choose the mathematical expectation of the number of tasks
solved by the executive element M, (t) in identifying air
objects by the method developed and presented in [1] M (¢)
as a verification parameter (VP). The calculation results are
summarized in Table 1.

In order to prove the adequacy of the proposed method,
it is necessary to check the calculations for correlation.

The graph of mathematical expectations of the number of
tasks solved by the executive elements of the system against
the number of air objects in the impact is shown in Fig. 4.

The main task of the correlation method is to deter-
mine from a large number of observations how the average
value of the efficiency parameter changes with the change
of the factor feature, all other things being equal [1]. Two
random variables are correlated if each value of one of these
quantities corresponds to a specific probability distribution
of the other [1].

Mret (t1) Mtask (tcr)

Mtask (t1)

20
—nreq 18
16
14
—Mret(t) 12
10 Mtask (12)

8
Mtask(t) 6

4 Mitask (0) /
2
0

t=0 t]

Mret (tcr)

12 13 t4=tcr t

Fig. 3. Graph-analytical model of changes in M (t) and M;,s(t), characterizing the effectiveness
of the system in performing tasks



Table 1

Mathematical expectations and discrepancy of the
probabilities of identified air objects

Nao Mias(t) My(t) VP discrepancy
5 5 4.2 0.16
10 10 8.2 0.18
15 15 12 0.2
20 20 15.7 0.215
25 25 19.3 0.228
30 30 22.8 0.24
35 35 26.2 0.252
40 40 29.5 0.262
45 43.2 31.5 0.26
50 43.2 32.5 0.214
55 43.2 33.3 0.18
60 43.2 34.1 0.152
65 43.2 34.9 0.128
70 43.2 35.6 0.109
75 43.2 36.3 0.092
80 43.2 36.9 0.079
85 43.2 37.5 0.067
90 43.2 38 0.058
95 43.2 38.5 0.049
100 43.2 38.9 0.043
105 43.2 39.3 0.037
110 43.2 39.6 0.032
115 43.2 39.9 0.029
120 43.2 40.1 0.026
125 43.2 40.3 0.023
130 43.2 40.5 0.021
135 43.2 40.6 0.02
140 43.2 40.7 0.018
145 43.2 40.8 0.016
150 43.2 40.9 0.016

40 : - - :
38.9 399 40.5 40.9

30
20

10

N,
0 10 20 30 40 50 60 70 80 90 100110120130140150 “
— Miask(t) —MI)
Fig. 4. Graph of My(t) and M,(t) against N,,

The correlation coefficient according to the calculation
results was R=0.962, which indicates a high correlation of
the calculation results.

When assessing the reliability of the correlation coef-
ficient, a general rule is applied — if less than 50 (n2<50)

tests are performed and the ratio |R| /Gr >3, where s, is the
standard deviation of the correlation coefficient, is met, the
estimate of the correlation coefficient is significant, and the
relationship between the results is real.

As a result of assessing the reliability of the correlation
coefficient, there is an inequality |R| / o, >68. Thus, the esti-
mate of the correlation coefficient is considered significant,
and the relationship between the calculation results is real.
The correlation coefficient of the calculations showed a rela-
tionship of the calculation results close to linear (functional).

The confidence interval of the discrepancy between the
results calculated by these methods with a confidence level
of 0.9 will not exceed 0.095.

Thus, it can be concluded that no serious contradictions
between the methods were found. The simulated process
does not contradict the real one.

6. Discussion of the results of studying the survivability
of the executive element of a special-purpose system

The main result of the study is the developed method
of forecasting the survivability indicators of the executive
element of a special-purpose system based on analytical-
stochastic simulation of a conflict situation (Fig. 1).

The method is sensitive to the description of the patterns
of changes in the corresponding state probabilities of the
executive element and provides a forecasting function of
the consequences of its (executive element) participation in
a conflict situation.

The proposed method is based on the analytical-stochas-
tic model of a conflict situation, unlike existing ones it allows:

— determining the value of the survivability indicator of
a special-purpose system M, (¢) — the mathematical expec-
tation of the number of EE of a special-purpose system that
retained their ability to perform typical tasks in a conflict
situation at a certain time (16);

— determining the value of the efficiency indicator of
a special-purpose system My,q(¢) — the mathematical expecta-
tion of the number of typical tasks performed by a special-pur-
pose system in a conflict situation at a certain time (17);

— using the graph-analytical model for interpreting the
forecasting results in the decision-making process, forecast-
ing the time ¢, at which the system will lose the ability to
perform typical tasks in a conflict situation with a given
efficiency M, (t=t,)<M/" and forming initial data to
determine the required reserve of executive elements of the
system in order to maintain the required level of its (system)
efficiency My, =n"" =M (¢t =t,,) (Fig. 2).

The advantages of the proposed method are high efficien-
cy, reliability, controllability, modularity and consistency, as
well as the possibility to perform calculations without special
numerical methods and software [1].

The main difference between the method proposed by
the authors and the existing ones is taking into account
the state (Fig. 2), in which a set of measures are taken to
create more favorable conditions for performing a typical
task (Fig. 2). In addition, the method provides an oppor-
tunity to substantiate the value of the survivability crite-
rion (18), taking into account the features of the destructive
impact on the EE in a typical conflict situation.

The proposed method, in comparison with the considered
approaches [1-11], provides an increase (gain) in the reliabi-
lity of forecasting the survivability indicator (18) within



certain hypotheses and assumptions by an average of 22 %,
and the average deviation of the values is reduced by 17 %.

Under such conditions, the informativeness of the deve-
loped method (completeness of forecasting results) increases
threefold due to the contribution of significant factors in the
management decision-making process to the loss indicator
value (15).

The increase in the consistency of survivability indicators
and criteria with characteristic factors for the components of
a conflict situation (EE states-subprocesses), compared to the
considered methods, determined in accordance with the me-
thod [1] is: for [1-3, 6] — 15 %; [4-5, 7] — 25 %; [8—10] — 18 %.
The average consistency of the survivability forecasting re-
sults using the proposed method reaches 19 %.

In addition, the forecasting efficiency compared to [1-3, 6]
will increase by 8 %, and compared to [4—10] — by 11 %,
which does not significantly affect the effectiveness of justi-
fying and making management decisions.

The main limitations of this method are:

— the need for reliable determination of initial data and
complexity of the procedure for substantiating the intensity
of changes in the functional states of the executive element
of the system;

— the impossibility of direct consideration of space-time
parameters of a conflict situation and the need to introduce
additional hypotheses and assumptions to ensure higher ade-
quacy to the real process on the grounds of non-full availabi-
lity and uncommonness of the research conflict [1].

The method was tested during scientific-practical con-
ferences and seminars at the Ivan Chernyakhovsky National
Defense University of Ukraine, as well as during the Interna-
tional Conference at the Academy of the Armed Forces of the
Slovak Republic (Akadémia ozbrojenych sil generala Milana
Rastislava Stefanika) [12].

The practical implementation of this method was carried
out during the military-strategic games and command post
exercises, as well as studies conducted as part of research at the
Ivan Chernyakhovsky National Defense University of Ukraine.

Further development of this method involves detailing
the description of a conflict situation by deepening the de-
composition of the states of executive elements. The intro-
duction of additional assumptions and hypotheses requires
studying formal consequences and proving the adequacy to
the real process.

7. Conclusions

1. Based on the formulated hypotheses and assumptions,
the formalization of the functioning process of the executive
element in a conflict situation was performed. The state

graph of the conflict situation model is constructed, the sys-
tem of differential equations for probabilities of characteristic
preparation, waiting, implementation and inoperable states
is described. The analytical-stochastic model of states of the
executive element during a conflict situation is described
by analytical equations for the corresponding indicators.
The model is universal and meets the requirements for effi-
ciency and reliability of simulation results.

2. The mechanism for forecasting the survivability of EE
in a conflict situation contains a procedure for determining
the mathematical expectations of the number of the execu-
tive elements of the system that lost the ability to perform
tasks as intended. The degree of system’s readiness to partic-
ipate in a conflict situation is determined by the compliance
of the survivability indicator with the criterion value — the
mathematical expectation of the required number of execu-
tive elements to perform tasks. The value of the survivability
criterion is a function of the system effectiveness criterion.

3. Based on the description of the patterns of changes in
the survivability and efficiency indicators of a special-pur-
pose system, the graph-analytical model of forecasting results
is constructed. The model is easy to use and allows comparing
the consequences of a conflict situation, as well as forecasting
the time of critical survivability of the system. The model is
adaptive to changes in the system parameters and can be used
to forecast the results of a conflict situation depending on the
loss of survivability and intensity of reserve introduction.
It is recommended to use this approach as a basis for making
decisions on the composition of the system and procedure for
applying its executive elements.

4. The adequacy of the results of the forecasting method
is proved by comparing the calculation results with the data
of the tested models. The comparison results showed that
the correlation coefficient of the calculations was 0.962,
the reliability of the correlation coefficient is estimated as
«significant», and the relationship between the calculation
results is real.

The effect of the method is an increase in the reliability
of the survivability forecast by 22 % and the consistency of
indicators and criteria by an average of 19 %; an increase in
forecasting efficiency by an average of 9.5 %.
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