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1. Introduction

Reliability, invisibility and applying are prerequisites 
for any watermarking technique. However, research has 
concluded that these requirements are difficult to achieve 
at the same time.

Steganography techniques are used not only for the 
covert transmission of messages, but also used to protect 
copyright or property rights in a digital image, photo-
graphs or other digitized works of art.

Therefore, various measures are being developed to 
protect information, of an organizational and technical 
nature. One of the most effective technical means of 
protecting multimedia information is to applied invisible 
tags – digital watermarks – into the protected. Digital 
watermarks can contain a lot of useful information: when 

the file was created, who owns the copyright, contact 
information about the authors, and more. All entered 
data can be considered strong evidence when considering 
issues and litigation about authorship or to prove the fact 
of illegal copying and is often decisive.

Attacks that extract digital watermarks (filtering, 
overmodulation, lossy compression, etc.), they act against 
an applied message, that is, aimed at destroying or dam-
aging a digital watermark by manipulating the tagged 
image. At the same time, it is rather difficult to develop 
methods for introducing digital watermarks that are 
resistant to minor filtering. Such methods usually cause 
significant distortion of the container image, which is not 
acceptable.

Thus, an urgent task is to develop methods and ap-
proaches that increase the stability of digital watermarks 
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set of corresponding ORB-descriptors. Using 
this method allows to accurately extract a 
digital watermark for the entire range of 
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the method of applying a digital watermark 
based on Wavelet transforms has shown that 
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various types of attacks
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This paper [7] proposes a robust watermarking tech-
nique that combines the features of discrete wavelet trans-
form (DWT), discrete cosine transform, and singular value 
decomposition. In this technique, DWT is used to decom-
pose color images into different frequency and time scales. 
According to the results, the combination of DWT-DCT 
features with SVD technology provides reliability against 
image processing and geometric attacks in the YIQ color 
model. However, this technique turned out to be unstable 
against other types of attacks.

A stable hybrid double watermarking method is dis-
cussed in [9]. But when increasing the digital watermark 
applying rate to achieve a higher level of robustness, mi-
nor artifacts are observed in the container image.

The main problems in the implementation of methods 
for ensuring copyright protection in images representing 
open steganosystems are the significant destruction or de-
struction of digital watermarks at high image compression 
ratios, affine transformations and other types of attacks, 
as well as the associated noticeable deterioration of the 
image quality.

Therefore, studies aimed at developing methods and 
approaches that increase the stability of digital water-
marks and do not introduce significant distortions into 
the container image are relevant.

3. The aim and objectives of research

The aim of this research is to develop a technique for 
increasing the stability of methods for applying digital 
watermarks to digital images. This will enable the fur-
ther use of methods for applying digital watermarks in 
commercial projects, while ensuring an acceptable level 
of stability.

To achieve the aim, the following objectives were set:
– to develop a functional model of the process of en-

suring increased stability of methods for applying digital 
watermarks in images;

– to propose an indicator for assessing sustainability;
– to conduct an experimental study, according to the 

proposed method.

4. Materials and methods of research

Modern research to create an effective watermarking 
system uses various methods to improve and balance char-
acteristics such as: stability, invisibility, reliability.

Let’s note that the work does not impose any restrictions 
on the type of attacks; therefore, it is required that the pro-
posed method of steganography be resistant to the loss of a 
part of the image to which the watermark is added.

The direction of solving this problem is provided by 
the so-called holographic metaphor – a distributed form 
of digital images presentation, which is resistant to inter-
ference [10–14].

The idea of the proposed transformation is quite trans-
parent: the digital image is unfolded into a one-dimen-
sional sequence so that the “distant” points of the image 
should be “close” numbers in a one-dimensional sequence.

In this case, each point with coordinates (m, n) on the 
image is associated with a certain number k, which deter-

and do not introduce significant distortions into the con-
tainer image.

2. Literature review and problem statement

The authors of the article [1] have developed a technique 
for marking color images of a digital watermark using the 
induction of a decision tree in the field of discrete cosine 
transform. The method uses discrete cosine transform do-
mains to transform the container image and watermark, 
and the decision tree induction method is used to hide the 
watermark. But since a color image has three channels, in 
which the intensity will be different, then for each channel it 
will be necessary to select a different threshold for selecting 
blocks for applying a digital watermark. And it is the use of a 
decision tree that makes it impossible to universally use this 
method of applying a digital watermark, since the thresholds 
for the selection of applying blocks will need to be calculated 
for each image separately.

In [2], the authors present geometrically invariant 
images of watermarks based on affine covariant regions 
(ACR), which provide a certain degree of stability. To fur-
ther improve reliability, a new watermark scheme is used 
based on work [3], which is insensitive to geometric dis-
tortions, as well as general image processing operations. 
This scheme consists mainly of three components:

1) the feature selection procedure based on the theo-
retical graph clustering algorithm is used to obtain a set 
of stable ACRs that do not overlap;

2) for each selected ACR, local normalization and 
orientation alignment are performed to create a geometri-
cally invariant region that can improve the robustness of 
the proposed watermarking scheme;

3) in order to prevent image quality degradation 
caused by normalization and reverse normalization, in-
direct inverse normalization is applied to achieve a good 
trade-off between stealth and reliability.

However, this method is resistant only to geometric 
distortions of images.

The authors have developed a watermarking algorithm 
using a singular matrix representation and a genetic algo-
rithm [4]. The method uses a singular vector to insert a 
watermark into the container. In addition, the genetic al-
gorithm technique is used to improve the efficiency of the 
proposed scheme. But the computational complexity that 
arises when using a genetic algorithm makes it impossible 
to use this approach in real life.

Wavelet-based watermarks are presented in [5]. The 
method uses a scale factor to modify a single vector of 
the container image. In addition, multipurpose particle 
swarm optimization is used to optimize the balance be-
tween conflicting watermarking factors. But there are 
still unresolved issues related to image distortions in 
which a significant part of information is lost (for exam-
ple, a large percentage of noise or loss of part of the image)

In [6], a technique for applying watermarks based on 
human perception of color is proposed. It provides a new 
visual model that can accurately assess the degree of no-
ticeable distortions in the human visual system. However, 
the work does not highlight how to select the desired area 
for applying. It does not provide an opportunity to assess 
the sustainability of this technique.
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mines the number of this point in a pseudo-holographic 
sequence. When the sequence is scanned and recorded, a 
“pseudo-hologram” is formed.

Such a transformation allows reconstructing a reduced 
copy of the original image with an arbitrary connected frag-
ment of the resulting sequence (or, using interpolation meth-
ods, reconstructing a full-scale approximation of the original 
image). That is, a fragment of a one-dimensional sequence, 
like an analog hologram, contains enough information about 
the entire image as a whole.

Such a “holographic” representation of images is re-
sistant to data corruption, since even if some of the image 
information is lost, it is possible to recover with a certain 
accuracy, depending on the size of the loss.

Thus, it is proposed to carry out a pseudo-holographic 
coding procedure for the watermark image, which consists 
in mixing the image pixels using a known pseudo-random 
permutation [15]:

[ ],permw w p=  (1)

where wperm – result of pixel shuffling, p – known pseu-
do-random permutation. To obtain such a permutation, it is 
convenient to use an algorithm that consists in generating a 
pseudo-random uniformly distributed sequence x, which is 
then sorted in ascending order and taken as a permutation p 
(indices in the sorted sequence). Let’s note that it is advis-
able to consider only global permutations, the use of block 
permutations requires the fulfillment of the condition on the 
block size, which must be greater than the correlation radius 
of the image (in this case, it is commensurate with the size of 
the QR code) [16].

When adding digital signs (watermark) to images, it is 
proposed to use wavelet transforms (Digital Wavelet Trans-
form, DWT) [17–19]. In this case, the container image is 
converted using DWT into four sub-bands: low-high (LH), 
high-low (HL), high-high (HH) and low-low (LL) [20]. It is 
possible to formally write this in the form

[ ] ( ), � , � , � ,LL HL LH HH DWT f=  (2)

where f – container image, DWT () is a function that imple-
ments DWT [LL, HL, LH, HH] – the corresponding wavelet 
transform subbands.

In this case, most of the known types of DWT can be 
used; Daubechies wavelets were used in this work [21].

The watermark multiplicatively modifies the LL sub-
band, in which the main information about the picture is 
concentrated:

( )1 ,wLL LL w= • + α  (3)

where w – watermark image, LLw – modified sub-range LL, 
α – parameter, an operator (•), which means element-wise 
matrix multiplication. Let’s note that the watermark image 
must be half the size of the container image. The original 
image (with an attached watermark) is created using the 
inverse wavelet transform:

[ ]( )1 , � , � , � ,w wf DWT LL HL LH HH−=  (4)

where fw – watermarked container image, DWT-1() – inverse 
DWT transform function.

To extract digital watermarks, the above procedure is 
performed in reverse order:

1) similarly to (1), the wavelet transforms are carried out:

[ ] ( )', � ', � ', � ' ,wLL HL LH HH DWT f=  (5)

where [LL’, HL’, LH’, HH’] – the corresponding wavelet 
transform sub-bands;

2) the estimate of the digital watermark w’is found as the 
difference between the LL – subbands of the watermarked 
image and the container image:

� ;w LL LL′ ′= −  (6)

3) since the estimate of the digital watermark w’ will be 
modulated by LL (expressions (3) and (5)), taking into ac-
count the presence of noise, it is proposed to filter the image 
w”. In an important special case, when the digital watermark 
is a binary matrix code (for example, QR code) for filtering, 
it is possible to use the following procedures that will be 
performed for each cell of the matrix code:

– binarization and finding the statistical mode over the cell:

( )1
1mode ,q qw w= > τ′    (7)

where 1
qw  – filtering result for the first method; mode() – func-

tion, returns the value of the statistical mode; t1 – binariza-
tion threshold;

– averaging over binarized values over a cell and further 
binarization:

( )2
1 2me ,anq qw w > τ > τ′=  (8)

where 2
qw  – filtering result for the second method; mean() – ave- 

raging function; t2 – binarization threshold;
– cell averaging and further binarization:

( )3
3mea �,nq qw w′= > τ  (9)

where 3
qw  – filtering result for the second method; t3 – bina-

rization threshold.
The binarization thresholds t1,2,3 are found using the 

Otsu’s algorithm [22] or using adaptive binarization [23].
This study takes into account the main factors and new 

techniques used by potential researchers to create a reliable 
system for applying DW to digital images.

5. Results of the study of methods for increasing the 
stability of methods for applying digital watermarks in 

digital images

5. 1. Functional model of the process of ensuring the 
enhancement of resilience 

The functional model of the process of ensuring the 
enhancement of the sustainability of methods for applying 
digital watermarks in digital images is shown in Fig. 1.

In Fig. 1 the following notation is used: f − container 
image, w − digital watermark, p – known pseudo-random 
permutation, wperm − mixed digital watermark, f’ – con-
tainer image with added watermark, permw′  − extracted 
mixed digital watermark, w’ − restored digital watermark 
with distortion.
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The technique described in Fig. 1 includes the following 
steps:

1. Mixing the pixels of the digital watermark. The essence 
of this stage is that a sequence of indices l={l1, l2, …, ln×m}is 
formed using a pseudo-random number generator, where n, m 
is the size of the watermark w in pixels. Then the k-pixel of the 
watermark is moved to the place of the pixel with the index lk. 
Thus, let’s obtain a digital watermark (wperm) mixed with a 
known sequence.

2. Applying a mixed digital watermark (wperm) into a 
digital container image (f). At this stage, using any method 
of applying a digital watermark, application (wperm) occurs. 
In this work, a method using wavelet transforms was used 
to apply a digital sign. Let’s use Daubechies wavelets [21] 
to represent a container image (f) and a mixed digital wa-
termark (wperm). Then, using the LL coefficient and a certain 
coefficient α using formulas (3), (4), the frequency spectrum 
of the mixed digital watermark (wperm) is added to the fre-
quency spectrum of the container image (f).

3. Extraction of the mixed digital watermark (wperm) 
from the container image with a digital watermark (f ’). At 
this stage, using formula (3), the wavelet transforms and 
images are represented in the frequency spectrum. Using 
formula (6), an estimate of the digital watermark w’ is found 
as the difference between the LL – sub-bands of the water-
marked image and the container image.

4. Restoring the normal sequence of digital watermark 
pixels. This step is the reverse of the procedure presented in 
the first step, after which let’s obtain a normal sequence of 
digital watermark pixels.

5. Using digital watermark filtering. In this step, vari-
ous image filtering methods are used to improve the digital 
watermark. In this work, let’s use three methods of image 
filtering described by formulas (7)–(9).

In this technique, due to pseudo-holographic coding, the 
digital watermark is converted, which is resistant to differ-
ent types of distortions. This, in turn, in combination with 
the methods of filtering images after separating the digital 
watermark and restoring the normal distribution of the digi-
tal watermark pixels makes it possible to achieve a high level 
of stability of the methods of applying digital watermarks 
during various attacks.

5. 2. Indicator for assessing the sustainability of 
methods for applying digital water

The stability of the digital watermark applying method 
can be assessed in a statistical sense, the following assump-
tions were made.

The digital watermarking method W can be defined as a 
set of some functions F and G that describe the process of ap-
plying and extracting a digital watermark on a set of all data:

( ), 1,2,..., .iE E i N= =    (10)

E is the set of data required for the digital watermark 
applying and extraction method to work.

For simplicity, let’s assume that the input dataset E includes 
the embed container Im and the digital watermark Wm:

{ }Im , .i i iE Wm=     (11)

Pseudo 
holographic 

coding procedure

Image container

Digital 
watermark

Known pseudo-
random permutation

p

permw

Procedure for adding 
digital watermarks

Procedure for 
extracting digital 

characters

Filtration 
procedure

w

f

f 

Procedure for 
restoring correct pixel 

distribution

Recovered 
digital 

watermark

permw w

 
  

Fig.	1.	Functional	model	of	the	process	of	ensuring	the	increase	in	the	sustainability	of	methods	for	applying	digital	
watermarks	on	digital	images
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The work of the method consists of two stages: applying 
( ) *

i iF E Im=  and extraction ( )* .i iG Im Wm=  Since stability is 
the ability of an algorithm to resist attacks, let’s introduce 
the attack function Atj∈At, where At – the set of admissible 
attacks on a digital watermark.

Using the function ( )* ,j iAt Im  let’s obtain a distorted 
container ( )*

iIm ′  with a digital watermark. Then, for some 
values of Ei, the obtained value of ( )*

iG Im ′ can be within 
the allowable range of Δi:

( ) ( )* * .′ − ≤ ∆i iG Im G Im i     (12)

For all other Ei that form a subset El∈E, execution ( )*
iG Im ′ does not provide an acceptable result, that is:

( ) ( )* * .′ − > ∆i iG Im G Im i     (13)

All such cases are called false. As a criterion for comparing 
the correspondence between formulas (12) and (13), other cri-
teria for assessing the correspondence of two images can also 
be used, for example, the assessments presented in [24, 25].

Transformation of the form

,  ,j jAt AtF GAt∀ ∈ →→     (14)

results in the correct reading of the digital watermark 
from the container or false triggering, represented by 
formulas (12), (13). Thus, the probability P that, after 
using an attack on a container from a digital watermark 
 ( ) ( )* *

j i iAt Im Im ′=
, 

extraction of the digital watermark from 

the container will lead to an erroneous result (13) is equal 
to the probability that the input data set Ei used in the 
j-th attack belongs to the set El. Let nl,j be the number of 
different input data sets contained in El, for the j-th attack, 
then Q j=nl,j/N is the probability that the execution of the 
sequence of functions (14) on the data set Ei randomly 
selected from E among the same likely to result in a false 
digital watermark exception.

In this case, Pj=1–Q=1–nl,j/N is the probability that 
during the j-th attack on the element Ei, randomly selected from 

the set E, the value of the digital watermark will be obtained, 
which is within acceptable limits – the expression (12).

Since various attacks are independent events, the proba-
bility that these attacks do not provide an acceptable result – 
expression (13) is equal to the product of the probabilities of 
admissible digital watermark values after each attack:

1

.
j

jR P= ∏  
     (15)

It is this product of probabilities that will assess the reli-
ability of the DW method.

5. 3. Experimental study of the method of applying 
digital watermarks

For the experiments, a test image in grayscale Camera-
man was used as the container image (Fig. 2, a). For a digi-
tal watermark image – a binary QR-code image, which is a 
matrix of 29×29 elements, where the message ‘KHARKIV 
NATIONAL UNIVERSITY OF RADIO ELECTRONICS’ 
is encoded (Fig. 2, b). When the size of the QR-code image is 
464×464 pixels (that is, the size of one cell is 16×16), Cameraman 
was rescaled to size 928×928. To obtain a digital watermark, the 

pixels of the QR-code image were mixed using the procedure 
described above (Fig. 2, c). The result of adding a digital wa-
termark (parameter value α=0.1) is shown in Fig. 2, d.

Fig.	2.	Input	images:	a	–	Cameraman	container	image;		
b	–	QR-code;	c	–	digital	watermark	(mixed	Cameraman);		

d	–	addition	of	digital	watermark

During the experiment, the influence of the following 
types of attacks was investigated:

– addition of normally distributed noise with a given 
mean and variance;

– adding noise like “salt and pepper” with a given density;
– rotation at a given angle;
– extraction of a part of the image of a given size;
– jpeg compression with a specified quality parameter.
For each type of attack, the total number of errors in the 

QR code matrix obtained from the selected digital water-
mark was determined.

The influence of normally distributed additive noise with 
mean μ=0: 0.001: 0.05 and variance σ2=0: 0.001: 0.05 was 
investigated. The results are shown in Fig. 3–7.

a                                b                                c 
	

Fig.	3.	Influence	of	normally	distributed	additive	noise:  
a	–	addition	of	noise,	μ=0.2,	σ2=0.25;	b	–	extraction	
of	a	digital	watermark; c	–	restoration	of	the	correct	

arrangement	of	pixels	in	a	digital	watermark

a                       b 
 

Fig.	4.	The	first	method	of	filtration:	a	–	image	binarization;	
b	–	application	of	the	statistical	mode	operation	to	each	cell

a                       b 
	

Fig.	5.	The	second	method	of	filtration:	a	–	averaging	
binarized	images	for	each	cell;	b	–	image	binarization
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a                       b 
	

Fig.	6.	The	third	method	of	filtration:	a	–	averaging	the	
image	over	each	cell;	b	–	image	binarization

When studying the influence of normally distributed ad-
ditive noise (Fig. 3), it is possible to construct graphs of the 
dependence of the number of errors on the noise parameters, 
shown in Fig. 7–9.

Next, let’s investigate the effect of “salt and pepper” 
noise with a density ρ=0: 0.01: 0.5. The results are shown in 
Fig. 10–13.

All filtering methods for this type of attack are equally 
ineffective.

The second step involves investigating the use of rotation 
compensation before extracting the digital watermark from 
the container image.

To estimate the rotation angle, let’s find the affine 
transformation matrix between the original and returned 
container images. To do this, on each of these images, let’s 
determine the location of the singularity points (as which 
let’s use the ORB descriptors [24]). Let’s note that in order 
to detect a sufficient number of descriptors, these images 
must be smoothed using a Gaussian filter with σ=3 (Fig. 20).

 

   
  

 

 
  

Method 1 

Er
ro

r 

Noise parameter 

Fig.	7.	Graphs	of	the	dependence	of	the	number	of	errors	on	noise	parameters	for	the	first	filtering	method 

 
  

Method 2 

Er
ro

r 

Noise parameter 

Fig.	8.	Graphs	of	the	dependence	of	the	number	of	errors	on	noise	parameters	for	the	second	filtering	method
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Fig.	10.	Influence	of	normally	distributed	additive	
noise:	a	–adding	noise,	ρ=0.15;	b	–	extraction	of	
a	digital	watermark;	c	–	restoration	of	the	correct	

arrangement	of	pixels	in	a	digital	watermark

Fig.	11.	The	first	method	of	filtration:		
a	–	image	binarization;	b	–	application	of	the	
operation	of	the	statistical	mode	to	each	cell;		
c	–	difference	between	the	filtered	image	and		

the	original	QR	code

a                                b	
	

Fig.	13.	The	third	method	of	filtration:		
a	–	averaging	the	image	over	each	cell;		

b	–	image	binarization

When investigating the influence of 
“salt-and-pepper” noise (Fig. 10–13), it is 
possible to build graphs of the dependence 
of the number of errors on the noise param-
eters (Fig. 14).

The study of the effect of image rotation 
on a digital watermark was carried out in 
two stages.

At the first stage, the influence of image 
rotation on angles φ=2°:0.1°:2° was investi-
gated. The results are shown in Fig. 15–18.

 

 
  

Method 3 
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Noise parameter 

Fig.	9.	Graphs	of	the	dependence	of	the	number	of	errors	on	noise	parameters	
for	the	third	filtering	method
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Fig.	14.	Graphs	of	the	dependence	of	the	number	of		
errors	on	noise	parameters

 

   
  

a b c

a b c

a                              b                                 c 
 

Fig.	15.	Influence	of	normally	distributed	additive	noise:		
a	–	noise	addition,	φ=0.2°;	b	–	extraction	of	a	digital	watermark;		

c	–	restoration	of	the	correct	arrangement	of	pixels	in	a	digital	watermark

a                        b 
 

Fig.	12.	Second	method	of	filtration:		
a	–	averaging	binarized	images	for	each	cell;		

b	–	image	binarization
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Fig.	16.	The	first	method	of	filtering:	a –	image	binarization;		
b	–	application	of	the	peration	of	a	statistical	mode	to	each	cell

Fig.	17.	Second	method	of	filtration:	a	–	averaging	binarized	
images	for	each	cell;	b	–	image	binarization

Fig.	18.	The	third	method	of	filtration:	a	–	averaging	the	
image	over	each	cell;	b	–	image	binarization

For each filtering method, graphs of the depen-
dence of the number of errors on the rotation angle are  
shown (Fig. 19).

Finding the corresponding points of the ORB descriptor 
is performed using the RANSAC algorithm [25]. RANSAC 
(abbr. RANdom SAmple Consensus) is an iterative method 
used to estimate the parameters of a mathematical model for a 
set of observable data that contains outliers (Fig. 21).

a                                     b  
 

Fig.	20.	Smoothed	container	images:	a	–	original	image;		
b	–	rotated	image	returned,	rotation	angle	10°

Having thus found the corresponding sets of daughters, 
let’s construct the affine transformation matrix T [26]. Then 
the rotation angle is found from the relation [27]:

21

11

atan .
T
T

ϕ =     (16)

Fig.	21.	Finding	the	corresponding	points	of	the	descriptor	
Oriented	FAST	and	Rotated	BRIEF

The described compensation method can be eas-
ily generalized to other coordinate transformations 
and is a promising direction for further research.

Knowing the rotation angle, turn the image in 
the opposite direction (Fig. 22).

a                          b                          c	
	

Fig.	22.	Compensation	of	rotation:	a	–	image	
container;	b	–	extraction	of	the	digital	watermark;	

c	–	restoring	the	correct	position	of	pixels	in	a	
digital	watermark

The results of the work are shown in Fig. 23–25.

a                     b	
	

Fig.	23.	The	first	method	of	filtering:	a	–	image	
binarization;	b	–	application	of	the	operation	of	the	

statistical	mode	to	each	cell
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Fig.	19.	Graphs	of	the	dependence	of	the	number	of		
errors	on	noise	parameters
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Fig.	24.	The	second	method	of	filtering:	a	–	averaging	
binarized	images	for	each	cell;	b	–	image	binarization

Fig.	25.	The	third	method	of	filtering:	a	–	averaging	the	
image	over	each	cell;	b	–	image	binarization;	c –	difference	

between	the	filtered	image	and	the	original	QR	code

The next step was to study the effect 
of removing a part of the image – a central 
square with a side a=0:50:900. The results 
are shown in Fig. 26–29.

a                      b                       c 
 

Fig.	27.	The	first	method	of	filtering:		
a –	image	binarization;	b	–	application	of	

the	operation	of	the	statistical	mode	to	each	
cell	–	all	the	resulting	values	are	equal	to	0;		

c	–difference	between	a	filtered	image	and	an	
original	QR	code

For each filtering method, graphs of the dependence of 
the number of errors on the size of the extracted square are 
shown (Fig. 30).

Further, the influence of image compression using the 
Jpeg algorithm was investigated depending on the value of 
the quality parameter q=1:100. The results are shown in 
Fig. 31–34.

When studying the effect of image compression using 
the Jpeg algorithm, depending on the value of the quality 
parameter in Fig. 31–34 it is possible to build the following 
graphs (Fig. 35).

Further, the stability of the proposed method was assessed.

 

    
  

 

    
  

 

   
  

 

   
  

 

  
  

 

  
  

a                        b                     c 
 

Fig.	26.	The	effect	of	extracting	a	part	
of	the	image:	а –	extracting	the	central	

square	with	side	a=750;	b	–	extracting	a	
digital	watermark;	c	–	restoring	the	correct	

position	of	pixels	in	a	digital	watermark

a b c

ba

a b

Fig.	28.	The	second	method	of	filtering:		
a	–	averaging	binarized	images	for	each	cell;	

b	–	image	binarization
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Fig.	30.	Graphs	of	the	dependence	of	the	number	of	errors	on	the	size		
of	the	extracted	square

 

   
  a                                         b                                         c 

 
Fig.	31.	Influence	of	Jpeg-compression	of	the	image:	a	–	Jpeg-compression,	q=9;	

b –	extraction	of	a	digital	watermark;		
c	–	restoring	the	correct	position	of	pixels	in	a	digital	watermark

a                        b 
 

Fig.	29.	The	third	method	of	filtration:	a	–	averaging		
the	image	for	each	cell;	b	–	image	binarization
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When assessing the reliability of the proposed 
methodology, five types of attacks were used:

– addition of normally distributed noise with 
a given mean and variance;

– addition of noise like “salt and pepper” with 
a given density;

– rotation at a given angle;
– extraction of a part of the image of a given 

size;
– jpeg compression with a specified quality 

parameter.

a                          b                          c 
 

Fig.	32.	The	first	method	of	filtration:	a	–	image	
binarization;	b	–	application	of	the	operation	of	
the	statistical	mode	to	each	cell;	c	–	difference	

between	a	filtered	image	and	an	original	QR	
code

a                          b 
 

Fig.	33.	The	second	method	of	filtration:		
a	–	averaging	binarized	images	for	each	cell;  

b	–	image	binarization

а                          b 
 

Fig.	34.	The	third	method	of	filtration:		
a	–	averaging	binarized	images	for	each	cell;		

b	–	image	binarization

Each type of attack included 500 different 
variations of these attacks. The test results are 
presented in Table 1.

6. Discussion of the results of the study of methods for 
increasing the stability of applying digital watermarks

The method of pseudo-holographic coding of digital 
watermarks described in this work is effective for all types 
of attacks that were considered, except for image rotation. 
This method is most effective when part of the image is lost.

After analyzing the graphs in Fig. 7–9, it is possible to 
conclude that the third filtering method is the most effective.

As can be seen from the graph in Fig. 14 the second and 
third filtering methods are effective and give comparable results.

The investigation of the “turn” attack was carried out in 
two stages. At the first stage, the influence of image rotation 
on angles φ=2°:0.1°:2° was investigated. For each filtering 
method, graphs of the dependence of the number of errors on 
the rotation angle are shown (Fig. 19).

After analyzing the results obtained during image rota-
tions, the following conclusions can be drawn. First, without 
rotation compensation, all filtering methods for this type of 
attack are equally ineffective – if the image is returned to an 
angle greater than 0.2°, then the correct selection of the digital 
watermark is impossible. Secondly, using the proposed com-
pensation method, all three filtering methods work absolutely 
faultlessly in the entire range of investigated angles φ=–10°:10°.

During the attack, extracting a part of the image from 
the graph in Fig. 30 shows that the third filtering method is 
the most effective.

When studying the effect of image compression using 
the Jpeg algorithm, depending on the value of the quality 
parameter (Fig. 31–34), it can be seen (Fig. 35) that all 
three methods give comparable results, the most effective is 
the third filtering method.
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Fig.	35.	Graphs	of	the	dependence	of	the	number	of	errors	on		
the	quality	parameter

Table	1

Reliability	assessment	results

Methods for applying digital watermarks
Reliability assessment of the digital  

watermarking method

The classic method of applying a digital watermark using wavelet transforms 0,6348

Digital watermarking based on wavelet transforms using the proposed technique 0,8344
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As can be seen from the test results, due to the use of 
pseudo-holographic coding, the inhomogeneity of applying a 
digital watermark into the container image is ensured. This 
makes it possible to increase the resistance of the method to 
the loss of a part of the pixels of the digital watermark. And 
methods of filtering a digital watermark allow to restore lost 
information based on statistical criteria.

Thus, based on the results shown in Table 1, it is possible 
to say that the use of the proposed technique increased the 
reliability of the method by 20 %.

The above allows to determine that the proposed method 
has advantages in that, regardless of the method of applying 
a digital watermark, an increase in stability will be provided.

For the development of the proposed technique, it is 
planned to conduct further research on pseudo-holographic 
coding methods using chaos theory.

 7. Conclusions

1. A functional model of the process of ensuring increased 
stability of methods for applying digital watermarks into digi-
tal images, based on pseudo-holographic coding and addition-
al filtering of a digital watermark, has been developed. The 
method of pseudo-holographic coding of digital watermarks 

described in the work is effective for countering all types of 
attacks that were considered, except for image rotation. A 
comprehensive assessment of the methodology for increasing 
the stability of the method of applying a digital watermark 
based on Wavelet transformations has shown that its use im-
proves resistance to various types of attacks by 20 %.

2. The paper presents an indicator for assessing the sus-
tainability of digital watermarking methods, which takes into 
account all types of attacks and allows a comprehensive assess-
ment of the sustainability of the digital watermarking method.

3. An experimental study was carried out according 
to the proposed method. This technique is most effective 
when part of the image is lost. When pre-filtering a digital 
watermark, the third filtering method is most effective. This 
method is averaging over a cell and subsequent binarization. 
The least efficient method is the first binarization method 
and finding the statistical mode over the cell. It is advisable 
to carry out binarization according to the Otsu algorithm. 
For an attack of the affine type, which is a rotation of the 
image, this method is effective only when compensating 
for the rotation. To estimate the rotation angle, an affine 
transformation matrix is found, which is obtained from a 
consistent set of corresponding ORB-descriptors. Using this 
method allows to accurately identify a digital watermark for 
the entire range of angles investigated.
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