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Along with the widespread use of digital images,
an urgent scientific and applied issue arose regard-
ing the need to reduce the volume of video infor-
mation provided it is confidential and reliable. To
resolve this issue, cryptocompression coding meth-

summarizes all processing steps. This paper reports
the development of a conceptual method for the cryp-
tocompression coding of images on a differentiated
basis without loss of information quality. It involves
a three-stage technology for the generation of crypto-
compression codograms. The first two cascades pro-
vide for the generation of code structures for informa-
tion components while ensuring their confidentiality
and key elements as a service component. On the
third cascade of processing, it is proposed to man-
age the confidentiality of the service component. The
code values for the information components of non-
deterministic length are derived out on the basis of a
non-deterministic number of elements of the source
video data in a reduced dynamic range. The gener-
ation of service data is proposed to be organized in
blocks of initial images with a dimension of 16<16 ele-
ments. The method ensures a decrease in the volume
of source images during the generation of cryptocom-
pression codograms, by 1.14—1.58 times (12-37 %),
depending on the degree of their saturation. This
is 12.7-23.4 % better than TIFF technology and is
9.6-17.9 % better than PNG technology. The volume
of the service component of cryptocompression codo-
grams is 1.563 % of the volume of the source video
data or no more than 2.5 % of the total code stream.
That reduces the amount of data for encryption by up
to 40 times compared to TIFF and PNG technologies.
The devised method does not introduce errors into
the data in the coding process and refers to methods
without loss of information quality
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1. Introduction

The modern development of IT technologies is character-
ized by an increase in the level of intelligence and mobility. This
allows them to be used in information and control systems for
objects of varying complexity. In particular, they are applied
in the process of managing critical infrastructure systems. At
the same time, for such systems, one needs to take into con-
sideration the increased level of cyber threats. Given a range
of destabilizing factors, this could lead to significant damage.
Therefore, it is important to ensure the security of information
resources that are involved in managing critical infrastructure
systems. An example is a process of acquiring analyzed video
information from remote mobile video recording tools.

On the other hand, in terms of improving the efficiency of
control systems, such a type of information resource as video
information is gaining great importance. Here, additional
technological difficulties arise associated with large time
delays and significant losses of reliability in the process of
delivering video information resources using existing infor-
mation technologies.

Therefore, an important scientific and applied task is to
reduce the volume of video information provided it is confi-
dential and reliable [1].

To resolve this issue, the use of existing standard tech-
nological concepts is insufficient. This is because there is
an imbalance between the increase in intensity and limited
opportunities to reduce the volume of video information.




The imbalance is exacerbated by the transmission of video
information in real-time using telecommunication technolo-
gies under the conditions of ensuring the necessary level of
reliability and confidentiality.

2. Literature review and problem statement

Currently, standardized solutions are used to create
conditions regarding efficiency, confidentiality, and reli-
ability. The most elaborate is the sequential scheme [2, 3].
In a given variant, at the first stage, an increase in the effi-
ciency of transmission is achieved through the technology
of reducing the amount of video data (compression of video
images) [4]. The second step ensures the confidentiality of
the compressed representation based on the cryptographic
transformation. For this purpose, symmetric and asymmet-
ric encryption algorithms are used. The most known of these
is the AES block symmetric encryption standard [5] and the
RSA asymmetric algorithm [6]. At the final stage, standard-
ized noise-tolerant coding technologies are used. However,
there are certain problematic shortcomings.

First, to ensure the reliability of video information, the
use of such technological transformations that at each stage of
the sequential scheme ensure the preservation of the required
level of reliability. Therefore, in the process of compression
(compression coding), in order to ensure the required level
of reliability, methods are used without entering information
losses. For this reason, the application of compression methods
that use frequency conversions is accompanied by the intro-
duction of loss of quality and information in the reconstructed
images. Such methods include discrete cosine and wavelet
transformations, which, respectively, are implemented in the
JPEG [7] and JPEG 2000 methods [8]. Their use leads to
significant losses in the reliability of video imagery. At the
same time, in critical infrastructure control systems, decisions
are made automatically, including using artificial intelligence
systems. The presence of even minor distortions could lead to
incorrect decision-making. That, under critical conditions, is
associated with the infliction of significant damage.

Second, cryptographic encryption technologies apply to
the original or all compressed amounts of video data. On the
one hand, this is accompanied by additional time costs. On
the other hand, it is necessary to organize noise-resistant cod-
ing of the entire output volume of information. In this case,
significant corrective binary bits are formed because encryp-
tion is critical to interference in the communication channel.
Therefore, it is proposed to use cryptographic transformations
only for key information. That would make it possible, on the
one hand, to reduce the processing time (the energy costs of
which are allocated to the encryption process). On the other
hand, to reduce energy costs in the process of noise-resistant
coding, which could be used to ensure noise immunity only
for cryptograms of key information.

Third, a reduction in corrective bits is achieved, which
leads to an increase in the efficiency of information delivery
and a decrease in the related energy costs.

The following alternative approaches could be used in
this direction.

Application of scrambling [9] and encrypting [5, 6] trans-
formations to the source video data. Scrambled conversions,
although they are fast-acting, provide weak protection. En-
cryption transformations, on the contrary, could provide
guaranteed protection. However, as a result of their applica-

tion, significant time delays are created when processing large
amounts of data. As a result, the transfer of large amounts of
information leads to a decrease in availability.

The Encryption-then-Compression scheme, in contrast
to the serial scheme, on the contrary, provides for the se-
quential execution of the steps of perceptual encryption
and compression [10]. Its disadvantage is the use of weak,
from the point of view of cryptographic strength, scrambled
transformations to process the entire volume of source video
data. In addition, in the process of managing compression, a
controlled loss of video quality is organized. That could lead
to a loss of credibility. In addition, as a result of this scheme,
there may be a decrease in the compression rate of video data
relative to the underlying compression technology.

In works [11,12], an approach to ensuring the confi-
dentiality of video transmission based on the use of a secret
distribution scheme (visual cryptography) is considered. In
paper [11], it is considered from the standpoint of processing
single images. Its application leads to a significant increase in
the volume of original images and, as a result, to a decrease in
the efficiency of information delivery. In [12], it is considered
from the standpoint of managing the multi-secret exchange of
several images. Significant disadvantages are the processing
of uncompressed images; the ability to recognize individual
objects from the original images in encrypted video data; the
requirement for all encrypted video data to properly recon-
struct the required images.

In works [13, 14], general approaches to the organization of
confidentiality functionality in JPEG technology are proposed.
It is implemented using scrambled and encrypting transforma-
tions at different stages of compression technology. However, a
sequential processing scheme is actually implemented. At the
same time, in the process of compression, a loss of information
quality is organized, which could affect its reliability.

In paper [15], the functionality of JPSEC is offered, which
implements in the compression technology JPEG 2000 safe
image transfer. Packet-level encryption organizes a sequen-
tial processing scheme with all its drawbacks. Managing
the scramble of the signs of the wavelet region coefficients
requires the processing of a reduced amount of data. However,
weak data protection is provided. Scrambled images are the
blurry representations of the original video data, on which all
large details are distinguishable.

Therefore, existing technologies do not make it possible
to simultaneously ensure requirements regarding the effi-
ciency, reliability, and confidentiality of video transmission.

To meet these requirements, it is proposed to develop
cryptocompression methods. In this case:

1) volume reduction occurs in the process of cryptocom-
pression coding. At the same time, service components are
formed, which are key information for the process of video
image reconstruction;

2) encryption is carried out for key information;

3) noise-resistant coding is organized on the basis of stan-
dardized methods only for cryptograms of key information.

3. The aim and objectives of the study

The aim of this study is to devise a conceptual method
to form cryptocompression image codograms without losing
the quality of information in order to reduce the volume of
video information while ensuring its confidentiality and
reliability.



To accomplish the aim, the following tasks have been set:

— to devise the generalized three-cascade technology of
cryptocompression image coding;

—to conduct an experimental assessment of the effective-
ness of the devised method of cryptocompression coding in
comparison with known technologies for the compact represen-
tation of video data without losing the quality of information.

4. The study materials and methods

In this study, coding refers to a processing process aimed at
reducing the amount of source data without losing information.

As theoretical methods of research, methods of digital
image processing, methods of information encoding, meth-
ods of compression of digital images, methods of structural
and combinatorial coding were used. Statistical analysis
methods were employed to assess the adequacy of our results.

The following limitations were accepted in the process of
devising the coding method:

— processing is focused on encoding static video imagery
presented in the RGB color space. Note that the devised
method of cryptocompression coding is basic and could be
unified to process any type of digital data;

— the processed planes have the same dimensionality of
MxN elements, where M is the number of lines in the image,
and Nis the number of columns. Although similar processing
could be organized for planes having different dimensional-
ities. For example, in the color space YCbCr or YUV with
sparse color planes;

— the dimensionalities of images consisting of MxN ele-
ments are imposed with limitations when dividing them into
the blocks A®% of processing with the dimensionalities of
m>n elements, where m is the number of lines in the block

A®0 and n is the number of columns. Here, y:i,[M:l,
— m

xX= 1,|:E:|. The method does not describe the processing of
n

data that are in the extreme regions of the image. That is, the
following conditions are met:

w5
—=|—| and —=|—|,
m |m n |n

where [¢] is the integer part of the number;

— each color plane of the image is encoded separately and
does not depend on the processing of other data.

The mathematical statement of the study task: it is required
to devise a conceptual method for the cryptocompression image
coding, which is given by the functionality F(Izgp, m, n, Ley).
Here: Irgp is the original image; L is the length of a codeword
(the maximum number of bits) allocated to control the gener-
ation of code values for the information components of crypto-
compression codograms. The method under construction must
ensure that the following conditions are met:

1) reduction in the volume of compact representation
of video imagery without loss of information quality in the
cryptocompression coding system:

Qrc> Qeomp=Qccp,

where Qggp is the volume of the original video image;
Qcomp is the volume of compact representation of video im-
ages, which are formed by known encoding methods without

loss of information quality; Qccp is the volume of compact
representation of video imagery in the cryptocompression
coding system;

2) reduction in the amount of service data that act as a
key element in the cryptocompression coding system and
require additional security based on cryptographic trans-
formations:

Qcer>Qir0™>Qon0,

where Qg is the volume of service components in the cryp-
tocompression codograms for a single-cascade processing
scheme; Qypp is the volume of service components in the
cryptocompression codograms;

3) distortions are not introduced in the process of cryp-
tocompression coding, i.e. the standard deviation RSME
should be equal to 0.

To assess the effectiveness of the devised method, the
simulation was carried out in the form of a full-scale exper-
iment. To this end, a software package was developed that
runs on operating systems from the Microsoft family. No
additional libraries by third-party developers are needed for
the proper operation of the software package. There are no
additional requirements for personal computer equipment.

To assess the effectiveness of processing, three groups
of pre-categorized images were used, depending on the de-
gree of saturation with small details, namely low-saturated,
medium-saturated, and highly-saturated. The images were
taken from standardized databases that are used to test the
methods of encoding and processing video information. In
the experiments, we used 100 images from each class. In this
case, the confidence interval is £3 %. The 3-sigma rule was
used to estimate the confidence interval. The reliability of
our results is confirmed by the reconstruction of test im-
ages without loss of information, i.e. the standard deviation
RSME is 0.

5. The study results regarding the development
of a conceptual method for the generation of
cryptocompression image codograms

5. 1. Devising a three-cascade technology of crypto-
compression image coding

The generalized scheme of the conceptual method for the
cryptocompression coding of images without loss of informa-
tion quality is shown in Fig. 1. In Fig. 1, the main stages of
processing are assigned with numbers in the blocks.

The first stage is preliminary. It initializes the parame-
ters responsible for the organization of coding, namely:

—the type of processing is selected — processing in a
differentiated basis or a basis along the upper boundaries. A
given parameter is responsible both for the number of matri-
ces of service components to be formed and for the degree of
data compression. Preferred is the option of processing on a
differentiated basis;

—the parameters m and n responsible for the dimen-
sionality of the block A®X of processing are selected. These
parameters are also responsible for the number of elements
and the volume of matrices of service components formed.
The greater the values they take, the smaller the volume of
service components is formed. In addition, there is an indi-
rect effect on non-deterministic processing parameters. All
this significantly affects the degree of compression of the



initial data. For example, for the first processing cascade, the
non-deterministic parameters are: L

_1) the number ¥,, a=1,0,,,, elements a{'?, i=1,m, j=
=1,n, of the source data involved in the generation of each
code value E;

2) the length ¢, of a given code value;

3) the total number oy, of the code values that form the
information component E={E,};

— the length of the codeword L, is determined, which af-
fects all non-deterministic processing parameters. Moreover,
the total value of the length L, for all processed data could
be selected, as well as different for different planes, macro
segments, or data segments. A given scheme proposes using a
common length value of the codeword L, to process all data.
A given parameter significantly affects all non-deterministic
characteristics of cryptocompression codograms.

1
{ Operation parameter initialization

Image processing is managed in the RGB color space.
The images have the dimensionality of MxN pixels and con-
sist of P=3 planes A, where A=1,P=1,3, responsible for the
red (R), green (G), and blue (B) constituent colors of each
pixel. All image planes also have the same dimensionality of
MxN elements, and, therefore, the same volume Q(A)ggp. It
is determined from the following formula:

Q(A)ree=M-N [byte]. ©)

Hereinafter, the amount of data is determined in bytes
and its value coincides with the value of the number of ele-
ments that are formed and processed.

The total volume Qggp of such an initial image, taking
into consideration formula (1), is calculated as follows:

Qres :iQ(A)R(;B =P-M-N=3-M-N [byte].
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image Divide the lmalfle pLaneA into equal intermediate data | of yarying degrees of saturation with a dimensionality
ocxs on lines of 512x512 pixels.
n max  min Processing begins with the first plane A=1, unless
T[] [ [ s ] ] another order is defined, and is organized in all P
A= = L sl =M planes of the image.
| L:] i At the third stage, the first cascade of cryptocom-
____________________ = NS 2 pression coding is performed. The sequence of operations
-« | — A ."’. at this stage is described in works [16, 17]. It begins with
B 33 Y : . the partitioning of plane A into uniform blocks A%
Image elements . hose di . litv is mxn of el . h M

o ervpiocompression ; . whose dimensionality is mxn of elements each. Moreover,

&z Typ P [ : .
— — coding (cascade 1) - the values of the variables m and 7 are the essential con-
S - E] E] i] i] trolled parameters in the generation of a cryptocompres-
T = ] max min | maxmin  sion codogram. The n parameter has a significant impact
P 4C.2 - a1 at the first coding cascade; m — at the second cascade.
ryptc(ziﬁnmgp;efssmn Build service These parameters are directly responsible for the char-
— — intermediate data's ] Cfimponen_ts' acteristics of the service component of the codogram,
Eo= elements ¢ enilents mn namely the number of generated elements and their

mn o . .
(cascade 2) coumns values. In addition, they determine the order of encoding
l elements, which is formed using coordinate linearization
6 v B . schemes in the process of reformatting two-dimensional
- Service 8
Formation of component matrices of the processed data into vectors. Consequent-
p p q

cryptocompression image [« . Iv. th i . )
ryption y, they are indirectly responsible for the number of gen

representation

Cryptocompression representation codogram
A

(cascade 3)

IS

_ " Encryption
Information component Service key
! component
N~ T N
Open, Open, Encrypted
based on original based on
elements intermediate data

Fig. 1. Generalized scheme of the conceptual method for the

erated code values for the information component.
During the first cascade of processing, the value
of the n parameter primarily affects the number of
elements of the intermediate two-dimensional matri-
ces being formed Az{M”)} and @:{uﬁ”‘)}, from
which the service components are formed during
the second coding cascade. Here A™* is defined as
the maximum value of the element a(* in the line;
u as the minimum value. The generation of these
matrices is carried out by sampling only one element

cryptocompression coding of images without loss of information quality

At the second stage, video data that requires confiden-
tiality are selected and the user enters the encryption key.
The parameters of the encryption key are determined by
the requirements of the cryptographic algorithm used in the
third processing cascade to ensure the confidentiality of the
service components formed as a result of encoding systems.

The headers of the selected video data or other data
submitted for processing are used to determine the number
P of the processed planes and the dimensionality of their
MxN elements.

from 7 in each line of the block A% = {a}y}""}. Asa

result, the dimensionality of each matrix is M x[—]
n

elements; its volume Q(A)pe is determined, taking into
consideration formula (1), as follows:

Q(A)RGB

n

M-N

Q(A) 0 = =—— [byte]. (2)
n

Within each plane A, two intermediate matrices are
formed, namely A and @©. Therefore, for each image, the
total volume Qqae of such intermediate data, taking into



consideration formula (2), is determined from the follow-
ing expression:

3 6-M-N
Qiro = Z(Q'Q(A)me):

P=t

[byte].

Fig. 2. Examples of original test images:
a — Lena; b — Airport; ¢ — Baboon

Intermediate matrices A and ® contain information
about the identified structural characteristics of the pro-
cessed image planes. Using them, one can reconstruct the
representation of the original image. Examples of visualiza-
tion of these intermediate matrices are shown in Fig. 3, 4. In
the examples, the planes are processed at values m=n=8 of
block A®®. This reduces the total Qe volume of the A and
@ matrices for the entire image by 4 times compared to the
Qrep volume of the original image.

Fig. 3. Visual representation of the ratio of the volume of
intermediate two-dimensional matrices A and © to the total
image volume: a — Lena; b — Airport; ¢ — Baboon

Fig. 4. Examples of the visualization of images reconstructed
on the basis of elements of the intermediate two-dimensional
matrix A after the first processing cascade:

a — Lena; b — Airport; ¢ — Baboon

Fig. 3 shows the visualized mapping of the volume ratio
of intermediate two-dimensional matrices A and © to the
total image volume. In Fig. 3, the black background displays
the size of the original video data. Two rectangular images
located in the image on the left visualize the matrices A and
@ of all planes. The volume of each matrix A and © in each

plane A is 1 of the volume of the plane itself.
n

Fig. 4 illustrates the semantic correspondence of the
values of the intermediate matrix A:{MW} to the orig-
inal images of varying degrees of saturation. Images are
reconstructed from the elements of intermediate two-di-

mensional matrices A= {M”)}, formed in all planes of the

processed image, provided the dimensionality M x|— | of
n

the elements is expanded to the level of MxN elements in
the original video data. The expansion of dimensionality
is organized by repeating n times each element A% in the
direction horizontally using the rule:
W=
where A” is the extended representation of the two-dimen-
sional matrix A; Mjﬁ“ " is the elements of the matrix A”.
Table 1 gives the results of assessing the quality of the
test images shown in Fig. 4. Quantitative assessment of the
quality of video data processing is carried out using the qual-
ity indicators RSME, PSNR, and a correlation coefficient.

Table 1

Results of quality assessment of the test images formed on
the basis of elements of the intermediate two-dimensional
matrix A after the first processing cascade

) Processing quality indicator
Test image
RSME | PSNR, dB | correlation coefficient
Lena 25.10 20.14 0.9387
Airport 35.23 17.19 0.8145
Baboon 42.32 15.60 0.8485

Our analysis of the scheme to manage the first cascade
of encoding [1, 16, 17] reveals that the code values E, are
formed not for the values of the original elements af}"‘),
but taking into consideration the decrease in their dynamic
range (a,.(}“) - ugv"‘)). The values of the elements a{'® are
subject to a uniform decrease in the dynamic range along
the lines within the processed block A®%. At the same time,
within the entire block A®®, in plane A, and in the entire
image as a whole, an uneven decrease in their values is orga-
nized. A visualized representation of the test video data in a
reduced dynamic range is shown in Fig. 5; the results of the
assessment of their quality are given in Table 2.

a b c

Fig. 5. Examples of the visualization of video data
represented in a reduced dynamic range:
a — Lena; b — Airport; ¢ — Baboon

Table 2

Results of the evaluation of the quality of video data
represented in a reduced dynamic range

Processing quality indicator
] wse | esvian | e
Lena 129.06 5.92 0.1270
Airport 108.41 7.43 0.2676
Baboon 111.70 717 0.3121




The same applies to the values A"* of the matrix
A= {7»5”)}, which, at the first cascade of cryptocompression
coding, are involved in the generation of code values E, in a
reduced dynamic range in the form (M”) +1- uﬁ”‘)). Exam-
ples of the visualized representation of such data are shown
in Fig. 6; the results of the assessment of their quality are
given in Table 3.

a b c
Fig. 6. Examples of the visualization of the matrices
A= {M”)}, whose elements are represented in a reduced
dynamic range in the form (kf”) +1—uf”)):
a — Lena; b — Airport; ¢ — Baboon

Table 3

Results of the evaluation of the quality of video data
constructed from the elements of matrices A = {M”)},
represented in a reduced dynamic range in the form
(nyx) +1— l’Lj(_‘{yx))

) Processing quality indicator
Test image - —
RSME PSNR, dB | correlation coefficient
Lena 120.73 6.49 —-0.1639
Airport 98.24 8.28 -0.1232
Baboon 97.77 8.32 —-0.1438

Increasing the number of n sample elements for each i-th
line of the block A% % leads to a change in the values of the
elements of the intermediate matrices A and ©, namely:

— the matrix A={A{""} values A" increase as they are
defined as maximum values in the i-th line.

— their corresponding values p"** of the matrix © = { uéro },
on the contrary, are reduced since they are defined as the mini-
mum values in the same line.

After organizing the linearization of coordinates and refor-
matting the two-dimensional matrices A and © into the vectors
A and @, these values A" =L pu" =y’ take part in the
cryptocompression coding in the following form: (A, +1—p.
and (a, —p%). Accordingly, the obtained values (A.+1—p’
and (a, —u.) would increase. And they take part in the fol-
lowing calculations:

—1in the calculation of the number ¥, of the elements
a,=a™ of the plane A that form the code values E,. This
would reduce a given amount ¥,;

— in the generation of the code value E, for the informa-
tion component. Suppose that an unchanged number ¥, of
the elements a, =a'* takes part in the generation of the
code value E,and the elements themselves have not changed.
However, increasing the values (A, +1-u.) and (a, —p)
would still lead to an increase in a given code value E,. In ad-
dition, that could lead to an increase in the number of ¢, bits
for its storage. However, this condition is local. In practice,
an increase in the values of (A,+1-p’) and (@, —p’) would
lead to a change in all code values E, and their lengths g,;

— reducing the number ¥, of the elements would lead to
an increase in the number oy, of all code values that formed

the information component E={E,} at the first coding cascade.
Consequently, the total length of the information component
E={E,} increases.

As a result of the first cascade of cryptocompression
transformation for plane A, the following are formed:

— an information component F={E,} of the first processing
cascade, which participates in the generation of a cryptocom-
pression codogram;

— two intermediate two-dimensional matrices A ={X§V'X)}
and ©= { u;v"‘)}, the processing of which continues at the next
Sstage.

At the fourth stage, the second cascade of cryptocom-
pression coding is performed. The procedure for performing
this step is described in work [1]. Here, an essential controlled
parameter that is responsible for the number of elements of
the generated matrices of service components and establishes
the order of encoding elements is the value of m. It simultane-
ously determines the number of lines in the block A®% of the
source data and the number of elements in the column vectors
AT :d{kfm)} and @Y = {ugy“)}, the elements of which are
encoded at this stage.

A value of the parameter m reduces the number of ele-
ments in the formed matrices A(max), A(min), ®(max), and
®(min) of the service components of cryptocompression
codograms. It is organized by sampling only one element
from m in each column vector A and ®® . In fact, from
the elements a'* of each block A®? whose dimension-
ality is mxn elements, four elements of service components
are formed, namely A(max)®®, A(min)®®, u(max)®® and
p(min)® . As a result, the dimensionality of each matrix of

. . I M|_IN .
service constituents is | — |X| — | elements, and its volume
m n

Q(A)spp is determined taking into consideration formula (2)
using the expression:

Q(A)me — M-N

m m-n

Q(A),,6= [byte]. 3

Within each plane A, four matrices of service compo-
nents are built. Therefore, for each image, the total volume
Qore of the service components, taking into consideration
formula (3), is determined from the following expression:

Qypo = i(4'Q(A)2A9) :m

P=1

[byte]. )

The matrices A(max), A(min), ®(max) and @(min) of the
service components contain information about the revealed
structural characteristics of the processed image planes.
Using them, it is also possible to reconstruct the represen-
tation of the original image. Examples of the visualization
of service components are shown in Fig. 7, 8; the results of
assessing their quality are given in Table 4.

Table 4

Results of quality assessment of test images formed on
the basis of elements of the matrix A(min) of the service
component of the cryptocompression codogram

Test image Processing quality indicator
RSME PSNR, dB | correlation coefficient
Lena 20.68 21.82 0.9438
Airport 29.52 18.73 0.7827
Baboon 33.83 17.55 0.8165




Fig. 7. Examples of visualization of the volume of service
components in the cryptocompression codograms without loss
of information quality: @ — Lena; b — Airport; ¢ — Baboon

K

Fig. 8. Examples of the visualization of image reconstruction
based on elements of the matrix A(min) of the service
component of the cryptocompression codogram: a — Lena;
b — Airport; ¢ — Baboon

In Fig. 8, images are reconstructed only from the elements
of the matrix A(min)=A(min)®% of the service component of
the cryptocompression codogram. In the process of reconstruc-
tion, in all planes of the image, the expansion of the dimension-

M N
ality of the matrices of the service data of [5] X [7] elements

to the dimensionality of the image consisting of MxN elements
is organized. The extension of dimensionality is organized by
repeating n times each element A(min)® % in the direction hor-
izontally, and m times in the direction vertically using the rule:

A(min)"= {X(max)(”) } = {X(max)(y”‘)}

i,j

—

i=1,m;j=1,n

where A(min)” is the extended representation of the two-di-
mensional matrix A(min); k(max):vx) " is the elements of the
matrix A(min)”.

As a result of the second cascade of the cryptocompres-
sion transformation for plane A, the following are formed:

— information components E(A)={E(A)qn)} and
E(©)={E(®) @)} of the second coding cascade;

— the service components of cryptocompression codo-
grams consisting of two-dimensional matrices A(max)=
={M(max)® 0}, A(min)={L(min)®»}, @(max)={p(max)®©}
and ©(min)={p(min)™ )},

At the fifth stage, the third processing cascade is per-
formed, which involves ensuring the confidentiality of the
service components of cryptocompression codograms. Cryp-
tographic data encryption transformations could be used
to this end. For example, encryption standards AES [5],
Kalina [18], GOST 28147-89 [19], RSA [6]. The key for such
conversions is set in the second step.

For the case of data processing in a reduced dynamic
range, it is proposed to use the method of masking compac-
tion of service data in compression systems [20].

The sixth stage organizes the generation of a cryptocom-
pression image codogram, which is formed for each plane A
separately. The cryptocompression codogram of each plane A
consists of:

— information component E={E,}, formed from the ele-
ments of the image A= {af}f"‘)} plane on the first cascade of
cryptocompression coding;

— information components E(A)={E(A)yas)} and E(©)=
={E(©) ()}, formed at the second cascade of cryptocompres-
sion coding from elements of the intermediate two-dimen-
sional matrices A= {M”)} and @z{uﬁ”‘)}, formed at the
first cascade of processing;

—a service component consisting of the two-dimen-
sional matrices A(max)={A(max)® 0}, A(min)={A(min)* 0},
®(max)={u(max)®®} and @(min)={u(min)*»}. These ma-
trices are a key element for decoding the generated crypto-
compression codogram.

To reduce the number of operations in the coding process
at the first processing cascade, it is proposed to use the fol-
lowing sequence of actions when processing blocks A®% in
plane A, namely:

— finding the minimum p{"* value for elements a{/* along
the lines i=1,m;

— lowering the dynamic range of all values a'* at u{"™.
Actually, af}"‘) = af}"‘) - i=1m;

— finding on the lines i=1,m the maximum A{"® values
among the derived elements a{'* =a* —u{" in a reduced
dynamic range;

—increase the maximum A value by 1, ie. AV =
=000 41

— further coding is organized taking into consideration
these changes.

At the second cascade of cryptocompression coding, a
similar change in finding the minimum and maximum values
is proposed.

5. 2. Experimental evaluation of the effectiveness of
the devised method of cryptocompression coding

The main control parameters in the conceptual method
of cryptocompression encoding are the values of m and 7 in
block A® % of video data processing. They affect:

— a reduction in the amount of service data in the cryp-
tocompression coding system;

—a reduction in the total volume of the compact repre-
sentation of video data without loss of information quality.

The percentage of the volume of the service component
in a cryptocompression codogram without loss of informa-
tion quality to the volume of the original image at different
values of the parameters m and 7 could be determined using
the following ratio:

Q0100 400

%].
Qres n-m 7l
Some resulting estimates at uniform values, when m=n, are
given in Table 5. Our analysis of the results reveals that with an
increase in the dimensionality mxn of the elements of the pro-
cessed block A®% in the process of cryptocompression coding,
the volumes of the service component of the cryptocompression
codogram decrease. Moreover, at the dimensionality of block
AL of 16x16 elements, the volumes of the service component
of the cryptocompression codogram do not exceed 1.6 % of the
volume of the original images.
As a result, smaller amounts of data would be subjected to
cryptographic transformation at the third cascade of processing.
Evaluation of the effectiveness of ensuring the protection
of service components at the third cascade of processing is
reported in work [20].



Table 5

Percentage of the volume of the service component of the
cryptocompression codogram without loss of information
quality to the volume of the original image

Value of parame-
tersmand nunder| 4 | 8 12 16 (20| 24 | 28 | 32
condition m=n

Percentage

ratio, % 2516.25

2.77811.563| 1 |0.694 | 0.51|0.391

The results of estimating the compression ratio of test
images by the conceptual method of cryptocompression cod-
ing in a differentiated basis without loss of information qual-
ity at different parameters m and n of the block A® % of video
data processing for some test images are given in Table 6. In
it, the best values of the compression coefficient for the pro-
cessed image are marked in gray. The ratios of the volumes of
information and service components in cryptocompression
codograms are given in Table 7. The following abbreviations
are used: IC1 is the information component formed after the
first cascade of processing; IC2 — an information component
formed after the second cascade of processing; SC is a ser-
vice component.

conceptual method of cryptocompression coding

Table 6
Results of estimation of the compression ratio of test images by the

— from the position of ensuring the greatest reduction in
the volume of source video data without loss of information
quality, the best values of the sizes m and n in a block of pro-
cessed video data are 12 or 16 elements, provided m=n. This
provides for an increase in the compression coefficient for
the specified parameters of the dimensionalities of the pro-
cessing units relative to the dimensionality of the processing
block of 8x8 elements, by 2.5 to 6.5 %;

— the volume of the service component, which is a
key element in the generation of information compo-
nents, decreases in cryptocompression codograms with
an increase in the dimensionality of the processing units
of mxn elements. That reduces the amount of data that
are subjected to cryptographic transformation based on
scrambling and/or encryption at the third processing
cascade. Thus, taking into consideration ensuring a better
degree of compression, the optimal values of sizes m and n
are 16 elements. This makes it possible to provide for the
volume of the service component in cryptocompression
codograms no more than 2.5 % of the volume of the entire
code stream;

— the time spent on coding does not change with
the increasing dimensionality of processing blocks mxn
elements on the first cascade of processing. On the sec-
ond processing cascade, the time spent decreases
with increasing the value of the n parameter (the
number of columns). That is due to the fact that
a given parameter is responsible for changing the

- amount of intermediate data in the form of service
Value for parameter m and n provided m=n . .

Test image components formed after the first processing cas-

4 8 12 16 | 20 | 24 | 28 | 32 | cade. On the third processing cascade, increasing

2.1.01 0915 [ 1.126 | 1.174 | 1.188 | 1.188 | 1.187 | 1.18 | 1.182 | the parameters m and n reduces the time spent on

Airplane | 1232 | 1543 | 1584 | 1584 | 153 | 151 | 1462 | 1511| CryPtographic conversion by reducing the amount

of service data processed.

Airport 0.996 | 1.21 |1.234 | 1.234 | 1.209 | 1.199 | 1.174 | 1.189 Our method does not introduce errors into the

Baboon 0.87 |1.079 | 1.128 | 1.145 | 1.141 | 1.136 | 1.13 | 1.139 | data in the coding process and refers to methods

Barbara | 0.996 | 1.218 | 1244 | 1245 | 1232 | 1226 | 123 | 1.204 | Vithout loss of information quality. Let us call it

Method 1. To assess the quality of its operation

Lena 1121|1374 | 1399 | 1.384 | 1357 | 1326 | 1313 | 1.299 | from the standpoint of reducing the volume of the

Peppers 1.098 | 1.352 | 1.405 | 1.367 | 1.352 | 1.314 | 1.303 | 1.284 | original video image, the following alternative
encoding methods were used:

Table 7 —a method of cryptocompression image cod-

The ratio of the volumes of information and service components in
cryptocompression codograms without loss of information quality
at different parameters m and n in the block A" % of video data

processing, %

ing based on a single-cascade floating processing
scheme on a differentiated basis using a non-deter-
ministic processing scheme (Method 2);

—a method of cryptocompression image cod-

Value for parameter m and n provided m=n

ing based on a floating processing scheme on a
differentiated basis using deterministic process-

Test 8 12 16 20 ing schemes (Method 3);

image —an encoding algorithm based on RLE se-
IC1] IC2|SC|ICT | IC2 | SC| ICT | IC2 | SC | ICT |TC2)SC | e length code and the LZW prefix code. It is

2.1.01 [75.53|17.44|7.03|84.02(12.72|3.26|88.23| 9.91 |1.86]90.75|8.06{1.19| implemented in the format of TIFF video data

Airplane|72.81(17.55|8.64|82.52|13.08| 4.4

86.97|10.55(2.48|89.92|8.55(1.53

representation;
—a deflate compression algorithm based on

Airport 74.24|18.23|7.54(82.99|13.58|3.43| 87.3

10.77{1.93(90.06|8.73|1.21

LZ77 code (built on the principle of sliding win-

Baboon |75.83(17.42|6.75|84.38|12.49|3.13(88.43| 9.78

1.79]91.03{7.83|1.14

dow and match encoding mechanism) and Huff-

Barbara [76.29| 16.1 |7.61{84.76{11.79|3.46|88.79| 9.26

1.95(91.22{7.54{1.23

man code. It is implemented in the format of PNG
video data presentation.

Lena |75.71| 15.7 |18.59(84.55(11.57|3.88|88.83| 9.01

2.16(91.29(7.35(1.36

Compression methods based on frequen-

Peppers [74.63/16.73|8.64(83.65[12.45| 3.9 |88.03| 9.8

2.17(90.73|7.92|1.35

cy transformations (such as discrete cosine and
wavelet transformations) were not used in the

After our experiment, the following conclusions can be
drawn:

comparison, given the fact that they organize a
reduction in the volume of video data under the conditions
of loss of quality and information.



The results of assessing the compression coefficient for
images of varying degrees of saturation for the analyzed
methods of compact representation of images are shown
in Fig. 9.

Compression 4

coefficient
1,8

— on the third stage, the encryption of the service com-
ponent is organized.

The generation of the key element is organized as
follows. On the first cascade of processing, the key
is formed in the process of
compression (non-equilibri-
um positional coding) and is
directly a system of bases. It

is the key information, with-

1,6

out which it is impossible to

1,4

reconstruct the original vid-
eo data. To further improve

0

g

22

G

the efficiency of information
delivery, on the second cas-
cade, a decrease in the vol-
ume of assembled arrays of
service data is carried out.
In turn, the third cascade
organizes a cryptographic

0000000000

Method 1 Method 2 Method 3

Low-saturated O Medium-saturated B Highly-saturated

Fig. 9. Image compression coefficient estimation results

Our analysis of the data in Fig.9 reveals that the
best result in terms of compression ratio for video data of
different saturation degrees was shown by the developed
conceptual method of cryptocompression coding (Meth-
od 1). The average value of the compression coefficient
for it is:

— for highly saturated images — at the level of 1.14,
which ensures a decrease in the volume of original video
data by 12.28 %;

— for medium-saturated images — at the level of 1.24,
which ensures a decrease in the volume of original video
data by 19.35 %;

— for low-saturated images — at the level of 1.58, which
ensures a reduction in the volume of source video data
by 36.71 %.

That, on average, is:

—12.7-23.4 % better than the TIFF data representa-
tion format;

- 9.6-17.9 % better than the PNG format;

— 8.5-13.7 % better than single-cascade processing;

- 6.7-10.7 % better than a two-cascade deterministic
approach.

6. Discussion of results of devising a conceptual
method for the cryptocompression representation of
images

A conceptual method for the cryptocompression rep-
resentation of images has been built. It organizes a
three-cascade technology for the generation of crypto-
compression codograms:

—on the first cascade, information components are
formed from the elements of the original images;

— on the second cascade, information components are
formed from elements of intermediate key data and the
service component of the cryptocompression codogram;

TIFF

transformation of service
components. In this case,
the additional costs of the
number of arithmetic opera-
tions on the second cascade
are compensated for by a de-
crease in the amount of data
transferred and a decrease in the number of operations on
the third cascade. At the same time, the number of oper-
ations is linearly dependent on the size of the processed
data blocks. Due to this, a gain is achieved taking into
consideration the stages of processing and transmitting
information in the infocommunication network.

Images represented in the RGB color space are pro-
cessed. The experiments used 100 images of three classes,
namely low-saturated, medium-saturated, and highly-satu-
rated. To visualize the intermediate data generated at dif-
ferent stages of the developed method, three test images of
Lena, Airport, and Baboon were used as examples. Fig. 2-8
show the visualized results; Tables 1-4 give the results of
qualitative assessments. The qualitative estimates were
obtained on the basis of the comparison of the formed vi-
sualized data with the original images. When choosing the
optimal parameters for the devised method, Tables 6, 7 give
the example of the results from processing 7 test images.
The results given as examples are typical for all images
processed in the experiment. The conclusions were drawn
regarding the processing of all test images. Fig. 9 shows the
average results from estimating the value of the compres-
sion coefficient of images from different classes.

Examples of the initial test images of varying degrees
of saturation with a dimensionality of 512x512 pixels are
shown in Fig. 2. The images are clear, one can distinguish
individual small objects. The properly reconstructed
images, when using the developed conceptual method,
can be restored without errors (bit to bit) and completely
coincide with the original ones.

After the first processing cascade, intermediate
two-dimensional matrices A and ® are formed, which are
the key elements for the proper decoding of the informa-
tion components of the first processing cascade. Examples
of the visualization of these intermediate matrices are
shown in Fig. 3, 4; their qualitative characteristics are
given in Table 1.

Processing
type

=

NG



Our analysis of the images and the scheme of construc-
tion of intermediate two-dimensional matrices A and @
demonstrates that they fully characterize the content of
the processed images and include information about the
brightness characteristics and low-frequency characteris-
tics of the image. They transmit information about large
objects and contours, up to full semantic correspondence
to the original video data. At the same time, small objects
are destroyed or lost completely, and large objects are
blurred. This indicates the concealment of some of the
information in the information component E={F,} in each
plane A.

The results of the qualitative assessment of such exper-
imental data indicate that:

—in low-saturated images, there is the least loss of video
quality. In such images, the correlation coefficient is above
0.9, although the PSNR values are at 20 dB and below;

— for medium-saturated and highly-saturated images,
the correlation coefficient decreases to 0.8, and the PSNR
values decrease below 20 dB.

Such characteristics correspond to compressed images
with a high level of information quality reduction. The
quantitative estimates once again confirmed that the
intermediate two-dimensional matrices A and @ fully
characterize the content of the processed images.

The generation of information components is orga-
nized for video data in a reduced dynamic range. Ex-
amples of the visualized representation of such data are
shown in Fig. 5, and the results of the assessment of their
quality are given in Table 2. Our analysis of the images
reveals that only the shapes (contours) of large objects
are displayed against a dark background. All the small
details of the objects and color characteristics are lost. For
such images, the correlation coefficient is below 0.34 and
the PSNR value is below 8 dB. Moreover, the correlation
coefficients and PSNR for highly-saturated images take
values higher than those for low-saturated and medi-
um-saturated video data.

The key elements for the generation of information
components in the form of intermediate two-dimensional
matrices A and © are also represented in a reduced dy-
namic range. Examples of the visualized representation
of such data are shown in Fig. 6, and the results of the
assessment of their quality are given in Table 3. Our anal-
ysis of the experimental data reveals that only the shapes
(contours) of large objects are displayed against a dark
background. All the small details of the objects and color
characteristics are lost. For such images, the correlation
coefficient is below 0.2 and the PSNR value is below 9 dB.

The service components of cryptocompression codo-
grams contain information about the identified structural
characteristics of the processed image planes. Examples
of the visualization of service components are shown in
Fig. 7,8, and the results of assessing their quality are
given in Table 4. Our analysis of the images in Fig. 8
shows that the service components of cryptocompres-
sion codograms fully characterize the content of the
processed images. The correlation coefficients of such
images with the original video data are at the level of 0.8.
And, with their help, one could reconstruct the original
image. Therefore, they require additional confidential-
ity. The volume of service components after the second
cascade of processing, taking into consideration the
partitioning of the image planes into blocks A®% with

a dimensionality of 8x8 elements would equal % the

volume of the plane A. That is confirmed by the visual
illustration in Fig. 7.

The volume of the service components of cryptocom-
pression codograms is determined using formula (4). It
depends on the dimensionality mxn of the block A® % of
processing. For the dimensionality of 16x16 elements, the
volumes of the service component of the cryptocompres-
sion codogram do not exceed 1.6 % of the volume of the
original images. The percentage ratio of the volume of the
service component of the cryptocompression codogram
without loss of information quality to the volume of the
original image is given in Table 5. The results of the in-
fluence of the dimensionality mxn of the block A®® of
processing on the compression coefficient of video data
are given in Table 6; on the ratio of the volumes of in-
formation and service components in cryptocompression
codograms — in Table 7.

The results of the comparative assessment of the devel-
oped and existing methods of coding by compression ratio
for images of different degrees of saturation are shown
in Fig. 9. The devised method ensures the encoding of
video imagery without loss of information quality.

Distinctive features of the developed conceptual method
for the cryptocompression representation of images are:

— the organization of three-cascade video coding tech-
nology. The first two cascades provide the generation of
code structures for the information components while
ensuring their confidentiality and key elements as a ser-
vice component. On the third cascade of processing, it is
proposed to organize the confidentiality of the service
component;

— the use of control parameters responsible for the
size of the processing block and the length of a codeword
to store the code values of the information components.
These parameters affect the degree of compression of
video information; a change in the volume of generated
service key data, which are encrypted (scrambled) on
the third cascade of processing; a change in the non-de-
terministic processing parameters during the encoding
process;

— the generation of code values for the information
components of nondeterministic length is organized on
the basis of a non-deterministic number of elements of the
original video image.

The limitation of this study is its focus on the process-
ing of static video data. The disadvantage of the study
is the unresolved issue regarding the choice of a cryp-
tographic method to ensure the confidentiality of service
components on the third cascade of processing.

The current study could be advanced in two direc-
tions. First, by improving the method from the standpoint
of processing dynamic video data. Second, through the
development or adaptation of methods for scrambling
and/or encryption of service data on the third cascade of
processing.

7. Conclusions

1. We have devised a conceptual method for the
cryptocompression coding of images on a differentiated
basis without loss of information quality. It organizes a



three-cascade technology for the generation of crypto-
compression codograms. The first two cascades provide
for the generation of code structures of information
components while ensuring their confidentiality and key
elements as a service component. On the third cascade, it
is proposed to organize the confidentiality of the service
component using encryption methods.

2. The results of our experimental studies include the
following findings on the effectiveness of the developed
conceptual method of cryptocompression coding without
loss of quality of information relative to PNG and TIFF
compression technologies:

—a reduction in the volume of source images during
the generation of cryptocompression codograms by 1.14—
1.58 times (by 12-37 %) depending on the degree of their
saturation when processing video data blocks consisting
of 16x16 elements. This is 12.7-23.4 % better than the
TIFF data representation format; 9.6-17.9 % better than
the PNG format; 8.5-13.7 % better than single-cascade
processing; and 6.7 % better than the two-cascade deter-
ministic approach;

— increasing the dimensionality of mxn blocks of the pro-
cessed data to 12x12 or 16x16 elements makes it possible to
increase the compression coefficient relative to the dimension-
ality of the processing unit of 8x8 elements, by 2.5 to 6.5 %;

—the volume of the service component in cryptocom-
pression codograms depends on the dimensionality of the
block of processed data. Thus, when processing video data
in blocks consisting of 8x8 elements, the amount of service
data is 6.5-8.5 % of the total code stream. Increasing the
dimensionality of the processing block to 12x12 elements
forms the amount of service data at the level of 3-4.5 % of
the total code stream. When processing video data in blocks
of 16x16 elements, the amount of service data in the code
stream does not exceed 2.5 %. That reduces the amount of
data for encryption by 10 to 40 times compared to TIFF and
PNG technologies in a serial scheme using them.

Our method does not introduce errors into the data in
the coding process and refers to methods without loss of
information quality. The standard deviation RSME of all
reconstructed images relative to the original video data is
0; the correlation coefficient is 1.
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