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This paper describes the architecture and components of the
distributed information and management system for collecting,
processing, storing, and distributing data on a radiometric and
dosimetric experiment using the principle of the Internet of Things.
Data exchange between elements in the system, as well as the
analysis of the received information, involves active application of the
ThingSpeak cloud service. Two-way communication with the cloud
with a 15-second loop has been implemented. Data are processed in
the MATLAB (America) environment, integrated into the cloud. The
developed hardware and software solutions demonstrate an increased
accuracy of measurements due to the use of promising cadmium
telluride (CdZnTe) detectors, modern microcontroller and micro
communication technology, and a new algorithm for correcting the
dependence of detector sensitivity on radiation energy. Measurement
with correction by the method of average charge pulse amplitude is
carried out in the energy range from 60 keV to 3 MeV. The resolution
of the spectrometric channel is 6.5 % at the peak of 662 keV of full
absorption from the reference source, Cesium (Cs — 137).

The module for a laboratory sensor network, designed to measure
the dose of ionizing radiation, has a built-in spectrometric analog-
digital converter, microcontroller control, and a communication
unit. Constructing the diagrams demonstrates the operation of the
interrupt handler in the form of a series of events occurring when
requests arrive from a Web server. The peculiarity of the system is the
absence of intermediate devices that make it possible to establish a
connection with the Internet.

The developed system, equipment, algorithms, and programs
are used for experimental studies of radiation and nuclear-physical
processes. Elements of the system were useful for remote laboratory
work by students
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1. Introduction

One of the leading trends in the development of infor-
mation management systems (IMSs) now is the wide appli-
cation of the principles of the Internet of Things (IoT). This
approach is successful in various fields of science, education,
medicine, and industry. It could create favorable conditions
for remote work with radiation data due to the use of modern
hardware base and new software solutions. The harmfulness
of working conditions and territorial distance from educa-
tional institutions would cease to be factors that complicate
the process of training new specialists and the development
of the radiation industry. It is advisable to connect radiomet-
ric and dosimetric devices of individual laboratories to the
general network using IOT tools, improving the total result
of the system parts and providing prompt and reliable access
to experiments on-line. Despite the significant number of
scientific works related to building IMSs on the principles
of 10T, each practical field still faces problems and tasks
solving which is a relevant issue.

The limited use of certain information and physical
resources during the pandemic has increased dramatically.
Therefore, establishing remote access to the working space is
extremely important to support the work of various spheres
of human activity. These activities include tasks of monitor-
ing radiation conditions of the environment, radiometric and
dosimetric studies. The work of specialists and training of
specialists is also complicated by the relative limited access
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to closed laboratories engaged in radioactivity research.
That is why it is a relevant task to disseminate dosimetric
experiment data in real time by constructing an extensive
spectro-dosimetric system with remote access.

2. Literature review and problem statement

Paper describes the potential of radiological institutions,
which can be significantly increased by distributing exper-
imental data on the principles of the Internet of Things,
a promising concept of combining physical devices into a
single system in order to obtain useful effects as a result
of sharing data [1] coming from separate, geographically
branched, system elements [2]. However, the issues of com-
bining radiation equipment and laboratories into a system
based on the Internet of Things remained unresolved. Ow-
ing to this, we shall be able to produce a unique synergistic
effect when the integrated indicator would exceed the sum of
the research results of individual scientific institutions. This
will sure happen due to an increase in researchers [3] who
will be able to access experimental information, excluding
duplicate measurements, or vice versa, by accelerating the
control confirmation of the data obtained [4]. A particularly
significant result could be obtained for remote training of
specialists in the radiation industry [5].

The architecture, the principle of operation, and the gen-
eral structure of the spectro-dosimetric system are described




in paper. The interaction of subsystem components and vari-
ants of their interaction with each other are clearly shown.
The sequence of interactions between parts of the system
and Android application users [6] is shown. An important
step was the use of data processing in the cloud service using
MATLAB packages. The disadvantages of these subsystems
are the power supply of modules in remote locations where
there is no network. Work describes the functionality of
applications using UML diagrams, such as diagrams of An-
droid application precedents and a dosimetric module, where
actors are a client and an engineer who have the ability to
configure modules and applications of all subsystems. The
UML dosimetric module precedent diagram has a series
of disadvantages in the absence of part of the detector and
cloud service, because there is a challenge of active actors,
on a timer. The UML module states diagram reveals the be-
havior of the module from the moment of power supply to a
regular or emergency shutdown, and reveals the requests for
detection and sending that the module performs. The main
issue was to build a class diagram of the software for the data
exchange module and the client Android application. Com-
bining the implementation of the work of the microcontroller
and software has made it possible to construct a distributed
dosimetry system based on semiconductor detectors. The
structure scheme of the dosimetric module of the system
considers analysis of the main parameters of the detection
systems of charged particles, such as sensitivity, the range
of measured energies of ionizing radiation, the signal /noise
ratio [7]. Thus, the calculation of the exposure dose and
exposure dose capacity of radiation involves a modified al-
gorithm, which is used in development.

Overcoming the corresponding difficulties can be the sys-
tem architecture and a hardware and software complex that
could implement the joint work of its elements based on semi-
conductor dosimetry with CdTe detectors of nuclear radiation.

3. The aim and objectives of the study

The purpose of this authentic research is to develop an
architecture and structural scheme of a distributed dosimetry
system based on semiconductor detectors, and to conduct
a study into the features of its components. The would-be
hardware and software solutions could make it possible to
demonstrate a full cycle of work with the data from a dosi-
metric experiment, including remote access to experimental
equipment and building fundamentally new schemes for the
wireless network of radiation monitoring of the environment.

To accomplish the aim, the following tasks have been set:

— to devise a general representation of the architecture
based on determining the operational principles of the dosi-
metric system;

—to design components of the dosimetric system and
options for their interaction;

— to construct a sequence of executing the processes and
sequence of operations of interaction of elements in the system;

— to build UML diagrams of the dosimetric system;

— to prepare a structure scheme of the dosimetric module.

4. The study materials and methods

The object of research is a distributed information man-
agement system for collecting, processing, and distributing

dosimetric experimental data based on the principle of the
Internet of Things.

An analytical approach has been applied using Math-
Works (USA) ThingSpeak platform, which is well adapted
for IoT projects [8]. The ThingSpeak platform enables to cre-
ate private or public channels, use the RESTful and MQTT
APIs, set the execution time of commands, and send warn-
ings. The service has rich libraries for working with different
programming languages and supports Arduino, Particle
Photon and Electron, ESP8266, Raspberry Pi, mobile and
web applications, Twitter, Twilio, and much more. An im-
portant factor is that MathWorks owns the popular MAT-
LAB mathematical package, which is integrated into the
ThingSpeak platform. In the study of the information and
management system, the mathematical packages MATLAB
were used. The use of unified modeling languages (UML)
has made it possible to build and investigate the components
of the dosimetric system and their interaction variants,
which are designed to measure the dose of ionizing radiation.

All other components and indicators of interaction of
elements in the system to build a model were calculated and
are demonstrated below.

5. Results of studying the work of a distributed spectro-
dosimetric system with remote access

5. 1. General representation of architecture based on
determining the principles of dosimetric system operation

Fig. 1 depicts the proposed general architecture of the
distributed dosimetric system, which is a series of the same
type of research (DL) and educational (TL) cells (sub-
systems). All research centers have sets of hardware and
software elements for controlled measurement of radiation
parameters of objects or the environment. Data exchange
between elements in the subsystem and between subsystems
and the analysis of the received information are carried out
with the active use of cloud services. An important option
of the system is the possibility of remote interference in the
measurement process on-line. As shown in Fig. 1, it allows
an on-line transmission of initial and processed experimental
data to classrooms.

Fig. 2 shows the components of the subsystem and their
interaction options. The first component of the system (1) is
a dosimeter based on the semiconductor CdZnTe detector,
microcontrollers STM32F407VGT and ESP 8266 with a
Wi-Fi interface. Its structure is similar to that described
in [9]. Traditionally, a dosimeter registers the presence of
radioactivity, for example, gamma radiation, and transmits
digital signals, proportional to the dose rate of ionizing ra-
diation, to the second component — module (2) for the inter-
pretation, preliminary analysis, and data transmission. The
proposed solution is preferable because the module scheme is
based on the Wemos D1 R2 (China) board whose core is also
a 32-bit microcontroller ESP 8266 (China). The third compo-
nent is a smartphone, in this case, operated by Android OS (3).
It has the developed application installed. With the help of
this application, a smartphone user can configure the module
via the Wi-Fi interface. Having established a connection
with the Internet via a Wi-Fi router (5), a smartphone (3)
can also receive indicators of the parameters of the channel
of the cloud service ThingSpeak (6). To select the desired
communication channel, there is a configuration page for
the plugin.
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Fig. 2. Components of the dosimetric system and options for their interaction

The fourth component (4) is a desktop computer (PC) con-
nected to the Internet via a wired connection to a Wi-Fi rout-
er (5). With the help of a web browser, a PC user can go to the
page of the selected channel ThingSpeak (6), view the charts,
and operate the data using the built-in MATLAB package [10].
This distinction between the functions of the system is consid-
ered optimal. Although, if necessary, mobile device users are
also capable of such manipulations. Wi-Fi routers (5) and (7)
and cloud service ThingSpeak (6) are ready-made solutions and
perform standard communication and computing operations.
The functions of remote monitoring and process management
give us the best measurements of radiation state parameters
carried out using the application installed on the remote user’s
smartphone or tablet (8).

Fig. 3 shows the sequence of interaction operations of parts
of the system, which includes the process of deploying and
starting the system in a new environment. The process begins
with the configuration of the dosimeter and the module of in-
terpretation, analysis, and data transmission using the Android
application — step 1. After initialization in the second step, the
module connects to the Wi-Fi router to exchange data with the
ThingSpeak cloud service. Next — step 3, a dosimeter trans-
mits data on the radiation parameters of the module, which, at

step 4, broadcasts pre-processed and compressed data to the
cloud. The information processed in the cloud service using
MATLAB can be viewed by local and remote users.
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Fig. 3. The order of execution of processes and the sequence
of operations of interaction of elements in the system



In addition, through cloud services, data are exchanged
between research teams and, if necessary, broadcasting the
measurement process to experts, students, and other inter-
ested parties.

5. 2. The UML diagrams of Android application prec-
edents and dosimetric module

To determine the functionality of the application by
means of UML, a diagram of precedents was built, which is
shown in Fig. 4. Depicted are the actors working with the
system, the services it offers, as well as

as well as the absence of an SSID value with the specified
Access Point Wi-Fi password. In addition to the module
settings, the settings of the application [12] are also checked.
If there are errors in the configuration of the application or
module, the user of the application must be notified that the
input cannot be confirmed, the type and place of the error.

The diagram of precedents in the dosimetric module for
detecting and transmitting data, shown in Fig. 5, demon-
strates options for interaction of three actors with the func-
tions of the module.

the types of relations between the sys-
tem’s precedents and its users.

The main actors in the system are
a client and an engineer. The second-
ary actors are parts of the Internet of
Things system to which the system
connects either directly (module) or
with the help of intermediate devic-
es (ThingSpeak). These actors do not
initiate the functions of the application.

Actors who initiate the functions
of the application are a client and an
engineer who inherits all the rights of
the client, and has the right to config-
ure the module. The client, in turn, can
configure the parameters of the applica-
tion (channel number, number of points
depicted, number of data fields), and

Engineer

Application

Web browser

()

Change mode

Confirm
settings

View page in browser

Module

Reset stored
data

Change parameters
of countdown point
Change ThingSpeak
Add Wifi network
Change timing

<<Extenslon>

<<Exten sion=>

view the data on the experiment in the
form of tables, graphs, what not. When
configuring the module, parameters
such as Wi-Fi access point authentication parameters (SSID,
password), time detection parameters (exposure time, time
between measurements, time between data packets) are set.
In addition, the parameters of the ThingSpeak channel used
(channel number, API, write and read keys). Changing the
mode of operation of the module after accepting the data pack-
et, and deleting previous entries from the module memory, is
not mandatory. Changing each of these categories is optional.

However, to confirm the request to send data, one must
enter a value of at least one of the parameters. Sending is im-
possible if there are errors in the format of the entered values,

Fig. 5. UML diagram of dosimetric module precedents

Since some precedents can be called in by hardware us-
ing control buttons, in addition to actors-programs, there is
a human actor (engineer) on the diagram.

The web browser configures the module, has the ability
to view the web page of the configuration, which the module
sends in response to the Protocol (HTTPS) Get request
containing the URL specified by the module. Since sending
this request is possible not only by clicking the correspond-
ing button on the web page but also manually, using the
address bar of the web browser, the precedent of sending
settings has a direct association with this actor.
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Fig. 4. UML diagram of application precedents



The dosimetric module precedent diagram lacks part of the
detector and cloud service. This decision was made due to the
lack of a generally accepted designation of precedents, carried
out without calling active actors, on a timer. In the unified
modeling language (UML), possible solutions to this problem
are the inclusion of an active or passive actor of the “system”
type, or a complete absence of associations with such a prec-
edent. However, the introduction of additional actors is not
correct due to the lack of intent in the actions of the timer, and
its belonging to the system. As for the absence of associations
with the main actors, this approach is not possible, since for the
precedent of “working with data”, cloud service and detector
act as actors, which can cause misunderstandings when exam-
ining the architecture of the system.

5. 3. The UML diagrams of module status

Since the module software is an ultimate automaton, an
image of its operation is appropriate using the state diagram
shown in Fig. 6.

The module state diagram shows the behavior of the module
from the moment of power supply to a regular or emergency shut-
down. Its behavior is expressed in the change of system states in
response to external and internal events. The general state of the
system between the beginning and stopping of its operation is in-
dicated by rectangle “Running”. Because the dosimetric system
layout does not work with critical information, maintaining data
integrity is not a priority. However, to eliminate the possibility
of memory damage, it is necessary to devise a regular method of
disabling the module. Unlike the Terminate state, the transition
to which can occur at any time in the system, the Shutdown state
involves the completion of the remaining processes. The logic of
module operation is built around the cyclic verification of the
system mode variable, which can change both when the button
is pressed, and as a result of selecting the appropriate option
through configuration programs. The status of “client” is the
main working state of the module. Its work has been demonstrat-
ed by waiting, detecting, and sending. After passing the timeout
of one detection and the availability of time before sending the

packet, the module enters a state of detection. At the same time,
it receives, interprets, and writes data to memory. After that,
the counter of one detection is reset, a new cycle of measuring
and sending data takes place. After the time before sending, the
previously saved data are entered into the packet, the packet is
sent to the cloud, the sending counter is reset, and the automaton
re-enters the mode check state.

A state diagram includes a Web server state that contains a
specific number of logical operations, making the program com-
posite. A web server is the part that is responsible for handling
signals coming from connected devices. After the first change
in the mode of operation to “server”, the loop starts the Web
server, the logic of which is triggered by external interrupts.
The interrupt occurs when a new encrypted HTTPS request
arrives. For a more detailed image of the interrupt handler, a
diagram of the activity of the corresponding state of the system
has been constructed: Fig. 7.

The activity diagram shows the work of the interrupt
handler in the form of a series of events occurring in the event
of a request. The entry point is to call the interrupt handler.
Significant is the presence of three main query options that
correspond to the necessary pages of the elementary website.
The main page with configuration forms, a page of successful
sending of a message, and a page by default with a message that
the entered page is missing on the web server. The central se-
quence of actions demonstrates the simplified logic of the mod-
ule configuration process, controlled by the data transmitted
in the request. It is worth noting that the removal of previous
settings in the activity “Clear saved” should take place before
saving new settings, in order to save the current record in the
first available cell of the area of energy-independent storage of
data [13]. In addition, in this process, it is possible to change
the mode of operation of the module when the established
mode change attribute is detected. After performing the signal
processing, the program enters the main cycle of the program,
shown in Fig. 6. The next stage of work is the formalization of
the process described in Fig. 3 as a diagram of the sequence of
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The diagram of the sequence, shown in Fig. 8, depicts the  two actors: a client of the system (researcher, student) and an

joint work of four components of the dosimetric system and  engineer with access to laboratory equipment.
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Fig. 7. UML diagram of HTTPS request handler (module)
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As part of this work, the client himself can act as an engi-
neer. Separating actors’ powers requires authentication capabil-
ities, which involves having a specific infrastructure — a server
with authentication data, a unique layout access key, etc. [13].

In addition to the actors, the sequence diagram differs from
the described structure of the system by the absence of inter-
mediate devices that make it possible to establish connections
with the Internet. Of course, establishing a connection with
ThingSpeak without using Wi-Fi access points is not possible
for the rest of the system devices — the diagram somewhat
simplifies the physical representation of the system structure.

It is worth paying attention to the types of messages
exchanged between parts of the system and the focus zone
when executing certain commands. One can see that some
messages are marked with a filled arrow and will keep the
process active until a response from the addressees arrives.
Other messages that are asynchronous make it possible to
use the system component as soon as one sends the com-
mand. In addition, the diagram shows two areas of the cycle.
They are responsible for the cyclic detections counting the
time between individual detection attempts, and the time
between sending the data packet to ThingSpeak.

3. 4. The diagram of software classes of data exchange
module and client Android application

The description of the dynamics of the dosimetric system
layout is enough for the development and program imple-
mentation of its algorithms. To complete the development of
the system architecture, it is necessary to create diagrams of
software classes of the data exchange module and the client
Android application that would determine the structural el-
ements, their attributes, and behavior. Fig. 9 shows the UML
diagram of the software classes of the data exchange module.

Data exchange module software does not require the
creation of a large number of classes. The processes that take

place in this part of the system are generally implemented
without the use of object-oriented programming. Fig. 9 shows
that the classes that the work needs to implement are working
classes. The EEPROM Worker class encapsulates all the work
with the energy-independent microcontroller memory. It
must write SSID pairs and passwords transmitted in HTTPS
requests to EEPROM. In addition, it is necessary to store the
number of these pairs and the position of the last memory cell.
In addition, one needs to be able to clear the memory with a
return to the original format and load the stored values into
the class responsible for connecting to known Wi-Fi access
points. This class, like the rest of the classes absent in this
diagram, is part of the finished library. Because of this, their
representations in the class diagram are not necessary because
they are a “black box” for the system.

More relevant is to construct a class diagram for the cli-
ent Android application, which is shown in Fig. 10.

The application class module software diagram shows
only classes that need to be developed. To build a graphi-
cal user interface, one needs to use a significant number of
finished components from different Android libraries. Some
links are set at the library level and secret implementation
parts. The main class of the application is the MainActivity
class. With its initialization, the program begins. The analy-
sis of the implementation of systems, including the elements
necessary for this project, made it possible to distinguish
a certain number of service classes to ensure the proper
operation of the application. To provide the context of the
program, a single access point was created in the form of the
AppContextProvider class. It makes it possible to transfer
the context of the program to other activities besides the
main one. The DataViewerSVM class provides the ability
to asynchronously access multiple fragments to common
variables, namely: a data demonstration fragment and an
application configuration snippet.

UML diagram of the module software classes

/

EEPROMWorker

Main

JSONSender

- ssid_tag: char

- pswd_tag: char

- eeprom_addr: int
- buff size: int

- setAddr(int): void

- setEntriesN(int): int
+ clear(int): void

- mode: bool

- server_ssid: char*®
———@p| - server_password: char*®

- server: Webserver

- wifiMulti: WIFIMulti

- client: WIFIClient

- eeprom: EEPROM Worker

- buf: char[2000]
- wKey: char[17]
- chanID: char[8]

- buff size: int

+init(int,String,String): void
+addInfo(float,float,float,float)
+sendInfo(WIFIClient): void

+ getEntriesN(): int
+ getAddr(): int
+ save(String,String): void

+ load (WIFIMulti*) - setup: void

- wifi_connect(): void
- shutdown(): void

- setupServer(): void

+ loop(): void

+setWkey(String): void
+setChanlD(String): void

<constant>

- PAGE_ROOT: charf]

Fig. 9. UML diagram of the module software classes



UML diagram of Andsoid application classes)

0 ! ! 1 [ 1

FragmentC lientSetup DataViewerSVM

“model; DataViewerSVA + CHAN ID: MutableLiveData<lat>
+ POINTS_NUM: MutableLiveData<lnt=
+ FIELDS_NUM: MusableLiveData<lut>

+ UPDATED: MutableLiveData<Boolean>
+ sendChanlD{Int): void

+ sendPointsNum(Ini): void

- HCh Num: TextInputLayout
- tiFieldNun: TextlnputLayout
- HPINum: Textlnputlayout

+ onCreate View( ... ): View

+ onViewCreated(View, ... ): void

+ sendFieldsNum(Int): void
1 1

+ update(y: void

> <<Interface>> Fragment
1 0 [ £ + onCreateView( .. ): View
FragmesiDutaViemr + onViewCreated( View, ... ) void
~ model: DataViewerSVM
« chlD: String
- Num: String
- pNum: String

- updateDataView(View): void

onCreateView( ... ): View

- onViewCreated(View. ... ): void

FragmentDeviceSetup

- purameters: String[]
- inputFields; TextInpuiLayout(7)

14 |

- switches: SwitchMaterial[2]
- KEY PATTERN: Pattern
)z woid

- clearFields(): void

+ onCreateView(..): View

+ onViewCreated(View, ... ): voud

AppContextProvider

MainFSAdapter

- instance: AppContextProvider - itemCount: int

+ applicatlonContext: Context

+ getltemCount(); int
+ onCreate(): void .

Fragment

+ appVer: String

MainActivity
+ onCreate(): void

J

Fig. 10. UML diagram of Android application classes

The general data here are the data that will act as param-
eters of the request to the cloud service. Creating such a class
is the only option for exchanging data between fragments of
the Android application. In addition to these fragments, the
system includes a module configuration fragment. Structur-
ally, this fragment is similar to the configuration fragment
of the client but its peculiarity is the ability to form config-
uration packets and transfer them to the module. All three
fragments follow the Fragment class. The snippet change
is controlled using the Fragment State Control Adapt-
er (MainFSAdapter).

5. 5. Building the structure scheme of the dosimetric
module of the system

One of the defining elements of the designed system
is a sensor module for measuring the dose of ionizing ra-
diation. Analysis of basic parameters of charged particle
detection systems, such as sensitivity, range of measured
energies of ionizing radiation, signal /noise ratio, etc. The do-
simetric module scheme was built on the basis of a semicon-
ductor CdZnTe detector. Modern microcontrollers STM-
32F407VGT and ESP 32 are used to control the module,
preprocess data, and organize the wireless Wi-Fi interface
according to the protocol IEEE 802.11AH [12].
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The structural diagram of the dosimetric module is
shown in Fig. 11.

RS ionizing radiation is recorded by a semiconductor
CdZnTe detector D. A signal from the detector, which is pro-
portional to particle energy, is sent to the analog processing
unit (ASPU). The analog signal processing unit consists of
a preliminary amplifier (RA), fast (RA) and spectromet-
ric (SMA) amplifiers. Pulses from the rapid amplifier are
used to count the events of acts of radiation registration. The
exposure dose is a complex function of the number of these
pulses. The spectrometric channel is used to determine the
spectral components of radiation energy and for hardware and
software correction of exposure dose measurement results.

Data processing is carried out in a digital processing
unit (DSPU). The DSPU hardware includes spectrometric
analog-digital converter (SADC), a pulse counter, and a
microcontroller (MC).

Calculation of the exposure dose D, and exposure dose
power X, of gamma radiation is performed according to the
modified algorithm used in somebody’s report. The calculation
of these parameters is carried out taking into consideration the
peculiarities of the dependence of the detector sensitivity on the
energy of the recorded quantum. For a CdZnTe detector, the
method of correcting this dependence is proposed in paper [12].
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Fig. 11. Structural diagram of dosimetric module



To this end, after recording the spectrum and the num-
ber of Ny pulses during exposure, the microcontroller
program calculates the real exposure dose De in micro
roentgens [uR] from the following formula (1):

D,=(A<E,,, >+B)*N,,, 1)

pulse
where the average pulse amplitude <E,,> is calculated by
formula (2):

Epulse 221(1*’11 /Ntotal)’ (2)

where i — pulses, as the total sum of pulses in the spectrum
Ny = 2,11 s (3):

D,=AY i*n+B*Y n. (3)

The values of coefficients A, B are determined during the
calibration process and are given in a table for a specific de-
tector. Exposure dose rate of gamma radiation X, in [uR/s]
is defined as (4):

X, =D, /t, )

where ¢ is the measurement time in seconds [s].

The energy sensitivity correction method of the CdZnTe
detector, termed the medium charge pulse amplitude meth-
od, operates in the energy range from 60 keV to 3 MeV.
The advantage of this method in comparison with the tra-
ditional method of compensating filters is the absence of a
decrease in the sensitivity of measurements over the entire
energy range.

The designed dosimetric module can also be used as
the base unit of the gamma-radiation spectrometer. Fig. 12
shows the control energy spectrum from a reference Cs—137
source of gamma radiation. The spectrum was acquired us-
ing the designed module. The resolution of the spectrometric
channel with the detector was 6.5 % at a peak of 662 keV of
full absorption.

We developed software for the dosimetric module in
the Keil uVision 5 programming environment using the
graphic tool for configuring the STM32CubeMX micro-
controller.

6. Discussion of results of studying the IOT-based
distributed dosimetric system

Our study of the model of a distributed dosimetric sys-
tem based on the IoT principles has made it possible to build
a unique architecture and combine a number of the same
type of researchers and educational centers (subsystems)
using cloud services.

To analyze the advantages of the proposed results, it is
advisable to compare them with a study reported in [13]. The
authors carry out radiation measurements based on CdZnTe
semiconductor detectors at room temperature. Unlike their
studies, the designed module can work at a temperature
from =30 to +40 °C without error.

Unlike study [13], in which analog-digital converters and
data processing units of outdated types were used to improve
the accuracy of measurements, it becomes possible to build a
dosimetric module on fundamentally new components. The use
of a dosimeter based on the semiconductor CdZnTe detector,
microcontroller STM32F407VGT, and ESP 8266 with a Wi-Fi
interface has made it possible to construct a powerful module
that has a large number of advantages over that in [13].

Our hardware and software solutions make it possible to
demonstrate the full cycle of the dosimetric experiment. The es-
sence of the functioning of the dosimetric subsystem sequence
is in the construction of a certain database of rules for the
interaction of the user and intermediate devices of connection
with the Internet. The construction of module state diagrams
has made it possible to clearly demonstrate the behavior of
the module from the moment of power supply and a regular or
emergency power outage; but the task is to preserve the integ-
rity of the data and build a regular shutdown of the module.
The modular principle of organization of the dosimetric system
can significantly reduce the number of devices necessary to
perform the entire range of tasks due to this approach. The use
of cloud services has made it possible to use downloaded data
for analysis and visualization. A feature is the architecture
of the dosimetric system, which includes two different cells,
such as experimental and educational. When solving the main
functions, the dynamics of the system, which was presented in
the UML diagrams, the change in the mode of operation of the
module after the adoption of the data packet and the deletion of
previous entries from the module memory, have been described.

The disadvantages of the system are the depen-

dence on the presence of a poor signal from the wire-
less Internet and the inability to request a web server
from some countries. The modularity of such a system

makes it possible to place mobile points in places where
it is needed. Compared to the existing principles of
dosimetric systems, it was not possible to adjust the

settings on-line. Developing the Android application
allowed us to measure the parameters of the radiation
state of the environment from around the world in the

presence of the wireless Internet and a smartphone or
tablet. The processes taking place in this part of the
system are generally implemented without the use of

object-oriented programming, which made it possible
to develop software using existing libraries and appli-
cations. This study could be advanced through the im-
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Fig. 12. Gamma radiation spectrum from the reference Cs-137 source

800 plementation of the developed system in radiation and

nuclear-physical processes around the world, using it
in the training of new specialists in this field, as well as
improving the application and creating new functions.



7. Conclusions

1. The general representation of architecture has been pro-
posed on the basis of determining the operational principles of
a dosimetric system. The system is a series of the same type of
research and training subsystems. The subsystems consist of
sets of hardware and software modules for remotely controlled
measurement of radiation state of objects or environment.

2. The components of the system have clearly demon-
strated options for their interaction with each other. With
the help of a web browser, a PC user can visit the page of the
selected ThingSpeak channel, inspect graphs, and operate
data using the built-in MATLAB package. Remote monitor-
ing and control functions of the process of measuring radi-
ation state parameters are carried out using the application
installed on the remote user’s smartphone or tablet.

3. The smartly devised order of execution of processes
and the sequence of operations of interaction of elements in
the system make it possible to cover the whole experiment
on the principle of the Internet of Things. Thus, the joint
work of elements based on semiconductor dosimetry with
CdTe detectors of nuclear radiation is organized. Building a
sequence of interactions between system parts involves the
process of deploying and starting the system in a new envi-
ronment for the interaction of elements in the system. This
interaction begins with the configuration of the dosimeter
and the module of interpretation, analysis, and data trans-
mission using the Android application.

4. The construction of UML diagrams of the dosimetric
system makes it possible to fully understand the system and
components, as well as methods for acquiring reliable data.

Data exchange between elements in the subsystem and be-
tween subsystems and analysis of the received information
is carried out with the active use of the structural scheme
of the dosimetric module. Two-way communication with
the cloud with a 15-second loop has been implemented. On
a commercial basis, the cycle can be reduced to one second.
This is enough for most dosimetric and radiometric studies.

5. The structural scheme of the dosimetric module, which
is designed to measure the dose of ionizing radiation, has been
constructed. It has a built-in spectrometric analog-digital
converter, microcontroller control, and a communication unit.
This makes it possible to accurately measure and calculate
the exposure dose and exposure dose rate of gamma radiation
due to the new algorithm for correcting the dependence of the
detector sensitivity on radiation energy. The communication
unit provides wireless connection with laboratory equipment
and reliable communication with cloud services.

Measurement by medium charge pulse amplitude is carried
out in the energy range from 60 keV to 3 MeV. The advantage
of this method in comparison with the traditional method of
compensating filters is the absence of a decrease in the sen-
sitivity of measurements in the entire range of the specified
energies of the radiation gamma. Due to the hardware-software
correction of measurement results, the resolution of the spec-
trometric channel of 6.5 % was reached at the peak of 662 keV
full absorption from the reference source Cs—137.

In the future, our architecture, algorithms, and programs
could be used for experimental studies of radiation and nu-
clear-physical processes. In addition, the system elements
were useful for remote laboratory work by students during
quarantine.
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