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1. Introduction

The problem of copyright protection not only remains rele-
vant today but also becomes even more relevant as a continuous 

process of growth of digital information volumes takes place 
which requires authorship confirmation. Methods of embed-
ding hidden information in digital multi- and hyperspectral 
images as well as in video sequences and other digital content 
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Active attacks and natural 
impacts can lead to two types 
of image-container distortions: 
noise-like and geometric. There 
are also image processing 
operations, e.g. scaling, 
rotation, truncation, pixel 
permutation which are much 
more detrimental to digital 
watermarks (DWM). While 
ensuring resistance to removal 
and geometric attacks is a 
more or less resolved problem, 
the provision of resistance to 
local image changes and partial 
image deletion is still poorly 
understood. The methods 
discussed in this paper are 
aimed at ensuring resistance 
to attacks resulting in partial 
image loss or local changes 
in the image. This study's 
objective is to develop methods 
for generating a distortion-
resistant digital watermark 
using the chaos theory. This 
will improve the resistance of 
methods of embedding the digital 
watermark to a particular class 
of attacks which in turn will 
allow developers of DWM 
embedding methods to focus on 
ensuring the method resistance 
to other types of attacks. An 
experimental study of proposed 
methods was conducted. 
Histograms of DWMs have 
shown that the proposed 
methods provide for the 
generation of DWM of a random 
obscure form. However, the 
method based on a combination 
of Arnold’s cat maps and Henon 
maps has noticeable peaks 
unlike the method based on 
shuffling the pixels and their 
bits only with Arnold’s cat 
maps. This suggests that the 
method based only on Arnold’s 
cat maps is more chaotic. This 
is also evidenced by the value 
of the coefficient of correlation 
between adjacent pixels close to 
zero (0.0109) for color DWMs 
and 0.030 for black and white 
images
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Study [4] offers an effective method of creating digital 
watermarks based on biometric data that are unique and can 
be used in ownership identification. This paper considers the 
issue of watermark ownership. A biometric sample of fin-
gerprint was used to create a digital watermark. The creat-
ed watermark was studied for uniqueness and identification 
ability and used for digital watermarks. The disadvantage 

consists in that obtaining the digital marks of this 
type requires special equipment preventing its mass use.

To confirm ownership, it was proposed in [5] to 
use an effective method of creating digital watermarks 
based on biometric data, namely iris image. This digi-
tal watermark can unambiguously confirm ownership 
of a digital file. The created watermark was studied 
for uniqueness and identification ability and used as 
an audio watermark. When a file is transmitted or the 
DWM is deliberately attacked, a part of the image 
with reference points for identification may be lost. In 
this case, the DWM will be unable to confirm owner-
ship as the number of remaining reference points may 
not be sufficient to identify the person.

A method of embedding information in video 
sequences with improved resistance to transcoding 
is presented in [6]. This method of embedding and 
removal of textual digital watermarks is based on 
Arnold’s cat barcoding and conversion. It makes it 
possible to reliably embed and extract textual infor-
mation from video sequences that can be compressed 

by high-performance encoding methods when transmitting 
via insecure communication channels. This method is used 
to protect copyrights of multimedia product owners. 

Existing methods of creating digital watermarks use 
images with specific patterns or sign images as digital wa-
termarks. Besides, most of these digital data were computed 
using meaningless pseudo-noise sequences or chaotic func-
tions and were used as digital watermarks. However, these 
methods do not provide the required stability. Also, such 
methods have restrictions on the size of the watermark to be 
inserted into image containers of appropriate size. A method 
of QR-code creation offered in [7] would be able to use large 
information volumes as digital watermarks.

To ensure the reliability and security of digital image wa-
termarks, a new algorithm using synergistic neural networks 
was proposed in [8]. The algorithm first processes a significant 
image of a gray watermark and then embeds it as a signal in the 
component of a block discrete cosine transformation (DCT). 
The accompanying algorithm of watermark detection and ex-
traction uses a cooperative neural network where a suspicious 
watermark signal is used as an input. The recognition process 
result is obtained at the output of this algorithm. Modeling 
experiments show that this algorithm can complete certain 
image processing operations with improved performance not 
only by simultaneous completion of detection and removal of 
watermarks but also by effectively determining the watermark 
attribution. However, this algorithm can be compromised by 
competitive attacks on the neural network.

An approach to the creation of watermarks using a lo-
gistic map is presented in [9]. Chaotic sequences that can be 
used to create digital watermarks with the omission of upper 
or lower frequencies can be generated using this function in 
combination with the function of initial number generation. 
One of the disadvantages of using a logistic map consists in 
the problem of choosing initial parameters of the number 
generation function when generating chaotic watermarks.

have become widespread in the last two decades in solving the 
problems of protection against unauthorized copying by means 
of built-in digital watermarks (DWM) [1]. Digital watermarks 
have a wide range of applications from copyright protection in 
the multimedia industry to military secret communications.

The ratio of DWM use in different types of digital content 
is presented in Fig. 1 and considered in more detail in [2].

Attacks on steganocontainers are becoming more 
non-standard with the development of DWM implementa-
tion methods. Active attacks and natural distortions can 
lead to two types of image-container modification: noise-like 
modifications (changes in pixel values) and geometric modi-
fications (spatial changes in location of pixels).

There are also image processing operations much more 
detrimental for watermarks, such as scaling, rotation, trun-
cation, pixel permutation. The situation is further complicat-
ed by the fact that the DWM can be transformed not only 
by the violators but also by legal users or be the result of 
transmission errors in communication channels.

While resistance to removing and geometric attacks is a 
more or less solved problem, ensuring resistance to local im-
age changes and partial image deletion is still poorly studied.

Therefore, studies aimed at developing the methods and 
approaches to improve the stability of digital watermarks 
and do not introduce significant distortions in the image 
container are relevant. The methods discussed in this paper 
are aimed at ensuring resistance to attacks resulting in par-
tial image loss or local image changes.

2. Literature review and problem statement

A new method of generating 2-D watermarks with good 
synchronization and secrecy is described in [3]. First of all, the 
development of a watermark layout resistant to attacks aimed 
at object cropping and segmentation is presented in [3]. It dif-
fers from other existing layouts by its innovative algorithm of 
template generation. A method of creating a redundant two-di-
mensional template with cyclic properties depending on the se-
cret key is proposed. However, the disadvantage of this method 
consists in that it is not resistant to partial image alteration. 
Also, the scheme of DWM application presented in the study is 
noticeable to perception by the human visual system.

 

 
  

Fig.	1.	Venn	diagram	of	basic	media	capable	of	supporting		
digital	watermarks
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where xn+1 and yn+1 are calculated by modulus 1. The map-
ping of Arnold’s cat map is non-Hamiltonian, non-analytical, 
and shuffling. However, it retains the area because the deter-
minant is equal to 1. Characteristic Lyapunov’s indicators 
are given by the expression:

21 1
3 1 0,

1 2

− σ
= σ − σ + =

− σ

hence,

( )1
3 5 .

2±σ = ±  (2)

Eigenvectors are found by substituting σ± into the ma-
trix equation:

1
.
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x
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±

±
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The solution for σ+ is as follows 

( )1
1 5

2
,y x x= + ≡ φ  (4)

where ϕ is the golden ratio, so the normalized eigenvector is 
as follows:
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Similarly, the solution for the σ is as follows
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and the normalized eigenvector is:
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That is, with a measurement unit equal to the width of a 
square image, the image is cut one unit up, then two units to 
the right. Everything outside this unit square is shifted one 
unit back until it is inside the square.

The Henon map, sometimes called the Enon-Pomo attrac-
tor/map [12], is a dynamic system with discrete time. This 
is one of the most studied examples of dynamic systems that 
demonstrate chaotic behavior. Henon map takes a point (xn, yn)  
in the plane and maps it to a new point by the formula [13]: 
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 = − +
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=
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The map depends on two parameters, a and b which have 
values a=1.4 and b=0.3 for the classical Henon mapping. For 
classical signs, Henon mapping is chaotic. For other values 
of a and b, the map may be chaotic, intermittent, or converge 
to a periodic orbit.

A logistic map is a one-dimensional discrete chaotic map 
that can generate chaotic behavior using a simple nonlinear 

There are many problems with the implementation of 
methods to ensure copyright protection in images represent-
ing open steganosystems. The main ones include the signif-
icant partial or complete destruction of digital watermarks 
when local distortions are introduced into the image con-
tainer. The methods of DWM generation based on biometric 
data are not quite effective because of the specifics of obtain-
ing the biometric indicators and sensitivity to any distortion 
of these data. The use of QR-codes is quite a promising line 
of development of DWM creation methods but their infor-
mation redundancy may be their disadvantage.

3. The aim and objectives of the study

The study objective is to develop methods for generating 
distortion-resistant digital watermarks using the chaos the-
ory. This will make it possible to improve the resistance of 
the DWM embedding methods to a certain class of attacks 
which in turn will allow developers of embedding methods 
to focus on ensuring the method resistance to other types 
of attacks.

To achieve this objective, the following tasks were set:
‒ analyze of chaotic maps on their ability to ensure 

the DWM stability;
‒ develop principles of use of chaotic maps in methods 

of DWM generation;
‒ conduct experimental studies on the proposed methods.

4. The study materials and methods

Chaotic maps are ascribed to discrete and continuous time 
domains. Discrete maps usually take the form of repetitive 
functions that correspond to rounds in cryptosystems. This 
similarity between cryptography and discrete chaotic dynamic 
systems is used to develop chaotic cryptosystems. Each map 
has some parameters equivalent to encryption keys in cryptog-
raphy. A chaotic system is used in stream ciphers to generate a 
pseudo-random key stream and a public or secret key is used in 
block ciphers as initial and control parameter and then the en-
crypted text is obtained applying a certain number of iterations 
to chaotic systems. Security and complexity are major issues in 
cryptosystems. This should be taken into account when choos-
ing a map and its parameters for use in cryptography.

Some chaos-based algorithms provide a good combina-
tion of high speed and security at low computing costs. In 
addition, some chaos-based algorithms and other dynamic 
systems have many important properties, such as sensitivity 
to initial parameters, pseudo-random properties, ergodicity, 
and non-periodicity of generated characters.

Several types of chaotic maps were considered in the 
study: Arnold’s cat maps, Henon maps, logistic chaos maps 
with key shuffling. This makes it possible to assess their 
capabilities to ensure DWM sustainability.

In mathematics, Arnold’s cat map is a chaotic reflection 
of a torus in itself named after Vladimir Arnold who demon-
strated his studies in the 1960s using images of a cat, hence 
the map name.

Arnold’s cat map is given by the following transforma-
tion [11]:

1

1

1 1
,

1 2
n n

n n

x x

y y
+

+

    
=    
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dynamic equation. Mathematically, the logistic map is deter-
mined by the following equation [14]:

( )1 1 ,n n nx rx x+ = −  (9)

where r (sometimes denoted by µ) is a positive constant known 
as the “biotic potential” giving the so-called logistic map. This 
square map can behave in a very complicated manner. This is 
the nonlinear equation designed to describe two effects:

‒ reproduction where the population will grow at a rate 
proportional to the current population when the population 
size is small;

‒ starvation (density-dependent mortality) at which the 
growth rate will decrease at a rate proportional to the value 
obtained by adopting the theoretical “bearing capacity” of 
the environment minus the current population.

5. The results obtained in studying the methods of 
generating distortion-resistant digital watermarks 

5. 1. Analysis of chaotic maps on their ability to en-
sure the digital watermark stability

The chaos theory is used in many scientific disciplines: 
mathematics, biology, computer science, economics, engineer-
ing, finance, philosophy, physics, politics, psychology, and 
robotics. It affirms that complex systems 
are highly dependent on initial conditions 
and small changes in the environment can 
lead to unpredictable consequences.

The chaos theory has been used in 
cryptography for many years. Over the 
past 10 years, chaos theory and nonlinear 
dynamics have been used in the develop-
ment of hundreds of cryptographic prim-
itives. These algorithms include image 
encryption algorithms, hash functions, 
secure generators of pseudo-random num-
bers, stream ciphers [15].

To analyze the suitability of using 
the chaotic maps to create stable digital 
marks, three variants of chaotic maps 
were chosen: logistic map, Henon maps, 
and Arnold’s cat maps.

Analysis of image histograms and 
autocorrelation between adjacent pixels 
were used to analyze the results of initial 
image transformation by logistic maps.

Image histogram analysis is one of 
the simplest methods to demonstrate the 
encryption quality. A good method of 
encrypting images tends to turn plain 
text images into a random, incomprehen-
sible form. Thus, a good image encryption 
technique makes it possible to generate an 
encrypted image with evenly distributed 
histogram intensity.

Because images have a high informa-
tion redundancy, it is desirable to have an 
encryption algorithm that violates this 
redundancy. Thus, the correlation between 
adjacent pixels in horizontal, vertical, or 
diagonal directions is found as an indicator 
of encryption efficiency. The horizontal di-

rection was considered here. 1024 random pixels were selected 
from the image, then the correlation of pixels with the extreme 
right neighbor was determined. For a good algorithm, the cor-
relation graph can be random, without any noticeable pattern.

As presented in Fig. 2, the initial image that was used in 
the study had the size of 200×200. Fig. 3, 4 present a histogram 
of the initial image from Fig. 2 for each channel: R, G, and B, 
respectively, and its autocorrelation with adjacent pixels.

The image histogram shows a certain relative number 
of pixels with a certain brightness at a given color depth of 
the image. It was assumed that the abscissa (i. e. horizontal 
axis) is for the image brightness values (either total or for 
one of the channels, e. g. as in the RGB model with three 
such channels: R, G, and B, respectively). The ordinate (i. e. 
vertical axis) is for the relative numbers (or even percentage) 
of pixels of a certain brightness.

Fig.	2.	Initial	image

 

 
   

 
  

Fig.	3.	Histogram	of	initial	image

 

 
  Fig.	4.	Correlation	of	pixels	in	initial	image	and	with	their	extreme		

right	neighbors
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Fig. 3 shows the usual distribution of pixel brightness for 
each channel separately and the correlation of pixel values 
with their right neighbors is shown in Fig. 4.

The image was first encrypted with Arnold’s cat maps 
with the following algorithm steps.

Step 1. Set parameters for the algorithm work k, where k 
is the number of pixel shuffling iterations.

Step 2. Shuffle all pixels of the image according to (1) and 
repeat this iteration k times.

Thus, the encrypted image was obtained which is pre-
sented in Fig. 5. Fig. 6, 7 show the histogram of encrypted 
image and autocorrelation between adjacent pixels.

Fig.	5.	The	image	was	encrypted	using	Arnold’s	cat		
maps;	k=44

Fig. 6 shows that Arnold’s cat maps in no way violate the 
pixel brightness distribution (Fig. 3 and Fig. 6 are the same). 
However, the application of Arnold’s cat maps shows a more 
chaotic distribution of pixels compared to the initial image 
as evidenced by the chorogram image presented in Fig. 7.

The following image encryption algorithm has been pro-
posed to use Henon maps. Using (8), a sequence of bits of 
length 200×200×8 was generated: if xn<=0.4, then the corre-
sponding bit is 1. Next, the sequence was transformed into a 
two-dimensional array of 200×200 with each element bitwise 
summed with the initial image. Fig. 8 shows the image after 
shuffling the pixel bits and Fig. 9, 10 show the encrypted 
image histogram and autocorrelation between adjacent pixels.

Fig. 9 shows that because of bitwise summing, the Henon 
map violates pixel brightness distribution since the distribution 
of pixel brightness is chaotic over the entire range of brightness 
values for each of the channels. A more chaotic distribution of 
pixels can also be seen compared to the initial image. It is evi-
denced by the correlogram image presented in Fig. 10.

The algorithm based on logistic maps works similarly 
to the algorithm of Henon maps with one exception: values 
for each pixel are sequentially recalculated according to (9) 
and bitwise summed up. Encrypted images are formed in 
this way.

Fig. 11 shows an image after shuffling the pixel bits using 
a logistic map. Fig. 12, 13 show a histogram of the encrypted 
image and autocorrelation between adjacent pixels.

 

 
  

 

 
  

Fig.	6.	Histogram	of	the	image	after	shuffling	with	the	help	of	Arnold’s	cat	maps

 

 
  Fig.	7.	Correlation	of	image	pixels	after	shuffling	using	Arnold’s	cat	maps
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As can be seen from Fig. 12, 13, brightness values of the 
image pixels have a chaotic nature of distribution and do not 
correlate with each other.

Thus, when analyzing the results of using chaotic maps of 
various types, the following conclusions can be drawn:

‒ due to spatial changes in pixel location, Arnold’s 
cat maps provide resistance to local distortion. However, 
because of the fact that these maps in no way violate dis-
tribution of pixel brightness, the invisibility of such DWM 
incorporation in the container will suffer;

‒ on the contrary, due to the chaotic distribution of pixel 
brightness, Henon and logistic maps will ensure the invisi-
bility of such a DWM after its embedding since the DWM 
in the container will look like an additive noise.

 

 
  Fig.	9.	Histogram	of	the	image	after	shuffling	the	pixel	bits	using	Henon	maps

 

 
  Fig.	10.	Correlation	of	image	pixels	after	shuffling		pixel	bits	using	Henon		maps

 

 
  

Fig.	11.	The	image	was	encrypted	with	the	help	of	logistic	maps

 

 
  

Fig.	8.	The	image	was	encrypted	using	Henon	maps;	initial	
values:	(x0, y0)=(1.1,	1.3)
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5. 2. The principles of using chaotic maps in the meth-
ods of digital watermark generation

Proceeding from the above analysis of the current state 
of studies and taking into account current trends in the field 
of information security, it was proposed to use tokenization 
technology to identify users.

Tokenization is the process of turning confidential 
data into insensitive data, so-called “tokens” that can be 
used in a database or internal system without entering 
them into sight. Tokenization can be used to protect sen-
sitive data by replacing initial data with unrelated values 
of the same length and format. The tokens are then sent 
to the organization’s internal systems for use and the ini-
tial data are stored in a secure token repository. Unlike 
encrypted data, tokenized data cannot be decrypted and 
are irreversible. This difference is especially important 
because there is no mathematical relationship between the 
token and its source number and tokens cannot be turned 
back to their initial form [16].

To achieve the invisibility of applying the DWMs on digital 
content, it is desirable to use the DWMs that are identical in 
their nature to the embedded object [7, 11]. Thus, it is proposed 
to convert tokens of the copyright holders into one of the vari-
eties of the QR code. This is necessary to present the token in 
an image form, thus ensuring the invisibility of the DWM in 
the image.

Two methods of DWM generation are presented. Their 
principles are similar. They differ in the complexity of pri-
vate keys and computational complexity although they use 
the same general principle.

The method of generation of a stable DWM consists of 
two units: a unit of DWM generation and encryption and a 
unit of DWM decryption and additional filtering. The meth-
od includes the following steps:

Step 1. Initialization of the method parameters. P, Q are 
parameters for shuffling images using Arnold’s cat maps, k is 
the number of pixel shuffling iterations, (x, y) are parameters 
for generating an array of bit masks using Henon maps. Ini-
tialization of a unique token image and size of the DWM itself.

Step 2. Generation of QR code based on the token and its 
placement in the DWM image.

Step 3. Shuffling the DWM k times using expression (10).
Step 4. A sequence of bits of length m×m×8 is generated 

using (8) where m is the DWM size in pixels. If xn<=0.4, 
then the corresponding bit is 1. Next, the sequence is con-
verted into a two-dimensional array of size m×m.

Step 5. Each element of the array of bit masks obtained in 
Step 4 is bitwise added to the mixed DWM obtained in Step 
3. As a result, the DWM is obtained.

The decryption process includes the following steps:
Step 1. Initialization of the method parameters. P, Q are 

parameters for shuffling images using Arnold’s cat maps; k is 

 
  Fig.	13.	Correlation	of	the	image	pixels	after	shuffling	the	pixel	bits	using	logistics	maps

 
  Fig.	12.	Histogram	of	the	image	after	shuffling	the	pixel	bits	with	the	help	of	logistics	maps
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the number of pixel shuffling iterations; (x, y) are parameters 
for the generation of an array of bit masks using Henon maps. 
Initialization of the DWM.

Step 2. Shuffling the DWM k times using expression (11).
Step 3. A sequence of bits of length m×m×8 is generated 

using (8) where m is the DWM size in pixels. If xn<=0.4, 
then the corresponding bit is 1. Next, the sequence is con-
verted into a two-dimensional array of size m×m.

Step 4. Each element of the bit mask array obtained in Step 
3 is bitwise added to the mixed DWM obtained in Step 2.

Step 5. QR codes applied on the DWM are removed.
Step 6. The QR codes obtained in the previous step are 

bitwise summed and the obtained QR code is filtered.
Step 7. The QR code is scanned and the image token is 

obtained.
The unit of generation and encryption is presented 

in Fig. 14.
This method is based on Henon and Arnold’s cat maps. 

The image token, DWM size, initial coordinates (x, y) to 
generate an array of bit masks and parameters for image 
shuffling (the number of shuffling iterations k), and parame-
ters P, Q (10) are fed to the method input.

( )1

1

1
mod

1
.n n

n n

x xP
m

y yQ PQ
+

+

    
=    +    

 (10)

The process of DWM generation involves the genera-
tion of a token-based QR code and applying it on the DWM 
image which must be larger than the QR code size. This 
procedure is necessary to provide additional resistance to 
a certain type of attack on the DWM and will be used at 
the additional filtering stage. For example, a token-based 
QR code has a size of 40×40 pixels and the requirement to 
the DWM size indicates that it should be 200×200 pixels. 
Thus, 4 copies of the QR code are applied on the DWM to 
provide additional resistance to distortion. Besides, this 
can be used to further filter the DWM after image decryp-
tion and increase the likelihood of error-free decryption of 
the image token.

The filtration process consists of two stages:
Stage 1. Shuffling the image pixels k times (10) to ensure 

the resistance of the entire DWM to local changes.
Stage 2. Shuffling the bits of each pixel separately to 

ensure DWM security.

 
  

Fig.	14.	Block	diagram	of	the	generation	and	encryption	unit

 

 
  

Fig.	15.	Block	diagram	of	the	unit	of	decryption	and	additional	filtering
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The unit of DWM decryption and additional filtering is 
presented in Fig. 15.

The DWM image and parameters for generating Henon 
maps (10) and back-shuffling the image using Arnold’s cat 
maps (the number of shuffling iterations k and parameters 
P, Q (11)) are fed to the input to decrypt and obtain the 
token. The reverse operation of shuffling the image pixels is 
performed with the help of these parameters.

( )1

1

1
mod

1
.n n

n n

x xPQ P
m

y yQ
+

+

+ −    
=    −    

 (11)

The decryption process involves the use of a bit mask for 
each pixel of the image and then, the reverse shuffling oper-
ation is performed k times according to (11).

The additional filtering process includes the localization 
of all instances of QR codes. Then, if more than one QR code 
is found, each pixel can be added bit by bit and the resulting 
image filtered.

It was proposed to use cell averaging and subsequent 
binarization as a filtration method. As evidenced by the re-
sults presented in [17], this filter was chosen on the basis of 
previous studies.

The binarization threshold τ is found by the Otsu algo-
rithm or using adaptive binarization [18].

The second method of DWM generation is similar in prin-
ciple to the first one but the process of shuffling the pixels and 

bits of an individual pixel occurs simultaneously on the basis 
of Arnold’s cat maps and includes the following steps:

Step 1. Initialization of the method parameters. P, Q are 
parameters for shuffling the image using Arnold’s cat maps; 
k is the number of iterations of pixel shuffling. Initialization 
of a unique image token and size of the DWM itself.

Step 2. Generation of QR code based on the token and its 
application on the DWM image.

Step 3. Shuffling the DWM pixels k times using the ex-
pression (10) and shuffling the pixel bits using the algorithm 
shown in Fig. 18. As a result, the required DWM is obtained.

The decryption process includes the following steps:
Step 1. Initialization of the method parameters. P, Q, are 

parameters for shuffling the image using Arnold’s cat maps; 
k is the number of iterations of pixel shuffling. Initialization 
of the DWM.

Step 2. Shuffling the DWM k times using expression (11) 
and shuffling the pixel bits using the algorithm shown in 
Fig.18 in which formula (11) is used instead of (10).

Step 3. Removal of QR codes inserted in the DWM.
Step 4. Bitwise summing up the QR codes obtained in 

the previous step and filtering the resulting QR code.
Step 5. Scanning of the QR code and obtaining the image 

token.
Fig. 16, 17 present the process of generation and decryp-

tion of DWM, and Fig. 18 presents the algorithm of the 
shuffling process.

 

 
  Fig.	16.	Generation	of	a	digital	watermark	based	on	Arnold’s	cat	maps

 

 
  

Fig.	17.	Description	of	a	digital	watermark	based	on	Arnold’s	cat	maps
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The back-shuffling algorithm works similarly to the algo-
rithm presented in Fig. 18 but (11) is used instead of (10) and 
renewal of bits of each pixel is calculated using the formula:

[ ]
[ ] ( ) ( )( )

img_arnold , '

Image , * mod256 .

x y

x y x y k i

=′

= ⊕ + −  (12)

This method of DWM generation is of less computation-
al complexity and has a high level of security at relatively 
simple key values.

5. 3. Experimental study of digital watermark gener-
ation methods

To conduct the experiments, a token was generated for 
the image shown in Fig. 2. The token structure is presented 
in Fig. 19.

Based on this token, a QR code with dimensions of 
159×159 was generated which according to the proposed 
method was placed in the center of the DWM having a size 
of 200×200. This DWM is presented in Fig. 20.

The next step of the algorithm consists in shuffling the 
DWM. Fig. 21, a shows shuffling using Arnold’s cat maps 
and Henon maps (Fig. 14) and Fig. 21, b shows shuffling 
using only Arnold’s cat maps (Fig. 1, b).

To study the security 
of the generation methods, 
histograms of the DWM 
images were constructed, 
Fig. 22; DWM after shuf-
fling, Fig. 23, 24.

 

 
  

Fig.	18.	Algorithm	of	shuffling	the	image	pixels	and	pixel	bits

 

 
  Fig.	19.	Structure	of	the	Image	token

 

 
  

Fig.	20.	The	generated	QR	code	of	the	token	placed	in	the	
digital	watermark

 

    

а                                         b 
	

Fig.	21.	The	digital	watermark	after	shuffling:	a		–	using	Arnold’s	
cat	maps	and	Henon	maps	(x, y)=(1.1,1.3);		

b –	P=2,	Q=1;	k=5	(;	using	Arnold’s	cat	maps	and	Henon	maps	
P=2;	Q=1,	k=5
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Correlation between adjacent pixels in the horizontal direc-
tion was found as an indicator of encryption efficiency. 1024 ran-
dom pixels were selected from the image and correlation with 
the far-right neighbor was determined and displayed. The 
diagram of the correlation of the DWM from Fig. 20 is shown 
in Fig. 25. Correlation after shuffling is shown in Fig. 26, 27.

To demonstrate the stability of the DWM forming 
method, a graph of the percentage of deleted pixels vs. the 
percentage of incorrectly restored pixels of the initial DWM 
was constructed (Fig. 28).

Table 1 shows values of correlation coefficients for a color 
image and for a binary image (the QR code).

Table	1

Values	of	the	correlation	coefficient	for	neighboring	pixels

Type of transformation
Color image  
from Fig.  2

Binary image  
from Fig. 20

Original 0.877 0.73

Arnold’s cat maps 0.034 0.052

Henon maps 0.027 0.038

Logistic maps 0.005 0.034

Arnold’s cat maps+ 
+Henon maps

0.011 0.028

Arnold’s cat maps 0.0109 0.030

 

 
  

Fig.	22.	Histogram	of	a	digital	watermark	shown	in	Fig.	20
 

 
  

Fig.	23.	Histogram	of	a	digital	watermark	after	shuffling	with	the	help	of	Arnold’s	cat	maps	and	Henon	maps	(Fig.	21,	a)
 

 
  

Fig.	24.	Histogram	of	a	digital	watermark	after	shuffling	with	the	help	of	Arnold	cat	maps	(Fig.	21,	b)
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Fig.	25.	Correlation	of	pixels	of	a	digital	watermark	shown	in	Fig.	20
 

 
  

Fig.	26.	Correlation	of	pixels	in	a	digital	watermark	after	shuffling	using	Arnold’s	cat	maps	and	Henon	maps	from	Fig.	21,	a	
 

 
  

Fig.	27.	Correlation	of	pixels	in	a	digital	watermark	after	shuffling	using	Arnold’s	cat	maps	from	Fig.	21,	b
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 Fig. 28 shows that both methods of DWM generation 
provide correct recovery of almost 90 % of pixels at 60 % 
lost pixels

6. Discussion of the results of studying the methods of 
generating the distortion-resistant digital watermark

To analyze the results of studying the methods, the 
DWM histograms were considered (Fig. 22–24). It can be 
seen from the histograms (Fig. 26, 27) that both methods 
enable the generation of DWMs of a random, obscure form. 
However, the method based on a combination of Arnold’s cat 
maps and Guenon’s maps (Fig. 14, 15) has noticeable peaks 
in contrast to the method based on shuffling pixels and 
their bits with Arnold’s cat maps alone. This is evidence of 
obtaining more chaotic DWM using the method presented 
in Fig. 16‒18. 

It can be concluded from Table 1 that both methods pro-
vide an acceptable level of protection because the coefficient 
of correlation between adjacent pixels is relatively small. 
Hence, it is almost impossible to statistically detect such a 
DWM after installation not to mention its decryption with-
out exact values of the key.

When considering the graph shown in Fig. 28, it can be 
affirmed that both methods are quite resistant to local pixel 
distortion since almost 90 % of the QR code can be recov-
ered at a 60 % destruction of the DWM.

In contrast to the methods of DWM generation pre-
sented in [4, 5], a token is used as an identifier of the prop-
erty right. The Proof-of-Work consensus algorithm can be 
applied when generating the token. Unlike biometric data, 
it does not require any additional equipment and protects 
distributed systems against abuse. A QR code is used in [7] 
as a DWM, however, the presented methods are devoid of 
disadvantages of common QR codes due to shuffling and 
additional filtering. This is discussed in detail in [19].

Shuffling of image pixels has 
been proposed to ensure DWM 
stability since the randomness 
of pixel arrangement secures re-
sistance to local changes in the 
DWM itself. It can be conclud-
ed from analysis of the results 
obtained (Fig. 21–28), that the 
proposed methods of DWM 
generation are capable of im-
proving the stability of DWM 
embedding methods.

The limitation of the pro-
posed methods consists in the 
fact that the size of the QR code 
generated based on the image to-
ken should be less than or equal 
to the DWM size. This, in turn, 
will lead either to the inability to 
use the presented methods with 
this procedure of tokenization or 
to revising the requirements to 
the DWM itself.

The disadvantage of the proposed methods includes the 
fact that one of the mechanisms of ensuring resistance to 
distortion is achieved consists in information redundancy. 
Therefore, to further develop the proposed methods and 
technologies of copyright protection, it is planned to conduct 
studies using codes capable to correct errors.

7. Conclusions

1. Chaotic maps were analyzed in order to ensure DWM 
stability. Analysis has shown that the use of chaotic maps to 
shuffle bits of pixels or the pixels themselves in the image can 
provide security and resistance to distortion. Calculations of 
the coefficient of correlation of neighboring pixels when us-
ing chaotic maps indicate the efficiency of their use. Because 
images have a high information redundancy, it is desirable to 
have an algorithm that will remove this redundancy.

2. Methods of DWM generation based on chaotic maps 
and additional filtering of digital watermarks have been 
developed. The methods described in this paper are effective 
for ensuring the DWM resistance to local distortions. Stud-
ies have shown that it is possible to restore 90 % DWM with 
a 60 % image distortion.

3. Experimental study of the proposed methods was con-
ducted. Histograms of the DWM have shown that both meth-
ods provide generation of SWMs of a random, obscure form. 
However, the method based on a combination of Arnold’s cat 
maps and Henon maps has noticeable peaks in contrast to the 
method based on shuffling pixels and their bits with Arnold’s 
cat maps alone. This indicated that the method based only 
on Arnold’s cat maps produces more chaotic DWMs. This is 
also evidenced by the value of the coefficient of correlation 
between adjacent pixels which is close to zero: equal to 0.0109 
for color DWMs and 0.030 for black and white images.

 

 
  Fig.	28.	Plot	of	the	ratio	of	lost	pixels	to	correctly	restored	pixels
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