
Eastern-European Journal of Enterprise Technologies ISSN 1729-3774	 6/2 ( 114 ) 2021

30

1. Introduction

In the modern world in the context of globalization, the In-
ternet is becoming the main information technology and social 
form, a universal mean of free communication and information 
retrieval. The transition of social communication to the virtual 

sphere has intensified due to the global situation related to the 
COVID-19 pandemic. It is in the virtual environment that the 
maximum of social interaction takes place, the construction of 
interpersonal connections and networks, the implementation 
of which became possible thanks to self-governing network 
communication based on personal choice.

DEVELOPMENT OF A METHOD FOR 
ASSESSING FORECAST OF SOCIAL 

IMPACT IN REGIONAL COMMUNITIES
S e r h i i  Y e v s e i e v

Corresponding author
Doctor of Technical Sciences, Professor*

E-mail: serhii.yevseiev@hneu.net
Y u r i i  R y a b u k h a 

Doctor of Technical Sciences, Senior Researcher
Department of Information Systems and Technologies Security

V. N. Karazin Kharkiv National University
Svobody sq., 4, Kharkiv, Ukraine, 61022

O l e k s a n d r  M i l o v
Doctor of Technical Sciences, Professor*

S t a n i s l a v  M i l e v s k y i 
PhD, Associate Professor* 

S e r h i i  P o h a s i i
PhD, Associate Professor*

Y e v h e n i i a  I v a n c h e n k o
PhD, Professor**

I h o r  I v a n c h e n k o
PhD, Associate Professor**

Y e v g e n  M e l e n t i
PhD

Special Department No. 2 «Tactical-Special Training, Marksmanship Training 	
and Special Physical Training»

Juridical Personnel Training Institute for the Security Service of Ukraine 	
Yaroslav Mudryi National Law University

Myronosytska str., 71, Kharkiv, Ukraine, 61002
I v a n  O p i r s k y y

Doctor of Technical Sciences
Department of Information Security
Lviv Polytechnic National University

S. Bandery str., 12, Lviv, Ukraine, 79013
I g o r  P a s k o

PhD, Senior Researcher
Scientific-Research Center of Missile Troops and Artillery

Herasima Kondratieva str. 165, Sumy, Ukraine, 40021
*Department of Cyber Security and Information Technology 

Simon Kuznets Kharkiv National University of Economics
Nauky ave., 9-А, Kharkiv, Ukraine, 61166

**Department of Information Technology Security 
National Aviation University

Liubomyra Huzara аve., 1, Kyiv, Ukraine, 03058

The development of the social 
aspect of the world community is 
closely related to the expansion 
of the range of digital services in 
cyberspace. A special place in which 
social networks occupy. The world's 
leading states are conducting 
information operations in this 
environment to achieve geopolitical 
goals. Such processes are reflected 
in real social and political life. This 
makes it possible to influence not 
only the social groups of society, 
but also to ensure manipulation in 
political "games" in the conduct of 
hybrid wars.

The simultaneous interaction of 
social factors, influencing factors, 
the presence of communities in social 
networks forms a full-fledged socio-
cyber-physical system capable 
of integrating real and virtual 
interactions to manage regional 
communities.

The article proposes a method for 
predicting the assessment of social 
mutual influence between “formal” 
and “informal” leaders and regional 
societies. The proposed models make 
it possible to form not only a forecast 
of the influence of agents, but also 
the interaction of various agents, 
taking into account their formal 
and informal influences, the use of 
administrative resources, political 
moods of the regional society. This 
approach allows dynamic modeling 
based on impact and relationship 
analysis.

The presented results of 
simulation modeling do not 
contradict the results of opinion 
polls and make it possible to form 
a set of measures that can be aimed 
at overcoming the negative impact 
on the regional society of both 
individual “leaders” and political 
parties. Analysis of the simulation 
results allows to increase both the 
political and social stability of the 
regional society, helps to prevent 
conflict moods and contradictions
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A variety of devices that can be used in integrated infor-
mation and communication systems (ICS) and cyber-physi-
cal systems (CPS) make it possible to form the concept of a 
socio-cyber-physical system (CPSS) with the SIS. CPSS is a 
set of subjects and objects of the cybernetic, physical and so-
cial worlds, which make it possible to form “smart” commu-
nities, on the one hand, and intellectual space, on the other. 
In CPSS, users are service consumers, and physical entities 
in the form of various devices are service providers [2].

Thus, the integration of the cybernetic, physical and 
social worlds allows the creation of smart communities, that 
is, those capable of behaving rationally. From a social point 
of view, smart communities can promote social awareness 
among members using certain social sensors [2].

To study the features of the creation and development of 
virtual (smart) communities, specialized research organi-
zations have been created. Among them are such as “Com-
munication Institute for Online Scholarship”, “The UCLA 
Center for the Study of Online Community”, “Association 
of Internet Researchers”, “International Society for Mental 
Health Online”, “The Society for Computers in Psycholo-
gy” [7]. The results of the work of such organizations are 
of particular importance for structures seeking to establish 
their presence in the electronic environment, as well as for 
scientists trying to understand the behavior of Internet 
users. However, despite the fact that such studies have been 
carried out for quite a long time, at the moment the mecha-
nisms and methods of purposeful influence on social com-
munities have not been sufficiently developed, which makes 
it possible to judge the prospects of the stated research topic.

Thus, CPSS allow not only to form and develop the 
functions of a smart community and intellectual space, but 
also to influence the behavior of communities through the 
SIS, ensuring the formation of a predictable worldview. 
Assessment of the impact on social groups in the regional 
community in this aspect affects the national security of the 
state as a whole, which confirms the relevance of this area 
of research.

2. Literature review and problem statement

In a globalized, interconnected and data-driven world, 
people increasingly rely on online services to meet their 
needs. Such services typically use feedback and reputation 
mechanisms to evaluate their products, services, vendors, 
and customers. Ideas and opinions are increasingly dissemi-
nated through social media, to the point that they can trig-
ger political shifts [7]. In this context, it is very important 
to understand how social influence influences individual 
decision-making and how it affects the group level.

In [8], a model is presented that allows to quantify how 
social information affects individual assessments and opin-
ions. The impact of social information at the individual and 
collective levels was measured and modeled on assessment 
tasks with low evidence. The influence of virtual experts 
on the work of the group was also studied. As a result, the 
conclusion was formed: when experts provide the group with 
reliable information, a systematic improvement in collective 
accuracy is achieved experimentally and quantitatively re-
produced by the model.

However, work [8] does not consider aspects related to 
identifying such “experts” and assessing the strength and 
reliability of their influence on social groups.

In the context of the formation of a high-tech society, 
social networks based on Internet services have become 
one of the most effective and popular means of mass com-
munication. Influence on such communities is an effective 
mechanism of impact in the context of hybrid wars and 
color revolutions [1]. Such a synthesis of social Internet 
services (SIS) with cyber-physical systems makes it pos-
sible to form a cyber-physical social system (CPSS) [2–6]. 
СPSS allow to form social, political, economic “opinion” of 
the intellectual community (integration of the cybernetic, 
physical and social worlds), to regulate and manage on the 
basis of the SIS, to provide users with proactive services. 
The nature of CPSS data brings new requirements and 
challenges to the various stages of data processing, includ-
ing identifying data sources, processing and combining 
data of various types and scales.

Achievements in the field of information technology were 
a prerequisite for the creation of a new form of social groups, 
called “virtual communities”, the influence on which can 
allow achieving the necessary target states or the reactions 
of such communities. The virtual community is a reflection 
of the connections, relationships and interactions of people 
taking place in social life, but every day they are more and 
more regularly transferred to free and boundless cyberspace.

The identification of such communities and groups in the 
network and the identification of the most influential agents 
will determine the degree and direction of the necessary 
social influences to achieve the goals set.

The integration of CPSS with “virtual communities” 
greatly influences the tasks of forming both political, social 
and economic worldviews. The latter can be formed on the 
basis of the influence of both state subjects of government, 
political parties, and informal leaders of the regional com-
munity. The block diagram of the CPSS is shown in Fig. 1.

Fig. 1. Block diagram of the interaction of CPSS elements
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even contain the correct meaning. From the point of view of 
decision-makers, such advice can be completely misleading, 
since closely related, seemingly independent advice can 
claim certainty, despite significant deviations from the cor-
rect decision.

However, the study did not examine the influence of 
the group leader, belief, or any other socio-psychological 
influence.

In the article [13], an agent-based model was built using 
empirical distributions of personal assessments and distribu-
tions of sensitivity to social influence, as well as the effect of 
distance. The model was used to generate forecasts for large 
groups and a number of overall estimates. The model pre-
dicts that the improvement in individual accuracy prevails 
over collective accuracy and is higher with aggregate pro-
cessing than with both other schemes. It was found that in 
small groups, the improvement in accuracy is the same when 
all estimates are used together or their geometric mean. 
However, people use different strategies to improve their 
grades. An empirical model was used to generate predictions 
for larger populations. Sharing averages is expected to be 
better than sharing complete information in improving the 
accuracy of estimates in larger groups.

It should be noted that in this work, as in many others, 
an approach to assessing the degree of individual target in-
fluence on social groups was not developed.

In [14], it was proposed to extract information from the 
collective using those people who resist social influence. 
Methods for extracting information that the team considers 
confidential are proposed. The idea that different people or 
subgroups of people have different biases is consistent with 
the existence of different procedures in a population for 
solving a problem, each with a different bias. A second and 
additional explanation for personality is that people have 
different levels of knowledge in a subject or even in general 
assessment exercises. This level of knowledge is probably 
not high enough for people to claim it, but it will be enough 
to act on it when faced with social influence. The methods 
proposed for improving the “wisdom of the crowd” do not 
correspond to the usual situation in which people interact 
naturally. On the contrary, it is a protocol that can be used to 
extract high quality information in human collectives, even 
if it is only present in a minority of the group. 

The analysis of works devoted to the identification of 
multidirectional influence in social and virtual communi-
ties [8–14] showed that there are no methods for assessing 
the influence of both “formal” and “informal” leaders, polit-
ical ties on a regional society, or an individual. Also in the 
cited works [8–14] more attention is paid to the influence of 
collective opinion on the individual, but not vice versa.

The need to develop a method for assessing social in-
fluence is due to the actual presence of such influences, 
especially in situations related to elections and assessing the 
influence of individual agents on the positions and ratings of 
political forces.

3. The aim and objectives of research

The aim of research is to develop a method for assessing 
social impact in regional communities. The method is based 
on matrix models of the interaction of network agents, tak-
ing into account the exposure to the influence of various 
government agencies and organizations, while taking into 

The category “Wisdom of the crowd” is considered as an 
example and variant of social influence. In [9], it was proved 
that networks of dynamic influence can adapt to biased and 
non-stationary conditions, prompting individual and collec-
tive beliefs to become more accurate than the independent 
beliefs of the most successful people.

But at the same time, the mechanisms of the influence 
of individuals on common collective beliefs have not been 
sufficiently disclosed.

In work [10], the distribution of physical quantities 
through social networks is considered. The spreading phe-
nomenon has been studied by constructing a mathematical 
model. The model can track changes in attribute values in 
the propagation engine. Given the certain network relation-
ships between players, the token donation game is conducted 
as a physics experiment to collect data that are analyzed to 
build a mathematical model. Model-based computer exper-
iments are carried out to study the rates of diffusion and 
decay, which determine, respectively, the direction of flow 
and the decrease in magnitude towards steady state.

At the same time, the application of such a model to study 
the information impact on social groups is difficult due to 
the difficulty of determining the physical equivalent of the 
information impact.

The article [11] examines the effect of error leading to a 
change in the “Wisdom of the crowd” under the influence 
of individual and social factors. Moreover, the individual 
impact is taken into account as a systematic error. 

In addition, the rules of social influence and the effect of 
social bias have been empirically determined. This asymmet-
ric effect suggests that the target person was more strongly 
influenced by social information that was more significant 
compared to the focus person’s rating, compared to social 
information that was less than the individual’s rating. An 
observed increase in the coefficient of variation with increas-
ing numbers may indicate that self-confidence decreases as 
numbers increase, which could lead to an asymmetric effect 
of social bias.

However, the search strategy for “hidden experts” [11] in 
this study did not yield any results. Finding hidden experts 
requires additional information about people (for example, 
propensity to use social information, past success, or confi-
dence level). The method developed by the authors [11] does 
not require any additional information about each person, 
only knowledge about the statistical trends of the population 
as a whole. And thus, the mechanism of targeted individual 
impact on the behavior of social groups is not disclosed.

The article [12] presents the results of a social experi-
ment in which it is proved that, based on the effect of the 
wisdom of the crowd, groups can be extremely accurate 
in assessing little-known facts. From the point of view of 
decision-makers, it would be helpful to solicit several inde-
pendent opinions and combine them as a basis for their judg-
ments. It is hardly possible to get an independent opinion in 
society, because people are embedded in social networks and 
usually influence each other to a certain extent. 

Experimental results [12] show that social influence 
causes convergence of individual assessments and signifi-
cantly reduces the diversity of the group without increasing 
its accuracy. The remaining variety is often so small that the 
correct value shifts from the center to the outer regions of 
the rating range. Thus, by making committee decisions or 
following the advice of a socially influenced expert group, 
their opinions can lead to a set of predictions that no longer 
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account the political activity of the participants in the pro-
cess. This approach will make it possible to timely receive a 
dynamic change in the level of exposure to social influence, 
in offline mode to form targeted impacts based on the calcu-
lated characteristics.

To achieve the goal of the work, it is necessary to solve 
the following tasks:

– to develop models for assessing the social influence of 
state institutions, media and informal leaders on regional 
communities, their attitude to political parties, the influ-
ence of a regional society on the formation of a rating of 
political forces;

– to develop a method for assessing the total intensity of 
the influence of a particular institutional structure;

– to develop a method for assessing and predicting the 
rating of political forces based on the mechanism of social 
influence.

4. Materials and methods of research

One of the main points in determining the impact on a 
community and a social group is the very selection of this 
community within the entire social network or society as a 
whole. 

A community is defined as a group of nodes with tighter 
internal connections than with the rest of the network [15]. 
This intuitive definition has been formalized in several com-
peting ways, usually as a quality function that quantifies the 
quality of a given division of the network into communities. 
The main approaches to isolating a community from a net-
work are shown in Fig. 2.

The features of each of the methods are discussed below.
Quality functions.
In the literature [14, 15], many functions or quality 

indicators have been proposed to reflect the quality of 
dividing a graph into clusters. Hereinafter, A denotes 
the adjacency matrix of a network or graph, where  
A(i, j) represents the edge weight or affinity between 
nodes i and j, and V denotes a vertex or a set of nodes of 
the graph or network.

Normalized section of a vertex group S⊂V defined as:

( )
( )

( )

( )

( )
, ,

, ,

,i S j S i S j S
cut

i S i S

A i j A i j

N S
degree i degree j

∈ ∈ ∈ ∈

∈ ∈

= +
∑ ∑

∑ ∑
		  (1)

where the normalized cut of a group of nodes S – the sum 
of the weights of the edges that connect S to the rest of the 

graph, normalized to the total weight of the edges S and the 
rest of the graph .S  It is intuitively clear that groups with a 
low normalized cut are good communities because they are 
well connected with each other, but weakly connected with 
the rest of the graph.

Kernighan-Lin algorithm (KL). A vertex is not consid-
ered re-moved if it has already been moved in the current it-
eration. After a vertex has been moved, the increment for its 
adjacent vertices will be updated to reflect the new assign-
ment of vertices to partitions. Although each iteration in the 
original KL algorithm [15] had the complexity O(|E |log|E |), 
further improved to O(|E |) per iteration using the appro-
priate data structures. This algorithm can be extended to 
multiple separate sections, enhancing each pair of sections in 
a multi-user section in the manner described above.

Agglomerative/dividing algorithms [15] start at each 
node of a social network in its own community, and at each 
stage combine communities that are considered to be reason-
ably similar. This continues until either the desired number 
of communities is obtained, or the remaining communities 
are not too dissimilar to further merge. Partitioning algo-
rithms work in reverse; they start with the whole network as 
one community and at each stage they choose a specific com-
munity and split it into two parts. Both types of hierarchical 
clustering algorithms often output a dendrogram, which is a 
binary tree where the leaves are the nodes of the network and 
each inner node is a community. In the case of dividing algo-
rithms, the parent-child relationship indicates that the com-
munity represented by the parent node has been split to get 
the communities represented by the child nodes. In the case 
of agglomerative algorithms, the parent-child relationship in 
the dendrogram indicates that the communities represented 

by the child nodes have been 
agglomerated (or merged) to get 
the community represented by 
the parent node.

Spectral algorithms be-
long to the classical methods 
of clustering and community 
detection. Spectral techniques 
generally refer to algorithms 
that assign nodes to commu-
nities based on eigenvectors of 
matrices, such as the adjacency 
matrix of the network itself or 
other related matrices. The up-

per k eigenvectors define the nesting of the hosts as points 
in k-dimensional space, and then classical data clustering 
techniques such as K-means clustering can be used to get the 
final assignment of the nodes to the clusters [15]. The main 
idea behind spectral clustering is that the low-dimensional 
representation induced by the upper eigenvectors reveals the 
structure of the cluster in the original graph with greater 
clarity.

Multilevel methods provide a powerful framework for 
fast and high-quality graph partitioning, and in fact they 
have also been used to solve many other problems [15]. The 
main idea is to sequentially shrink or enlarge the input graph 
to get a small graph. Then split this small graph and sequen-
tially project this split back onto the original graph, refining 
the split at each step.

Steen van Dongen’s Markov Clustering Algorithm (MCL) 
clusters graphs by manipulating the stochastic matrix or tran-
sition probability matrix corresponding to the graph [15]. 

 
METHODS

for defining (highlighting) communities in social networks

Quality functions Kernighan-Lin 
Algorithm Spectral algorithms Multilevel graph 

splitting

Markov clustering Agglomerative/partitioning 
algorithms  

  
Fig. 2. The main approaches to isolating the community from the network
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In what follows, the probability of a transition between 
two nodes is also called stochastic flow. The MCL process 
consists of two operations on stochastic matrices: Expand 
и Inflate. Expand (M) – it's just MM, and Inflate (M, r) in-
creases each entry in the matrix M to the inflation parameter 
r (>1 and is usually installed as 2) and then re-normalizing 
the columns to sum to 1. These two operators are applied 
alternately iteratively until convergence, starting with the 
original transition probability matrix.

The considered methods of identifying communities 
in a social network are quite effective. However, they can 
only be used with a relatively small number of members and 
networks and communities. Scaling these methods to a real 
social network extremely complicates the processes of calcu-
lations and identification of communities.

In addition to defining the boundaries and participants 
of social communities, it is also necessary to determine the 
type and nature of social influence on the behavior of such 
communities.

The central issue of social influence is understanding the 
relationship between similarities and social connections [16]. 
Many studies have attempted to measure social media influ-
ence and correlation from a wide variety of perspectives. Such 
aspects are social similarity and influence; social impact mar-
keting, impact maximization; the model and practice of social 
influence through conformity, compliance and obedience, as 
well as social influence in virtual worlds.

The presence of social influence can be determined using 
traditional methods.

Homophilia [16] is one of the most fundamental char-
acteristics of social networks. This suggests that the actor 
on the social network tends to resemble their connected 
neighbors or “friends”. This is a natural result, because a 
given actor’s friends or neighbors on a social network are not 
a random sample from the general population.

Existential Social Impact Test.
In [17], the authors try to separate social influence from 

internal or interfering variables by proposing a shuffle test 
and a back edge test. The idea behind the random test is 
that if social influence is not important, the timing of such 
activation should not depend on the duration of the action 
of other agents. Even though the likelihood of an agent 
activating may depend on his/her friends. Therefore, the 
data distribution and characteristics will not change even 
if the exact time of occurrence is changed. The idea behind 
the edge-shifting test is that other forms of social correla-
tion (besides social influence) are based only on the follow-
ing. Two friends often share common characteristics or are 
influenced by the same external variables. Thus, changing 
the margins will not significantly change the score for social 
correlation. On the other hand, social influence extends in 
the direction indicated by the edges of the graph, and there-
fore changing the direction of the edges should intuitively 
change the correlation score. 

[18] tests models using tag data from Flickr and confirms 
social influence as a source of correlation between the ac-
tions of socially connected people.

Influence and action. Influence is usually reflected in 
changing patterns of social action (user behavior) on a social 
network. In the works [18, 19], the problem of studying the 
degree of influence on the basis of the user’s historical actions 
was studied. Other works [20, 21] explore how social actions 
develop in the context of a network and how they are influ-
enced by social influence. 

Influence and interaction. In addition to the attribute 
and user actions, influence can also be reflected in the in-
teractions between users [19]. Usually, online communities 
contain additional information about interaction with users. 
For example, a Facebook user has a wall page where his/her 
friends can post. According to the messages posted on the 
Wall, it can be concluded which friends are close, and which 
are only acquaintances. Likewise, it is possible to use Twitter 
followers and followers to infer the strength of a relationship.

Maximum impact in viral marketing. Social impact analy-
sis has many practical applications. Impact maximization in 
viral marketing is an example of such an important applica-
tion [19]. The problem is often motivated by identifying leads 
for marketing purposes. The goal is to minimize marketing 
costs and more generally to maximize profits. For example, 
a company may want to sell a new product through the 
natural word-of-mouth effect that results from interactions 
on a social network. The goal is to attract a small number of 
influential users to product adoption and subsequently trig-
ger a large cascade of further adoption. To achieve this goal, 
a measure is needed to quantify the intrinsic characteristics 
of the user (for example, the expected profit from the user) 
and the network value of the user (for example, the expected 
profit from the users).

Thus, social influence analysis aims to qualitatively and 
quantitatively measure the influence of one person on others. 
As social media becomes more prevalent in the daily activi-
ties of millions of people, both research and practical appli-
cations on social impact will continue to grow. In addition, 
the size of the networks in which the underlying applications 
are to be used also continues to grow over time. Therefore, 
effective methods of social impact are in demand.

The proposed method for assessing social influence in re-
gional communities is based on matrix models of interaction 
between network agents, taking into account the exposure 
to the influence of various government institutions and orga-
nizations, while taking into account the political activity of 
the participants in the process. This approach allows to get 
a dynamic change in the level of exposure to social influence 
in a timely manner. And also, to form not only a forecast of 
the influence of agents, but also the interaction of various 
agents, taking into account their formal and informal influ-
ences, the use of administrative resources, political moods 
of the regional society. Thus, the final sequence of steps 
makes it possible to significantly simplify the obtaining of 
integrated results of the political and social situation at the 
regional level.

5. Results of the development of a method for assessing 
social impact in regional communities

5. 1. Development of models for assessing the impact 
of formal and informal leaders on regional communities

Mathematical models for assessing the susceptibility to 
social influence of regional communities from the point of 
view of attitudes towards political parties can be formally set 
in matrix form. The influence of elements of state institutions, 
media and informal leaders, and the regional society on the 
formation of the rating of political forces is set in a similar way.

Let’s introduce into consideration the following sets of 
elements and their characteristics:

– AA={AA1, AA2, …, AAk} – set of state institutions of 
power (formal leaders). For the convenience of subsequent 
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calculations, let’s represent the set in the form of a one-di-
mensional vector A=(AA1, AA2, …, AAk). For each of the 
elements, the level of the organizational and state hierarchy 
is determined, which this element occupies. For each of 
the levels, let’s define the weight coefficient λ, which takes 
into account the “power weight” (political weight) of the 
hierarchical level of the elements of state institutions. So, 
with a four-level model of state structure, the values of the 
weighting coefficient of the level are defined as λ i{1, 0.75, 
0.5, 0.25}. Thus, the higher the level of the state hierarchy 
occupied by this or that element, the more significant its 
political influence on the regional society is supposed to 
be (begin the numbering of levels from the highest);

– PP={PP1, PP2, …, PPn} – set of political forces (parties, 
blocs, movements, political parties), presented as a one-dimen-
sional vector P=(PP1, PP2, …, PPn); each political force can be 
assigned a weight coefficient reflecting its rating– θi∈[0, 1];

– IL={IL1, IL2, …, ILl} – set of informal leaders of the 
regional community, which include: heads of enterprises, 
organizations, companies, criminals, cyber intruders, etc., 
presented as a one-dimensional vector;

– MM={M1, M2, …, Mm} – set of elements of the media 
(media), which include: mass media (media, newspapers and 
magazines of the central and local level). Internet (social 
networks, media resources), television, radio, presented as a 
one-dimensional vector M=(M1, M2, …, Mm);

– SS={SS1, SS2, SS3, SS4} – regional community (society), 
represented by set of its age groups (segments of society). 
The division into age groups is standard for sociology and is 
determined by the following age ranges (in years) (17–30), 
(31–60), (61–75), (76–90). Each age category of a regional 
society must be matched with two coefficients. The coefficient 
of political activity, which can be considered as involvement 
in social processes and, therefore, susceptibility to social 
manipulation − ψi∈{0.75, 1, 0.5, 0.25}. And the share of the 
corresponding age category in the total number of persons 
making up the regional society W=(w1, w2, w3, w4). 

The influence of relevant individuals and organiza-
tions (sets AA, PP, IL, MM) on various categories of regional 
society (set SS) can be formally represented by the matrix IMP. 
Matrix size (k+l+m+n)×4, where m – the cardinality of the 
set MM, l – is the cardinality of the set IL, and k – is the 
cardinality of the set AA, n – is the cardinality of the set PP.

As matrix elements are used values µij∈{1, 0.75, 0.5, 
0.25}, which are considered as weights reflecting the strength 
of the social influence of elements of state institutions, media 
and informal leaders on the attitude of regional communities 
towards political parties. Wherein µij can be both positive and 
negative (negative value denotes the negative influence of ele-
ments of state institutions, media and informal leaders on the 
attitude of regional communities towards political parties). 

The structural diagram of the interaction between the 
subjects of the regional society and formal and informal 
leaders is shown in Fig. 3.

Let’s form influence matrices for various sets that form 
the basis of the developed models.

Step 1. Let’s form a matrix of distribution of state insti-
tutions (formal leaders) by levels of the organizational-state 
hierarchy:

11 14

1 4

...

... ... ... .

...k k

h h

H

h h

 
 =  
 

				    (2)

The number of matrix rows corresponds to the num-
ber of state institutions (formal leaders), and the num-
ber of columns corresponds to the number of levels of 
the public administration system (in this case, it is as-
sumed to be 4). Element hij is equal to 1 if the state 
institution i is at the level j, and 0 – otherwise. Since it 
is possible for each institution to be at only one level, 
then for the formed matrix, a system of restrictions can  
be written:

{ }
4

1

0,1 1, , 1,4,

1.

ij

ij
j

h i k j

h
=

 ∈ = =

í

=

∑

			   (3)

It is assumed that for state institutions their political 
weight (that is, the importance of the expressed opinion, 
point of view) is the greater, the higher the level of the 
organizational-state hierarchy (as a reflection of political 
weight). Consequently, the previously obtained values of 
the coefficients aij, based on the distribution over the levels 
of the hierarchy, should be adjusted, and will be calculated 
as follows:

,ij ij jh h= × λ′  1, ,i k=  1,4,j =  { }1,0.75,0.5,0.25 .jλ ∈ 	 (4)

The political weight of the respective institution is deter-
mined as follows:

4

1

.i ij
j

v h
=

= ′∑ 				    (5)

Formation of the vector of weight coefficients of influ-
ence on the regional society of state institutions, taking into 
account their hierarchical level:

.ij i ijvη = × µ 					     (6)

Step 2. After the formation of the value of the political 
weight of formal leaders, it is possible to form a matrix 
of the influence of the elements of state institutions of 
power, depending on the levels of the hierarchical model 
of the state:

.ij ij ijh h= × η′′ ′ 				    (7)

Similar adjustments to the coefficients of influence 
of informal leaders and mass media can be made for the 
corresponding sets. However, at this stage of building 
the model of influence, these adjustments will not be per-
formed and can be postponed to later stages of adjusting 
the model.

Step 3. Formation of the vector of weight coefficients of 
political activity of age groups of the regional society, taking 
into account the share of the corresponding age category in 
the total size of the regional society:

,i i iwσ = × ψ  1,4,i = 				    (8)

where 
0

,i
i

N
w

N
=  N0 – total size of the territorial community;  

 
Ni – the number of the corresponding age category of the 
territorial community.



Eastern-European Journal of Enterprise Technologies ISSN 1729-3774	 6/2 ( 114 ) 2021

36

Step 4. Formation of matrices of influence of formal and 
informal leaders, mass media, media, political parties on 
the regional society, taking into account its age structure, 
will be represented by the matrix IMP. Matrix dimen-
sion (k+l+m+n)×4, where k, l, m, n were previously defined 
as the cardinalities of sets AA, IL, MM, PP. As elements of 
matrix are used sets µij∈{1, 0.75, 0.5, 0.25}. They are con-
sidered as the weighting coefficients of the social influence 
of the i-th element of the set of state institutions, media 
and informal leaders on the attitude of the j-th age group of 
regional communities to political parties. Wherein µij can 
be both positive and negative (negative value denotes the 
negative influence of elements of state institutions, media 

and informal leaders on the attitude of regional communities 
towards political parties).

Influence of elements of the corresponding sets AA, MM, 
IL and PP on different age groups of the regional community 
are reflected in the corresponding matrices that form a gen-
eralized matrix of influence:

− for formal leaders:

1,1 1,4

,1 ,4

...

... ... ... ;

...k k

 η η
 =  
 η η 

AA 				    (9)

− for informal leaders:

Level АА1

Level АА3

Level АА4

State Council Deputies
АА1 

Law enforcement 
agencies АА1

Regional society

SS 

31–60 years
SS2 

76–90 years
SS4 

Enterprises, companies 
(agricultural) IL4

Political parties

РР 

РР1 

РР2 

... 

РРn 

Influencers 
IL4

Attackers       IL1-IL4

Influencers 
IL1

chairman of local 
government АА4

Enterprises, companies (industrial, 
agricultural) IL3 

Mayor of the regional 
center АА3 

Enterprises, companies 
(industrial) IL2 

– administrative (formal)
communication 

Media companies
(Media, internet, television, 

radio)     ММ3 

local government deputies 
АА4 

Media companies
(Internet)  ММ4 

Cyber intruders  IL1-IL4

Influencers 
IL2

Law enforcement 
agencies

АА3 

Law enforcement 
agencies АА2 

Council members
district level АА3

Media companies
(Media, internet, television, 

radio)     ММ2 

Council members
regional level

АА2 

Media companies
(Media, internet, television, 

radio)     ММ1 

Governor of the region
АА1 

Enterprises, companies 
(industrial) IL1 

Mayor of the city
АА2 

Influencers 
IL3

Law enforcement agencies
АА4 

61–75 years
SS3 

17–30 years
SS1 

– informal 
communication

Fig. 3. Structural diagram of interaction between the subjects of regional society and formal and informal leaders
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1,1 1,4

,1 ,4

...

... ... ... ;

...l l

 µ µ
 =  
 µ µ 

IL 			   (10)

− for the media:

1,1 1,4

,1 ,4

...

... ... ... ;

...m m

 ρ ρ
 =  
 ρ ρ 

MM 				   (11)

− for political parties:

1,1 1,4

,1 ,4

...

... ... ... .

...k k

 θ θ
 =  
 θ θ 

PP 			   (12)

A mathematical model for assessing the suscep-
tibility to social influence of elements of state insti-
tutions, media and informal leaders on region-
al communities from the point of view of attitudes 
towards political parties is formally set and presented  
in Fig. 4:

,= ∪ ∪ ∪IMP AA IL MM PP 			   (13)

where the matrix IMP – generalized matrix of the in-
fluence of various institutions on the corresponding age 
groups of the regional community.

Matrix IMP is formed by appending the rows of 
the next matrix to the existing one. As a result, will be 
formed a matrix with the dimension (k+l+m+n)×4. In 
it, lines in the range from 1 to k correspond to formal  
leaders. 

Fig. 4. Mathematical model for assessing exposure to social influence
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In the range from k+1 to k+l – informal, ranging from 
k+l+1 to k+l+m – media, and ranging from k+l+m to 
k+l+m+n – political forces:

+ +

+ +

+ + + +

+ + + +

+ + + + + +

 
 
 = =
 
  

η ⋅σ η ⋅σ

η ⋅σ η ⋅σ
µ ⋅σ µ ⋅σ

µ ⋅σ µ ⋅σ
=

ρ ρ

ρ ρ
θ ⋅σ θ ⋅σ

11 1 14 4

1 1 4 4

1,1 1 1,1 4

,1 1 ,1 4

1,4 1,4

,4 ,4

1,1 1 1,4 4

...

... ... ...

...

...

... ... ...

...

...

... ... ...

...

...

.. ... ...

k k

k k

k l k l

k l k l

k l m k l m

k l m k l m

AA

IL
IMP

MM

PP

+ + + + + +

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 θ ⋅σ θ ⋅σ ,1 1 ,4 4

.

...k l m n k l m n

	 (14)

Thus, the developed mathematical models make it possi-
ble, on the basis of an expert assessment, to obtain an objec-
tive reflection of the influence of individual CPSS groups, 
their relationship and influence on the regional society. For 
the correct assessment of experts, let’s use the mathematical 
apparatus proposed in [22].

5. 2. Development of a method for assessing the total in-
tensity of the influence of a particular institutional structure

The method for assessing the total intensity of influ-
ence is formed on the basis of a mathematical model for as-

sessing the susceptibility to social influence of elements of 
state institutions, media and informal leaders on regional 
communities and the corresponding convolution. 

The elements of the resulting matrix are calculated 
taking into account the political activity of different age 
groups:

,ij ij jρ = µ × σ 					     (15)

Step 5. The calculation of the total intensity of the 
influence of a particular institutional structure (for-
mal or informal leader, political party, mass media) 
can be presented as a convolution by row (for all age  
categories):

− for additive convolution – 
4

1

;i ij
j=

ω = ρ∑
− for multiplicative convolution – ( )

4

1

1 1 .i ij
j=

ω = − − ρ∑

Step 6. Similarly to the 5th step, the calculation of the 
intensity of social influence on a particular age group can 
be performed:

− for additive convolution – 
1

;
k l m n

j ij
i

+ + +

=

τ = ρ∑
− for multiplicative convolution – ( )

1

1 1 .
k l m n

j ij
i

+ + +

=

τ = − − ρ∑
The structural diagram of the method for assessing the 

total intensity of the influence of a particular institutional 
structure is shown in Fig. 5.

This method allows, on the basis of the proposed 
mathematical apparatus, to objectively determine the 
“formal” and “informal” influence of the respective lead-
ers on the subjects of the regional society. The basis 
for this is the subjective judgments of both the subjects 
themselves and the results of expert assessments, opinion  
polls, etc.

 

 
  

Fig. 5. Block diagram of the method for assessing the total intensity of the influence of a particular institutional structure
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5. 3. Development of a method for assessing and pre-
dicting the rating of political forces based on the mecha-
nism of social influence

Step 7. To build a rating of political parties in the region, 
based on the attitude of formal and informal leaders towards 
them, as well as the image formed by the media, it is nec-
essary to form a matrix for assessing political forces by the 
listed structures. 

A mathematical model of the influence of a regional soci-
ety on the formation of the rating of political forces is shown 
in Fig. 6 and is formally set:

1,1 1,4

1,4 ,4

1,1 1,4

,1 ,4

1,1 1,4

,1 ,4

...

... ... ...

...

...

... ... ... .
...

...

... ... ...

...

k

k k

k l k l

k l k l

k l m k l m

PR
+ +

+ +

+ + + +

+ + + +

π π 
 
 

π π 
 π π 
 =
 π π 
 π π
 
 
 π π 

			   (16)

The presented model in Fig. 6 allows to predict the rating 
of political parties in accordance with age ranges. This ap-
proach, in contrast to the mathematical model for assessing 
exposure to social influence, provides a “feedback” of age 
groups on the attitude towards party forces.

The matrix is formed on the basis of estimates collected in 
the form of a table, the number of rows of which corresponds to 

the total number of formal and informal leaders, as well as the 
media (objects influencing the rating), and the number of col-
umns corresponds to the number of political forces. Each cell of 
the table should contain expert assessments of the relationship 
of a particular structure to each of the political forces (πi, j). 

The method for assessing and predicting the rating of 
political forces based on the mechanism of social influence 
is formed on the basis of the model of the influence of the 
regional society on the formation of the rating of political 
forces, as well as the corresponding convolutions. 

The total score that forms the rating of a political force 
is obtained as a convolution of all private estimates and, 
depending on the selected type of convolution, has the form:

− for additive convolution − 
1

;
k l m

j ij
i

+ +

=

θ = π∑
− for multiplicative convolution − ( )

1

1 1 .
k l m

j ij
i

+ +

=

θ = − − π∏
The structural diagram of the method and forecasting 

the rating of political forces is shown in Fig. 7.
Thus, the presented approach allows one to take into 

account the following components:
– the hierarchical structure of state institutions and their 

influence on the political outlook of certain social age groups;
– electorate and influence of political parties (blocs, 

movements), taking into account the political worldview of 
certain social age groups;

– influence of informal leaders not only on political par-
ties, but also on certain social age groups;

– the possibility of changing the rating of political par-
ties by influencing certain elements of regional/state institu-
tions, informal leaders and/or media.

1,1 1,4

1,4 ,4

1,1 1,4

,1 ,4

1,1 1,4

,1 ,4

...
... ... ...

...

...
... ... ... .

...

...
... ... ...

...

k

k k

k l k l

k l k l

k l m k l m

PR

 

 
 

 
 

 

 

 

   

   

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Initial data
AA={AA1, AA2, …, AAk} – set of government institutions;
λi ∈ {1, 0.75, 0.5, 0.25} – government level weighting factor;
PP={PP1, PP2, …, PPn} – set of political forces;
a weighting factor reflecting its rating – θi∈[0, 1];
IL={IL1, IL2, …, ILl} – set of informal leaders of the regional society;
MM = {M1, M2, …, Mm} – set of media elements;
SS = {SS1, SS2, SS3, SS4} –regional community (society), with age ranges (in years) (17–30), (31–
60), (61–75), (76–90);
ψi∈{0.75, 1, 0.5, 0.25} – coefficient of political activity;
µij∈{1, 0.75, 0.5, 0.25} – weight coefficients reflecting the strength of the social influence of 
elements of state institutions, media and informal leaders on the attitude of regional communities 
towards political parties

Determination of the total intensity of the 
influence of the institutional structure:

additive convolution:

multiplicative convolution:

πi,j  – expert assessments of the attitude of a 
particular structure to each of the political 
forces

1

k l m

j ij
i

 
 



 

 
1

1 1 .
k l m

j ij
i

 
 



  

Fig. 6. Mathematical model, the influence of the regional society on the formation of the rating of political forces
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6. Discussion of the results of the study of assessing the 
influence of the regional society on the formation of the 

political forces rating

As an example that allows to check the performance 
of the proposed models and methods, as well as to discuss 
the results obtained, let’s consider a conditionally real 
example. Such an example will reflect the order of interac-
tion of the presented structures and their influence on the 
formation of the rating of political parties and the assess-
ment of the strength of political influence on the regional  
society.

Let’s assume, for definiteness, there are 4 main polit-
ical forces, 4 formal leaders, reflecting different levels of 
the administrative and state structure, 5 most influential 
mass media and 3 informal leaders, whose opinion is taken 
into account by the regional society [23].

Let’s compose the PR matrix. Since all estimates are 
dimensionless, it makes no sense to apply coefficients 
leading to a dimensionless unit. Also, normalizing factors 
are not used at this level, since they must be taken into 
account in the impact assessments:

0.9 0.5 0.7 0.4

0.8 0.4 0.6 0.7

0.6 0.5 0.4 0.7

0.6 0.7 0.5 0.9

0.7 0.4 0.3 0.6

0.5 0.9 0.8 0.7
.

0.4 0.8 0.5 0.7

0.6 0.7 0.6 0.9

0.9 0.8 0.5 0.6

0.7 0.3 0.4 0.9

0.8 0.7 0.4 0.9

0.5 0.8 0.6 0.7

PR

 
 
 
 
 
 
 
 
 =  
 
 
 
 
 
 
   

When using additive convolution, let’s obtain esti-
mates for each of the 4 political forces: P1 – 8.0; P2 – 7.5; 
P3 – 6.3; P4 – 8.7. Thus, the rating of political forces is as 
follows: P4→P1→P2→P1. 

If multiplicative convolution is applied, the rating will 
be as follows: P4→P1→P2→P1. As can be seen, the rating did 

Fig. 7. Block diagram of the method and forecasting the rating of political force

Influence of elements of the corresponding 
sets AA, MM, IL and PP
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not change when switching from using additive convolution 
to multiplicative.

A promising area of further research for constructing a 
rating of political forces is the use of the hierarchy analysis 
method. This approach will allow, in contrast to the classi-
cal method, to use the values obtained within the method 
to assess the spread of opinions of influencing structures, 
to take into account the weight of various influences on the 
formation of the rating. In addition, the use of the method 
of analyzing hierarchies will make it possible to get away 
from the criteria-based assessment of each of the political 
forces. The experts will be asked to give a comparative 
assessment of the attractiveness of a particular political 
force in the language of binary relations (i.e., in the form of 
pairwise comparison).

Let there be given a model of the influence of formal and 
informal leaders, as well as the media on the formation of the 
rating of political parties. On the one hand, it will be inter-
ested in the contribution of the influence of this or that sub-
ject to the general system of forming the rating of political 
forces. On the other hand, there is the proximity (similarity) 
of the influence of pairs, triples, fours, etc. of subjects on the 
formation of the rating.

To solve these problems, let’s use the method of differen-
tiating models. It should be noted that the method was pre-
sented to be used as a starting point for a matrix of incidents, 
containing as values the elements of zeros and ones, reflect-
ing the existence of a relationship between a pair of vertices. 
Further, it is proposed to use this method in the case when 
the connections between the vertices are weighted, and the 
weight reflects the corresponding force of influence or the 
assessment of the corresponding object. 

As a starting point, let’s use the PR matrix presented earlier.
The intensity of participation of a particular structure 

in the general system of social influence (as an example, the 
formation of a rating of political forces), let’s use the concept 
of a frequency matrix of relations. The frequency matrix of 
relations is called a square matrix, where each row (column) 
corresponds to one or another agent influencing the process-
es under consideration, and the values of the elements are 
determined as follows:

reduced sum of the joint influence 

of �th and �th subjects if ,

total assessments of �th subject if .
ijf i j i j

i i j


= ≠í
 =

The frequency relationship matrix can be calculated 
as PRT×PR→F (where the superscript T indicates that the 
transpose matrix PR is being used).

The constructed frequency matrix of ratios based on the 
initial data of the experiment is presented in Table 1.

The frequency matrix of relations is an intermediate 
result used to derive a derivative of the model under consid-
eration by a predicate defined as a set of subjects of influence. 
The elements of the specified matrix are calculated by the 
formula:

( ) ( ) 2
.

ii ij jj ij ii ij jj
ij

ij ij

f f f f f f f
d

f f

− + − − ⋅ +
= = 		  (17)

The matrix of derivatives constructed for example based 
on the model of the influence of the regional society on the 
formation of the rating of political forces is given in Table 2.

Diagonal in Table 2 is zero, which indicates a zero prox-
imity of the influence of each of the subjects with oneself. 
Non-diagonal elements should be interpreted as follows: 
the greater the value for a pair of subjects, the greater the 
discrepancy in the degree of influence of the subjects de-
termining this value (dij=dji). The indicated interpretation 
of the matrix elements makes it possible to find subjects 
that have a similar influence on the processes under con-
sideration.

Let’s find the element with the minimum value. This 
is the element d4,8=0.005. This means that the 4th and 8th 
subjects of influence have a similar nature of influence on 
the processes under consideration. The next most important 
element will be d7,12=0.012. The found pairs can be consid-
ered as the closest in terms of the nature of the influence 
and, when building an aggregated model of less complexity, 
can be replaced by one element with the total intensity of 
the influence.

Table 1

Frequency relationship matrix fij for the model of the influence of the regional society on the formation of the rating of 
political forces

subjects j-subject

i-subject

1.71 1.62 1.35 1.60 1.28 1.74 1.39 1.67 1.80 1.42 1.71 1.55

1.62 1.65 1.41 1.69 1.32 1.73 1.43 1.75 1.76 1.55 1.79 1.57

1.35 1.41 1.26 1.54 1.16 1.56 1.33 1.58 1.56 1.36 1.62 1.43

1.60 1.69 1.54 1.91 1.39 1.96 1.68 1.96 1.89 1.64 1.98 1.79

1.28 1.32 1.16 1.39 1.10 1.37 1.17 1.42 1.46 1.27 1.50 1.27

1.74 1.73 1.56 1.96 1.37 2.19 1.81 2.04 1.99 1.57 1.98 1.94

1.39 1.43 1.33 1.68 1.17 1.81 1.54 1.73 1.67 1.35 1.71 1.63

1.67 1.75 1.58 1.96 1.42 2.04 1.73 2.02 1.94 1.68 2.02 1.85

1.80 1.76 1.56 1.89 1.46 1.99 1.67 1.94 2.06 1.61 2.02 1.81

1.42 1.55 1.36 1.64 1.27 1.57 1.35 1.68 1.61 1.55 1.74 1.46

1.71 1.79 1.62 1.98 1.50 1.98 1.71 2.02 2.02 1.74 2.10 1.83

1.55 1.57 1.43 1.79 1.27 1.94 1.63 1.85 1.81 1.46 1.83 1.74
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Thus, the proposed approach makes it possible, when ana-
lyzing the influence and formation of initial data (weight co-
efficients), to form an assessment of the influence of a regional 
society on the formation of a rating of political forces. The 
results obtained can be used to assess the influence of both 
formal and informal leaders in a particular regional society, 
taking into account their weighting coefficients of influence. 

The main limitations of the proposed method is the subjec-
tivity of the expert assessment of the weight coefficients, the 
corresponding communication lines (impact) on the correspond-
ing elements of the proposed models for predicting the rating 
of political forces and the influence of a regional society on the 
formation of the rating of political forces. A further direction 
of research development is the formation of a software package 
that will automate the process of constructing a structural 
diagram of a regional society, the interaction of both formal 
and informal connections between the elements of the struc-
ture, as well as the possibility of analyzing the results offline.

7. Conclusions 

1. The models for assessing the susceptibility to social 
influence of elements of state institutions, media and infor-

mal leaders on regional communities in relation to political 
parties, as well as the influence of a regional society on the 
formation of a political forces rating have been developed. 
The proposed mathematical apparatus is intuitive and uni-
versal, which makes it possible to form the initial data for 
assessing both the political, social and economic situation in 
the regional society.

2. The proposed method for assessing the total inten-
sity of the influence of a particular institutional structure 
on the basis of an expert assessment takes into account 
the hierarchical structure of state power, the possibilities 
of influence both in the vertical and horizontal planes. In 
addition, it takes into account both the formal aspect of 
influence and informal relationships between subjects at 
the regional level. 

3. The developed method for assessing and predicting the 
rating of political forces based on the mechanism of social 
influence allows to determine the political weight of political 
forces in the region. The method also provides an under-
standing of the formation of the rating based on the analysis 
of the impact on the regional society of both formal and 
informal subjects. This approach provides an opportunity 
to obtain an objective assessment of the social and political 
situation in the region. 

Table 2

Derivative matrix dij for the model of the influence of the regional society on the formation of the rating of political forces

subjects j-subject

i-subject

0.000 0.074 0.200 0.263 0.195 0.241 0.338 0.234 0.094 0.296 0.228 0.226

0.074 0.000 0.064 0.107 0.083 0.220 0.231 0.097 0.108 0.065 0.095 0.159

0.200 0.064 0.000 0.058 0.034 0.212 0.105 0.076 0.128 0.066 0.074 0.098

0.263 0.107 0.058 0.000 0.165 0.092 0.054 0.005 0.101 0.110 0.025 0.039

0.195 0.083 0.034 0.165 0.000 0.401 0.256 0.197 0.164 0.087 0.133 0.236

0.241 0.220 0.212 0.092 0.401 0.000 0.061 0.064 0.136 0.382 0.167 0.026

0.338 0.231 0.105 0.054 0.256 0.061 0.000 0.058 0.156 0.289 0.129 0.012

0.234 0.097 0.076 0.005 0.197 0.064 0.058 0.000 0.103 0.125 0.040 0.032

0.094 0.108 0.128 0.101 0.164 0.136 0.156 0.103 0.000 0.242 0.059 0.099

0.296 0.065 0.066 0.110 0.087 0.382 0.289 0.125 0.242 0.000 0.098 0.253

0.228 0.095 0.074 0.025 0.133 0.167 0.129 0.040 0.059 0.098 0.000 0.098

0.226 0.159 0.098 0.039 0.236 0.026 0.012 0.032 0.099 0.253 0.098 0.000
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