O o

The results of develop-
ing post-quantum algorithms of
MckEliece and Niederreiter cryp-
to-code constructs based on
LDPC (Low-Density Parity-
Check) codes are presented. With
the rapid growth of computing
capabilities of mobile technol-
ogies and the creation of wire-
less mesh and sensor networks,
Internet of Things technologies,
and smart technologies on their
basis, information security is
becoming an urgent problem. At
the same time, there is a need to
consider security in two circuits,
internal (directly within the net-
work infrastructure) and external
(cloud technologies) . In such con-
ditions, it is necessary to integrate
threats to both the internal and
external security circuits. This
allows you to take into account
not only the hybridity and syn-
ergy of modern targeted threats,
but also the level of significance
(degree of secrecy) of information
flows and information circulat-
ing in both the internal and exter-
nal security circuits. The concept
of building security based on two
circuits is proposed. To ensure
the security of wireless mobile
channels, it is proposed to use
MckEliece and Niederreiter cryp-
to-code constructs based on LDPC
codes, which allows integration
into the credibility technology of
IEEE 802.15.4, IEEE 802.16 stan-
dards. This approach provides
the required level of security ser-
vices (confidentiality, integrity,
authenticity) in a full-scale quan-
tum computer. Practical securi-
ty technologies based on the pro-
posed crypto-code constructs,
online IP telephony and the Smart
Home system based on the use of
an internal server are considered
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1. Introduction

socio-cyberphysical systems based on the Internet of things.

Classical computer systems and technologies integrate el-

The creation of modern synthesized networks is based  ements of the Internet of things and form fundamentally
on the hybridization of technologies of wireless mobile and  new directions for the development of the I'T industry, smart




technologies that combine all the achievements of mobile,
wireless and socio-cyberphysical systems. However, the rapid
expansion of mesh and sensor networks using wireless chan-
nel standards: LTE (Long-Term Evolution), IEEE802.16,
IEEE802.16e, IEEE802.15.4, IEEE802.11, Bluetooth mobile
technologies does not ensure the security of information
flows. In pursuit of super speeds, these channels do not pro-
vide confidentiality and integrity services. The Diameter pro-
tocol provides interaction between clients for authentication,
authorization and accounting of various security services, but
it has significant drawbacks in terms of modern cyber attacks.
To ensure security in cyberphysical systems based on the
Internet of things, the KNX standard (ISO/IEC 14543) is
applied based on the use of VPN channels (AES-128, —256
encryption). However, all security mechanisms will not pro-
vide the required level of security in the post-quantum period
(the emergence of a full-scale quantum computer). USANIST
experts raise doubts about the strength of modern symmet-
ric and asymmetric cryptosystems (including elliptic curve
algorithms) based on Grover and Shor quantum algorithms.
Under such conditions, post-quantum cryptographic algo-
rithms based on the synthesis of theories of error-correcting
coding and information protection — crypto-code constructs
(CCC) can be considered as an alternative security mech-
anism. Such constructs are hybrids, since the formation of
an asymmetric cryptosystem (cryptographic security is not
based on a complexity-theoretic problem of random code
decoding) is based on the use of algebraic codes. According
to USA NIST experts, to ensure cryptographic strength, the
formation of noise-resistant codes is necessary over the Galois
field (GF 219-2'3), which is a rather difficult issue even with
modern computing resources. The use in wireless cyberphys-
ical systems requires a significant field reduction, which, on
the one hand, reduces energy consumption, and on the other
hand, requires a certain level of cryptographic strength. Thus,
for cyberphysical systems based on wireless mobile technolo-
gies, cryptosystems are needed that will provide the necessary
level of cryptographic strength in the post-quantum period,
energy intensity that will allow them to be used in smart
technologies, and also provide a full range of security services.

In addition, there is a need to consider the concept of
two security loops (internal — the network infrastructure
itself, and external — cloud platforms — cyberphysical sys-
tems management servers) in the context of integration of
networks and cloud technologies.

2. Literature review and problem statement

Code-based cryptosystems have been recognized as
promising alternatives to asymmetric cryptography. This
is because they provide security based on well-known NP-
hard problems and still demonstrate high performance on
a wide range of computing platforms. The main drawback
of code-based schemes, including the popular proposals of
McEliece and Niederreiter, are large keys whose size is in-
herently determined by the underlying code. The McEliece
cryptosystem is one of the oldest public-key cryptosystems
that cannot be cracked. Its simplicity and efficiency make it
a very interesting candidate for the post-quantum era, as it is
supposed to be immune to quantum computer attacks.

In [1], the McEliece cryptosystem is analyzed, its foun-
dations, advantages and disadvantages are considered, some
basic concepts of coding theory necessary to understand the

McEliece cryptosystem are presented. The focus of the work
is on the code-based encryption protocol. It is assumed that
the cryptosystem is resistant to polynomial-time quantum
attacks. It is noted that the McEliece cryptosystem has a
problem with the key size [2] and decryption time. There-
fore, attempts have been made to reduce its key size, but
increase protection against known attacks and reduce the
encryption and decryption time.

A McEliece-based cryptosystem is proposed that uses
Goppa codes, the family used in the original McEliece, and
LDPC (Low-Density Parity-Check) codes, a graph-based
code family that allows fast hardware decoding. The new
construct provides fast encryption and decryption, both
software and hardware, and is scaled very well for large
messages, solving the above problem. In addition, with this
construct, the key size can be reduced by more than ten
times compared to the original McEliece. As a further di-
rection of work, it is proposed to find ways to further reduce
the key size of the McEliece cryptosystem, which is of great
importance if current cryptographic protocols are expected
to be replaced by quantum-resistant ones.

In [3], it is proposed to use quasi-cyclic MDPC (Mod-
erate-Density Parity-Check) codes, which provide a very
compact representation of keys. In [4], new implementations
of the McEliece scheme using QC-MDPC (Quasi-cyclic
MDPC) codes adapted for embedded devices are investi-
gated, various approaches to decoding QC-MDPC codes
are evaluated and improved. Therefore, current research
is aimed at alternative codes that provide a more compact
representation of keys, but still retain the security proper-
ties of the cryptosystem. In particular, it is proposed to use
QC-MDPC codes as an alternative.

Almost all known asymmetric cryptosystems rely on two
classes of fundamental problems, namely the factorization prob-
lem and the discrete logarithm problem (elliptic curve). Thanks
to Shor’s efficient algorithm, which solves both problems on
quantum computers, it became clear that a greater variety of
public-key primitives need to be prepared for using quantum
computers. In [5], the possibilities of using a quantum computer
to solve coding and encryption problems are presented. The
drawback is the instability of the stored and processed informa-
tion, as well as the limited time of its existence.

The most promising alternatives fall into code-based
cryptography and hash-based cryptography. The main dis-
advantage of many proposed cryptosystems in these classes
is low efficiency and practicality due to large key sizes or
complex calculations compared to classical cryptosystems.
This is especially true for small and embedded systems
where memory and processing power are scarce resources.
Code-based cryptosystems, such as the well-established pro-
posals of McEliece and Niederreiter, have been shown to sig-
nificantly outperform classical asymmetric cryptosystems
on embedded systems. The work [6] explored the implemen-
tation of the McEliece scheme in embedded systems, which
was considered a problem due to the need to store large keys.
The paper [7] describes methods for the systematic design
of an embedded coprocessor for a McEliece post-quantum
secure cryptosystem. The joint development of hardware
and software aims to put McEliece into practice on low-cost
embedded platforms. Optimization of the construct occurs
when selecting system parameters, transforming algorithms,
choosing architecture and arithmetic primitives.

It is noted in [8] that most of the commonly implemented
public-key cryptosystems have proved their security based



on the assumed complexity of two mathematical problems:
factoring the product of two large primes and computing
discrete logarithms. Both problems are believed to be com-
putationally unsolvable on a conventional computer. Howev-
er, a quantum computer capable of performing calculations
on several thousand qubits could solve both problems using
Shor’s algorithm. It is argued that the main disadvantage of
the McEliece public-key cryptosystem is a very large public
key consisting of several hundred thousand bits. Another
drawback of the McEliece scheme, like many other ones, is
that it is not semantically secure. An implementation of a
public-key cryptosystem is proposed, which is semantical-
ly secure and uses a 40 times smaller public key and a five
times smaller private key than earlier implementations. This
superiority comes at the cost of very long keys (often more
than 50 kB).

Although code-based encryption schemes were proposed
over 30 years ago, they are hardly found in any (cost-driven)
real-world applications due to their large private and public
keys. Robert McEliece’s original proposal for a code-based
encryption scheme was to use binary Goppa codes, but in
general any other linear code could be used. While other
types of codes may have advantages such as a more compact
representation, most proposals using other codes have prov-
en to be less secure. In [9], a cryptosystem construct based
on generalized Srivastava codes, a large class that includes
Goppa codes as a special case, is presented. This approach
allows the use of relatively short public keys without being
vulnerable to known structural attacks.

In [10], various derivatives of the McEliece cryptosys-
tem are investigated and their structural flaws are studied.
An efficient structural attack on the McEliece cryptosystem
based on algebrogeometric codes defined on elliptic curves is
designed. This attack is based on the Sidelnikov and Shesta-
kov algorithm, which solves the corresponding problem for
Reed-Solomon codes. The presented algorithm is heuristic
with polynomial time. The Sidelnikov cryptosystem based
on Reed-Mahler binary codes is shown to be unreliable. The
main idea of the proposed attack is to exploit the fact that
the minimum weight words in the Reed-Mahler code have
very specific properties. This attack is based on the ability
to find minimum weight words in the code, which in this
particular case is much easier than normal decoding. The
attack has a sub-exponential execution time if the code order
is kept fixed, and cracks large keys, as Sidelnikov suggested,
in less than an hour on a standard PC.

The Niederreiter cryptosystem is an independently de-
veloped version of the McEliece’s proposal, which has
proved its equivalence in terms of security [11]. Many pro-
posals have already tried to solve the problem of large keys
by replacing the originally used binary Goppa codes with
(secure) codes that allow more compact representations.
So, in [12], new parameters are proposed for McEliece and
Niederreiter cryptosystems, which provide standard pro-
tection against all known attacks. The new parameters take
into account an improved attack, the introduction of list
decoding for binary Goppa codes and the ability to select a
code length that is not a power of two. The resulting public
key sizes are significantly smaller than previous options for
the same security level. In [13], efficient implementations of
McEliece versions using quasi-dyadic codes are presented.
Of note is the presentation of secure parameters for the
classical McEliece encryption scheme based on quasi-dyadic
generalized Srivastava codes and the sequential conversion

of the scheme into a secure protocol by applying the Fujisa-
ki-Okamoto transformation.

Despite the claims that many attempts have failed, and
for the few remaining there are practically no publicly avail-
able implementations [14], a number of publications refute
this statement. The paper [15] proposes a new approach to
investigating the security of the McEliece cryptosystem
using error-correcting codes. It is noted that since its in-
vention, no effective attack has been developed that would
allow recovering the private key. It is proved that the private
key of the cryptosystem satisfies a system of bihomogeneous
polynomial equations. This property is due to a special
class of considered codes, which are alternative codes. It is
stated that the implementation of the described algebraic
attack in the Magma computer algebra system allows you
to find a secret key in a short time for almost all proposed
problems. In [16], a new general method for reducing the
size of a public key using quasi-cyclic codes was proposed. A
method of hiding the structure of a secret generator matrix
is considered by first selecting the subcode of the subfield
of a quasi-cyclic code defined in a large alphabet, and then
by randomly reducing the selected subcode. The security of
the proposed option is related to the difficulty of decoding a
random quasi-cyclic code.

In [17], an algorithm based on “families of random dif-
ferences” is proposed, which allows one to build very large
sets of equivalent codes. Extensive cryptoanalysis has been
developed to test the level of security achievable by the
selected system parameters. The proposed scheme provides
satisfactory system reliability with a reduced key size and
increased transmission rate. Moreover, it was found that the
new cryptosystem can be rather fast to justify its adoption
as an alternative to widespread solutions such as RSA. [18]
considers possible incorporation of quasi-cyclic low-density
parity-check codes into the McEliece cryptosystem to test
the combined security/error control performance, which can
potentially be achieved by this scheme. As the linearity of
converting a private key to a public key exposes the system
to a full crack attack, suitable conditions adapted to this
class of codes are presented and discussed. In [19], the au-
thors come to a conclusion that some families of QC-LDPC
codes (Quasi-cyclic LDPC) based on cyclic permutation
matrices are inapplicable due to security problems. However,
other codes based on the “difference families” approach can
provide a good level of intrusion protection.

The results obtained led to the conclusion that McEliece
based on LDPC codes is not considered a good choice [20].

In [21], two versions of the McEliece cryptosystem are
proposed. The first option is based on moderate-density par-
ity-check (MDPC) codes, and the other one — on quasi-cy-
clic MDPC codes. MDPC codes are the LDPC codes with
higher density than those commonly used for telecommuni-
cation applications. As a rule, this leads to a deterioration
in the error-correcting ability. However, the main thing in
code-based cryptography is not necessarily the correction of
many errors. Instead, only the number that provides an ade-
quate level of security is important, a condition that MDPC
codes satisfy. This approach has many advantages. Under a
reasonable assumption, MDPC codes reduce the McEliece
key recognition problem to the problem of decoding linear
codes. Since message attacks on the McEliece scheme also
come down to this problem, the security of our scheme has
the advantage that it relies on a well-studied coding theory
problem.



All cryptosystems based on the complexity of factoriza-
tion or discrete logarithming can be attacked for polynomial
time using a quantum computer [22]. This threatens most if
not all public-key cryptosystems deployed in practice, such
as RSA or DSA. Code-based cryptography is considered
quantum-resistant and therefore seen as a viable replacement
for these schemes in future applications. However, regardless
of their so-called “post-quantum” nature, code-based cryp-
tosystems offer other benefits even for modern applications.
These benefits are due to superior algorithmic efficiency,
which is several orders of magnitude higher than that of
traditional schemes.

The McEliece cryptosystem is a code cryptosystem orig-
inally proposed using Goppa codes. Its security is based on
two assumptions: the indistinguishability of the code family
and the difficulty of decoding the general linear code [23].
The decoding problem is a well-studied NP-complete prob-
lem that is still considered difficult. On the other hand, the
indistinguishability problem is usually the weakest one and
depends heavily on the choice of code family. As an example
of such fragility, [24] presents a recognizer for high-speed
Goppa codes (similar to those originally proposed for digi-
tal signature [25] and some realistic security parameters of
McEliece cryptosystems). Although this does not constitute
a practical attack, it is expected that Goppa codes will not
prove to be an optimal choice for code-based cryptography.

MDPC codes seem very convenient for cryptographic
purposes. Under the reasonable assumption that distin-
guishing a (quasi-cyclic) MDPC code from a (quasi-cyclic)
random linear code is equivalent to establishing the exis-
tence of low-weight codewords in its binary code, we show
that these codes reduce the length of the McEliece key. Thus,
the security of the McEliece version proposed in [21] de-
pends on only one well-studied coding theory problem. This
is a strong argument in favor of the proposed scheme, and
it should be compared with the scenario for Goppa codes.
Distinguishing Goppa codes is not necessarily a complex
problem. Although this does not necessarily lead to a practi-
cal attack, it shows that algebraic codes are not the optimal
choice for cryptography.

In [26], decoding optimization methods for MDPC
codes are proposed and several efficient implementations
of the McEliece QC-MDPC cryptosystem are considered.
These include high-speed and lightweight architectures for
reconfigurable hardware, efficient coding styles for the ARM
Cortex-M4 microcontroller, and new high-performance soft-
ware implementations that make full use of vector instruc-
tions. Based on the data presented in the publication, it can
be concluded that McEliece encryption, in combination
with QC-MDPC codes, not only provides high-performance
implementations, but also allows you to create lightweight
constructs on a wide range of different platforms.

In the context of public-key cryptography, the McEliece
cryptosystem is a very reasonable solution based on the
complexity of the decoding problem, which is believed to be
able to resist with the advent of quantum computers. Despite
this, the original McEliece cryptosystem based on Goppa
codes aroused limited interest in practical applications,
partly due to some restrictions imposed by this very special
class of codes.

In [27], the latter proposal is developed by introducing
bit-reversal decoding for QC-LDPC codes, which leads to a
significant reduction in decoding complexity due to moderate
losses in terms of error correction performance. The perfor-

mance of bit-reversal decoding can be easily predicted with
theoretical arguments, and this helps determine the size of the
system without the need for lengthy numerical simulations.
The most effective attack procedures known to date are also
considered and their performance is analytically estimated.
Thus, tools are provided that allow the developer to easily find
the best set of system parameters to optimize the trade-off
between security and complexity. The proposed modification
is aimed at overcoming the main shortcomings of the original
system, while providing a satisfactory security level.

It is argued in [28] that the most effective way to over-
come the shortcomings of the McEliece cryptosystem would
be to replace the Goppa codes with other code families,
which would provide a more compact representation of their
characteristic matrices and increase the coding rate. Unfor-
tunately, although there are several code families with these
characteristics, only in very few cases Goppa codes can be
replaced without incurring serious security flaws.

In [29], it is proposed to use an additional key data pa-
rameter — the initialization vector (a set of invalid position
vectors of the error vector). To counter Sidelnikov’s attacks,
it is proposed to use MEC modified (shortened) algebrogeo-
metric (elliptic) codes. To do this, you need to use a second
additional initialization vector (a set of positions to reduce
the error vector). Based on the modification of the classical
Niederreiter scheme on non-binary codes, applied algorithms
are proposed for generating and decrypting a cryptogram in
a modified Niederreiter crypto-code system based on modi-
fied (shortened) elliptic codes and software. In [30], security
mechanisms based on modified Niederreiter and McEliece
crypto-code systems are proposed, which provide the reli-
ability (using error-correcting elliptic codes) and security of
transmitted data.

The work [31] presents McEliece and Niederreiter hybrid
crypto-code constructs (HCCC) on flawed codes, which use
algorithms for causing damage and generating flawed text
and damage. This approach reduces the energy consumption
in the implementation, but requires an additional damage
transmission channel.

In [32], to ensure the security of critical infrastructure
systems, it is proposed to use hybrid crypto-code constructs
based on modified asymmetric McEliece crypto-code sys-
tems based on flawed codes. This allows you to get the
maximum number of emergent properties with minimum
resources spent for initiation into a systemic synergistic
security effect. The main difference from known approaches
to constructing hybrid cryptosystems is the use of modified
asymmetric crypto-code systems instead of symmetric cryp-
tosystems. To enhance the strength and “reduce” the power
of the alphabet (the dimension of the GF (26-28) field) for
constructing modified McEliece crypto-code constructs
(CCCQC), systems based on flawed codes are used.

Thus, the analysis of post-quantum algorithms showed
that, depending on the degree of information secrecy, the ef-
ficiency of data transmission and its relevance for providing
security services, CCC based on LDPC codes can be used.
In addition, McEliece and Niederreiter CCC based on MEC
(modified (shortened) algebrogeometric (elliptic) codes) can
be used in smart, mesh, sensor networks to provide privacy
and integrity services only in the internal security loop.
This approach does not fully provide the required level of
post-quantum cryptographic strength, energy intensity, as
well as efficiency, and does not require additional costs for
implementation.



3. The aim and objectives of the study

The aim of the study is to develop McEliece and Niederre-
iter crypto-code constructs based on low-density parity-check
codes. This approach allows forming a dual-loop network
security system based on mobile technologies and provides
security services both in the internal and external loop of the
security system based on post-quantum algorithms.

To achieve the aim, the following objectives were accom-
plished:

— to develop a concept of wireless network security based
on mobile technologies;

— to develop mathematical models for building McEliece
and Niederreiter crypto-code constructs based on LDPC
codes;

— to develop methods for the practical implementation of
McEliece and Niederreiter crypto-code constructs.

4. Materials and methods of research

elements of the error vector €) does not exceed the correcting
ability of the algebraic block code used (0 <w(e)<t= {TD
The use of MEC in crypto-code constructs provides the re-
quired level of cryptographic strength by using initialization
vectors (IV;, where i is the number of shortening or lengthening
symbols), and also allows constructing them over GF (2%). The
papers [29, 32] present mathematical models and practical
algorithms for their implementation, as well as the results of
studies of their cryptographic strength. Hybrid crypto-code
constructs based on flawed codes can reduce the level of
energy consumption (built over the GF (2%) field, and pro-
vide the required level of cryptographic strength by using
two-channel cryptography [30—32]. However, using them in
smart technologies and wireless mobile network standards is
difficult, due to the need for additional conversion of m-ary
code sequences into binary ones and vice versa, which re-
quires additional energy consumption. To solve this issue, it is
proposed to use LDPC codes to build crypto-code constructs.

To ensure security in the post-quantum
period — the emergence of a full-scale quan-
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Fig. 1. Block diagrams of McEliece and Niederreiter CCC



LDPC codes are used in modern data transmission stan-
dards such as DVB-S2, Gigabit Ethernet, WiMAX, Wi-Fi.
This ensures their use in any communication system, for ex-
ample, in space communications, microwave communication
systems, digital satellite television.

The formation of regular LDPC codes is determined by
a sequential procedure [34—42]. A regular LDPC code with
block length 7 is generated based on the parity-check ma-
trix H, which is characterized by a constant number of units in
the W, row and a constant number of units in the W, column.
The parity-check matrix H has a low density of units (the den-
sity of units is considered low if a specific part of units is less
than 50 % of all elements of the parity-check matrix).

Based on the given parameters n, W,, W,, the corrective
properties of the code (¢ bit) are changed. The position of
units in the parity-check matrix H is formed on the basis
of random permutations of the columns of the base
submatrix containing only one unit in each column.
The rate of a regular LDPC code, depending on the

To ensure security in cyberphysical systems and smart
technologies, the KNX standard (ISO/TEC 14543) is used,
which provides security services such as data confidentiality
and integrity [44—51]. Fig. 2, 3 present the basic principles of
security according to the KNX standard.

The KNX IP Secure standard allows authentication and
encryption of KNX telegrams in IP networks. Tunneling is
usually formed, which provides the confidentiality of infor-
mation. KNX IP Secure mechanisms are an additional secu-
rity shell that protects all KNXnet/IP data traffic.

However, KNX IP Secure is not so secure, the network can
be monitored, sent packets can be recorded and easily repeated,
because there are no line connectors with the “Security Proxy”
function. In addition, the use of the AES-128 algorithm in the
formation of tunneling in the post-quantum period will not
provide the required level of protection even for the inner loop.
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parameters of the parity-check matrix, is determined
by the formula:
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where 7 is the length of the code sequence, W, is the
number of units in the row of the parity-check matrix

H, W, is the number of units in the column of the par- @
ity-check matrix H; 7, is the coding rate of the regular
LDPC code.

At the same time, matrices H of the LDPC code
with the same size and parameters can generate codes
with different code distance d and correction power .

The parity-check matrix of the LDPC code can
be presented as:

Tp line

0 @)
an—1 (H1)

where Hj is the base submatrix, ny(H;) are the submatrices
obtained by random permutation of the columns of the base
submatrix Hy, i=1, 2, ..., W,4.

The parity-check matrix H can be reduced to the form:

H=[A]L] 3)
where A is some fixed ((n—k)xk) matrix with 0s and 1s
(which is no longer 1-sparse), I, is the identity matrix of
size ((n—k)x(n—k)).

The codeword generation matrix G has the form:
G=[1]-4"] %)

If the matrix H is presented as (3), then the matrix G (4)
is easily obtained from the matrix H by Gaussian transfor-
mations.

Thus, taking into account expressions (1)—(4) and block
diagrams of McEliece and Niederreiter CCC, it is possible
to use post-quantum cryptosystems of provable strength to
ensure information security in wireless networks based on
mobile technologies [43].
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Fig. 2. Security in mobile wireless channels based on KNX

In Fig. 3, the presented interaction protocol based on wire-
less mobile Internet confirms the possibility of ensuring data
confidentiality only in the internal security loop, within the
network infrastructure. However, in the external security loop,
the standard does not provide services. It is assumed that this is
done by security technologies in cloud platforms, which, given
the availability of intelligence services of developed countries,
casts doubt on the provision of security services. Thus, the con-
trol system that is hosted and implemented on the basis of cloud
technologies (external security loop) is not fully secure. With
the advent of quantum computers, the possibility of secure per-
formance of the full range of functions is called into question.

KNX Data Secure protects user data from unauthorized
access and manipulations using encryption and authentica-
tion mechanisms. KNX Data Secure devices use a longer
KNX telegram format (extended frames) than conventional
devices to transmit authenticated and encrypted data.

KNX Data Secure uses the CCM (Cipher Chain Mes-
sage Authentication Code Counter) mode with 128-bit AES
encryption to ensure information integrity. However, the
proposed options for using the KNX standard provide only
integrity and do not provide confidentiality of information,
which significantly reduces the overall security of informa-
tion flows in wireless mobile networks.
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To ensure authenticity in mobile wireless technologies
and networks, the Diameter protocol is used. The Diame-
ter protocol has a predefined

Manufacturer-specific device
connected to the Internet, showing
the status of (some) group object

TP site

tification of the following classes
of “classical” attacks (Fig. 4).

At the same time, confidenti-
ality implies protecting data from
passive attacks during transmis-
sion, integrity — protecting data
during storage, and authentici-
ty — the authenticity of the mes-
sage source.

The analysis of Fig.4 shows
that if mobile wireless technol-
ogies have only this protocol,
confidentiality and integrity
problems are not solved. The use
of KNX mechanisms provides
these services only within the
infrastructure of cyberphysical
systems, and does not provide
protection in the external securi-
ty loop — a cloud-based platform.
Table 1 shows the main charac-
teristics of wireless mobile and
computer networks and security services based on the KNX
standard and the Diameter protocol.

: _ | Line coupling

Tp line

set of common attributes and
assigns appropriate semantics
to each attribute. These AVP

Evolved Packet Core (EPC)

THREATS

(Attribute-Value-Pair) con-

vey AAA (authentication, au- I
thorization, accounting) de-

. . ) Privacy Threats
tails (such as routing, security,

Integrity Threats Authenticity Threats

and capabilities) between two

Diameter nodes. In addition, |  man-in-the-middle

each AVP pair is associated attacks

with the AVP Data Format

deﬁr}ed 1n t}g Dlasme.ter p;O- interception of SMS
tocol (e.g., OctetString, In- i messages

teger32), so the value of each

attribute must follow the data

format [52—56]. However, the eavesdropping on
Diameter protocol, like previ- L VOLTE calls by sniffing
ous mobile network protocols, packets

was not designed with securi-
ty in mind. Therefore, it has
almost all the threats inherent
in the “G” technology.

Developers in pursuit of super-speeds do not think that
the development of computer technology allows intruders
(cyberterrorists) to “expand the range and boundaries” of
threats. In other words, to consider the use of this technolo-
gy for organizing a “window” to corporate networks and /or
local user networks.

As practice shows, in networks based on the Diameter
protocol, attacks aimed at denial of service, disclosure of
information about subscribers and the operator’s network, as
well as fraud against the operator are possible.

In addition, an attacker can forcefully transfer the sub-
scriber’s device to 3G mode and carry out attacks on the less
secure SS7 system.

The goals of attacks are listening to voice calls, intercept-
ing SMS, and implementing fraudulent schemes against sub-
scribers [57, 58]. Thus, the lack of cryptographic algorithms to
ensure confidentiality and integrity services leads to the iden-

interception of personal
M user identifiers MSISDN,
IMSI

creating a session on
| | behalf of the subscriber
for the purpose of fraud

L] DoS, DDoS, EDoS 1 subscriber location

attacks determination

Fig. 4. Main types of attacks on Evolved Packet Core

The analysis of Table 1 shows that with the emergence
of a full-scale quantum computer, services in the internal
security loop are questioned, due to quantum hacking algo-
rithms of symmetric and asymmetric algorithms. In addi-
tion, Diameter-based mobile technologies provide only AAA
services. In modern conditions of hybridity and synergy of
cyberattacks, this allows you to freely gain unauthorized
access to both internal and external security loops and im-
plement targeted attacks on cyberphysical systems.

To ensure the development of mesh and sensor net-
work technologies using wireless channel standards: LTE,
IEEES02.16, IEEE802.16e, IEEE802.15.4, IEEE802.11,
Bluetooth mobile technologies, new approaches to providing
security services are needed. In the context of the emergence
of a quantum computer (a possible decrease in “trust” in
modern cryptosystems based on symmetric and asymmetric
cryptography (including elliptic curve cryptography), it is
necessary not only to use post-quantum cryptographic algo-



rithms, but also a new approach to ensuring the security of
socio-cyberphysical systems (SCFS) formed on the basis of
synthesis, which are rapidly developing based on smart and
Internet of things technologies.

To provide security services in the face of modern threats,
the concept of dual-loop security based on post-quantum
algorithms — McEliece and Niederreiter crypto-code con-
structs is proposed. At the same time, it is proposed to
apply integrated solutions for the use of certain codes in
crypto-code systems based on the gradation of the degree of
information secrecy in socio-cyberphysical systems. Table 2
shows the ratio of time and information secrecy.

Wireless network specifications table

5. Results of the development of the wireless network
security concept based on crypto-code constructs

5. 1. Development of the wireless network security
concept based on mobile technologies
To ensure the security of modern wireless networks and
systems based on their infrastructure, it is necessary to take
into account the integration of the internal infrastructure of
network elements (internal loop) and the external manage-
ment infrastructure based on cloud platforms.
The synthesis of internal and external circuits ensures effi-
ciency, energy intensity and relative safety (each circuit builds
Table 1 se.curity on i.ts own mecha-
nisms and principles), on the
one hand. On the other hand,

Transmission . oo podal security services there is no way to control
Technology | reception V,bit/s | topology rdr;;:l;eslon (t)iolrll 1 before PQ in PQ npt only t(lilebseculnty mecha-
range, m clilala,|Blcl1]al a, B nisms used, but also to asssess
the current state of security
up to 600 Mz finformation flows circulat-
LTE (4G) | up to 13,400 b 20 AIPN Upto | B4QAM |—|—|+|+ [=|=|-|~|-/+|-| ©ftriormation Llows circuia
100 Mbit/s 95 GHz ing and stored in the circuit.
Hetero- | from 30 GHz| o Fig. 5 shows a block dlagram
LTE (5G) 500 20 Gbit/s | geneous |  upto ot |-l ||| of the dual-loop security con
backbone| 300 GHz Q cept for socio-cyberphysical
IEEE systems.
80211 ac 500 up §o7 POMP 5 GHz 256- 1R R W I Security systems of so-
iy Gbit/s QAM cio-cyberphysical systems
(WiFi 5) .
are mostly focused on criti-
IEEE cal infrastructure facilities
802.11ax, - 9,607 Mbit/s| P2MP | 5GHz 1Q(/)x21\4/f el 4]+ [=|=|=|=|=/+|-| (banking and financial sec-
Wi-Fi 6 tor, fuel and energy complex,
- life support networks, tele-
§§2E1E6 5,000 133241\:/[]’;/ ° | mesh | 1066 GHz £4Q§§/I[< +|+|+|+|-|-|-|-|-/#|-| communications and com-
: it/s Q munication networks, secu-
IEEE 90 Mbit/s rity and defense complex,
802.16m 6,000 bi mesh 11GHz | 640AM |+|+|+| +|—|=|=|=|=/*|=| etc.). To ensure the security
WiMAX2) 179 Mbit/s
(Wi of such systems, two classes
IEEE . of threats must be consid-
802.15.1 200 26 Mbit/s mesh [2.42.485 GHz| 64QAM |+|+|+|+ [—|—|—|-|-/*+|— ered. The first class is threats
Bluetooth 5 S . .
and their integration with
IEEE 1000 950 Kbit C{)ZI; 942483 Gzl BPSK Lol l e [ |-|o el the methods of social engi-
802.15.4 ’ /s ;Zeer e 1 0-QPSK neering of the internal infra-

Note: C — confidentiality; I — integrity; A — availability; Au — authenticity, B — involvement

Table 2
Time and information secrecy ratio
Degree of information Time Proposed codes for
secrecy ccC
critical up to 1 year MEC, flawed codes
high up to 1 month MEC
average up to 1 hour EC
low up to 10 minutes EC
very low up to 1 minute LDPC

This approach allows timely provision of the required
security level, taking into account the degree of informa-
tion secrecy and/or the safe time to provide confidentiality
services.

Thus, there is a need to form a security concept based
on two circuits: internal — directly the security of network
infrastructure elements and external — a cloud-based man-
agement platform.

structure (internal security
loop). The second class is
threats of the external loop
(cloud technologies that provide not only the management of
socio-cyberphysical systems and networks, but also the stor-
age/duplication of the database). The works [31, 59] propose
methodological foundations for building security systems,
taking into account the synergy and hybridity of modern tar-
geted attacks on critical infrastructure facilities, which makes
it possible to ensure security in the internal loop.

To ensure the safety of the entire security system, it is
necessary to take into account the threats of the internal and
external circuits:

— threats of the internal loop, taking into account hy-
bridity and synergy [59]:

SCPS ISL _ SCPS ISLC SCPS ISLI
Whybrid C.1AAuAf synerg — u/synerg n u/synerg ﬂ

ﬂW,SCPS ISLA n W‘SCPS ISLAu n W‘SCPS ISLInv , (5)

synerg synerg synerg

where WS¢ s the synergy of confidentiality threats,

W PEis the synergy of integrity threats, W 5 is the



synergy of availability threats, Wy **4* is the synergy of
3 SCPS ISLInv :
authenticity threats, W ™ is the synergy of involve-
ment threats;
— threats of the external loop, taking into account hy-
bridity and synergy:

SCPS ESL _ SCPS ESLC SCPS ESLI
Whybrid C,1,AAu,Af synerg — ‘/‘/syneg ﬂ Mynerg ﬂ
SCPS ESLA SCPS ESLAu SCPS ESLInv
nW?ynerg ﬂ Mynerg ﬂ Wrynerg ’ (6)
where W7 is the synergy of confidentiality threats,
SCPS ESLI h f o o h SCPS ESLA 5
W, o is the synergy of integrity threats, Wz " 1S

o 1 SCPS ISLAu
the synergy of availability threats, W;''"

o is the synergy
of authenticity threats,

Wy BSH s the synergy of involve-
ment threats.

PI;}, where CI; — confidential information, PD; — pay-
ment documents, CD; — credit documents, TS; — trade
secret, StR; — statistical reports, Publ; — public informa-
tion, Contl; — control information, PI; — personal data.
Af,AI.’Af,Af”,AiI”” — security services (Aic — confidential-
ity, A’ — integrity, A" — availability, A™ — authenticity,
A" — involvement); B; — metric of the time and information
secrecy ratio for an asset (critical — 1.0; high — 0.75; medi-
um — 0.5; low — 0.25; very low — 0.01).

Then the general (current) level of security of socio-cy-
berphysical systems based on wireless mobile technologies is
described by the expression:

— for additive convolution

LWSCPS = z

security SCPS ISL i
hybrid .1, A, Au, Af synerg

+ Y i(l&xﬁi); )

SCPS ESL i=1
W i=
hybrid C,1,4,Au, Af synerg

(IA,XBZ.)+

8
=1

ity loop

—8
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By

Targeted
Cyber
Threats

Special
services
access

server

Server for Real-Time
communication

External security loop

Control system
— Policy server

— for multiplicative convolution

LWSL'PS = 1 -

security

g(lfx XB:‘)]X

SCPS ISL,
l: Wiybrid €14, AuAf symerg *

Xli - SCPSESLZ i(IA’ X Bi )] (8)

i
hybrid C.1,A,Au,Af synerg

IS threats

In (7), (8) index i refers to the corre-
sponding type of information asset, and
external summation is performed for all
threats of the internal and external loops.

The proposed concept of two security
loops provides integration and takes into
account the capabilities of targeted cyber
attacks, their synergy, hybridity and the
possibility of integration in the face of
growing computing resources and expand-
ing the range of smart technologies.

5. 2. Development of mathematical
models of McEliece and Niederreiter cryp-
to-code constructs based on LDPC codes

To implement crypto-code constructs
based on LDPC codes, we use the ap-
proaches of [29-31, 60].

The initial data for mathematical mod-
els of McEliece and Niederreiter CCC are:

— a set of plaintexts for McEliece CCC

Cyber
threats

m={m,m,..m,},

where M, ={1,,1,,.1,.1,,}, VI, €GF(q),
hj — information symbols equal to zero,

Fig. 5. Block diagram of the concept of dual-loop security of socio-cyberphysical

systems

Each element of information resources I, € {1,} canbe
described by the vector I, =(Typel.,AZ.C,A,.’AiA,AiA",Ai’””,Bi).

Type; — type of information asset, described by a set of

basic values: Type;={CI;, PD;, CD;, TS;, StR;, Publ;, Contl;,

|h| =%k, i.e. I;=0, VI;eh; for the Niederreit-
er CCC M, ={eo,eh1,...ehk,ee_1}, Ve, eGF(q),
h, — error vector symbols equal to zero |h|=§e , ie.

¢;=0, Ve,eh. Based on the equilibrium coding algorithm, the
plaintext is converted into an error vector;
—aset of closed texts (codegrams) for McEliece CCC



c={c.c,..c,}

qk

where C, = (c;(U Chyreen i 1O, ), Ve, €GF(q); for Niederreiter
cee

s={8,80-5, },

where S, :{S;O,S,; ,...S;J Sy }, VSy eGF(q);
—a set of direct mappings (based on the use of a public

key — generator/parity-check matrix of the LDPC code:
1) for McEliece CCC — ¢=(¢1, ¢9, ..., d5), where

0, :M—>CHJ, i=1,2,..,5;
2) for Niederreiter CCC — @=(1, ¢2, ..., 9,), where
0, :M—>SH,?, i=1,2, ..., e

— aset of inverse mappings (based on the use of a private
key — masking matrices):
1) for McEliece CCC — ¢ ={¢,",0;",...0."}, where

0;7:C > M, i=12,.s
2) for Niederreiter CCC - ¢ ™' = {([)1’1,([)2’1,.,.,(;3,,’1 }, where
o, S, oM i=12,.6

—a set of keys parameterizing direct mappings (autho-
rized user’s public key):
1) for McEliece CCC —

KU,={KU,,KU,,...KU}={G/"",G}""...G"" },

where G — generator matrix disguised as a random code.
The matrix is defined from the orthogonality of the genera-
tor and parity-check matrices;

2) for Niederreiter CCC — KU;={KU;, KU,, ..., KU,}=
={H,, Ho, ..., H,}, where H)L(DPC’ — (N-K)xN parity-check ma-

trix defines (N-K) parity-éheck symbols Py, P, ..., Py.gas a
linear combination of information symbols d;, k=1, 2, ..., K;
— a set of private keys of users:

KR={KR,KR,,...KR,}=

={{x.p.n} {X.P.D},..{X.P.D} },

-
{x.p,D} ={x",P\D'},

where X is a masking nondegenerate kxk matrix randomly
equiprobably formed by a key source with elements from
GF(q); P'is a permutation nxn matrix randomly equiproba-
bly formed by a key source with elements from GF(g); D' is
a diagonal nxn matrix formed by a key source with elements
from GF(q). Due to the fact that the diagonal matrix is equal
to the identity matrix, the value can be neglected, which re-
duces the capacity and complexity of the calculation.

The public key is formed by multiplying the masking
matrices by the generator/parity-check matrices:

— for McEliece CCC —

GiDPC“ =X“XGPPU P e {12,...s}

aj

— for Niederreiter CCC —

HPPO = XU P, we{1,2,..,7).
The communication channel receives:
— for McEliece CCC - the codeword:

~ T
C,=M,xG""" +e,

where e is an additional session key of each information
package;
— for Niederreiter CCC — syndrome sequence:

*

S =(e,)x H™™".

On the receiving side, an authorized user who knows the
masking matrices uses a fast algorithm based on soft decoding.

Fig. 6 shows a block diagram of decoding the received
sequence based on soft decoding.

The following designations are introduced on the scheme:
LLR — log-likelihood ratio; d;, — codeword symbol, d;;€{0, 1},
x,=2d1)+py, pr — random variable having a normal distri-
bution with zero mean.

The analysis of Fig.8 shows that the soft decision is the
log-likelihood ratio (posterior LLR). A soft decision can be
represented by a set of prior, internal and external information.
The hard decision for some symbol is based on posterior LLR.
The sign of the log-likelihood ratio determines the hard deci-
sion, and the value determines the reliability of this decision.

The parity-check matrix has the dimension of (N-K)xN
and allows expressing (N—K) parity-check symbols Py, P, ...,
Py as a linear combination of information symbols d, k=1,
2, .., K, that is, defines the parity-check equations:

P=c,d ®c,d,®..Dc,d,,

P,y =c,d, ®c,d,®...®c,d,, )

Py =0y ®Cyy 1 dy® ..y dy,

where ¢;; are the elements of the submatrix A, ¢;€{0,1}. If d,
k=1, 2, ..., K are statistically independent symbols taking the
values 0 and 1 and corresponding, in general, to the informa-
tion symbols of the block code, and B;=(2d;,—1)=%1.

With this format, the result of adding symbols B; modulo
two is as follows:

B, ®B,=-1, if B, =B,
. 10
{Bl®B2=+L1fBl¢BQ. (10)
Then the log-likelihood ratio of the sum modulo two
of symbols B,-LLR(B,®B,D..®B,) can be written as
follows [60]:

LLR(B)
LLR(B, ®P,..®B,®...®B,)=In H’*l_iem(ﬁ) YY)
k
Expression (11) can be approximated as:
LLR(B, ®B,..®B,®..®B, )=
| sen{oamof e}

where the sign(*) function returns the sign of its argument.
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Fig. 6. Soft decision decoding scheme

Each parity-check equation (9) allows you to express
one symbol (regardless of whether it is information or pari-
ty-check) through the sum modulo two of all other symbols
included in this parity-check equation.

The initial data of the algorithm are: a parity-check ma-
trix H of the block (N, K) code, a sequence of soft decisions
for information and parity-check symbols from the demodu-
lator output.

LDPC decoding algorithm:

Step 1. Determine the reliability estimate for each code
symbol (for each information and parity-check symbol) of
the codeword based on soft decisions for the demodulator
output by calculating their absolute value (we neglect the
sign of soft decisions in the demodulator output sequence).

Step 2. For the row of the parity-check matrix H with the
number i, i=1... N-K:

1) find the code symbol corresponding to the non-zero
(unit) value of the elements of the row with the number i
of the matrix H. This means that the code symbol is part of
the parity-check equation determined by the row with the
number 7, and has the lowest reliability estimate (the least
reliable symbol). We fix the column number j, j=1... N of the
parity-check matrix H, which corresponds to the least reli-
able symbol found,;

2) transform the parity-check matrix H by linear combi-
nation of its rows. Linear combination is performed in order
to eliminate the dependence of other parity-check equations
(defined by other rows of the parity-check matrix) on the
least reliable symbol found. This will be achieved when the
column of the matrix H with the number j will have only
one unit contained exactly in the considered row with the
number i;

3) repeat preliminary procedures 1 and 2 for each of the
rows of the parity-check matrix H, and proceed to the next step.

Step 3. Perform hard decoding of K symbols having the
highest reliability estimate (the most reliable symbols).

Step 4. For each of the K most reliable symbols:

1) find soft decisions using two trial code sequences
(hypotheses). One trial sequence is generated by re-encod-
ing the hard decoding result of the K most reliable symbols
obtained in Step 3 (first hypothesis). The other is formed
by re-encoding the result of hard decoding of the K most
reliable symbols obtained in Step 3, but with an additional
inversion of the symbol for which a soft decision is found
(second hypothesis);

2) find a hard decision based on the soft decision ob-
tained in the preliminary procedure.

Step 5 (optional). We update the reliability estimate for
each code symbol and proceed to Step 1 for the next iteration.

Thus, the presented algorithm ensures the efficiency
of decoding and the use of LDPC codes in McEliece and
Niederreiter crypto-code constructs. This approach allows
you to vary, depending on the degree of information secrecy
in the selection of an error-correcting code for crypto-code
constructs, and ensure the required level of security.

5. 3. Development of methods for implementing McE-
liece and Niederreiter crypto-code constructs

An example of the implementation of such systems is the
protocol for ensuring the security of voice messages in online
mode proposed in [60] based on McEliece and Niederreiter
CCC on EC (MEC) shown in Fig. 7. Fig. 8 shows the imple-
mentation of the proposed concept and crypto-code con-
structs based on LDPC codes. The proposed security pro-
tocol for cyberphysical systems (“Smart Home”) is based on
a two-loop security concept and post-quantum algorithms.

So, in Fig. 7, to ensure the security of voice messages, it is
proposed to use a hardware-software encoder, which is built
into the headset (Bluetooth headphones) and provides en-
cryption of a digital message based on McEliece CCC. Then
the encrypted message is transmitted via the Bluetooth
channel to a mobile gadget. In this case, standard protocols
of the GSM mobile Internet channel are used. This allows
you to ensure the confidentiality of conversation without
taking into account the requirements of the communication
channel, requirements of manufacturers of headsets and mo-
bile gadgets, not to take into account modifications of both
the Bluetooth channel and mobile Internet technology.

In addition, the use of a hardware-software implementa-
tion of the encoder in the form of a chipset can significantly
reduce the cost of production and implementation of this
approach. To ensure security, only the session password is
recorded in the headphones, depending on the role (sender,
recipient), which are recorded from the mobile application.

After the end of conversation, they are deleted. In this
case, the chipset implements the encoder based on McE-
liece CCC. The security of key data transfer between the
mobile application and the server is ensured by Niederre-
iter CCC. To ensure the security of the server part, after
generating keys for a conversation and transferring them



to the sender and recipient, the server RAM is reset, which
ensures channel tunneling between users. The secret keys of
McEliece and Niederreiter crypto-code constructs change
at different time intervals and are OTP keys (session keys).

5. The key is recorded in the Bluetooth headphones in
the encoder (coder/decoder).
6. After the key is recorded, a signal of readiness is gen-
erated.
7. After confirmation of

analog signal

/I digital encrypted signal

| the readiness of subscriber B,

coder/decoder coder/decoder

(McEliece CCC) \

A

Subscriber A

3 |9

(Niederreiter CCC)

SERVER SOFTWARE:

1. At the request of sub-
scriber A in Secret keys of
CCC (block 2), the CCC Key
Selection Generator random-
ly selects the key parameters
and sends them to the key

a conversation is carried out.
4 GSM channel

external phone headset

telephone software

generator (block 1).

| McEliece CCC (KR/KUg) I\
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HSM
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generator CCC

NI T

Key generator
(McElice CCC)

server software

GSM (masking matrices —
X, P, D, and generator ma-
trix GFC).

3.In the key generator,
KR4 (McEliece CCC private
key of subscriber A) and KUy
(public key of subscriber A)
are generated.
. 4. Based on the response
of subscriber B, the public
key KUg is generated and
transmitted to subscriber A.

5. In the encoder (block 3),
the generated KR, and KUy
are received from the key gen-
erator (block 1), the data is de-
leted after the keys are trans-
mitted to the key generator.

6.In the encoder, KRy,
KUy, KUg are encrypted.
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7. From the encoder, KRy,

KUg are sent to subscriber A
(the subscriber who initiates

J"

coder/decoder /
(McEliece CCC)

coder/decoder
(Niederreiter CCC)

SubscriberB

the call), KU, — to subscriber
B (the subscriber who is being
called), the data is deleted
after the keys are transmitted
to the encoder.
SUBSCRIBER B (recipi-

A

external phone headset

telephone software

ent of the call):

GSM channel

Fig. 7. Block diagram of a two-loop information security system based on CCC to ensure the
confidentiality of voice messages

Consider a voice message security protocol based on
post-quantum algorithms:

SUBSCRIBER A (call initiator):

1. Opens the phone software and finds the corresponding
subscriber (Subscriber B) in the list.

2. Sends a request to subscriber B through the server.

3. Receives a private key on the phone software through
a private channel (using encryption based on Niederreiter
CCC on EC), and a public key of subscriber B.

4. Confirms readiness for conversation. At the same
time, the private key KR, and the public key KUjg are
transmitted from the phone software via the Bluetooth
channel.

1. Receives a request from
the server in the phone soft-
ware to transfer the public
key (KUy).

2. Confirms the request to the server, sends KRg.

3. Receives the public key KUy on the phone software via
a private channel (using encryption based on Niederreiter
CCC on EC).

4. Confirms readiness for conversation. At the same time,
the public key (KU,) is transmitted from the phone software
via the Bluetooth channel.

5. The key is recorded in the Bluetooth headphones in
the decoder (coder/decoder).

6. After the key is recorded, a signal of readiness is
generated.

7. After confirmation of readiness, subscriber B sends a
signal to the server that he is ready for conversation.



Thus, the proposed protocol ensures the closure of the
mobile Internet channel using software and hardware. Using
a hardware solution for closing (encrypting) a voice message
in a headset will counteract almost all threats, and using
a key server provides a tunnel mode, which eliminates the
possibility of “eavesdropping” of voice messages.

Fig. 8 suggests using McEliece and Niederreiter CCC
based on LDPC codes to ensure security in cyberphysical

tem. The approach also provides the required level of securi-
ty when using mobile control applications, based on the use
of McEliece and Niederreiter CCC on LDPC codes. To en-
sure the security of the database, McEliece and Niederreiter
CCC on EC (MEC) can be used, which greatly complicates
the implementation of R2L class cyber attacks (Remote to
Local (user) Attack).

McEliece CCC (KR 4/KUg) l\

J"

6. Discussion of the results of using
McEliece and Niederreiter crypto-
code constructs based on LDPC codes

The proposed security approach in

\ coder/decoder
(McElice CCC)

SCEFS is based on the concept of a two-
loop security system, post-quantum

Sensors, etc.

algorithms — McEliece and Niederre-
iter crypto-code constructs based on

various codes. This approach provides
a complex system approach in build-

server software
"Smart Home"

Encoder
» (Niederreiter CCC)

ing two circuits of the information
security system, takes into account
the signs of synergy and hybridity
of targeted attacks, and ensures the
full purposeful development of smart

2

technologies and technologies based

Secret keys of CCC

on wireless mobile systems. Table 2
shows the comparative characteristics

HSM

of using crypto-code constructs in the

9

CCC key selection
generator

post-quantum period, taking into ac-
count integration with various stan-
dards of wireless and mobile Internet

telephone software

Key generator
(McElice CCC)

technologies, as well as taking into
account the criticality (degree of secre-
cy) of information.

The analysis of Table 2 shows that
classical (symmetric) cryptosystems

Niederreiter CCC (KRp/
KUy,)

Q based on block and stream ciphers
(used in the KNX standard) do not

Fig. 8. Block diagram of a two-circuit security system of the “Smart Home” system

based on CCC

The useof these post-quantum asymmetric cryptosystems
ensures the required level of security when providing securi-
ty services. The use of LDPC codes allows using mobile wire-
less technologies based on IEEE802.11ac, IEEE802.11ax,
IEEE802.16m, IEEE802.15.1, TEEE802.15.4 standards
without significant changes. The smart home system con-
trols a complex of autonomous systems, each of which con-
trols certain devices in the house, connecting them into a
common cyberphysical system. However, to ensure the secu-
rity of the external circuit (control and information storage
systems), it is proposed to use the developed server, which is
physically located in the house.

Each system sends a data packet to a local server, which
allows you to manage your home in the absence of the Inter-
net, being on the same local network (connected to a WI-FI
router). Information in the cyberphysical system network
is transmitted over open wireless channels with encryption
based on McEliece and Niederreiter CCC on LDPC codes.

This approach provides security services, and using a lo-
cal control server, reduces the likelihood of targeted attacks
to gain unauthorized access to the Smart Home control sys-

provide full confidentiality and integ-
rity services. Application to provide the
distribution of key data for symmetric
cryptosystems, as well as authenticity
and involvement services. In addition, the use of elliptic curve
cryptosystems also does not provide the required level of re-
sistance to quantum computing hacking algorithms.

Thus, to ensure security in SCFS, it is proposed to use
post-quantum algorithms — crypto-code constructs, which, un-
like modern security service mechanisms (KNX, IEEE802.11h,
IEEE802.16e standards use symmetric encryption algorithms),
provide the required level of cryptographic strength. In addi-
tion, crypto-code constructs based on the proposed algebraic
and/or algebraic-geometric codes allow for an integrated in-
crease in the level of reliability (due to their error correction
properties), efficiency (in terms of the rate of cryptographic
transformations, they are compatible with symmetric cryptog-
raphy algorithms) and the required level of energy intensity.
The results of comparative studies on the criteria for cryp-
tographic strength, efficiency, and energy intensity are given
in [29-32]. The synthesis of the proposed concept with the
proposed technologies based on CCC (HCCC) not only provide
the required level of basic criteria for modern wireless networks,
but also fundamentally change the methodological foundations
for building security systems in SCFS.



Table 3

Comparative characteristics of wireless and mobile Internet technologies

Security services Degree of information secrecy (B;)

fechnology A Al A A AT 10 | 075 | 05 | 025 | 001
LTE (4G), LTE (5G) - - P VP PR - - - -
TEEE 802.11 ac (WiFi 5) - - + —/+ | —=/+ - - _ _ _
Wi 61 KNX. el | e e - e ]

TEEE 802.16+KNX —/+ | =/t —/+ | —/+ - - — +

IEEE802.16m (WiMAX2) —/+ | —/+ + —/+ | —=/+ — - - + +
Blizfoifhoéfliilx AN A I A Bea s M - - + +
IEEE 802.15.4+KNX Y7 RPN B P R - - n n
Mobile technologies+CCC based on EC (MEC) + + + + + + + + + +
Mobile technologies+ HCCC based on EC (MEC) + + + + + + + +
Mobile technologies+CCC based on LDPC codes + + + + + - — + + +

7. Conclusions

1. The development of computing resources, quantum
computers and the rapid growth in the use of wireless and
mobile technologies allow the formation and development
of smart technologies, new network formats based on their
synthesis with classical networks. However, in pursuit of
super speeds and digitalization, developers do not pay due
attention to the security of such systems. The formation
of socio-cyberphysical systems based on the integration
and synthesis of wireless and mobile Internet technologies
with the Internet of things, on the one hand, ensures the
development of digital services. On the other hand, they
form unprotected critical points used by cybercriminals
for malicious purposes. The advent of a full-scale quan-
tum computer only exacerbates the ability to provide the
required level of security. In addition, the use of cloud
technologies requires a reassessment of approaches to the
formation of a security system. Under such conditions, the
proposed approach of using a dual-loop security system is
relevant and timely. The proposed concept allows you not
only to take into account the signs of synergy and hybridity
of modern threats, but also provides an objective approach

to assessing the current level of security in socio-cyber-
physical systems.

2. The use of crypto-code constructs to ensure the se-
curity of post-quantum cryptosystems provides a timely
transition to post-quantum algorithms. This approach pro-
vides the required level of security services, and the use of
various codes ensures, taking into account the cost (degree
of secrecy) of information, its security when using modern
standards of wireless communication channels. At the same
time, the cost of security is proposed to be assessed not by a
quantitative assessment of damage when it is compromised,
but by the time of its relevance, which allows varying the use
of error-correcting codes in CCC.

3. Practical methods for implementing post-quantum al-
gorithms provide a solution to a set of problems — ensuring
the required level of security (when implementing security
services), efficiency and reliability of information flows. The
use of both software and hardware-software implementations
of McEliece and Niederreiter CCC based on various codes
makes it possible to single them out as a separate direction of
providing security and reliability services. This approach can
significantly simplify security issues in the rapidly developing
areas of SCFS, smart and mesh technologies.
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