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The features of modern military 
conflicts require significantly increas-
ing requirements for the efficiency of 
determining a rational route for the  
transmission of information. It is ne- 
cessary to develop algorithms (me- 
thods and techniques) that are able for 
a limited time and with a high degree 
of reliability to determine the ratio-
nal route of information transmission 
in complex hierarchical information 
transmission systems. The following 
tasks were solved in the research: the 
task of information transfer in spe-
cial purpose networks was set; the 
algorithm of realization of a method 
of efficiency increase of information 
transfer is defined; simulation of the 
process of information transfer in the 
communication networks of a group 
of troops (forces) was carried out. 
The essence of the proposed method is  
to use the ant algorithm and their fur-
ther training.

The method has the following 
sequence of actions: input of initial 
data; determining the degree of uncer-
tainty and noise of the original data, 
determining the set of acceptable solu-
tions, determining belonging to a cer-
tain class. The next step is to determine 
the route of information transfer, tak-
ing into account the impact of desta-
bilizing factors, taking into account 
computing power and training ants.

The novelty of the method is to 
take into account the type of uncer-
tainty and noise in the data and take 
into account the available comput-
ing resources of the communication 
network. The novelty of the method 
also lies in the use of advanced train-
ing procedures using the apparatus 
of evolving artificial neural networks 
and selective use of system resources 
by connecting only the required num-
ber of agents (ants).

The method allows to build a ratio-
nal route of information transfer tak-
ing into account the influence of desta-
bilizing factors. The use of the method 
allows to achieve an increase in the 
efficiency of information transfer at 
the level of 11–16 % through the use of 
additional advanced procedures
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1. Introduction 

The growth of information circulating in various systems 
of collection, processing and transmission of information 

leads to significant use of computing resources of hardware. 
The armed forces of technically developed countries have 
integrated decision-making architectures based on:

– artificial intelligence and nanotechnology;
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– efficient processing of large arrays of information;
– multifunctional processors with the ability to support 

real-time decision making;
– data compression technologies to increase their pro-

cessing speed.
At the same time, the use of information systems with ele-

ments of artificial intelligence will increase the effectiveness 
of operations (combat operations), will affect the doctrine, 
organization and methods of using groups of troops (forces).

 However, increasing the dynamism of operations, in-
creasing the number of devices of information transmission, 
options for destructive effects on special purpose information 
transmission systems creates a number of problems [1–8]:

– the use of a large amount of false information in order 
to mislead the warring parties;

– forms of information presentation complicate its trans-
mission through communication channels;

– limited computing power of hardware and bandwidth 
of data transmission channels;

– the increase of the number of options for destructive 
impact on communication systems;

– the need to increase the number of indicators that as-
sess the state of the communication system;

– hierarchy and multidimensionality of information trans-
mission systems;

– the transition to the principle of evaluation of the com-
munication system «everything affects everything at once», 
which covers the aggregate network and computing resourc-
es of all types of armed forces.

The above indicates that the solution to the problem of in-
formation transmission in special purpose communication net-
works is reduced to a class of NP-complex calculations. Large-
scale problems often remain unsolved due to the large number 
of iterations and the complexity of the calculations. Recently, 
close attention has been paid to the behavior of living beings 
and processes that occur in nature. This is used as an idea while 
creating methods and algorithms for solving optimization 
problems, on the example of which optimal or close to optimal 
solutions are obtained. However, ant algorithms have shown 
reliability in solving problems of information transmission in 
hierarchical and multidimensional information transmission 
systems. Ant optimization algorithms belong to the class of 
approximate probabilistic algorithms. Obtaining a solution is 
called an iteration. Since several agents, artificial ants, work at 
the same time, let’s get as many valid solutions for one itera-
tion as the ants did the work. The process of obtaining a valid 
solution is represented as its direct layout. At each step, one 
component of the decision vector is specified.

Mathematical representation of multiplicity in known ant 
algorithms is realized by independently solving the problem by 
several agents (ants) separately, independently of each other.

Given the above, the urgent scientific task is to develop a 
method to increase the efficiency of information transmission 
in special purpose communication networks.

2. Literature review and problem statement

The use of the method of consistent decision-making to 
increase the efficiency of decision-making was proposed in 
the works [4, 5]. In deterministic algorithms, the number of 
concretized components is selected differently. For example, 
in greedy algorithms – according to the magnitude of the 
components of the value vector. Priority is given to the 

component that will make the largest (smallest) contribu-
tion to the target value of the function [6]. In genetic-type 
algorithms, the order of concretization is determined by the 
frequency of the positive value of the component in some of 
the best solutions [4]. In works [7, 8] the combined approach 
of assignment of a priority of a component is resulted. Any 
additional work on the ordering of the components of the 
decision vector makes a positive contribution to the assess-
ment of the rate of convergence of combinatorial algorithms. 
The very idea of ordering the components appeared a long 
time ago. Balash algorithm, which represents the method 
of branches and boundaries with one-sided branching, used 
this as the main approach in the partial search of options. 
In the methods of branches and boundaries with two-sided 
branching, the idea of the Balash algorithm has been used 
repeatedly, resulting in good results [8].

In ant algorithms, the number of the specified component 
at each step of the algorithm is selected randomly, in propor-
tion to the probability. The quantitative value of the prob-
ability depends on the parameters α and β. In other words, 
it depends on the accumulation of pheromones and their 
evaporation. In the work [3], it was experimentally shown 
that the magnitude of the error of the approximate solution 
depends on β. This work continues the research on improving 
combinatorial algorithms and is devoted to the development 
of an ant colony algorithm for solving a multidimensional 
backpack problem.

Cognitive modeling algorithm is presented in the work [9]. 
The main advantages of cognitive tools are determined. The 
disadvantages of this approach include the lack of consider-
ation of the uncertainty type about the analysis object state.

The essence of cognitive modeling and scenario planning 
is revealed in the work [10]. The system of complementary 
principles of construction and realization of scenarios is of-
fered, different approaches to construction of scenarios are 
allocated, the procedure of modeling of scenarios on the basis 
of indistinct cognitive maps is described. The approach pro-
posed by the authors does not take into account the type of 
uncertainty about the analysis object state and does not take 
into account the noise of the initial data.

In the work [11], the analysis of the main approaches to 
cognitive modeling is carried out. Cognitive analysis allows 
to: investigate problems with fuzzy factors and relationships; 
take into account changes in the external environment and 
use objectively formed trends in the interests of the situation. 
However, in this paper the question of describing complex 
and dynamic processes remains unexplored.

In the work [12] the method of analysis of large data sets 
is presented. This method is focused on finding hidden infor-
mation in large data sets. The method includes operations of 
generating analytical baselines, reducing variables, detecting 
sparse features and specifying rules. The disadvantages of 
this method include the inability to take into account diffe-
rent strategies for evaluating decisions, the lack of consider-
ation of the uncertainty type of the input data.

 In the work [13], the mechanism of transformation of in-
formation models of construction objects to their equivalent 
structural models is given. This mechanism is designed to 
automate the necessary operations of transformation, modifi-
cation and addition during such an exchange of information. 
The disadvantages of this approach include the inability to 
assess the adequacy and reliability of the process of informa-
tion transformation and to make appropriate adjustments to 
the resulting models.
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In the article [14], the development of an analytical 
web-platform for the research of geographical and temporal 
distribution of incidents. Web-platform, contains several 
information panels with statistically significant results by  
territory. The disadvantages of this analytical platform in-
clude the inability to assess the adequacy and reliability of 
the process of information transformation and high compu-
tational complexity. Also, the disadvantages of this research 
should not include one-way search for a solution.

In the work [15], the method of fuzzy hierarchical assess-
ment of the quality of library services was developed. This 
method allows to evaluate the quality of libraries on a variety 
of input parameters. The disadvantages of this method include 
the inability to assess the adequacy and reliability of the assess-
ment and, accordingly, to determine the error of assessment.

In the work [16], an analysis of 30 algorithms for pro-
cessing large data sets was performed. Their advantages and 
disadvantages are shown. It is established that the analysis 
of large data sets should be carried out in layers, in real time 
and have the opportunity for self-study. The disadvantages of 
these methods include their high computational complexity 
and the inability to verify the adequacy of the estimates.

In the work [17], the approach of estimation of input 
data for decision making support systems is presented. The 
essence of the proposed approach is to cluster the basic set of 
input data, their analysis, and then on the basis of the analysis 
is learning the system. The disadvantages of this approach are 
the gradual accumulation of evaluation and learning errors 
due to the lack of ability to assess the adequacy of decisions.

In the work [18], the approach to data processing from 
different sources of information is presented. This approach 
allows data processing from various sources. The disadvan-
tages of this approach include the low accuracy of the esti-
mate and the inability to verify the reliability of the estimate.

In the work [19], a comparative analysis of existing 
decision making support technologies, namely: the method 
of analysis of hierarchies, neural networks, fuzzy set theory, 
genetic algorithms and neuro-fuzzy modeling. The advan-
tages and disadvantages of these approaches are indicated. 
The spheres of their application are determined. It has been 
shown that the method of hierarchy analysis works well with 
complete initial information, but due to the need for experts 
to compare alternatives and choose evaluation criteria, it has 
a high share of subjectivity. The use of fuzzy set theory and 
neural networks is justified for forecasting problems in con-
ditions of risk and uncertainty.

In the work [20], a method of structural-target analy-
sis of the development of poorly structured systems was 
developed. Approach to the research of conflict situations 
caused by contradictions in the interests of the subjects that 
affect the development of the studied system and methods of 
solving poorly structured problems based on the formation 
of scenarios. The problem is defined as the mismatch of the 
existing state of the system to the required, which is set by 
the subject of management. However, the disadvantages of 
the proposed method include the problem of local optimum 
and the inability to conduct a parallel search.

The analysis of works [9–21] showed that the common 
shortcomings of the above researches are:

– not taking into account the impact of destabilizing 
factors that affect the efficiency of special purpose networks;

– existing methods of information transfer are intended 
for civilian networks, which does not allow their use for spe-
cial purpose systems;

– the variety of information circulating in special purpose 
networks;

– the lack of possibility to form a hierarchical system of 
indicators for assessing the state of special purpose networks;

– the lack of consideration of computing resources of 
communication networks;

– the lack of mechanisms for deep learning of know-
ledge bases;

– the lack of consideration of available computing re-
sources.

For this aim, it is proposed to develop a method to in-
crease the efficiency of information transmission in special 
purpose networks.

3. The aim and objectives of the research

The aim of the research is to develop a method to increase 
the efficiency of information transmission in special purpose 
networks with a given reliability. This will increase the effi-
ciency of information transfer in special purpose networks.

To achieve this goal, the following tasks were set:
– to set the task of transmitting information in special 

purpose networks;
– to determine the algorithm for implementing the me-

thod of increasing the efficiency of information transfer;
– to model the process of information transfer in the com-

munication systems of a group of troops (forces).

4. Materials and methods of research

In the course of the research the general provisions of the 
theory of artificial intelligence were used to solve the prob-
lem of analysis of special purpose networks and to determine 
the route of information transmission. Thus, the theory of ar-
tificial intelligence is the basis of this research. The research 
used an ant algorithm and evolving artificial neural networks.  
The simulation was performed using MathCad 2014 soft-
ware (USA) and Intel Core i3 PC (USA).

5. Research results on the development of a method  
to increase the efficiency of information transfer  

in special purpose networks

5. 1. Setting the task of transmitting information in spe
cial purpose networks

Let’s suppose that there is a mathematical model of  
a multidimensional backpack problem:

z c xj j
j

n

ijij=






×









 ×

=
∑max ,

1

ζ ι

α ij j i
j

n

x b≤
=

∑ ,
1

 i m= 1, ,

x j ∈{ }0 1, ,  j n= 1, , (1)

where n is the number of values ( , )j n= 1  to be found. This 
refers to the parametric assessment of the traffic type, traf-
fic intensity and destructive impact. Destructive influence 
means intentional interference, signal fading during multi-
beam propagation of radio waves, cyber attacks on the com-
munication system and fire damage;
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m is the number of restrictions ( , ),i m= 1  under the re-
strictions means the hardware and software limitations of 
the transceivers of the communication system, devices of 
radioelectronic suppression, cyber impact and devices of  
fire destruction;

r is the number of agents ( , )k r= 1  simultaneously and 
independently of each other, which determine the valid  
solutions. In this case let’s mean those ants that are the part 
of this algorithm and their species;

αmin is the parameter, threshold value of the pheromone;
β is the pheromone evaporation coefficient. The specified 

parameter regulates the lifespan of the route (its lifetime);
T is the number of iterations of the algorithm ( , )t T= 1  

that is set in advance;
γj is the number of valid solutions in which the γ-th 

component is specified by a value of 1 on a specific iteration.  
This parameter characterizes the computational complexity 
of the algorithm;

Vj
k  is the set of indices for the j-th admissible solution 

such that xj can be specified by the value «1» while perform-
ing the next iteration;

pj
k  is the probability of choosing the x-th component for 

concretization in the k-th solution;
Ik is the set of indices of the specified components in the 

k-th solution;
ιij  is the operator that takes into account the level of aware-

ness of the state of the special purpose communication system;
ζij is the operator to take into account the noise level of 

the special purpose communication system data.
After the iteration, the presence of pheromones is listed 

for each k-th component according to the formula:

a
a

n
j

j
j

=
+ −( )min min

.

γ
α α

β
 (2)

At each iteration step, the set Vj
k  for each ant is deter-

mined as follows:
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k
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The probability of choosing the component хj to be speci-
fied is calculated by the following probability-proportional rule:

p
a c c

a c c
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where c c
j V

j
j
kmin min .= −

∈
1

At each iteration, according to rule (3), the magnitude 
of the probability is determined. According to its value, the 
component to be specified is selected. The choice is random. 
To do this, the value of the uniformly distributed random 
variable from the interval (0,1) is generated. Hitting it in the 
appropriate interval in proportion to the probability is deter-
mined by the number of specified components.

The admissible solution for each ant is considered to be 
obtained if V k rj

k = =0 1, ( , ).  After obtaining all r admissible 
solutions X x x xk k k

n
k= ( , ,..., )1 2  the value of γj is calculated:

γ j j
k

k

r

x=
=

∑
1

,  j n= 1, . (5)

Then the iteration t (t > 2) is repeated with new values  
of αj by formula (1). For the first iteration, all αj are accepted, 
defined as identical and of some value q q0 0 0 1( ( , )).∈

Expression (1) allows to form a description of the process 
of information transfer taking into account the influence of 
destabilizing factors. This description is universal and allows 
to describe the transmission of information in special purpose 
networks for each type of information transmission systems. 
Expression (1) while constructing a mathematical descrip-
tion of the process of information transfer takes into account 
the degree of awareness of the destructive effects and noise 
of the data.

5. 2. Development of an algorithm for implementing  
a method to increase the efficiency of information transfer

The following sequence of actions is offered as a basis of  
a method of increase of efficiency of information transfer.

Step 1. Enter the source data.
At this stage, the initial data about the state of the com-

munication network is entered. The number of sources of 
technical devices of monitoring, type of initial data and their 
volume are determined. Enter the values of the parameters 
β, αmin, the number of agents r1, the number of iterations T.

Step 2. Determine the degree of uncertainty about the 
state of the network.

It takes into account the uncertainty of information 
about the state of the network, namely: full awareness, partial 
uncertainty and complete uncertainty.

Step 3. Set the following parameter values: ZМ = 0, α j q= 0, 
j n= 1, , t = 1.

Step 4. Prepare arrays X x x xk k k
n
k= ( , ,..., ),1 2  k r= 1, , I k , r r= 1.

Step 5. Define sets Vj
k ,  k r= 1, .

Step 6. Determine the available hardware computing 
resources.

At this stage, the available hardware computing resources 
of the network are determined. Based on this, possible clas-
sification options are determined: binary classification tree, 
genetic algorithm, fuzzy cognitive models and acyclic graph.

In the Table 1 shows the characteristics of the considered 
schemes of combining detectors into a multi-class model, 
designed to correlate the input object of one or more of  
the (m+1) labels of classes.

Table	1
Characteristics	of	detector	integration	schemes

Merger scheme

Number of 
detectors 

to be 
trained

Minimum 
number of 
detectors 

involved in 
object classi-

fication

Maximum 
number of 
detectors 

involved in 
object clas-
sification

One-to-all m m m

One-to-one
( )m m+ ⋅1

2
( )m m+ ⋅1

2
( )m m+ ⋅1

2
Classification binary tree m 1 m

Directed acyclic graph
( )m m+ ⋅1

2
m m

Fuzzy cognitive model (m*x) *m (m*x) (m*x) *m

Any algorithm (m*x) m (m*x)

Step 7. Identify destabilizing factors affecting the com-
munication network. The classification binary tree can be 
mentioned as one of the derivative variations of the previous 
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approaches for combining detectors [22–26]. Formally, this 
structure is set recursively as follows:

CBT
F CBT CBTjL R

i
L R

µ
µ µ µ µ

µ

µ
=

≥( ) , , , if # 2,

,                                  if #µ =





 1,
 (6)

where μ = {0,…,m} is the original set of class labels, Lµ µ  is  
the arbitrarily generated or defined subset; µ µµ# # ,L <( )  
Rμ = μ\Lμ is left classification subtree, CBTRµ

 is right clas-
sification subtree, FjL R

i

µ µ

( ) is the node detector, trained on the 
elements of the set {( , ) } { , } .x c L x c Rl l l

M
l l l

M0 11 1∈ ∈= =µ µ

The output of the detector is set to 0 if the input object xl 
belongs to a class with a label c Ll ∈ µ ,  and 1 if the object xl 
belongs to a class with a label c Ll ∈ µ .

Therefore, the operation of a group of detectors Fj
i( ),  presen-

ted in the form of nodes of such a tree is described by a recursive 
function jj

(i), that specifies the sequential dichotomy of the set μ:

F zj
i

j
i( ) ( )= ( )j µ, ,

j µ

µ µ

j µµj
i

j
i

jz L z F( ) ( )( ) = ( ) ≥ ∧,

,

,

              if # =1,

  if # 2 LL R
i

j
i

jL R
i

z

R z F z

µ µ

µ µ
j µµ

( )

( ) ( )

( ) =

( ) ≥ ∧ ( ) =










0

2 1

,

, .  if #

 (7)

Applying the function j j
i( )  to the original set of class la-

bels and the network allows to uniquely search for the class 
label of this network. This is because as to go down the classi-
fication tree, many class labels are disjunctively broken. Once 
the terminal detector is reached and triggered, there is only 
one possible label left for classifying the input object z as the 
output result Fj

i( ).  Therefore, conflicts are not possible for the 
classification tree while classifying objects that may occur for 
the other two combining approaches [26–30].

Another approach is a directional acyclic graph, which 
organizes C m mm+ = +( )⋅1

2 1 2 detectors into a coherent dy-
namic structure, which can be given by the following formula:

DAG

F DAG DAG

k k

j k k
i

k k

µ

µ µ µ

µ µ= ≥ ∈

( )
{ } { }0 1 0 1

0 1

, , ,

,

\ \

if # 2, where ∈∈
=










µ
µ µ

,

, . if # 1

 (8)

The minimum value is reached when the detector FjL R
i

µ µ

( ) , 
located at the root of the tree is activated and trained to 
recognize only one class of destabilizing effects among all 
others, and F z F zjL R

i
jL R

i

µ µ µ µ

( ) ( )= =( ) ( ( ) )0 1  when #Lμ = 1 (#R = 1). 
The maximum value is reached when the tree is represented 
by a sequential list and the most remote detector is activated.

In the case of a balanced tree, this figure can be a value 
log2 1m +( )   or log .2 1m +( )   Each classifier F(i) (i = 1,…,P) 

contains qi groups F j qj
i

i
( ) ,..., ,=( )1  each of which combines  

m detectors Fjk
(i) (k = 1,...,m) using a one-to-all approach.  

Each of the groups of detectors Fj
i( )  is trained in different ran-

dom samples, which may include repetitive and rearranged ele-
ments from the original training set ϒ

χc
LS( ) . The groups Fj

(i) are  
grouped into classifier F(i) on the basis of a hybrid rule, 
which is a mixture of majority voting and max-wins voting:

F z

c c F z q

c

i

j
i

j

q

c

i

i

i

i

( )

( )

=

( )( ) =

∈ ( )  > ⋅ ∧

∧ ( ) =

∑
1

1
2

Ξ

Ξ

� ��� ���

max
′′∈{ } ′=

′( )

























c m i
c

m

c
0 0,...,

.

Ξ

 (9)

In this formula, due to the requirement Ξi ic q( ) > ⋅1 2 ,  
the classifier F(i) becomes incapable of resolving conflicts that 
arise under the condition:

# max
,...,

c c q c ci i i c m i

c

m

Ξ Ξ Ξ( ) = ⋅ ∧ ( ) = ′( )







=
′∈{ }

′=

1
2

2
0

0

(in this case, the output of the classifier is an empty set ∅).
During the operation of the interpreter, the correctness 

of the processed data is checked and the fields of the objects 
inside the classifier tree are initialized [31–35].

Step 8. If there is a set Vj
k0 0= ,  go to step 15.

Step 9. Identify pj
k , j n= 1, , k r= 1, .

Step 10. In accordance with pj
k  and on the basis Vj

k  of the 
components x j

k

0
,  to be specified value «1», to k r= 1, .

Step 11. Define x j
k

0
1= ,  k r= 1, ,  and the set I I xk k

j
k= ∪
0
, 

k r= 1, .
Step 12. Determine the value of the pair γ j ,  j n= 1, .
Step 13. Define new values α j ,  j n= 1, .
Step 14. Go to step 6.
Step 15. r = r–1; calculate the value of the obtained admis-

sible solution zk0
.

Step 16. If r = 0, then return to step 17.
Step 17. Go to Step 6.
Step 18. r r= 1, z Zk k r k0 1

=
=

max ,
,

 X X k= 0 .
Step 19. If zk0 < ZM, then go to step 20.
Step 20. zk0 = ZM, XM = Xk0.
Step 21. Go to the next iteration.
Step 22. t < T then return to step 5.
Completion of the algorithm.

5. 3. Example of modeling the process of informa
tion transfer in communication systems of a group of 
troops (forces)

To assess the effectiveness of the proposed method, simula-
tion of the radio communication devices (RCD) with frequen-
cy-hopping spread spectrum (FHSS) at different degrees of 
deliberate interference acting on the communication channel.  
The simulation was performed in the MathCad 14 soft-
ware environment using the mathematical relations obtained 
above. The communication network is 16 RCD with FHSS. 
Simulations were performed with the following parameters:

– devices of radio communication with FHSS: frequency 
range is 30–512 MHz; transmitter power is 10 W; the band-
width of the emitted frequency band is 12.5 kHz, the sensi-
tivity of the receiver is 110 dB; the number of RCD in the 
network is 4; number of frequency channels for reconfigura-
tion is 10,000; the amount of adjustment is 333, 5 jumps/sec;

– radio electronic suppression complex: frequency range is 
30–2,000 MHz; transmitter power is 2,000 W; the maximum 
frequency that can be suppressed is 80 MHz; the number of 
radio lines with FHSS that can be suppressed at the same time 
is 4, the type of interference is noise obstruction with frequen-
cy manipulation; the strategy of the RES complex is dynamic.

To test the effectiveness of the proposed method, let’s as-
sume that the operating time of the RCD with FHSS on the 
same frequency is the same as the RES complex.

Fig. 1 shows a graph of the dependence of the probability 
of bit error on the signal-to-noise ratio (for the case of noise 
interference in the part of the band with frequency manipu-
lation r = 1).

As can be seen from Fig. 1, the RES device it is not able 
to carry out guaranteed suppression of radio communication 
devices with the FHSS using the specified method.
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Fig.	1.	The	dependence	of	the	probability	of	bit	error	on		
the	signal-to-noise	ratio	at	for	different	techniques	under		
the	influence	of	fluctuating	noise	and	noise	barrier	(r = 1)
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Fig. 2 shows a graph of the frequency of obtaining the 
optimal solution for choosing the route of information trans-
mission depending on the number of ants.

The simulation showed the following:
1. The value of the parameters β determines the fre-

quency of optimal or good solution among the allowable 
solutions obtained by different ants. Fig. 2 shows a graph 
of the frequency of good decisions on the number of ants 
and β values.

2. The optimal solution for small problems was within 
10 iterations.

3. The approximate solution with a deviation of not more 
than 1 % or 2 %, was obtained quite often.

4. In the process of performing iterations, the following 
moment is observed. For some task of choosing the route of 
information transmission, the optimal (best) solution was 
repeated many times after its first appearance on an iteration. 
These statistics are given in Table 2.

5. Elite ants, which repeatedly determine the best solu-
tions, did not stand out.

6. It should be noted that the more ants involved in the 
generation of acceptable solutions, the greater their scatter 
in the selection of the best values of the objective function.

7. For large-scale problems of choosing the route of in-
formation transmission, the optimal solution of the ant algo-
rithm could not be obtained.

Fig.	2.	Graph	of	the	dependence	of	the	frequency	of	optimal	
decisions	on	the	choice	of	information	transmission	route		

on	the	number	of	ants	and	β	values
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The research showed that the use of the method allows to 
increase the efficiency of information transfer at the level of 
11–16 % through the use of additional advanced procedures.

6. Discussion of the results of the development  
of a method to increase the efficiency of information 

transfer in special purpose networks

It is established that the developed method has a higher 
computational complexity at the level of 5–7 %, compared 
to others, but allows to increase the efficiency of information 
transfer by 11–16 %, which is acceptable. This is due to the 
fact that this technique contains additional procedures for 
calculating the determination of the impact of destabilizing 
factors on the communication network.

Table	2
Statistics	of	the	emergence	of	the	right	decisions

Routes
Ants

β = 0.1 β = 0.3

1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10

10 1 0 0 0 0 13 0 0 0 0 13 0 13 13 0 8 7 0 0 0

20 15 2 0 15 6 0 0 0 0 0 0 9 0 0 0 0 0 0 0 0

30 14 4 4 2 0 0 14 0 0 14 3 0 0 0 3 0 0 0 11 14

40 3 3 0 0 3 1 0 1 0 4 1 0 3 3 3 0 2 0 0 4

50 0 2 1 0 1 0 1 7 0 0 0 0 0 5 0 0 4 1 0 0

60 1 0 4 0 2 0 14 1 2 0 0 0 0 2 3 0 2 0 0 0

70 3 0 0 0 4 0 0 1 0 2 1 0 1 1 0 0 5 12 1 2
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The main advantages of the proposed method are:
– increasing the efficiency of radio frequency resource use;
– the possibility of RCD operation in conditions of fre-

quency band deficit;
– wide scope of use (civil and special use radio commu-

nication systems);
– the ability to adapt to the signal environment of the 

communication network;
– taking into account the impact of the main types of 

destabilizing factors;
– the ability to work at low signal/noise ratios in the 

channel;
– the ability to choose rational routes for information 

transfer.
The proposed technique allows to increase the efficiency 

of determining the route of information transfer, taking into 
account a significant number of destabilizing factors.

The disadvantages of the proposed method include:
– increase of computational complexity at the level of 

10 %, which is associated with an increase in the number  
of procedures;

– under the influence of destabilizing factors on the com-
munication network for some time there will be no exchange of 
information in the network. The specified time will depend on;

– this technique should not be used in radio communica-
tion systems with FHSS with a small number of correspon-
dents in the network and in radio directions.

The method proposed in this paper should be used in the de-
velopment of software for modules (blocks) for the assessment 
of promising means of radio communication, based on the open 
architecture interfaces of version SCA 2.2, which will allow:

– to determine rational routes of information transfer 
under the influence of destabilizing factors;

– to ensure the efficient use of the radio frequency re-
source of programmable devices of radio communication;

– to increase the speed of evaluation of communication 
channels;

– to reduce the use of computing resources of radio com-
munication facilities with programmable architecture.

These methods should be used in radio stations with  
a programmable architecture that operates under conditions 
of active electronic suppression. This method will allow:

– to identify the structure of the obstacle, its type and  
the law of production;

– to assess the state of the radio communication network;
– to ensure the efficient use of the radio frequency re-

source of programmable devices of radio communication;
– to ensure the effective use of radio communication de-

vices in the network;
– to develop measures aimed at increasing noise immunity.
Limitations of the research should be considered:
– the need to know the electronic environment of the 

region of application;
– this method should not be used for networks with a small 

number of nodes;
– the need to adapt special software for its implemen-

tation and the minimum hardware resources to ensure sus-
tainable operation.

The method proposed in this paper should be used in the 
development of software for modules (blocks) for the assess-
ment of advanced radio communication devices, based on the 
open architecture interfaces of SCA version 2.2.

This research is a further development of research aimed 
at developing methodological principles of operational ma-
nagement of radio resources of radio communication systems.

7. Conclusions

1. The task of transmitting information in special purpose 
networks, which is flexible and universal. As a criterion for 
the effectiveness of this method, the efficiency of the informa-
tion transfer process with a given reliability of the obtained 
estimate is chosen. The proposed formulation allows to de-
scribe the process of information transfer for any structure of 
the special purpose network, taking into account destabiliz-
ing factors. As a criterion for the effectiveness of this method, 
it is proposed to use the efficiency of information transfer 
between the elements of the special purpose network.

2. The algorithm of realization of a method of information 
transfer efficiency increase that allows:

– to take into account the type of uncertainty and noise 
of data;

– to take into account the available computing resources 
of the communication network status analysis system;

– to carry out accurate training of detectors due to the 
use of an advanced method of training based on evolving 
artificial neural networks [2]);

– to selective use of system resources by connecting only 
the necessary types of detectors.

3. An example of the use of the proposed method on the 
example of the transfer of information between the elements 
of the communication network of a group of troops (forces). 
This example showed an increase in the efficiency of data 
processing efficiency at the level of 11–16 % through the use 
of additional advanced procedures.
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