u] =,

The object of this study was the processes of res-
toration and transformation of high-tech engineer-
ing using the principles of Industry 4.0 and CALS-
concept. The problem of identifying ideas, concepts,
tools and developing the principles of their applica-
tion for the restoration and transformation of high-
tech engineering has been solved. It is shown that
the restoration of high-tech engineering, in countries
affected by hostilities, is advisable to carry out using
the CALS concept. The top priority CALS technology
and systems have been identified. An opportunity to
Jump from Industry 2.0 to Industry 4.0. for countries
in which mechanical engineering has suffered great-
ly as a result of hostilities has been shown. The prin-
ciples of restoration and transformation of high-tech
engineering by implementing the principles of CALS
concept in the context of Industry 4.0 development
have been developed. The infrastructure of the par-
ticipants of the life cycle of machine-building pro-
ducts is proposed. A model for optimizing the pro-
duction program of the defense-industrial complex
has been built. The model takes into consideration
the nonlinearity associated with the optimization
of the production program, as well as the stochastic
nature of changes in the model parameters. An adap-
tive approach is proposed that makes it possible to
optimize the production program according to the
model even for specialists without special mathema-
tical training. The priorities of post-war reconstruc-
tion of high-tech engineering have been defined. This
study will make it possible to transform and restore
the machine-building industry destroyed as a result
of hostilities as soon as possible. The condition for
the practical use of this study is to stop the hostilities
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1. Introduction

Around the world, the process of implementing the main
achievements of Industry 4.0 is in full swing — the fourth
industrial revolution. The main innovations of Industry 4.0
include big data, machine learning, the Internet of Things,
robotics, digital twins, etc. The regional unevenness of the
implementation of these components of Industry 4.0 crea-
tes great risks for entire regions of the planet. Thus, with
the development of the main achievements of Industry 4.0,
countries with low rates of its implementation can be exclu-
ded from the global logistics chains of production and supply.
Due to the high level of automation and robotics in deve-
loped states, countries with low rates of implementation of
Industry 4.0 may lose entire sectors of the economy, due to
the leveling of their main advantage — cheap labor. Thus, the
fourth industrial revolution brings not only opportunities
but also significant challenges.

Mechanical engineering is the locomotive of industry
because it launches work of many related industries, such as
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metallurgy, polymer production, etc. At the same time, me-
chanical engineering is one of the best points of application
of the main innovations of Industry 4.0, specifically robots,
cobots, the Internet of Things, big data technologies, digi-
tal twins. Moreover, these innovations can be applied both
in machine-building production and at all stages of the life
cycles of high-tech machine-building products.

Thus, the development of scientific principles of uniform
transformation of high-tech engineering in different regions
of the planet is an actual scientific direction. In addition, the
relevance of the topic is in the need to develop scientific prin-
ciples of restoration, using the innovations of Industry 4.0,
mechanical engineering in countries affected by hostilities.

2. Literature review and problem statement

The basic concepts and principles of the Fourth Indus-
trial Revolution are reflected in many sources. Thus, in [1]
the ideas of the fourth industrial revolution are formed as




a holistic concept that will ensure the transition of the world
economy to a qualitatively new level. The cited work does
not contain details and experience of its implementation in
various industries and regions of the planet, which is due to
the fact that the cited work appeared at the beginning of the
era of the fourth industrial revolution.

The information document [2] summarizes the world
experience in implementing the principles of the fourth in-
dustrial revolution. It is shown that the so-called «beacons»
are important in the implementation process, that is, the
most innovative enterprises, the experience of which should
be disseminated. In [2], there is not enough attention paid to
the processes of integration of Industry 4.0 innovations with
other systems and technologies for maintaining the life cycles
of high-tech machine-building products. This may be due to
the fact that [2] is not a specialized study but concentrates
on investigating the development of Industry 4.0 as a whole.

Work [3] defines the sustainability functions of Indus-
try 4.0. However, the issues of transformation of industry,
specifically mechanical engineering to the level of Indus-
try 4.0, are not paid enough attention.

Paper [4] shows that Industry 4.0’s current manufactur-
ing trend offers new key technologies, such as cyberphysical
systems, the Internet of Things, additive manufacturing, and
big data analytics. These new technologies directly or indi-
rectly contribute to sustainability. It is necessary to deter-
mine various factors of implementation since this is the intro-
duction of sustainable development methods in Industry 4.0.
The cited research aims to develop the basis of sustainable
development practices for Industry 4.0 for the micro, small
and medium-sized enterprises sector. However, work [4] does
not cover powerful machine-building enterprises.

Research work [5] provides guidelines for businesses seek-
ing to build recycling production and thus achieve sustainable
development goals by implementing Industry 4.0 principles.
The scientific results reported in [4, 5] should be further
developed for use in high-tech machine-building enterprises.

Work [6] concentrates on how, through Industry 4.0 prin-
ciples, to move from the linear life cycle of the product «pro-
duction-use-recycling» to the recycling life cycle. This can
provide a simultaneous increase in the profits of the enterprise
and a decrease in the negative impact on the environment.

The scientific results reported in works [5, 6] do not con-
sider the processes of transition to the recycling life cycle of
products under the conditions of transformation and resto-
ration of high-tech engineering. This is due to the fact that
works [5, 6] are focused on the industry of developed countries.

Paper [7] presents the essence, genesis, and development
trends (Product Life-Cycle Management) of PLM-systems.
These advanced tools support work of engineers at all stages
of the product life cycle. They are especially useful and even
necessary in the development of products that combine va-
rious areas of technology, that is, products with mechanical,
electrical, electronic, IT components, etc. for PLM systems.
Paper [7] presents the essence, genesis, and trends in the de-
velopment of PLM systems. The authors selected examples of
the use of Industry 4.0 technology in PLM systems, includ-
ing the industrial Internet of Things, virtual and augmented
reality, and digital twins. Work [7] should be complemented
by the principles of using continuous acquisition and life-
cycle support (CALS) concept as the theoretical foundation
for the construction of PLM systems. CALS concepts in [7]
are not paid enough attention. This is due to the tendency
in the management of high-tech machine-building products

to concentrate on the practical aspects of PLM. Moreover,
this happens without the systematic use of the scientific and
methodological tools of the CALS concept.

In [8], a comparative analysis of the initiatives for the
implementation of Industry 4.0 at the national level in dif-
ferent countries was carried out. The factors of successful
implementation of Industry 4.0 in the EU Member States
are considered. Based on the analysis of the European ex-
perience of digital transformations of industry and national
economies, an attempt was made to highlight the key fo-
cuses of such transformations. However, it should be noted
that the results of the cited work can be used only partially
during the post-war reconstruction to restore the destroyed
machine-building industry during the military operations in
Ukraine. In addition, [8] does not consider the implementa-
tion of the CALS concept as one of the factors in accelerating
the implementation of Industry 4.0 achievements.

Paper [9] explores the spatial distribution of Indus-
try 4.0, taking into consideration factors specific to the
region and technology. By focusing on patent data for the
four technologies that are the backbone of Industry 4.0, the
authors provided evidence of their uneven distribution by
region. The analysis confirms the role of regional absorption
ability, cognitive and spatial proximity as drivers of Indus-
try 4.0 knowledge flows but also points to important diffe-
rences between these technologies. Technological capabilities
and spatial proximity are determined to have a stronger
impact on the proliferation of robots and 3D printing, while
big data and the Internet of Things tend to be more spatial-
ly distributed.

The issue of the introduction of Industry 4.0 in mechani-
cal engineering is not paid enough attention in articles [8, 9]
due to the fact that they are concentrated not on the sectoral
but on the geographical distribution of the intensity of the
implementation of Industry 4.0.

Study [10] shows that digital twins reflect real objects
with their data, functions, and communication capabilities
in the digital world. As nodes in the Internet of Things, they
provide networking and thus automation of complex va-
lue chains. The use of simulation methods makes them suitable
for experiments, so digital twins become experimental digi-
tal twins. Initially, experimental digital twins interact with
each other exclusively in the virtual world. The resulting net-
works of interacting experimental digital twins’ model diffe-
rent application scenarios are modeled on virtual test benches,
providing new foundations for integrated modeling-based
system engineering. Thus, complete digital representations of
relevant real assets and their behavior are consistently created.
A network of experimental digital twins combined with real
objects make it possible to create hybrid systems in which
experimental digital twins are used in combination with real
equipment. Thus, complex control algorithms, innovative user
interfaces, and intelligent systems are implemented.

The issue of creating experimental twins of high-tech
machine-building products, highlighted in work [10], require
specifying in terms of specific machine-building products.

There were no articles that would consider the principles
of transformation of high-tech engineering, and especially
the processes of restoration of the destroyed, for example,
as a result of hostilities, machine-building industry based
on Industry 4.0 principles. Therefore, scientific issues of
restoration and transformation of high-tech engineering
using the principles of Industry 4.0 and CALS concepts need
to be developed.



3. The aim and objectives of the study

The aim of this study is to develop conceptual solutions
for the restoration and transformation of high-tech engineer-
ing using CALS technologies and systems and innovations
of Industry 4.0.

This will make it possible to transform and restore the
machine-building industry destroyed as a result of hostilities
as soon as possible.

To accomplish the aim, the following tasks have been set:

—to analyze CALS technologies and systems for trans-
formation and restoration of mechanical engineering, as
well as maintenance of life cycles of high-tech machine-build-
ing products;

—to analyze the main innovations of Industry 4.0 for
their application for the transformation and restoration of
mechanical engineering;

— to synthesize the principles of restoration and transfor-
mation of high-tech engineering through the implementation
of the CALS concept in the context of the development
of Industry 4.0.

4. The study materials and methods

The research materials were ideas, tools, innovations,
CALS concept technologies, and Industry 4.0. The object
of this study was the processes of restoration and trans-
formation of high-tech engineering using the principles of
Industry 4.0 and CALS-concept. The study is based on the
hypothesis of the jumping nature of the transition from one
technological structure to another. The assumption is made
about the possibility of moving from Industry 2.0 immediate-
ly to the level of Industry 4.0, passing the level of Industry 3.0
and 3.0+. The research methods were a systematic analysis
of current trends in the development of Industry 4.0 and the
CALS concept. Next, we used heuristic methods of synthesis
for the principles of restoration and transformation of high-
tech engineering by implementing the principles of the CALS
concept in the context of the development of Industry 4.0.

5. Results of studying the restoration and transformation
of mechanical engineering using the principles
of Industry 4.0 and CALS concept

5. 1. Results of studying the CALS technologies and
systems for transformation and restoration of mechani-
cal engineering

Most scientific and technical projects are multidisci-
plinary in nature, for example, in the program to support scien-
tific projects of the European Union Horizon Europe [11] is
very much appreciated by multidisciplinary in projects. This
requires the cooperation of specialists of different profiles,
that is, the creation of multidisciplinary project teams. How-
ever, in insufficiently technologically advanced countries,
most scientific and design teams are narrow-profile. That is
why it is very important to study and implement the expe-
rience of creating multidisciplinary project teams.

The multidisciplinary team of the project is characterized
as the most effective in the organization, focused on team ac-
tivity, and functioning in a changing and poorly predictable
market [12]. It brings together specialists from a number of
organizational units or partner organizations whose compe-

tence makes it possible to find and implement the most op-
timal solution to a complex problem. The combination of
abilities of team members that complement each other creates
a synergistic effect that determines its high potential.

Multidisciplinary groups (MDGs) or Integrated Project
Teams (IPTs) are used to combine competencies and resour-
ces from different organizations to effectively solve specific
problems through joint work [13].

The structure, composition, and role of MDG will vary
depending on the strategy and objectives of the project
and the level of integration between the customer and the
contractor. With proper use, MDG speeds up the execution
process and improves the quality of the project by replacing
long formalized procedures for exchanging information with
direct personal work. It is assumed that MDG is available as
a resource at all stages of the life cycle of the scientific and
technical project.

To restore the machine building destroyed by the war, it
is advisable to assess the personnel potential of Ukraine.

The issues of the creation and development of MDGs and
IPTs in engineering and computer science are not covered
enough. Therefore, there is a wide area for research [14—16]
in this direction. MDG work can be carried out both through
personal contacts and using another concept that is offered
in [13] — shared data environment (SDE).

SDE is a collection of software and hardware that supports
information exchange and allows data to be controlled, ac-
cessed, and distributed among all participants in the life cycle
of high-tech machine-building products during its existence.
Services of the shared data environment should be available
throughout the life cycle of a high-tech machine-building
product. In the development process, MDG uses a shared
data environment to accelerate and improve research and
design processes. At the operational level, SDE provides rapid
controlled access to technical information of a scientific and
technical project and a high-tech machine-building product
at all stages of their life cycles [13].

From a technical point of view, SDE is an automated ser-
vice that provides the implementation and maintenance of data
resources used by at least two combat support applications.
Services include identification of general data, modeling of
physical data, database segmentation, development of proce-
dures for data verification and maintenance, as well as database
reengineering for the use of the common data environment [17].

Along with SDE, there is a common data environ-
ment (CDE). It is understood as a repository of digital
documentation of the project, usually located on cloud ser-
vers [18—20]. The concept of CDE is associated with construc-
tion projects, namely, closely related to the concept of their
information support. Therefore, for information support of
high-tech machine-building projects, we shall use SDE.

Fig. 1 shows the infrastructure of participants in the life
cycle of high-tech machine-building products, united by a com-
mon data environment.

The further development of Fig. 1 requires filling its
content with specific participants in the life cycles of high-
tech machine-building products characteristic of a particular
industry, country, or region.

Building a shared data environment of a scientific and
technical project — SDE, which is a prerequisite for the im-
plementation of the above ideas, requires a database of high-
tech machine-building products, which, in turn, requires the
availability of an appropriate data model. The CALS concept
proposes the NATO CALS Data Model. NATO CALS Data



Model is a flexible means of semantic data breakdown that
generates samples of high-tech machine-building products
during their life cycles. It offers a breakdown of the product
structure for both design and production and logistics support.
The issue of using NATO CALS Data Model for high-tech
engineering is well covered in [21-24].

Another concept is closely related to the concept of the
shared data environment — information management. Informa-
tion management is engaged in the organization of processes
of processing, storage, distribution, archiving or disposal of
information. Depending on the application, there are many
areas of data management — from personal data management to
intelligence data management [25—27]. An interesting concept
of data management of high-tech machine-building products
is presented in[13] — Through Life Information Manage-
ment (TLIM)). TLIM focuses on how to collect and transmit
technical information necessary for participants in the life
cycle of high-tech machine-building products for its creation,
acquisition, technical support, and disposal. As products be-
come more complex, it becomes more difficult to manage the
information needed for maintenance, especially in the process
of upgrading the product. Both the complexity and the amount
of information required for maintenance are growing. This
information begins to be created at the beginning of the life
cycle of a high-tech machine-building product, and it must
be managed throughout the life cycle. Such information in-
cludes: configuration data, assembly drawings, connection dia-
grams, test requirements, data on special tools and test equip-
ment, diagnostic data, information about spare parts, types of
failures, etc. The absence of any of this information can lead to
the suspension of the functioning of high-tech machine-build-
ing products at different stages of its life cycle. Feedback
between different lifecycle participants is also needed to track
maintenance costs and address the causes of downtime.

Previously considered concepts, namely multidiscipli-
nary project teams, shared data environment, life cycle
information management open up prospects for accelerating
research and design work through the use of parallel design

methods (concurrent engineering (CE)). Parallel design means
the simultaneous implementation of both real and future
simulated processes of product development and design.
All stages of the life cycle of a high-tech machine-building
product are considered simultaneously while the design is
modified in order to maximize the efficiency of the product
at all stages of its life cycle. The efficiency of the life cycle of
a high-tech machine-building product can be understood as
improving its quality, increasing the speed of the product en-
tering the market, reducing operating costs, etc. The resour-
ces necessary for the production, operation, maintenance,
and disposal of the product are determined in the process of
product design. Problems of later stages of the life cycle are
determined on the basis of modeling and are solved as long
as they may arise. Changes in the product life cycle cost the
cheapest at the design stage, so parallel design concentrates
on making changes at this stage. Therefore, parallel design
reduces the costs associated with solving these problems
compared to the cost of solving them at the stage of operation
and maintenance, as well as accelerates the entry of a high-
tech machine-building product into the market.

The above results of research into CALS technologies
and systems for the transformation and restoration of me-
chanical engineering allow us to implement the advanced
innovations of Industry 4.0 as soon as possible.

5. 2. Results of studying major innovations of Industry
4.0 on their application for transformation and restoration
of mechanical engineering

One of the most important achievements of Industry 4.0 is
digital twins. In some approaches, it is proposed to create a digi-
tal twin of the object or process at the stage of its development,
in others — based on filling the profile with data from sensors
at the stage of operation [10, 28—30]. Within the framework of
this study, an integrated approach is proposed in which a digi-
tal twin is created at the first stage of the life cycle of a high-
tech machine-building product — identifying and analyzing
needs. Next, it is filled with data at all stages of the life cycle.
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Fig. 1. Infrastructure of participants in the life cycle of high-tech machine-building products,
united by a shared data environment



After the disposal of a
product, it is proposed to use its digital twin to develop
more modern similar products. Fig.2 shows a structural

high-tech machine-building  chine-building products using digital twins. Table 1 gives
data that should be collected at each stage of the life

cycle of high-tech machine-building products to create their

scheme for maintaining the life cycle of high-tech ma-  digital twins.
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Fig. 2. Structural scheme of maintenance of the life cycle of high-tech machine-building products using digital twins

Table 1

Data to be collected at each stage of the life cycle of high-tech machine-building products

Stage of the life cycle of high-tech
machine-building products

Data

Identification and analysis
of needs

Quantitative indicators of the desired technical characteristics defined by the customer, according to the
purposes and missions

Feasibility study

Quantitative economic indicators are determined on the basis of the desired technical characteristics.
Determined by the customer, operator and main contractor.

System layout

Draft documentation developed by the main contractor and contractors

Design and development

Design documentation is developed by the main contractor, contractors and suppliers

Production

Technological documentation is developed by contractors and suppliers

Deployment

Data from contractors and operators on the features of the external environment in which the deployment
and operation of high-tech engineering products

Operation and technical support

Data from sensors integrated into a high-tech machine-building product. Product failure data from operators.

Disposal

Data on the degree of wear and the reasons for decommissioning of high-tech machine-building product.
This data is collected and entered into the system by the supplier and the operator




The development of digital twins of high-tech machine-
building products requires the use of big data technologies
and machine learning [31, 32]. Big data can be collected at
all stages of the life cycles of high-tech machine-building
products [33-35].

The above results are key because they open up oppor-
tunities for the introduction of other innovations of Indus-
try 4.0, namely the Internet of Things in engineering, robots,
cobots, drones, etc.

5. 3. Results of the synthesis of principles of resto-
ration and transformation of high-tech engineering

The implementation of the main provisions of the CALS
concept and innovations of Industry 4.0 on the example
of Ukraine is shown in Fig. 1. The flagship of the post-war
reconstruction of the machine-building industry of Ukraine
should be the defense-industrial complex, which should
launch the processes of reconstruction and innovative trans-
formation in civil high-tech engineering. Participants in the
life cycle of weapons and military equipment in this case are
given in Table 2.

Table 2
Participants of life cycles of weapons and military equipment

Participants in the life cycles of
armaments and military
equipment
Central Research Institute of the Armed
Forces of Ukraine, Central Research Ins-
titute of Armaments and Military Equip-
ment of the Armed Forces of Ukraine,
State Research Institute of Testing and
Certification of Arms and Military Equip-

Participants in the life
cycles of high-tech
engineering products

Setting goals and
missions for the
development of new and
modernization of existing
weapons and military

equipment ment, profile departments of higher mili-
tary and civilian educational institutions
Customers Ministry of Defense, Ministry of Inter-

nal Affairs, Security Service of Ukraine

Main contractor State Concern «Ukroboronprom»

Contractors Enterprises of «Ukroboronprom»
Domestic and foreign enterprises and
Suppliers organizations of various forms of owner-
ship
Armed Forces of Ukraine, Territorial De-
Operators fense, Police, National Guard, Security

Service of Ukraine

To formalize the process of selecting weapons and military
equipment for their primary production, a mathematical mo-
del for optimizing the production program (1) has been built.
Model (1) takes into consideration the available resources for
the SC «Ukroboronprom» and related enterprises.
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where:

— x; is the number of units of military-technical products
produced of the ith type;

— ¢; is the weight factor for each type of product x;

— F(x1, x9,..., 4,) is the objective function that maximizes
the number of products produced;

— aj; is the the rate of expenditure of the resource of the
Jj-th type per unit of production of the ith type;

— b; is the available amount of resource of j-th type.

The number of units of military-technical products pro-
duced of the ith type x; for certain units of products may be
fixed at a certain level if these products are critical for improv-
ing the defense capability of the state. That is, an additional
restriction of the following type is introduced into the model:

x,2d, (2)

where d; is the minimum required number of products of the
first type. There may also be a situation when products of
a certain type are unnecessary, for example, if it is supplied by
foreign partners. Then for this type of product we introduce
restrictions of the type:

x,=0. 3)

The weighting coefficients ¢; for each type of product are
determined on the basis of expert assessments of the impor-
tance of certain types of weapons and military equipment for
the security forces of Ukraine.

The constraints of model (1) reflect resource limitations.
It can be not only raw materials and components but also hu-
man resources, for example, hours of work of skilled workers
in scarce specialties, or engineers.

The optimization model (1) is a trivial model of linear
programming — a model for optimizing a production program.
The peculiarity of the representation of such a model is the
need to take into consideration the nonlinearities associated
with the optimization of the production program, as well as the
stochastic nature of changes in the parameters of the model.

The main of the nonlinearities that will arise at the stage of
production of high-tech machine-building products (weapons
and military equipment) is the possible dependence of the
aj; coefficient on the number of x; products for certain types
of products. This dependence may be caused by the presence
of a scale effect. This effect is in reducing or increasing the
cost rate of the j-th type resource per unit of production of
the i-th type, depending on the volume of production of these
products. It is nonlinear in nature and can be represented by
a plot, for example, shown in Fig. 3. The plot in Fig. 3 is de-
scribed by the polynomial dependence of form (4).

aij(xi):f’fxi+Bz'xi2+[33'xi3+-~-+ﬁk'va (4)
where By, Ba, Bs, ..., Br are the estimates of polynomial coeffi-
cients, which are evaluated on the basis of statistical data using
regression analysis methods; % is the power of the polynomial.

Using equation (4) in the limitations of optimization
model (1) can convert linear constraints into nonlinear con-
straints of the form:
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Fig. 3. Possible shape of dependence of the cost rate of aj;resource of j-th type per unit of production

of the /-th type on the number x;of the manufactured products of the /-th type

Thus, we get a more complex, but at the
same time more adequate nonlinear optimi-
zation model for maximizing the production
of weapons and military equipment.

As one can see, the introduction into mo-
del (1) of the polynomial regression equation
introduces additional stochastic factors into it,
in addition to possibly stochastic parameters of
the model. The use of stochastic programming
models is impractical due to the fact that they
can cause difficulties at the stage of practical ma-
thematical modeling. The algorithmic scheme
of the approach to the process of optimization
of the production program is shown in Fig. 4.

It should be noted that the process of op-
timizing the production program of the de-
fense-industrial complex is iterative. It has two
iterative cycles. A small cycle at the level of a
separate contractor (for example, «Ukroboron-
prom» enterprises and a large cycle at the level
of the main contractor. This approach makes
it possible to plan the number of weapons and
military equipment produced under conditions
of uncertainty, and even under the conditions of
war. In addition, the advantage of this approach
is the ability to use relatively simple mathe-
matical models available for work even to spe-
cialists of planned departments of contractors.

Developed for the military-industrial com-
plex, the algorithmic scheme that is shown in
Fig. 4 can also be used for civil engineering, for
example, during post-war reconstruction. To do
this, it is enough only to replace the objects of its
use from weapons and military equipment with
civilian high-tech machine-building products.

Fig. 5 depicts a possible diagram of prio-
rities in the post-war reconstruction of the
military-industrial complex and high-tech
engineering specifically.

The top priority is to preserve and repro-
duce human resources, specifically scientists
and engineers who are guided by modern
achievements of production informatization
and Industry 4.0 principles. The next is data
collected throughout the life cycle of high-tech
machine-building products, including drawings
and technological maps. The third priority is the
technological equipment, machine tools, indus-
trial buildings. The fourth is finished products.
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6. Discussion of results of studying the principles
of restoration and transformation of high-tech
engineering

The infrastructure of the participants in the life cycle
of high-tech machine-building products (Fig. 1) in combi-
nation with the result of systematization of participants in
the life cycles of weapons and military equipment (Table 2)
makes it possible to accelerate the processes of transforma-
tion and restoration of mechanical engineering. First of all,
it concerns the defense-industrial complex. The results are
achieved through the use of Through Life Information Man-
agement and the overall data environment.

An integrated approach, in which the digital twin is filled
with data at all stages of the life cycle (Fig. 2) and (Table 1),
makes it possible to speed up the process of creating and commis-
sioning new types of equipment. In addition, this approach ac-
celerates the introduction of other innovations of Industry 4.0,
namely big data technologies, machine learning, the Internet
of Things, robotics. High-tech machine-building products
generate a significant amount of data during their life cycles.
However, at the Industry 2.0 level, the collection of such data is
not systematic. Instead, the proposed comprehensive approach
makes it possible to systematize these data. This is achieved
through the use of CALS technologies and systems (Fig. 2).

The mathematical model (1) makes it possible to optimize
the production program of the military-industrial complex
under conditions of uncertainty. This is achieved through the
use of an algorithmic scheme for optimizing the production
program of the defense-industrial complex (Fig. 4). Thus, the
task of restoring the machine-building industry destroyed as
a result of hostilities is solved.

Determining the priorities of the post-war reconstruction
of high-tech engineering (Fig. 5) will make it possible to con-

centrate on the most important resources in
the process of reconstruction and transforma-
tion of high-tech engineering.

Among the main limitations that should be
noted is the lack of awareness of the scientific
and technical community in the field of CALS
technologies and systems and innovations of
Industry 4.0. These restrictions can be over-
come through seminars, conferences, etc.

The main disadvantage of this study is that
it does not contain examples of practical veri-
fication of the proposed scientific provisions.
This will definitely need to be done in the fol-
lowing studies. Theoretical scientific provisions
set out in this paper must be adjusted based on
the results of their practical implementation.

The development of Ukrainian high-tech
engineering by creating unified elements of
a dual-purpose modular design — electric mo-
tors, mechanical gears, hydraulic and electrohy-
draulic drives, etc. is promising. Therefore, it is
promising to create modular digital twins of the
element base, followed by its integration into the
digital twin of the final product. As a pilot pro-
ject, the creation of digital twins of electrohy-
draulic mechatronic modules is promising here.
This is justified by two reasons, namely:

— the possibility of detailed mathematical
modeling of their functional processes based
on nonlinear differential equations;

— the ease of obtaining information about working pro-
cesses of electrohydraulic mechatronic modules at the stage
of their testing and operation using modern integrated pres-
sure sensors.

7. Conclusions

1. The introduction of CALS technology and systems
in countries with a low pace of implementation of the main
innovations of Industry 4.0 should accelerate the passage of
the fourth industrial revolution in these countries. The resto-
ration of high-tech engineering, in countries affected by hos-
tilities, is also advisable to carry out using the CALS concept.
Among the top priorities for the implementation of CALS
technologies and systems are Multi-Disciplinary Groups or
Integrated Project Teams, Shared Data Environment, NATO
CALS Data Model, Through Life Information Management,
Concurrent Engineering. The proposed infrastructure of
participants in the life cycle of high-tech machine-building
products opens up opportunities for the beginning of the
process of transformation of high-tech engineering even
before the end of hostilities. This is achieved through the
integration of all lifecycle participants through Shared Data
Environment and Through Life Information Management.

2. The data that generate a sample of high-tech ma-
chine-building products were considered a resource no less
valuable than the product itself 10 years ago. However, now,
with the advent of the Internet of Things, machine learning
and digital twins, the value of data has increased significantly.
Specifically, they can be used to optimize maintenance and re-
pair processes, modernize and develop new similar products.
The analysis of the main innovations of Industry 4.0 for their
application in the transformation and restoration of mechani-



cal engineering showed the possibility of jumping from the
level of Industry 2.0 to the level of Industry 4.0. This is espe-
cially true for countries in which mechanical engineering has
suffered greatly as a result of hostilities. Such a leap can be
achieved through the use of CALS technologies and systems
to promote the creation of digital twins. Digital twins of
high-tech machine-building products, in turn, will simplify
the introduction of other innovations of Industry 4.0.

3. The specific filling of the infrastructure of the parti-
cipants in the life cycle of high-tech machine-building pro-

ducts makes it possible to clearly distinguish the functions
of each participant. This ensures the speedy transformation
and restoration of high-tech engineering. The mathemati-
cal model of optimization of the production program of the
defense-industrial complex (on the example of the SC «Ukr-
oboronprom») makes it possible to optimally manage the
resources of the machine-building industry even under the
conditions of war. These priorities for the restoration of
high-tech engineering will make the process of optimizing
the production program more certain.
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