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The development of the IT indus-
try and computing resources allows the 
formation of cyberphysical social sys-
tems (CPSS), which are the integration 
of wireless mobile and Internet tech-
nologies and the combination of the 
Internet of things with the technologies 
of cyberphysical systems. To build pro-
tection systems, while minimizing both 
computing and economic costs, vari-
ous sets of security profiles are used, 
ensuring the continuity of critical busi-
ness processes. To assess/compare the 
level of CPSS security, various assess-
ment methods based on a set of met-
rics are generally used. Security met-
rics are tools for providing up-to-date 
information about the state of the secu-
rity level, cost characteristics/para
meters from both the defense and attack 
sides. However, the choice of such sets 
is not always the same/understand-
able to the average person. This, first-
ly, leads to the absence of a generally 
accepted and unambiguous definition, 
which means that one system is more 
secure than another. Secondly, it does  
not take into account the signs of syner
gy and hybridity of modern targeted 
attacks. Without this knowledge, it 
is impossible to show that the metric 
measures the security level objectively.  
Thirdly, there is no universal formal 
model for all metrics that could be 
used for rigorous analysis. The paper 
explores the possibility of defining  
a basic formal model (classifier) for 
analyzing security metrics. The pro-
posed security assessment model takes 
into account not only the level of secre-
cy of information resources, the level of 
provision of security services, but also 
allows, based on the requirements put 
forward, forming the necessary set of 
security assessment metrics, taking into 
account the requirements for the conti-
nuity of business processes. The aver-
age value of the provision of security 
services to CPSS information resour
ces is 0.99, with an average value of  
the security level of information re
sources of 0.8
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1. Introduction

The automation of information systems to ensure the 
efficient provision of services has led to a number of infor-

mation security problems, manifested primarily in a multiple 
increase in the number of attacks on cyberphysical social 
systems. To prevent such cyber incidents, system owners are 
investing more and more in various protection mechanisms,  
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as well as improving systems and workflows to make them 
more secure. However, the return on investment and/or sub-
sequent security enhancement is largely unknown.

It is a generally accepted fact that achieving «100 % sys-
tem security» is an ideal condition [1]. However, one of the 
priorities in security research is the ability to measure how 
close an information system is to its ideal state (in terms of 
security) [2]. The paper [3] of the Infosec Research Coun-
cil (IRC) published in November 2005 and the paper [4] of 
the US Department of Homeland Security published in 2009 
mention «enterprise-level security metrics» as a challenging 
area of research. This confirms the fact that little progress has 
been made in this important field.

There are several well-known security standards such 
as ISO/IEC 27001:2005 [5], ISO/IEC 27002:2005 [6],  
COBIT 5 [7] and NISTSP 800-53 [8] that provide rec-
ommendations and best practices for managing informa-
tion security in enterprises. However, these standards do 
not explicitly define security indicators that enterprises 
can implement. In turn, the ISO/IEC 27004:2009 [9] and 
NISTSP 800-55 [10] standards define ways to develop a pro-
gram of enterprise security indicators. However, they do not 
provide specific enterprise-level metrics that could be used 
to measure and improve enterprise security. The main com-
plaint about security standards is that they are poorly coor-
dinated with each other, focusing on security auditing, but 
paying little attention to measuring security indicators [11].

This state of affairs raises the following questions:
– what is the amount of financial investment needed to 

«secure» oneself from attacks;
– how effective are security improvement changes made 

to software;
– are the company’s workflows or processes safe enough;
– how the addition of a third-party software component 

will affect the system security;
– how can legislation requiring certain levels of security 

be enforced if the level of security is unknown.
With regard to cybersecurity, it should be possible to 

perform a cybersystem security analysis in order to obtain 
security indicators showing whether the system is protected 
from various forms of attacks and what are the vulnerabili-
ties [12]. These questions can be answered if there is a way to 
measure the level of cybersystem security. The solution can be 
a well-defined, effective security metric. So, the issues of classi-
fication of existing security metrics, as well as the development 
of methodological foundations for the implementation of such 
methods, are relevant for the correct assessment and improve-
ment of the security level of cyberphysical social systems.

2. Literature review and problem statement

For more than a decade, the security community has 
been looking for metrics that can measure security correctly 
and unambiguously. A number of different metrics have been 
proposed, from specific ones measuring a particular part of 
the system (such as the time between antivirus updates) 
to general metrics assessing overall security (such as attack 
surface). However, neither a single metric nor a closed set of 
metrics is generally accepted to measure security correctly, 
and many of these metrics are used concurrently.

Such a number and variety of metrics are caused by the 
inability to prove that the metric actually measures security. 
One reason for this uncertainty is that there is no clear, unam-

biguous, and generally accepted definition of «more secure» 
relationships. Every inventor of security metrics defines what 
is «more secure» with the help of metrics, but does not prove 
that the metric actually indicates security changes [12].

To assess the current state of the security level and indi-
vidual security indicators, many different security indicators 
are used [13, 14]. However, most of them are far from the 
results described above. They may be ineffective and mean-
ingless. For example, a traditional indicator is the number of 
viruses detected and removed, say, using a firewall. This met-
ric doesn’t make sense because it doesn’t say anything about 
the number of viruses that weren’t detected and entered the 
system, or why so many viruses even try to get in. In general, 
the safety indicator should [15]:

– measure indicators significant for the organization;
– be reproducible;
– be objective and impartial;
– evaluate progress towards the goal over time.
The noted properties of a good security metric also describe 

certain metrics having a scientific basis, such as throughput 
metrics in performance design. Throughput measures the 
number of tasks a computing system executes per second. It 
is a quantitative measure of a computing system based on the 
laws of physics. It is also meaningful, reproducible, objective, 
and unbiased, and can measure the improvement in system 
performance over time towards a throughput goal. This leads 
to the question of what scientific framework can lead to the 
emergence of such science-based indicators.

The published literature mainly focuses on finding ways 
to measure specific characteristics of security devices. How-
ever, in terms of enterprise information security, it is neces-
sary to develop a comprehensive model that can measure the 
state of information security of the entire enterprise. It is 
crucial that this model includes formal syntax and semantics. 
The following categories of publications on security indica-
tors and metrics can be distinguished: describing the nature 
of security indicators, measuring cybersystem security, man-
aging IT security risks, and measuring the effectiveness of the 
security provision process.

The first group of publications is related to the descrip-
tion of the nature of cybersecurity indicators.

The most fundamental publication on cybersecurity mea-
surements and metrics and the existing problems is [16]. First 
of all, the publication defines a number of stakeholder expec-
tations that contribute to the success of efforts being made in 
the field of measuring cybersecurity indicators used in certain  
metrics. It is noted that metrics, or underlying indicators, should 
underpin ongoing improvement efforts aimed at monitoring 
and improving security in the long term. To do this, the indica-
tors included in the metric must exist in a form that facilitates 
measurement, requires minimal investment to organize data 
collection. It is noted that the gap between stakeholders’ expec-
tations and what can actually be achieved creates unfavorable 
conditions for the success of measuring the selected indicators.

With regards to automating measurements and using 
real-time cybersecurity metrics, it is emphasized that cyber-
security metrics must be properly designed with accurate 
data and carefully validated in order to automate the process 
of achieving the desired results.

As an important point in the development and use of 
cybersecurity metrics, it is noted that they must ensure the 
maximum and timely return on investment. This follows from 
the fact that senior managers generally want to use metrics 
to measure the cost-effectiveness of their security programs.
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The factors for the successful creation and use of effective 
cybersecurity metrics are as follows. First of all, attention is 
drawn to the management’s commitment to the chosen security 
program. Because cybersecurity programs never «end» and are 
a critical component of organizations’ efforts to improve overall 
security, continued success requires regular confirmation of 
the leadership’s commitment to the chosen direction. Having 
reliable data is the second main driver behind successful cyber-
security programs. Without reliable data, these programs are 
unreliable and fail to meet stakeholder expectations. Metrics 
that are easy to use and understand are the key to success.  
Easy-to-use and understandable metrics require the use of 
a common collection, analysis and reporting methodology, and 
stakeholders’ involvement in the creation, use and refinement 
of these metrics. Proactive and preventative metrics that can be 
used to predict the future are challenging as most measurement 
data are based on the recent past. The ability to determine in 
advance the course of action to prevent adverse events based on 
the indicators included in the metric depends on the ability of 
the organization to process and analyze measurement data and 
extrapolate their value to future periods of work.

The publication also notes gaps in various aspects of the 
construction and use of cybersecurity metrics, the elimination 
of which will help improve the efficiency, effectiveness and 
impact of cybersecurity programs at all levels of cyberphysical 
social systems. These are measures aimed at real-time opera-
tion and/or self-healing of systems. «Self-healing» metrics is 
a new term for metrics that allow an improvement action to 
be taken automatically based on a current or predicted value 
recorded by an automated tool. Improving the unification of 
data formats used in metrics and using experience and lessons 
learned from other industries aim to expand the knowledge 
base of specialists in measuring security indicators and im-
proving cybersecurity metrics.

The paper [17] discusses the scientific basis for security 
and security metrics with examples and research ideas from 
various industries. Particular attention is paid to the security 
of the computer system. At the same time, the work does not 
touch upon the issues of building a cybersecurity metric as an 
integral indicator of system security. The focus on the indus-
try of computer equipment manufacturing is typical for [18]. 
The paper proposes not only a taxonomy of high-level securi-
ty indicators for information and communication technology 
companies, but also considers a specific example of a taxono-
my of security indicators, which makes the work interesting 
in terms of a practical approach to security. 

The publications [19–22] are more theoretical. A discussion 
of the shortcomings of traditional security metrics is given 
in [19], the characteristics of «good» metrics are presented; 
security maturity models with examples are considered. The to- 
pics discussed provide answers to questions about the theore
tical aspects of the practical application of metrics in terms of 
«more or less» secure systems, as an approach to comparing the 
security of different systems. An increase in the level of theori-
zation is presented in [20], where not only formal models of se-
curity measurement are presented, but also artificial intelligence 
methods are proposed for a wide range of applications. A brief 
description of risk as a security metric, alternative security met-
rics, and what constitutes a «good» metric can be found in [21]. 
At the same time, it should be noted that the security metric is re-
duced to the selection of one or another set of system indicators.

The monograph [22] discusses security indicators for en-
terprise applications; moreover, security indicators are wide-
ly applied not only to computing systems, but to all types 

of corporate processes. And [11] focuses on the enterprise, 
covers security indicators in terms of efficiency, implemen-
tation, operations, compliance, costs, people, organizations.

A common remark for the cited sources is as follows: 
reducing the metric to the selection of a set of measured or 
estimated indicators, and not to the method of aggregating 
the selected indicators into one integral indicator. 

The following group of publications deals with the mea-
surement of system security.

The paper [23] suggests considering the «attack surface» 
as a security measure of one system in relation to another. 
The attack surface is described in three dimensions:

– goals and factors contributing to implementation;
– channels and protocols;
– access rights.
The development of [23], the work [24] contains prac-

tical advice to developers on how to reduce the «attack 
surface» of the program code focused on classic Microsoft 
operating systems, both for workstations and servers.

The works [25, 26] propose a structure for assessing net-
work security based on attack schedules or access paths for 
carrying out an attack. Two networks are compared having 
different numbers of attack paths, and on this basis, a com-
parative security assessment of these networks is given. As an 
example, the initial filling («weighting») of the attack graph 
with known vulnerabilities and probabilities of their exploita-
tion is considered, and then «checked» to obtain a metric of 
the overall security and risks of the network. Thus, the concept 
of a metric is reduced to a single indicator of the number of 
ways to implement attacks and their quantitative indicators.

A similar approach based on the attack graph is presented 
in [27]. An attack graph-based attack resilience metric is pro-
posed to measure the relative security of network configura-
tions. The metric includes two composition operators for cal-
culating the total attack resistance based on given individual 
resistances, taking into account the relationship between 
them. Despite taking into account more complex dependen-
cies, the metric is still reduced to attack graph indicators.

The use of attack graphs as the basis of a security metric 
is suggested in a number of papers cited below.

The work [28] proposes an attack graph-based metric for 
network security that includes the likelihood of potential multi-
stage attacks combining multiple vulnerabilities to achieve an 
attack target. The definition of the metric is claimed to have 
an intuitive and meaningful interpretation that is useful in 
real-world decision-making. The paper [23] presents an attack 
graph-based method for evaluating network security based on 
the probability of an attack. The metric is designed based on  
a set of vulnerabilities of components whose security levels are 
already known. The disadvantage of the proposed solutions is 
the static nature of the constructed metric, which makes it dif-
ficult to use it in real time, as well as when vulnerability indica-
tors change. To determine the dynamic nature of vulnerabilities 
that change over time, [29] proposes a dynamic Bayesian net-
work (DBN) model. The attack graph is converted into a DBN 
by applying conditional probabilities to the nodes calculated 
based on the common vulnerability scoring system (CVSS). 
The network security is calculated based on the probability 
of successful attacks. The work [30] also proposes to measure 
network security using Bayesian network attack graphs so that 
relationships such as the exploitation of one vulnerability facili-
tating the exploitation of another vulnerability can be captured. 

The initial proposal and analysis of mathematical defi-
nitions of security indicators, such as «number of attacks», 
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«minimum cost of attack», «maximum probability of attack» 
and even «attack surface» are given in [31]. The paper [32] 
proposes an initial framework for assessing system security 
by decomposing the system into security-sensitive com-
ponents and assigning security ratings to each component. 
Summation of the scores of the components allows an assess-
ment of system reliability. As you can see, the metric as a way 
to form an integral security indicator is reduced to a simple 
summation. In other words, the metric is an additive con-
volution of individual security estimates, which, on the one 
hand, greatly simplifies the metric, and on the other hand, 
limits its use due to primitiveness.

The work [33] considers the taxonomy of security indica-
tors in relation to telecommunication systems, which can be 
considered a certain progress in the design of metrics. This is 
because they allow ranking security indicators by importance 
and selecting those that are most significant in the formation 
of a cybersecurity indicator. The advantage of the paper is 
also the broad overview of security indicators.

A separate group of works is the publications devoted to 
a review of various security indicators and standards that 
may be applicable to software development. The paper [34] 
compares the relevance of different approaches to security 
properties such as authenticity and confidentiality. The 
work [35] presents the formulation of security indicators in 
terms of weaknesses and vulnerabilities. However, it does not 
show how the significance (weight) of vulnerabilities could 
be determined for completely new software. So, it is unclear 
how the final security metric can be used to improve security.

The paper [36] discusses the software security properties 
that can be measured and proposes a number of software 
security properties along with related metrics. In [20], an 
approach to assessing the security of a software system being 
developed is proposed, security requirements are derived and 
a method for assessing the probability of violation of require-
ments based on individual risks of system components is given.

A model of the effect of interaction with the user system 
for the systematic identification and analysis of security prob-
lems in service-oriented architectures is proposed in [37]. The 
model is claimed to provide a framework for the security met-
rics of software services, and one such metric is identified and 
illustrated. At the same time, the work does not contain data 
on the possibilities of using other metrics for these purposes.

The paper [38] describes a robust but incomplete frame-
work that can be used to accurately identify and evaluate 
new security metrics defined by intrinsic software security 
attributes. The work argues that the properties are necessary 
but not sufficient conditions for good security indicators, 
and hence the question of good or bad metrics remains open.

The paper [39] proposes a security model derived from 
UML sequence diagrams. This model can be used as the 
basis for architecture-level security metrics and, for example, 
model-based privacy metrics. The advantage of the work is 
its sufficient formalization, which can be used to evaluate the 
effectiveness of certain security metrics.

The publication [40] proposes «k-zero-day safety» as a se- 
curity metric. This metric counts the number of unknown 
zero-day vulnerabilities that would be required to compro-
mise a network asset, regardless of what those vulnerabilities 
might be. The metric is defined in terms of an abstract model 
of networks and attacks. Algorithms for calculating the met-
ric are included, making this publication practically useful.

The paper [41] proposes to quantify security using par-
tial test results, the tool code is checked until a failure is 

detected. The totality of such failures determines the level of 
software insecurity.

The transition from the analysis of a software product to 
the information system as a whole was made in [8]. The work 
provides guidance on the design, selection, and implementation 
of measures at the level of the information system and security 
program to evaluate the implementation, performance, and im-
pact of security controls and other security-related activities.

The publication [42] can be considered as a guide to eva
luating the effectiveness of information security and a basis for 
developing security measures. The work describes recommen
ded security measures, including risk assessment as a control.

The reference [43] discusses the requirements for software 
certification. It is proposed that certification be based on the 
product and not on the development process, considers the 
Common Criteria (CC) as a possible product-based certifica-
tion model. Although this document focuses on software cer-
tification, it is relevant to security metrics as it describes the 
CC elements that are relevant to software product security 
assessment. Special mention should be made of fundamental 
monographs.

The reference [44] describes the process of security risk 
management, discusses the pros and cons of various risk 
measures, including threat and attack risks. The work [45] 
provides a framework for developing a risk management pro-
gram, contains definitions and recommendations for assess-
ing and mitigating risks in IT systems as a basis for designing 
security metrics. The paper [46] describes the stages of the 
cybersecurity resilience model, which can be a measure of the 
security status of an organization as a whole. The work [47] 
describes complex persistent threats and stages of the cyber-
security resilience model. 

The presented review of publications on cybersecurity 
metrics showed that the presence of such a number of metrics 
does not provide an objective assessment of the security level 
of the network infrastructure. In addition, many approaches 
do not take into account the computing resources (the emer-
gence of a full-scale quantum computer) of the attacking side. 
The level of secrecy of information resources is also not taken 
into account, which sometimes leads to a significant excess of 
resources spent and the «excess» of protection mechanisms, 
financing and energy costs. The proposed approach makes it 
possible to systematize the aggregation of metrics by priori-
ties, taking into account the hybridity and synergy of targeted 
attacks. In addition, the level of secrecy (required security 
time) of information resources (cyberphysical social system, 
CPSS), as well as the computational and economic costs of 
ensuring the required level of security, are taken into account.

3. The aim and objectives of the study

The aim of the work is to develop a concept for building 
a security metrics classifier, as well as a stochastic model for 
assessing the current state of security of CPSS infrastructure 
elements. This approach minimizes the cost of preventive 
protection measures, selects optimal security strategies, and 
also takes into account the level of secrecy of CPSS informa-
tion assets (resources).

To achieve the aim, the following objectives were set:
– to develop a classifier of security metrics, a model for se-

lecting metrics based on CPSS continuous business processes;
– to develop a stochastic model of the current security 

level of CPSS information assets (resources).
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4. Materials and methods

In the formation of a high-tech society, social networks 
based on Internet services have become one of the most 
effective and popular means of mass communication. Such  
a synthesis of social Internet services (SIS) with cyberphy
sical systems makes it possible to form a cyberphysical social 
system (CPSS).

CPSS is a set of subjects and objects of the cyberne
tic, physical and social worlds that allow the formation of 
«smart» communities, on the one hand, and intellectual 
space, on the other. In CPSS, users are service consumers, 
and physical objects in the form of various devices are ser-
vice providers. To provide security services, cryptographic 
protection mechanisms are commonly used in such systems, 
which allows, depending on the level of secrecy of infor-
mation assets, forming various security profiles. The object 
of research is security metrics and the possibility of their 
classification to assess the current state of the CPSS security 
level. To assess the level of security, various methods of ana
lysis based on security metrics are used. In addition, security 
metrics allow not only evaluating quantitative or qualitative 
security indicators, but also comparing systems with each 
other in terms of security. For simplicity of presentation, it 
is proposed to consider the main aspects of security metrics 
that significantly affect the assessment of the current securi-
ty status of critical infrastructure objects. The main aspects 
of security metrics are proposed to include:

– the degree of provision of security services (confiden-
tiality, integrity, authenticity, availability and involvement);

– evaluation of computational and financial costs on each 
side (attack and defense);

– the likelihood of meeting the requirements of regula-
tors of international and legislative acts of the state;

– taking into account the secrecy level of information 
resources.

When considering the Concept, specific targeted cyber-
attacks on critical infrastructure elements are neglected, but 
their hybridity and synergy are taken into account.

In [48], a formal representation of the metric is given: the 
metric is a function M on a set Q that determines the distance 
between two members of the set M Q Q: ×( )��  and satis-
fies the following properties:

M q q1 2 0, ,( )〉  ∀ ∈q q Q1 2,  (positivity); 

M q q fq q1 2 1 20, , ,( )〉 =if  ∀ ∈q q Q1 2,  (identity); 

M q q M q q1 2 2 1, , ,( ) = ( )  ∀ ∈q q Q1 2,  (symmetry); 

M q q M q q M q q1 3 1 2 2 3, , , ,( )〈 ( )+ ( )  

∀ ∈q q q Q1 2 3, ,  (triangle inequality).

Thus, the metrics allow you to determine the quantita-
tive characteristics of individual components of the security 
level and/or the level of a possible implementation of a tar-
geted attack, as well as to compare identical systems in terms 
of security. When considering the classification of security 
metrics, we use the following concepts: minimum (single 
attack, minimum cost, minimum time), average probable, 
realistic and maximum.

Each element of information resources I IA Ai
∈{ }  can be 

described by the vector I Type A A A A AA i i
C

i
I

i
A

i
Au

i
Inv

ii
= ( , , , , , ).β  

Тypei is the type of information asset, described by a set of 
basic values: Тypei = {CIi, PDi, CDi, TSi, StRi, PubIi, ContIi, PIi},  
where СIi is confidential information, PDi is payment docu
ments, CDi is credit documents , TSi is trade secret, StRi is  
statistical reports, PubIi is public information, ContIi is 
control information, PIi is personal information. Ai

C ,  A Ai
I

i
A , 

Ai
Au , A Ai

Inv
i
Au ,  Ai

Inv  are security services ( Ai
C  – confidentiality,  

Ai
I  – integrity, Ai

A  – availability, Ai
Au – authenticity, Ai

Inv – in- 
volvement); βi is a metric of the ratio of time and degree of  
information secrecy for an asset (critical 1.0, high 0.75, me
dium 0.5, low 0.25, very low 0.01).

We introduce the following definitions:
– the number of attacks (Watt) – a metric of the number 

of attacks on the CPSS, which allows evaluating the results 
of penetration and determining the system security based on 
the simplest graph analysis;

– the minimum cost of an attack ( )minCatt  – a metric of 
financial costs/computing resources (time costs), which 
allows estimating the «cost» of an attack. Based on [1], de-
termining the «possibility» to implement a cyberattack on 
the CPSS;

– the cost of an attack (Catt) – a metric of the cost of de-
tecting the possibility of an attack (vulnerability detection) 
and the cost of performing an attack (implementation of 
attack targets) on the CPSS.

Attack, detection and blocking/removal costs can be 
defined as follows:

1) minimum costs for detection, blocking/removal (pro-
tection cost) ( )minEdet att  – a metric of financial costs/computing 
resources (time costs), which allows estimating the «cost» of 
CPSS preventive protection measures;

2) minimum costs for declining attacks ( )minEdecl att  – a met- 
ric that determines the minimum costs of the defense side 
necessary to achieve the maximum level of CPSS coun
teraction; 

3) the minimum cost of reducing all attacks ( )minCred  – a met- 
ric that allows determining the minimum cost of implement-
ing CPSS preventive protection measures;

4) the minimum duration of an attack ( )minTatt  – a metric 
that determines the shortest time to implement an attack, 
and the less protected is the CPSS; 

– the duration of attacks (Tatt) – a metric that evaluates 
the duration of an attack, which allows assessing the system’s 
ability to form CPSS preventive protection measures;

– the probability of an attack (Patt) – a metric that de-
termines the probability of reaching the target of an attack 
on the CPSS;

– the maximum probability of an attack ( )maxPatt  – a metric 
that determines the probability of reaching the target of an 
attack with Tatt

min ;
– the overall probability of hacking ( )Phacking

overall  – a metric 
for determining the maximum level of security in case of 
implementing Patt

max .
The resulting value can be considered as the probability 

that an attacker, having performed all attacks one after ano
ther, will be able to compromise/crack the CPSS;

– the average probability of system compromise ( )Phacking
average  –  

a metric that takes into account the frequency of various 
attacks on the CPSS;

– compliance percentage – a metric for managers who 
need to be sure that the system security complies with some 
rules or laws. The metric allows you to estimate the optimal 
number of security measures and shows that adding more 
proposed security measures does not necessarily improve 
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security, as the proposed security measures are not specific to 
the needs of a particular system.

The choice of an appropriate metric depends on what 
continuous business processes circulate in the system and 
the secrecy level of CPSS information resources. This should 
take into account the priorities defined by the security policy 
and the security profiles implemented in the CPSS. The re-
duction cost provides information to those responsible for the 
security budget (security managers and financial managers).  
This metric can be useful when additional investment in 
security is required.

The minimum cost of an attack, the probabilities and the du-
ration of attacks are more useful for analysts studying attackers.  
Once analyzed, these metrics can be provided to security per-
sonnel who can improve the system by knowing the weakest 
points. Of course, these values are of interest to an attacker who 
wants to carry out an attack as efficiently as possible.

Considering the security level, it is also necessary to take 
into account the financial and computing resources of atta
ckers, their qualifications and goals. In [1, 2, 12], a classification 
of attackers is proposed taking into account these indicators, as 
well as the hybridity and synergy of modern targeted attacks. 
Thus, it is proposed to consider two models of an attacker.

The «worst attacker» has a complete understanding of 
the system: he knows all possible attacks, the cost of each 
attack, and the probability that the attack will be successful. 
With all this knowledge, the attacker will always choose the 
«least expensive or most likely» way to implement a targeted 
attack. Thus, the minimum cost of an attack and/or the most 
probable attack metrics are used to assess the level of security.

Although such attackers are popular in the literature, 
they are not suitable for the «blind attacker» who knows 
nothing about the system. The attacker finds the first pos
sible attack and tries to execute it, because it is not known 
how easy the attack will be. In other words, the attacker 
chooses attacks randomly. Thus, the Catt and Patt metrics are 
used to assess the level of security.

Of course, neither the first nor the second model is suitable 
for describing the attacker’s behavior, since the attacker always 
has some knowledge about the system, but this knowledge is 
not complete. Therefore, new and more realistic attacker mo
dels are required. On the other hand, the two extreme models 
already presented show that different conclusions can be drawn 
regarding the attacker’s behavior under consideration.

Thus, the introduced metrics allow introducing a sys-
tematic approach to analyzing the results and obtaining an 
objective assessment of the current level of CPSS security. 
The results also provide a «rough» estimation of system com-
promise/hacking (Table 1).

Table 1

Systematization of the results of quantitative assessments 
of security metrics

Metric Min Average Real Max

Watt Watt
min Watt

Av Watt
Re Watt

max

Catt Catt
min Catt

Av Catt
Re Catt

max

Edet att E attdet
min E att

Av
det E attdet

Re E attdet
max

Edecl att Edecl att
min Edecl att

Av Edecl att
Re Edecl att

max

Cred Cred
min Cred

Av Cred
Re Cred

max

Tatt Tatt
min Tatt

Av Tatt
Re Tatt

max

Patt Patt
min Patt

Av Patt
Re Patt

max

The analysis of Table 1 provides the formation of an objec-
tive assessment of the CPSS security level based on Phacking

average :

P W C E E C T Phacking
average

att att att decl att red att att= ( , , , , , ,det )),

or

P Phacking
average

att≈ max .	 (1)

At the same time, it is necessary to consider the weighting 
factors of both security services and secrecy level, which will 
reduce the computational and economic costs of preventive 
measures to protect/counter targeted/cyberattacks. In [49], to 
calculate the weighting factors of criteria, it is proposed to use 
the method of pairwise comparison of criteria based on floating 
preference forming the basis of the analytic hierarchy process. 
By this method, the decision maker (DM) first forms his logical 
judgments about the qualitative level of criteria preference in 
relation to each other, according to Table 2, column 2. Then, 
using a verbal-numerical scale, he translates the qualitative 
values of preference into quantitative values, Table 2, column 3.

Table 2

Fundamental verbal-numerical scale of the relative preference 
of criteria proposed by Saaty

No.
Qualitative determination of 

criteria preference level 
Quantitative value of  

criteria preference level, (kij)

1 Equal preference 1

2 Weak degree of preference 2

3 Medium degree of preference 3

4 Above average preference 4

5 Moderately strong preference 5

6 Strong preference 6

7 Very strong preference 7

8 Very, very strong preference 8

9 Absolute preference 9

If in the pairwise comparison matrix of criteria, the crite-
rion of row (i) is superior to the criterion of column (j), then 
this matrix element is assigned the corresponding number kij 
from Table 2, column 3. If the criterion specified in the row 
is not dominant in relation to the criterion indicated in the 
column, then the reciprocal of the preference coefficient, i.e.  
1/kij, is always written into the corresponding matrix element. 
The diagonal elements of the pairwise comparison matrix of 
criteria are always equal to one.

In order for the results obtained using this method to 
be correct, it is necessary that the matrix be fully consistent 
with the decision maker’s judgments. For this, the following 
conditions must be met for any elements kik, kij, kjk [49]:

– the condition of consistency of the matrix elements  
as follows: 

kik = kij × kjk;	 (2)

– the condition of transitivity of the matrix elements, 
according to which we have if:

kik > kij, and kij > kjk, then kik > kjk.	 (3)

The eigenvectors of the criteria are calculated by the 
formula:
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C k k ki i i in

n= ×( )1 2

1
 , 	 (4)

where kij is the quantitative value of the criterion preference 
level (Table 2).

Next, the importance factors αi, i.e., the weighting factors 
of these criteria, are determined by the following formula:

α i
i

i
i

n

C

C
=

=
∑

1

. 	 (5)

When using the security services of the practical integ-
rity-confidentiality-availability (ICA) model, the indicators  
of a comparative analysis of the three security services for the 
proposed floating preference method have the form presented 
in Table 3. 

Table 3

Preference analysis of three criteria by the floating 
preference method

Security 
service

K1 K2 K3 Ci αi

K1 1 2 3 1.817 0.540

K2 1/2 1 2 1 0.297

K3 1/3 1/2 1 0.551 0.163

To assess the current level of security, the model [45] was 
taken as a basis.

Let CPSS, {N} and, {Pr} be the sets of vulnerabilities/
threats and elements of the protection system. P{N}({Pr}) – the  
probability of vulnerabilities/threats covered by the ele
ments of the information protection system (IPS), and 
P

N

unprotected
{ } ({Pr}) – the probability of uncovered vulnerabili-

ties/threats of the IPS. 
Then,

P PN
unprotected

N{ } { }( ) { }( ) = ∅
{ }

Pr Pr , 	 (6)

P P NN
unprotected

N{ } { }( ) { }( ) = { }∑ { }
Pr Pr . 	 (7)

Thus, an absolutely secure system must satisfy the fol-
lowing conditions: {N} = ∅, i.e. there are no threats, there is 
no relation ρ such that P N

N

unprotected
{ } ({Pr}) { }.ρ

The second condition means that vulnerabilities and 
threats exist, but there are no pairs that can harm the 
system. In other words, there are vulnerabilities without 
corresponding threats and threats without corresponding 
vulnerabilities.

Then, I IA Ai
∈{ }  is information resources. Let sij be the 

j th value of the security service of the i th asset. The security 
matrix S is defined as follows:

S

s s s

s s s

s s s

n

n

m m mn

=



















11 12 1

21 22 2

1 2





   



, 	 (8)

where 

0 < aij < 1 for i = 1, 2, ,...,n; j = 1, 2, …, m.	 (9)

Therefore, a completely unprotected system would have 
the following threat matrix:

Satt
max ,=



















1 1 1

1 1 1

1 1 1





   



	 (10)

where sij = 1, Satt
max  is a stochastic matrix.

For the matrix S sreal
ij m n

=
×

, we denote the Frobenius 

norm of the matrix S real

Fn
 by:

S

s

mn
real

Fn

ij
ji=

∑∑ 2

,	 (11)

then the security level (performing security services A A Ai
C

i
I

i
A, , ) :

S S

s s s

s s s

s s

att

n

n

m m

max − =

− − −
− − −

− −

1 1 1

1 1 1

1 1 1

11 12 1

21 22 2

1 2





   

 −−



















smn

. 	 (12)

This can be used to determine the penetration/hacking 
probability as follows:

Security = − =
−( )

×
∑∑

S S

s

mnatt Fn

ij
jimax %,

1

100

2

	 (13)

then, an estimate of the current state of CPSS security is 
defined by:

Insecurity = − −( ) ×1 100S Satt Fn

max %.	 (14)

Thus, if sij = 1 for all i, j, then Insecurity = 0 %, i.e. the sys-
tem is absolutely secure; on the other hand, if sij = 0 for all i, j, 
then Insecurity = 100 %, i.e. the system is absolutely insecure.

5. Results of the development of methodological 
foundations for constructing a classifier of security 

metrics

5. 1. Development of a classifier of security metrics
To form a classifier of security metrics, it is proposed to 

use the approach proposed in [1, 12], i.e., to use the division of 
metrics into platforms according to belonging to the obtained 
comparative parameters. This approach provides the scalabi
lity of the classifier and objective assessment of the current 
security level, taking into account the selected priorities.  
The proposed classifier is shown in Fig. 1.

At the first stage, based on the expert evaluation of se-
curity metrics, a base of security metrics and classification 
tuples of metrics are formed. Thus, an objective assessment of 
possible «patterns» of security metrics is formed, taking into 
account not only the priorities of CPSS continuous business 
processes, but also the attacker’s capabilities. 
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At the second stage, using the proposed expressions, the 
probabilities of the implementation of threats, the possibility 
of their synergistic and/or hybrid impact on infrastructure 
elements are calculated. This approach significantly sim-
plifies the classification of security metrics, and allows the 
average person to intuitively use it in practice. The classifier 
consists of 6 platforms.

The first platform defines security metrics as critical, high, 
medium, low, very low. The second platform considers the 
metrics for assessing the provision of security services, taking 
into account the security component: cybersecurity (CS), in-
formation security (IS), security of information (SI). The third 
platform defines the metrics for evaluating the effectiveness 
of cyberattacks – complete destruction of the CPSS infra-
structure (01), destruction of individual CPSS elements (02), 
complete blocking of the CPSS functionality (03), partial 
blocking of the functionality (04). The fourth platform is a 
functional view: additive, multiplicative, logarithmic. The 
fifth platform determines the direction of metrics in risk man-
agement, based on the assessment of the probability of failures 
(01), the probability of deviation from normal operation (02), 
the probability of abnormal operation (03).

The sixth platform allows you to determine the level 
of financial costs for the implementation of an attack/im-
plementation of preventive measures. It is proposed to use 

the metrics for assessing the payback of CPSS preventive 
protection measures (01), the volume of investments in the 
creation/modification of the IPS (02), and increasing the 
level of CPSS security (03).

5. 2. Development of a stochastic model of the current 
security level of CPSS information assets (resources) 

To form a stochastic model for assessing the security 
level of information assets, it is necessary to consider the 
implementation of all security services by the IPS: С, I, A, 
Au, Aff for all information resources CIi, PDi, CDi, TSi, StRi, 
PubIi, ContIi, PIi. To assess the hybrid and synergistic com-
ponents of threats, we use the procedure in [12], which is 
determined by an expert. To verify the experts’ assessment, 
we use the approach proposed in [12]. To form the threat 
coefficients (proposed in [1]), the values given in Table 4 
were used:

α i
CPSS i, . ; . ; . ; . ; . .∈[ ]0 067 0 133 0 2 0 267 0 333 	 (15)

To determine the dependency of security services for in-
formation resources, we use the results in Table 5 [49], where 
K1 is the confidentiality service, K2 is the integrity service,  
K3 is the authenticity service, K4 is the availability service, 
and K5 is the affiliation service.

PLATFORM 2 – SECURITY COMPONENTS AND SECURITY SERVICES

critical
01

high
02

average
03

very low
05

low
04

CS
1

IS
2

SI
3

CS
1

IS
2

SI
3

I
01

C
02

Ac
03

Aff
05

Au
04

I
01

C
02

Ac
03

Aff
05

Au
04

complete destruction of CPSS infrastructure (01), destruction of individual elements of CPSS (02),
complete blocking of CPSS functionality (03), partial blocking of functionality (04))

PLATFORM 3 – ATTACK PERFORMANCE

01 02 03

PLATFORM 4 – FUNCTIONAL VIEW LEVEL

01 02 03 04 04

logarithmic
03

PLATFORM 6 – FINANCIAL COSTS FOR THE IMPLEMENTATION 
OF ATTACK/IMPLEMENTATION OF PREVENTIVE MEASURES

additive
01

multiplicative
02

PLATFORM 5 – RISK MANAGEMENT LEVEL

PCPSS malfunction
01

Pabnormal operation of CPSS
03

increasing the security 
level of CPSS

03

payback of CPSS preventive 
protection measures

01

payback of CPSS preventive 
protection measures

02

Pdeviations from the normal operation of the CPSS 
02

Fig. 1. Structure of the threat classifier (expert evaluation)
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Table 4

Selection of weighting factors αi of manifestations 	
of the ith vulnerability/threat depending on the conditions 	

of their manifestation

Weighting factor, 
αi

Vulnerability/attack manifestation  
conditions

0.067 occurs no more than once every 5 years

0.133 occurs no more than once a year

0.2 occurs no more than once a month

0.267 occurs no more than once a week

0.333 occurs  daily

Table 5

Preference analysis of five criteria by the floating 	
preference method

Security 
service

K1 K2 K3 K4 K5 Ci si

K1 1 2 3 4 5 2.605 0.417

K2 1/2 1 2 3 4 1.644 0.263

K3 1/3 1/2 1 2 3 1 0.160

K4 1/4 1/3 1/2 1 2 0.608 0.098

K5 1/5 1/4 1/3 1/2 1 0.384 0.062

To take into account the secrecy level of information re-
sources (CIi, PDi, CDi, TSi, StRi, PubIi, ContIi, PIi), we use the 
indicators βi presented in Table 6.

Table 6

Ratio of time and degree of information secrecy 

Degree of information secrecy Time

critical up to 1 year

high up to 1 month

medium up to 1 hour

low up to 10 minutes

very low up to 1 minute

Table 7 shows the secrecy levels of the main elements of 
information assets.

Table 7

Ratio of time and degree of secrecy of information assets

Information 
asset

Degree of information 
secrecy 

Time βi

CIi critical up to 1 year 1.0

PDi high up to 1 month 0.75

CDi high up to 1 month 0.75

TSi critical up to 1 year 1.0

StRi medium up to 1 hour 0.5

PubIi very low up to 1 minute 0.25

ContIi low up to 10 minutes 0.5

PIi critical up to 1 year 1.0

Note: СIi – confidential information, PDi – payment documents, 
CDi – credit documents, TSi – trade secret, StRi – statistical 
reports, PubIi – public information, ContIi – control information, 
PIi – personal information

Table 8 shows the initial data of the criteria and indica-
tors of expert evaluation, which corresponds to the proposed 
models: «Worst attacker» and «Blind attacker».

Table 8

Initial data of the criteria and indicators of expert evaluation 
of the weighting factor of the attacker’s computing 

capabilities

Category

weighting factors

Phacking
overall

Patt Tatt
Watt Catt Edet att Edecl att Cred 

critical 1 0.001 1 0.001 0.001 1 0.001

high 0.75 0.25 0.75 0.25 0.25 0.75 0.25

medium 0.5 0.5 0.5 0.5 0.5 0.5 0.5

low 0.25 0.75 0.25 0.75 0.75 0.25 0.75

very low 0.001 1 0.001 1 1 0.001 1

Let CPSS, {N} and {Pr} be the sets of vulnerabilities/
threats and elements of the protection system. P{N}({Pr}) is  
the probability of vulnerabilities/threats covered by the 
elements of the information security system (IPS), and 
P

N

unprotected
{ } ({Pr}) is the probability of uncovered vulnerabili-

ties/threats of the IPS based on (6) and (7).
The security matrix S is determined by formulas (8) and (9).
Therefore, an absolutely protected system is determined 

by formula (10). However, all security services are taken into 
account: С, I, A, Au, Aff.

Then the level of security (performance of security ser-
vices: A A A A Ai

C
i
I

i
A

i
Au

i
Inv, , , ) taking into account the secrecy of in-

formation resources (CIi, PDi, CDi, TSi, StRi, PubIi, ContIi, PIi)  
can be represented in a matrix form:

S S

s s s

s s

att i

n n

max − ⊗ =

=

− ⋅ − ⋅ − ⋅
− ⋅ − ⋅ −

β

β β β
β β

1 1 1

1 1 1
11 1 12 2 1

21 1 22 2



 ss

s s s

n n

m m mn n

2

1 1 2 21 1 1

⋅

− ⋅ − ⋅ − ⋅



















β

β β β
   



, 	 (16)

where ⊗ is the element-wise multiplication of the secrecy 
level metric of the information resource, βi is the degree of 
information secrecy for the asset.

An estimate of the current state of CPSS security is then 
defined as:

Security = − ⊗ =

=
− ×( )( )

×
∑∑

S S

s

mn

att i Fn

ij i
ji

max

%,

β

β1

100

2

	 (17)

and the probability of penetration/hacking as:

Insecurity = − − ⊗( ) ×1 100S Satt i Fn

max %.β 	 (18)

Thus, the proposed approach makes it possible to dyna
mically assess the current state of the security level, taking 
into account the secrecy level of the information resource, as 
well as the absolute capabilities of an attacker with unlimited 
financial and computing resources.
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Using the values obtained from Tables 5, 7, it is possible 
to form a matrix of resource security levels by type of service. 
The values of the matrix elements have the form where the 
row corresponds to the security service, and the column to 
the protected asset:

Performing calculations by formula (17), the value of  
Insecurity equal to 1.7 % is obtained. Accordingly, the Secu-
rity value is 98.33 %.

The average value of the provision of security services  
for each asset is calculated by the formula:

P
s

mI
av pr

ij i
i

Aj

. .=
⋅( )

=
∑ β

2

1

7

	 (19)

Table 9 shows the results of the average indicator of 
security service provision for each information asset at the 
corresponding secrecy level of the asset.

The average value of security service provision to CPSS 
information resources is calculated by the formula:

P

s

nA A A A A

av pr
ij i

j

i
C

i
I

i
A

i
Au

i
Inv, , ,

. .=
⋅( )

=
∑ β

2

1

5

	 (20)

Table 10 shows the results of the average indicator of 
security service provision to CPSS information resources at 
the corresponding secrecy level of the asset.

Table 9

Average indicator of security service provision 	
for each information asset

Information asset PI
av pr

Ai

. Time βi

CIi 0.94 up to 1 year 1.0

PDi 0.97 up to 1 month 0.75

CDi 0.97 up to 1 month 0.75

TSi 0.94 up to 1 year 1.0

StRi 0.99 up to 1 hour 0.5

PubIi 1.0 up to 1 mimute 0.25

ContIi 0.99 up to 10 minutes 0.5

PIi 0.94 up to 1 year 1.0

Table 10

Average value of security service provision to CPSS 
information resources

Security service P
A A A A A

av pr

i
C

i
I

i
A

i
Au

i
Inv, , ,

. Time βi

Ai
C 0.96 up to 1 year 1.0

Ai
I 1.0 up to 1 month 0.75

Ai
A 1.0 up to 1 month 0.75

Ai
Au 1.0 up to 1 year 1.0

Ai
Inv 1.0 up to 1 hour 0.5

The results presented in Tables 9, 10 confirm the need for 
both strict accounting of information resources and defini-
tion of the «cost» (level of secrecy) of information resources. 
This approach minimizes the cost of preventive measures, 
forms an objective assessment of the current level of CPSS 

security, and also allows you to timely select a set 
of measures ensuring the required level of security.

Thus, the proposed approach allows combin-
ing various metrics in order to obtain an objec-
tive assessment of the current state of the CPSS 
security level, taking into account not only the 
computational and financial costs of an attacker to 
implement a targeted attack, but also the secrecy 
level of information resources. This minimizes the 
computational and economic costs of the defense 
side, as well as the set of preventive measures.

6. Discussion of the results of modeling  
the assessment of the current state  

of CPSS security 

To evaluate the results of modeling the assessment of 
the current state of the security level, the indicators of the 
occurrence of targeted cyberattacks, proposed in [1, 2, 12], 
are used, taking into account their hybridity and synergy, 
the level of secrecy of information resources, as well as the 
classification of possible attackers. This approach takes into 
account the degree of provision of security services, as well as 
minimizes the cost of preventive measures.

The proposed model makes it possible to assess the cur-
rent state of the security level based on the proposed stochas-
tic model and the initial data presented in Tables 5–8. The 
data of Tables 5–8 can be used or pre-adjusted depending on 
the secrecy level of CPSS information resources, the choice 
of a set of security profiles, as well as synergism and hybrid-
ity of threats (attacker capabilities). In addition, this model 
allows you to evaluate not only the current security level, 
but also to obtain average values for the provision of security 
services for each CPSS information asset. Estimates can also 
be obtained for the average value of security provision to 
each service for the entire set of assets. The disadvantage of 
security metrics is the inability to take into account the rapid 
growth of computing resources of quantum computers. In ad-
dition, the emergence of a full-scale quantum computer will 
allow hacking symmetric and asymmetric algorithms based 
on Shor’s and Grover’s quantum algorithms, and a significant 
reduction in the security level of modern information securi-
ty systems based on them.

Table 11 shows the results of a comparative assessment 
of various approaches to the current state of information 
security of critical infrastructure objects (automated banking  
systems). In [1, 12], the results of the assessment based on 
the CRAMM and FAIR metrics are presented, providing 
both a quantitative and qualitative assessment of the cur-
rent security level of information resources. The analysis of  
Table 11 showed that the proposed approach based on the 
Concept allows the interested user to obtain an objective 
assessment of the security level of critical infrastructure 
elements. In addition, aspects of both the threats themsel
ves (hybridity and synergy) and the secrecy level of infor-
mation resources are taken into account. All this makes it 
possible to minimize the costs (financial and computational) 
of preventive protection measures.

S Satt
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. . . . . . . .

− ⊗ =
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β
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Table 11

Comparison of approaches (metrics) for assessing 	
the current state of information security of critical 

infrastructure facilities

Method

evaluation metrics

P
A A A A A

av pr

i
C

i
I

i
A

i
Au

i
Inv, , ,

.

costs compliance 
with regulato-

ry require-
ments

βi Watt
E attdet

min Catt

CRAMM +/– +/– +/– – – –

FAIR +/– +/– +/– – – –

Proposed 
approach

+ + + + + +

A promising area of research is the formation of securi-
ty profiles on the basis of the proposed approach based on 
post-quantum algorithms – McEliece and Niederreiter cryp-
to-code structures based on algebrogeometric codes and/or 
flawed codes of multifactorial cryptography. A description 
of the construction of crypto-code structures on these er-
ror-correcting codes is given in [1, 2]. Taking into account 
the set of metrics based on the proposed classifier, and the 
«cost» (the required level of secrecy), it is possible to build 
multi-loop security systems, which are considered in [2, 50]. 
Combining the two approaches provides, on the basis of the 
classifier, the choice of the necessary metrics, the objectivity 
of assessing the current state of the security level. And the 
multi-loop security system forms the required preventive 
protection measures at all levels (environments, technolo-
gies) of the CPSS.

7. Conclusions

1. The initial model of the formal description and ana
lysis of security metrics is presented. First of all, it is shown 
that in measurement theory, the term «metric» has a different 

meaning (distance) than that commonly used in the security 
community. A number of security metrics that can be found in 
the literature were formalized and evaluated by very simple 
empirical criteria. We also investigated relationships between 
the metrics and found that in the strict sense, all metrics are in-
dependent, but there are some correlations between them. It is 
shown that there is no strict definition of the concept of «more 
secure» and, therefore, there is no indicator that is good (or 
bad) for measuring security. Thus, security metrics should be 
used depending on the entity that requires a security assess-
ment, i.e. the stakeholder. It is concluded that the metric must 
be formed not only depending on the attacker’s model, but 
also take into account the synergy and hybridity of modern 
targeted threats and the computing capabilities of all parties 
to the cyber conflict. The metric should also be applicable to 
minimize the economic and energy components of the conflict.

2. The proposed stochastic model for assessing the cur-
rent state allows for the objectivity and efficiency of obtain-
ing information. In addition, it allows you to determine the 
level of provision of security services to various information 
assets, as well as assess the security of information resour
ces, taking into account an individual security service. This 
approach makes it possible to take into account the level of 
secrecy (required security time) for various assets, as well as 
to form not only a set of security metrics to assess the cur-
rent state, but also security profiles, taking into account the 
security of continuous business processes. The average value 
of the provision of security services to CPSS information 
resources is 0.99, with an average value of the security level 
of information resources of 0.8.
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