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In this paper, a jamming attack (a kind of 
Denial-of-Service attack) was investigated, which 
interfered with the normal operation of a Mobile 
Ad Hoc network, which is more vulnerable to 
various attacks because of its self-configura-
tion, dynamic characteristics, therefore, jammers 
would affect the network QoS parameters by 
reducing the throughput and increasing the delay. 
This problem is solved in this study by enabling 
the Point Coordination Function, which is a media 
access mechanism specified by the IEEE standard 
in some selected MANET nodes (guard nodes) to 
improve the deficiency of MANET’s performance. 
The Riverbed modeler was utilized as a simulation 
tool. In this study, six jammers with two different 
transmission power values had been applied. In  
a number of different simulation scenarios with 
and without jammers, the estimated results sho
wed that the jammers affected the network perfor-
mance by increasing the delay to 3.0658 sec and 
decreasing the throughput to 120200.59 bits/sec.  
After enabling the PCF mechanism in a number 
of selected nodes, the results allowed the user to 
solve the problem by improving the network defi-
ciency so that the throughput had been increased 
to 137478.32 bits/sec and the delay had been 
decreased to 0.7556 sec. It can be concluded that 
PCF is a good improvement for different levels of 
jammer transmission power such as 0.01 W and 
0.001 W, and PCF also improved the network’s 
delay and throughput when the number of PCF 
enabled nodes had been increased to 10 nodes and 
12 nodes, respectively. The improvement is also 
increased. This study can be used in practice for 
any ad hoc network when attacked by jammers
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1. Introduction

Wireless networks have recently become a major topic 
in the wireless communications area. These networks can be 
used in a variety of technological domains, including industry, 
the military and personal area networks. In contrast to wired 
networks, wireless networks such as Wi-Fi, satellite commu-
nication systems, and cellular phone networks do not require 
established infrastructure. They consist of a collection of mo-
bile and wireless nodes that dynamically exchange data with-
out the use of infrastructure such as a base station or an access 
point. A network node has two functions: it serves as a client 
and vendor of data packets, as well as a router for data packets 
sent to other nodes [1]. MANET nodes can join and exit the 
network at any time. In the event that the source node is not 
immediately accessible to the destination node, these nodes 
can employ multi-hop communication. The collaboration of 
intermediary nodes is required for node dependability. As 
a result, MANET designs are vulnerable to a variety of as-

saults [2]. MANET manages a variety of sensitive data from 
a variety of applications in a variety of industries, making it 
more vulnerable to diverse attacks owing to its dynamic na-
ture. The nodes in the network are self-configuring, therefore, 
they can travel from one location area to another freely with-
out the need for centralized management [3]. Therefore, the 
studies that are devoted to improving MANET against jam-
mers utilizing PCF are scientifically relevant in the modern 
times for the study or design of any ad hoc network because 
the self-organized nature of MANET made it valnerable to 
jammers, which cause network deficiency. So, the results of 
these studies could improve the quality of service parameters 
of the network performance.

2. Literature review and problem statement

In [4], the performance of mobile ad hoc networks under 
jamming was studied. This project contains a high-mobility  
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network built with the IEEE g standard and optimized 
AODV routing protocol settings using OPNET (Optimized 
Network Engineering Tool) Modeler 14.5 simulation for vid-
eo conferencing and FTP applications with high data rates in 
terms of QoS criteria such as network load, retransmission 
attempts, media access latency, and so on. Jamming attacks 
have been demonstrated to affect network performance, re-
transmission efforts, and media access latency. The solution 
of this problem remains unexplored, so this research studies 
the jammer effect on network performance. In [5], JR-SND 
had been proposed, a secure neighbor finding method for 
MANETs that is jamming-resistant and is based on ran-
dom spread-code predistribution and direct-sequence spread  
spectrum. Despite the constant presence of jammers, JR-SND 
enables neighboring nodes to securely discover one another 
with a high probability but the problem with this study is 
the difficulty to implement. The researchers in [6] propose an 
approach for detecting predicted jamming attacks by utilizing 
statistical process control on the packet drop ratio (PDR), 
which is the number of dropped packets divided by the total 
number of packets delivered. It had been concluded that the 
control chart for fractional nonconforming based on the PDR 
helped to detect the jammer assault in real time via a visual 
graph as the performance had been evaluated. The problem 
with this research is that the metric’s assimilation reveals the 
nonconforming percentage. The work [7] presented a prob-
abilistic framework based on the location of jammed and 
unjammed nodes for identifying jammers. In a multi-jammer 
scenario, we are looking for the lowest set of nodes that can 
be eliminated in order to thwart attacks. The researchers in 
this study demonstrated the NP-hardness of this problem and 
suggested a polynomial-time heuristic approach for approxi-
mating solutions. The work [8] proposed MAC protocols and 
jamming-aware routing for a number of jamming scenarios, 
where the jamming schedule is known to the friendly mobile 
nodes but hidden from all adversarial ones. The outcomes 
showed that the proposed protocols can significantly improve 
the packet delivery ratio and other metrics. The paper [9] 
proposed a policy-based harmful peer detection technique in 
which context data such as communication channel status, 
transmission power level and buffer status are gathered in 
order to determine whether or not the misbehavior is likely 
the consequence of malicious activity. The simulation findings 
show that the policy-based harmful peer detection approach 
can reliably distinguish malicious peers from defective peers. 
Furthermore, with a low communication cost, the technique 
converges to an equal view of harmful nodes among all nodes, 
but the collected data do not confirm whether the misbehavior 
is an outcome of malicious activity or not. The project in [10] 
discussed the same problem but as a review so that MANETs, 
different forms of jamming assaults had been examined, and 
jamming attacks in wireless sensor networks had been clas-
sified. The work’s main contribution is the accurate and low-
false-alarm categorization of jammers. The network’s perfor-
mance will be harmed as the jammer reduces throughput and 
increases latency. This approach was used in [11] to examine 
some of the key issues of security attacks in mobile ad hoc 
networks, as well as some of the existing mitigation systems. 
Taguchi’s loss function had been utilized to determine the net-
work’s performance degradation in the existence of a securi-
ty scheme. This effort reduces network overhead by improving 
maximum drop dependent parameters. This research showed 
that Taguchi’s loss function is able to improve the network per-
formance as a good solution. The suggested approach in [12] en-

hances detection accuracy and packet delivery ratio, taking into 
account a number of critical elements, including packet delivery 
ratio (PDR), signal intensity (SS) and carrier sensing time.  
Then, for each node, a trust model is created and updated. 
The jammer had been detected by checking the updated trust 
values of a suspicious node but the relevance of this research 
might be impractical. The approach used in [13] suggested  
a new method for detecting and isolating malicious nodes from 
a network. Monitor mode and threshold will be used in the 
suggested approach. The simulation was run in NS2, and the 
results show that the suggested approach works well in terms 
of data dropped, delay, PDR and throughput but it is difficult 
to implement this approach in the real world. The approach 
used in [14] introduced swarm intelligent algorithms like the 
Enhanced Ant Colony Optimization (EACO) and Enhanced 
Artificial Bee Colony (EABC) Algorithms as the primary con-
tribution of the current research study to solve the jamming 
attack problem but the jammers used in this research are an 
academic model. These swarm intelligence algorithms are more 
adaptable and increase the algorithms’ capacity for searching.

However, all this allows us to assert that it is expedient to 
conduct a study on using a Point Coordination mechanism in 
some nodes of any ad hoc network to solve the problem of the 
network deficiency caused by jammers.

3. The aim and objectives of the study

The aim of this study is to develop point coordina-
tion mechanism based mobile ad hoc network investigation 
against jammers. This will make it possible to improve the 
efficiency of the network in terms of delay and throughput 
and thus would increase the network speed. 

To achieve this aim, the following objectives are accom-
plished:

– to measure delay and throughput in the three ca
ses (without Jammers, Jammers and Jammers with PCF 
when the jammer transmission power is equal to 0.001 W and 
the PCF was enabled in 8 nodes;

– to measure delay and throughput in the three ca
ses (without Jammers, Jammers and Jammers with PCF 
when the jammer transmission power is equal to 0.01 W and 
the PCF was enabled in 8 nodes;

– to measure delay and throughput in the three ca
ses (without Jammers, Jammers and Jammers with PCF 
when the jammer transmission power is equal to 0.01 W and 
the PCF was enabled in 10 nodes;

– to measure delay and throughput in the three ca
ses (without Jammers, Jammers and Jammers with PCF 
when the jammer transmission power is equal to 0.01 W and 
the PCF was enabled in 12 nodes.

4. Materials and methods 

4. 1. Object and hypothesis of the study
The object of the study is an ad hoc network utilizing 

the point coordination mechanism. The research subject is to 
increase the efficiency of the network because jammers inter-
fered with the normal operation of the network and caused 
network deficiency. The assumption made in the work is that 
a number of jammers interfere with the normal operation of 
the mobile ad hoc network and reduced the throughput, as 
well as increased the delay.
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The main hypothesis of the study is that PCF is enabled 
in some nodes in the network to study how it would improve 
the performance of the network. This network is modeled 
and simulated utilizing Riverbed Modeler v17.5 because it 
is an active software to create and simulate a variety of net-
work devices, kinds, and protocols in an efficient, simple and 
flexible way.

4. 2. Theoretical basis
The theoretical basis of this paper would be in terms of: 
a) mobile ad hoc network.
MANET is a self-contained mobile nodes network with 

routing abilities that are linked through wireless networks. 
Every mobile node has the ability to operate as a router 
and connect with other nodes in its physical neighbors. 
MANETs are characterized by autonomous self-configura-
tion, self-maintenance, low deployment costs, and the absence 
of fixed network infrastructures or centralized management, 
so that it is an information exchange network made up of 
mobile nodes that can change positions dynamically [15, 16]. 
Fig. 1 illustrates a simple MANET topology [17].

 
Fig. 1. Mobile ad hoc network topology [17]

b) classification of attacks in the mobile ad hoc network.
MANET is more vulnerable to various attackers due to 

its dynamic characteristics, self-configuration and nodes in 
the network can move freely from one location to another 
without any central control, therefore, the routing of data 
must be secured to discover, block, and respond to security 
assaults [3, 10]. Classification of security attacks by type is 
shown in Fig. 2 [18].

Fig. 2. Security attacks for different layers [18]
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c) jamming attack.
In MANET, jamming is a severe danger to its security.  

A jamming assault sends out radio signals with the goal of 
disrupting all communications by lowering the signal to 
noise ratio. The word jamming is used to distinguish it from 
interference, which involves unintended jamming [4]. The 
jammer is an entity that interferes with the transmission 
and reception of data via network’s wireless communica-

tions [19]. A heavily pushed signal of comparable frequency 
disrupts an ad hoc communication channel [20]. Jamming 
attacks have a number of characteristics in common, includ-
ing the use of MAC protocols to communicate. This paper 
examined the impact of a number of jammers on a MANET, 
which reduces the network efficiency by affecting the QoS 
parameters of the network. In this paper, the PCF mecha-
nism was utilized to improve the network performance. The 
amming attack is shown in Fig. 3.

 Fig. 3. Jamming attack [4]

d) point coordination function (PCF).
Point coordination function (PCF) and Distributed coor-

dination function (DCF) are the two different IEEE 802.11 
standard media access control (MAC) mechanisms. PCF  
is built on the top of and provides media access, which is free 
of contention, therefore, PCF can achieve higher throughput 
than contention-based DCF. PCF could improve deficiency 
caused by jammers [21, 22]. In the PCF, the centralization of 
wireless channel access is a protocol based on polling, which 
is controlled by the central point called point coordina-
tor (PC). The access point serves as PCs. The PCF is shown 
in Fig. 4 [23]. 

 
Fig. 4. Point coordination function mode 	

of operation [23]

This paper improves the MANET deficiency caused by 
jammers.

4. 3. Research method
MANETs are characterized by their mobility. Experimen-

tation is largely possible through simulation due to the high 
cost and lack of flexibility of such real networks. Riverbed 
Modeler simulation tool is an active software that allows  
users to create and simulate a variety of network devices, 
kinds, and protocols in an efficient and flexible way. Riverbed  
Modeler has a graphical user interface for building, deve
loping and simulating different networks allowing users to 
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monitor and collect the network data right away in consis-
tent simulated results [24–26].

4. 4. Simulation setup
In this research, the problem is that jammers interfered 

with the network, which caused the network deficiency by 
increasing the delay and thus slowing the network speed and 
decreasing the throughput. The solution was investigated 
by enabling PCF in some selected nodes for different trans-
mission power of jammers. The simulation of PCF-based 
MANET with jammers consists of five modeled scenarios 
utilizing Riverbed Modeler 17.5. The steps of the simulation 
setup are as follows:

1. Each scenario had 30 MANET stations connected 
wirelessly to a wireless server.

2. Define profile configuration and application configu-
ration to define the required applications and assign these 
applications and services to the profile of each object.

3. Six jammers were applied in some of the modeled sce-
narios for this study.

4. Point Coordination Function (PCF) is enabled in 
8 nodes, 10 nodes and 12 nodes to improve the QoS para
meters of the network as a solution to the problem of network 
deficiency by jammers.

5. There are three types of MANET in Riverbed Modeler 
as shown in Fig. 5.

6. The nodes of this simulation are shown in Table 1.
7. Choosing the network statistics in terms of delay and 

throughput.
8. The simulation is run for 20 minutes.
9. The results were collected.

 Fig. 5. Mobile ad hoc network types in Riverbed Modeler

Table 1
Network simulation objects

WLAN workstation running any proactive MANET routing protocol 30

Wireless LAN server running any proactive MANET routing protocol 1

Jamming Attack (Jammer) 6

Profile, Application and Mobility configuration 1

Applications HTTP, Video, File Transfer and Mobile Instant Messaging

Wi-Fi Data transfer 24 Mbps

Transmission Band 2.4 GHz

Transmission Power of the MANET node 0.005 Watt

Repeatability Unlimited

Operation mode Serial (ordered)

Simulation duration 1,200 sec



Information and controlling system

49

The scenarios are as follows:
1. Scenario 1 named MANET without Jammers: this sce-

nario had 30 MANET stations connected wirelessly to the 
server without any jammers as shown in Fig. 6.

 
Fig. 6. 30 mobile ad hoc network nodes without jammers

2. Scenario 2 named MANET with Jammers P1: in this 
scenario, six jammers interfered with the network with 
a  transmission power = 0.001 W and the specification of the 
jammers is shown in Fig. 7.

This scenario is shown in Fig. 8.

 Fig. 7. Jammer specification

 
Fig. 8. 30 mobile ad hoc network nodes with jammers

3. Scenario 3 named MANET with Jammers 8 PCF P1:  
in this scenario, the PCF mechanism is applied to the 
selected MANET nodes (8 nodes) to improve the network 
deficiency caused by jammers at the jammer transmission 
power  of 0.001 W. This specification of the PCF mechanism 
is shown in Fig. 9.

 
Fig. 9. Point coordination function specification

4. Scenario 4 and Scenario 5 named MANET with Jam-
mers P2 and MANET with Jammers 8 PCF P2: in these 
two scenarios, the transmission power of each jammer was 
increased to 0.01 W to show the role of PCF with different 
levels of jammer transmission power.

5. Scenario 6 and Scenario 7 named MANET with Jam-
mers 10 PCF P2 and MANET with Jammers 12 PCF P2:  
in these scenarios, the number of nodes with enabled PCF was 
increased to 10 and 12 nodes, respectively, to show the PCF 
role when the number of selected PCF nodes was increased 
and the transmission power of each jammer is 0.01W.

4. 5. Performance metrics
The quality of service parameters were examined in 

each scenario of each network to study the performance of  
any network.

In this work, the statistics had been selected in terms of 
QoS parameters (Delay and Throughput) for the required 
applications:

1. Throughput: it is the number of bits transmitted  
per second.

2. Delay: it is all data packets’ end to end delay, with 
which they are received from the MANET nodes to the 
higher levels.

The simulation had been run for 20 minutes.

5. Results of the mobile ad hoc network study

5. 1. QoS parameters with transmission power = 0.001 W
In this study, two QoS parameters (delay and through-

put) were investigated, which are important parameters to 
improve the performance of the network in order to achieve 
the aim of the project, which is the improvement of the net-
work deficiency because the jammers increased the delay and 
decreased the throughput as shown below.

Throughput and delay of MANET without jammers were 
taken with the two scenarios of MANET with jammers and 
MANET with jammers and PCF when the transmission po
wer of the jammer is 0.001 W. 

The throughput and delay are shown in Fig. 10, 11,  
respectively. Then, the transmission power had been in-
creased to 0.01 W.
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Fig. 10. Throughput (30 nodes, 8 PCF nodes, Transmission 

Power = 0.001 W)

 
Fig. 11. Delay (30 nodes, 8 PCF nodes, Transmission 

Power = 0.001 W)

5. 2. QoS parameters with transmission power = 0.01 W
Throughput and delay of MANET without jammers with 

the two scenarios of MANET with jammers and MANET 
with jammers and PCF when the transmission power of 
the jammer is increased to 0.01 W are shown in Fig. 12, 13, 
respectively.

 
Fig. 12. Throughput (30 nodes, 8 PCF nodes, Transmission 

Power = 0.01 W)

Then, the number of PCF enabled nodes had been in-
creased to 10 nodes.

 
Fig. 13. Delay (30 nodes, 8 PCF nodes, Transmission 

Power = 0.01 W)

5. 3. QoS parameters with transmission power = 0.01W 
and 10 PCF nodes

Throughput and delay when the number of PCF enabled 
had been increased to 10 nodes and the transmission power is 
0.01 W are shown in Fig. 14, 15, respectively.

 
Fig. 14. Throughput (30 nodes, 10 PCF nodes, Transmission 

Power = 0.01 W)

 
Fig. 15. Delay (30 nodes, 10 PCF nodes, Transmission 

Power = 0.01 W)
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Then, the number of PCF enabled nodes had been in-
creased to 12 nodes.

5. 4. QoS parameters with transmission power = 0.01 W 
and 12 PCF nodes

Throughput and delay when the number of PCF enabled 
nodes had been increased to 12 nodes and the transmission 
power is 0.01 W are shown in Fig. 16, 17, respectively.

The summary of the simulation results is shown in Table 2.

 
Fig. 16. Throughput (30 nodes, 12 PCF nodes, Transmission 

Power = 0.01 W)

 
Fig. 17. Delay (30 nodes, 12 PCF nodes, Transmission 

Power = 0.01 W)

In the following section, a discussion of the results of the 
study is presented for conclusion.

6. Discussion of delay and throughput results

After the network is built and simulated in the River
bed Academic Edition v17.5 platform, the simulation had 
been run and the results were collected. Jammers with  
a transmission power of 0.001 W affect the network be-
cause they reduced the throughput and increased the delay 
of the MANET as shown in Fig. 10, 11. These delay and 
throughput QoS parameters are the major drawback of 
the network performance. The previous work examined 
MANET Routing protocols performance under jamming 
attacks. Some researches detect jamming attacks utilizing 
different methods. The aim of this work is to examine 
how this MANET could be improved from the drawback 
caused by the jammers using the Point coordination func-
tion (PCF), which is a media access mechanism specified 
by the IEEE 802.11 standard. The PCF mechanism is en-
abled in eight nodes so that it had improved the deficiency 
of the network and the delay had been decreased and the 
throughput and the speed had been increased slightly. The 
network is modeled in different scenarios with the number 
of MANET nodes connected to the server. The jammer 
with a transmission power of 0.001 W entered the network 
and interfered with the normal operation of the network 
and thus decreasing the throughput and increasing the 
delay so that slowing the network speed indicated by the 
red line in Fig. 10, 11. In this study, PCF is enabled in 
eight selected nodes to solve the network deficiency prob-
lem so that the throughput and delay had been improved 
as shown in Fig. 10, 11, respectively. Then, the jammer 
interfered with the network with a transmission power  
of 0.01 W. In terms of delay, PCF enabled nodes achieved 
a good improvement as indicated by the blue line as shown 
in Fig. 13, but had no throughput improvement as shown 
in Fig. 12. Then, the number of PCF enabled nodes had 
been increased to 10 nodes, throughput improvement 
as well as delay improvement had been investigated as 
indicated by blue lines in Fig. 14, 15, respectively. Then, 
the number of PCF enabled nodes had been increased to 
12 nodes for an extra throughput improvement as well as 
delay improvement as indicated by blue lines in Fig. 16, 17, 
respectively. As seen above, as the number of PCF en-
abled nodes had been increased to 12, the delay reached 
the delay without jammers, which is an excellent perfor-
mance as well as an extra improvement in throughput. 

Table 2
Summary of Simulation Results

Jammer
Network  
Scenario 

Parameter

MANET with-
out Jammers

MANET with 
Jammers

MANET with  
Jammers and PCF

Jammer Transmission Power = 0.001 W with 8 PCF nodes
Throughput 1918,87.58 120,200.59 137,478.32

Delay 1.6161 3.0658 0.7556

Jammer Transmission Power = 0.01 W with 8 PCF nodes
Throughput 191,887.58 116,819.43 119,890.45

Delay 1.6161 3.7312 2.7324

Jammer Transmission Power = 0.01 W with 10 PCF nodes
Throughput 191,887.58 116,819.43 131,616.96

Delay 1.6161 3.7312 2.1112

Jammer Transmission Power = 0.01 W with 12 PCF nodes
Throughput 191,887.58 116,819.43 147,049.87

Delay 1.6161 3.7312 1.7204



Eastern-European Journal of Enterprise Technologies ISSN 1729-3774	 5/9 ( 119 ) 2022

52

The limitation of PCF is that 802.11 MAC didn’t include any 
admission control mechanism to provide access priority to the 
wireless medium but this study had no limitation when trying 
to be applied in practice. The development of this research lies 
in the use of a suitable MANET routing protocol, which played 
a significant role in the improvement of network efficiency.

7. Conclusions

1. Delay and Throughput in the three cases (without 
Jammers, Jammers, and Jammers with PCF) had been mea-
sured when the transmission power of the jammer is equal to 
0.001 W and the PCF was enabled in 8 nodes. With quantita-
tive indicators of the research results, the point coordination 
mechanism (PCF) improved the MANET performance by 
decreasing the delay and increasing the throughput, which 
solved the problem of network deficiency caused by jammers. 

2. Delay and Throughput in the three cases (without Jam-
mers, Jammers, and Jammers with PCF) had been measured 
when the transmission power of the jammer is increased to 
0.01 W and the PCF was enabled in 8 nodes. With quantitative 
indicators of the research results, the point coordination me
chanism (PCF) improved the MANET performance in terms 
of delay, which solved the delay problem of network deficiency 
caused by jammers but it had no throughput improvement.

3. Delay and Throughput in the three cases (without Jam-
mers, Jammers, and Jammers with PCF) had been measured 
when the transmission power of the jammer is increased to 
0.01 W and the PCF was enabled in 10 nodes. With quantita-
tive indicators of the research results, the point coordination 
mechanism (PCF) improved the MANET performance in 
terms of delay and throughput, which solved the problem of 
network deficiency caused by jammers.

4. Delay and Throughput in the three cases (without 
Jammers, Jammers, and Jammers with PCF) had been mea-
sured when the transmission power of the jammer is in-
creased to 0.01 W and the PCF was enabled in 12 nodes. 
With quantitative indicators of the research results, the 
point coordination mechanism (PCF) provides delay and 
throughput improvement so that the delay would reach the 
case of the network without jammers, which is a very good 
improvement that solved the problem of network deficiency 
caused by jammers.
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