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The objects of the research are
the objects of monitoring of groups of
troops (forces). The relevance of the
research lies in the need for a compre-
hensive analysis of monitoring objects
Jfrom several sources of information. The
results of the analysis show that the most
reliable and accurate information comes
Jrom aerial monitoring, orbital remote
sensing of the Earth and radio moni-
toring. At the same time, instrumental
errors of radio monitoring devices do not
allow determining the location of sour-
ces of radio radiation with the accuracy
necessary for localization (neutraliza-
tion) of threats. A method of integrat-
ing the results of radio monitoring and
remote sensing of the Earth has been
developed. The essence of the proposed
research is the complex processing of
monitoring results from various sour-
ces of information extraction. The dif-
Jference between the proposed method
and the known ones is that the specified
method contains the following improved
procedures:

— taking into account the type of
uncertainty about the state of the moni-
toring object (complete uncertainty, par-
tial uncertainty, full awareness);

— carry out a multi-level analysis
of the state of the monitoring object
according to 4 levels and 3 significant
events;

— detection of a monitoring object as
part of a group monitoring object.

The use of the proposed approach to
radio monitoring information processing
and monitoring using unmanned aerial
vehicles/devices of remote sensing of the
Earth allows to reduce the time required
JSor deciphering aerospace images by
at least 1.3 times. At the same time,
the accuracy of determining the coordi-
nates will be limited by the resolution of
the equipment of unmanned aerial vehi-
cles/devices of remote sensing of the
Earth and is of the order of 0.5 m

Keywords: complex monitoring, mo-
nitoring objects, a priori uncertainty,
remote sensing of the Earth, unmanned
aerial vehicles
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rity of states at the global level is such negative phenomena

1. Introduction

as terrorism, illegal drug trafficking, etc. [1, 2]. Taking into

The results of the analysis of the socio-political situation
in the world indicate that the biggest challenge to the secu-

account the political, economic and geographical position of
Ukraine, the same problems have a destructive effect on the
level of national security and our state. In order to reduce




these risks, in 2018, Ukraine joined the global system of con-
trol over the illegal circulation of drugs, weapons and coun-
terfeit goods [3].

In addition, Ukraine, as a state that restrains the mili-
tary aggression of the Russian Federation (RF), is forced
to conduct hostilities on the territory of the state. In order
to monitor the situation in the territory of the Joint Forces
operation (JFO), the OSCE Special Monitoring Mission
operates, which has both unmanned aerial vehicles (UAV)
and other technical devices of control at its disposal [4].

The results of the analysis of the effectiveness of the use
of technical devices of monitoring on the territory of the
JFO indicate that the most reliable and accurate information
comes from aerial monitoring, orbital devices of remote sens-
ing of the Earth and radio monitoring (RM).

At the same time, the instrumental errors of PM devices
do not allow determining the location of sources of radio emis-
sions (SRE) with the accuracy necessary for localization (neu-
tralization) of threats. At the same time, the data obtained
by the RM can be used to target other types of monitoring,
including the use of UAV and air defense systems (ADS).

Under such conditions, the scientific problem of creating
a methodological apparatus of a complex collection of mate-
rials (information) obtained by technical types of monitoring
both at the stage of analyzing the operational situation and at
the stage of combat planning becomes relevant.

2. Analysis of literary data and formulation of the problem

The work [5] presents cognitive modeling algorithm. The
main advantages of cognitive tools are defined. The lack of
consideration of the type of uncertainty about the state of the
object of analysis should be attributed to the shortcomings of
this approach.

The work [6] reveals the essence of cognitive modeling
and scenario planning. The approach proposed by the authors
does not allow taking into account the type of uncertainty
about the state of the object of analysis and does not take into
account the noise of the initial data.

The work [7] carried out an analysis of the main approa-
ches to cognitive modeling. Cognitive analysis allows: to inves-
tigate problems with unclear factors and relationships; it takes
into account changes in the external environment and use ob-
jectively formed trends in the development of the situation in
one’s interests. At the same time, the issue of describing com-
plex and dynamic processes remains unexplored in this paper.

The work [8] presents a method of analyzing large data sets.
The specified method is focused on finding hidden informa-
tion in large data sets. The method includes the operations of
generating analytical baselines, reducing variables, detecting
sparse features, and specifying rules. The disadvantages of
this method include the impossibility of taking into account
different decision evaluation strategies, the lack of taking
into account the type of uncertainty of the input data.

Such works as [9, 10] are devoted to the problem of
researching the accuracy of determining the location of the
SRE. At the same time, the conclusions of the conducted sci-
entific researches indicate that the main reason for the error
in determining the coordinates of the SRE by devices of RM
is the low linear accuracy in the direction finding process.
As aresult, the RM system is able to determine only the area
of the probable location of the SRE. In addition, the SRE is
not always in the same position as the objects of monitor-

ing (military formations of the enemy, groups of smugglers,
illegal armed formations, etc.). In other words, the manage-
ment bodies of monitoring objects (MO) can be scattered in
space [11, 12]. From the analysis of the Table 1, the distance
between SRE and MO can range from 1 to 40 km. In this
case, determining the location of the MO is complicated due
to the enemy’s application of the concept of building a con-
trol and communication system in the area of a distributed
control point [13-20].

Table 1

Distance of communication nodes from control points

Control post (command post) Distance, km

The main control point of the first level 1-3
The main control point of the second level 1-3
The main control point of the third level 3-10
The main control point of the zonal level 20-25
The main control point of the territorial level 20-40

Under such conditions, determining the location of MO
and/or SRE with the necessary accuracy is possible only
through detailed reconnaissance of the likely area by devices
of UAV and/or ADS. At the same time, the data of the RM
will be used to target the devices of species monitoring.

The existing REI devices have a rather low linear accu-
racy of the local value of the enemy’s REI, which is 10...15 %
of the direction-finding range. The increase in requirements
for operational intelligence regarding the accuracy of estab-
lishing the coordinates of enemy objects suggests the need
to find ways to increase the reliability and accuracy of the
enemy’s local RES identified by REI devices. One of the real
ways to solve this task is the possibility of clarifying the loca-
tion of reconnaissance objects and their operational-tactical
affiliation based on the engineering reconnaissance features
of the terrain of the area where the enemy’s reconnaissance
zone is located.

One of the requirements for the complex processing of
intelligence data obtained by various types of intelligence is
to ensure the possibility of a generalized assessment of the
military-political and operational situation.

Accumulation, systematization and generalization of in-
telligence data create an informational basis for the deve-
lopment by officials of the command posts of the REI and
team-intelligence center units of various assessments of the
state and capabilities of the enemy’s intelligence groups, i.e.
intelligence assessments.

3. The aim of objectives of research

The aim of research is to develop a methodological
approach for complex information processing of RM and
monitoring with the use of UAV /ADS. This will make it pos-
sible to increase the accuracy and reliability of detection and
identification of monitoring objects.

To achieve the aim, the following objectives were set:

—to carry out a formalized description of the task of
analyzing the state of objects in special purpose information
systems;

— to develop a method of integrating the results of radio
monitoring and remote sensing of the earth;

— to evaluate the potential effectiveness of the method.



4. Research materials and methods

The object of the research is the objects of monitoring of
groups of troops (forces).

The research hypothesis was the possibility of increasing
the reliability and accuracy of the identification of monitor-
ing objects by using a special methodological approach to
complex information processing.

In the course of the conducted research, the general
provisions of the theory of artificial intelligence were used
to solve the problem of analyzing the state of monitoring
objects. Thus, the theory of artificial intelligence is the basis
of the mentioned research. The research uses fuzzy cognitive
models, an advanced genetic algorithm and evolving artificial
neural networks. The simulation was carried
out using MathCad 2014 software (USA)
and an Intel Core i3 PC (USA).

3. 2. Development of a method of integrating the re-
sults of radio monitoring and remote sensing of the earth

The devices of UAV /ADS provide detection of MO of both
the territorial level and the first level with a resolution of up
to 0.5 m and determination of their location with an accuracy
of 30-50 m. At the same time, the processing of the results
of such monitoring consists in deciphering aerospace images.

Decryption is a complex informational and logical pro-
cess, which is carried out by the operator during the target
research of the image and consists in the detection, recog-
nition, classification, as well as the general assessment of
MO [5, 12, 21-28].

In general, the structure of the decryption process can be
represented by four levels (Fig. 1) [23-33].

Obtaining an image of the monitoring area

v v v
Analysis and Preliminary research Determining the
5. Research results on the development of | evaluation of available of the structure of sequence of
a method of integrating the results of radio a priori information the image decryption operations

monitoring and remote sensing

of the earth

. . .

Delineation of areas of probable location of MO

5. 1. Setting the task of assessing the

condition of the monitoring object based I 1
on the res.ults I?flf adio Ilrllonltorlng and re- Recognition of simple and group objects Classification of objects
mote sensing of the eart against the background of the terrain (interpretation)
Let the control system of the process of T T
radio monitoring and remote sensing of the 7
earth be presented in the form of a sign ori- Detailed decoding of objects:
ented graph. E . .
.. xtrapolation and measurement operations
In general, the task of determining the I . . .
o . . nterpretation of object activity states
state of the monitoring object is reduced to
calculations according to the formula: l
A (k+1)= Evaluating processing results and making
' a decision to disclose the location and level of MO
N
=/ (A,.(k)+ > Aj(k)u/ﬁ)Xlif xE; (1) . N . .
J#ij=1 Fig. 1. Typical diagram of the process of deciphering aerospace images

where A;j(k+1) is the new state of the graph vertex, A;(k) is
the previous state of the graph, Wj is the weight matrix,
/s the graph threshold function, y; is the operator that takes
into account the degree of awareness of the state of the object;
Gjj is the operator to take into account the degree of noise in
the data about the state of the object. The calculation process
is iterative — after setting the initial states of the vertices,
the values of the states are recalculated until the difference
between the current and previous states turns out to be less
than some given value.

Expression (1) allows to form a description of the state
of the monitoring object by the devices of its representation
in the form of a graph.

The graph is built for each individual object. The speci-
fied description is universal and allows to describe the object
of analysis taking into account the hierarchy and individual
specificity of each monitoring object. When expression (1)
is written in the form of a multidimensional time series, the
description process can be given for a dynamic system. Ex-
pression (1) while constructing a mathematical description
of the state of the monitoring object takes into account the
degree of awareness of the state of the object and the noise
level of the data.

At the first level, awareness of the task and planning of
the decryption process is carried out.

At the second level, the search and detection of MO is
carried out in accordance with the task.

At the third level, a detailed analysis of the image is car-
ried out, the purpose of which is to recognize and interpret
the detected MO.

At the fourth level, the processing results are evaluated.
It is the most difficult stage of the decryption process,
during which the relationship between the detected objects
is determined, the MO control system is exposed, which, in
fact, represents the operational situation that has developed.
During the assessment of the situation, the composition,
condition and position of the MO is revealed, which allows
the information consumer to make a decision regarding the
planning of further actions.

The decryption process is determined by three compa-
tible events, which are described by probability indicators:
detection of MO — R,; recognition of MO — Ry and detailed
deciphering — Ry

The probability of detecting MO — R, depends on the
angular dimensions of the field of view (image dimensions)
2B, the angular dimensions of the MO image v, the contrast



of MO with the background K, the brightness of the back-
ground Ly, the search time ¢ and for an image with a given
resolution can be determined by the empirical dependence of
the appearance:
2,,370.3
R, =1-exp —L]‘/f ,
A(2B)

where A=6.3-10"% (angle min)3*(kandel/m?)%3*c*degree2
is the normalized coefficient, K is the MO contrast with the
background, Lyis the background brightness, yis the angular
dimensions of the MO image; ¢ is the search time, B is the
image size.

Given K, Ly, vy and R, the efficiency of the detection
process depends on the total area of the image on which
the search is carried out. The area of intelligence collection
determined for deciphering by one operator depends on
the spatial resolution of the image and is 1,000—5,000 km?.
Such a search area with relatively small linear dimensions of
the OR (0.05-1.0 km) determines costs in terms of process-
ing time and efficiency of the entire decryption process.

The probability of correct recognition of a simple MO,
provided it is detected, depends on the linear dimensions
in the image, the linear resolution / of the on-board special
equipment on the terrain L and the shape of the MO, which
is characterized by the coefficient B; and is determined by
empirical dependence:

R, =exp[—([3,L/1)2]. 2)

At the same time, the probability of recognizing a simple
MO located in the structure of a group object increases,
which is taken into account by the coefficient C, which is
determined during practical processing depending on the
number of simple objects in the structure of a group MO.
Coefficient C can take on the following values with the struc-
tural complexity of the object while increasing:

— on one simple individual object — 1.1-1.5;

— on two simple objects — 1.2-2.5;

— on three simple objects — 1.3-3.0;

— on four simple objects — 1.4-3.5.

Taking into account the values of the coefficient C,
which reflects the complexity of the structure of the inte-
grated (group) MO, which is deciphered, the probability of
recognition is determined in the form:

Rma‘ = Cexp[_(BfL/l)Z:I’ (3)
The probability of recognizing a group object a;, con-

sisting of simple objects z, i=1,m, is estimated by the full
probability formula:

R(e)= zR (2)R(0,/2,), 4

where R,..(2;) is defined by the expression (2).

The probability of determining the characteristics of MO
with a given accuracy depends on the geometric properties
of the image and the method of conducting measurements.
This indicator characterizes the efficiency of the detailed
decryption stage.

Analysis of a typical diagram of the decoding pro-
cess (Fig. 1) shows that the stage of detailed decoding (8, 9)
is an independent process of measuring linear characteristics

and interpreting the obtained values. At the same time, while
detecting and recognizing MO on the terrain image (at least
three operations: 2, 5 and 6) can be carried out using additio-
nal information coming from other types of monitoring. Thus,
while performing operation 2, information from the RM sys-
tem about the likely type of object and the area of its location
can be used. This will make it possible to organize and carry out
the process of detailed decryption in a more targeted manner.
While performing operations 5 and 6, using information from
the RM system about the area of the probable location of the
MO and about its type increases the probability and reduces
the time of its recognition on an aerial photo.

The interaction of the RM and monitoring using UAV/ADS
can be carried out by using the information obtained by the
RM system about the probable area of deployment of the MO,
its individual elements to find (refine) the coordinates of the
object in the picture. In other words, the process of decipher-
ing the aerospace image will begin with a detailed analysis of
the area where the MO is likely to be located, revealed by the
RM system. This will reduce the time needed to search and
recognize MO and increase the accuracy of determining the
coordinates of MO elements that are exposed by PM devices.

5. 3. Evaluation of the potential effectiveness of the
proposed method

Let it be necessary to expose the group MO. At the same
time, the RM system exposed a certain control point (CP)
and determined the coordinates of its location m{" and m;’
with accuracy RY,. Using the available data, not the entire
image is deciphered, but the section described by the circular
normal distribution law:

(x=m2) +(y-my)
/ .
2(R3)

4o (v.y)= exp| - (5)

2(Ry)

At the same time, the density of the distribution of CP
elements g (x,y) is determined according to the Table 1.
Thus, gen.io(x,y) will be described by the convolution of the
functions g.,(x,y) and g.(xy), i.e.

Gonio (%,9) = T Tqm(x,y)qm (x=&y-n)dedn, (6)

where &, 1 is the distance of communication nodes from the
CP of a certain level.

The area of possible dislocation of the connection node
Qe and CP Q;, is determined by constructing a projection
of the horizontal section of the body of the function g.,(x,y),
Genio(xy) for a given probability of a serration hitting the
SRE in a circle with a radius (Fig. 2).

At the same time, the radius of the area of possible loca-
tion of MO can be calculated as:

r:{d—R;,’j, %f d-R;;>0; D

0, if d-R, <0;

_ cn
r=D+R;,

where D and d are respectively, the minimum and maximum
distance of the communication node from the CP.
Calculation of the area of the possible location of the
object Q;, of a given probability for the circular normal distri-
bution law (Fig. 2) is carried out according to the expression:



Q, =2mKL, (®)

where K is the coefficient that determines the probability of
finding a communication node in the middle of a circle with
aradius R}.

The size of the circle (Fig. 2) depends on the probability
that the SRE will be in its middle.

To calculate the coefficient K, the expression is used:

K=-2In(1-P)L, )

where Ry is the given probability of a communication node
hitting a circle with a radius R}

At the same time, the value of the coefficient K; and the
dimensions of the circle RS, depend on R; (R;z=0...1) and
vary from 0 to oe.

The probability of finding a communication node inside
a circle with a radius R of K=1is 0.63.

Given that the accuracy of the deployment location of
the communication node for the direction-finding method
depends on the accuracy of determining the angles and the
distance to the SRE 6= f(A0, A7), the area of the possible loca-
tion of the MO will increase according to a linear law (Fig. 3).

Fig. 2. Projections of the horizontal section of the body
of the function qcn(X,y), Gen,iolX,Y) fOr Ryis ser=const

800
600

Qim kmz
400

200

0 20 40 60 80 100
R, km
Fig. 3. Dependence of the area of the area of the possible
location of the monitoring object on the accuracy
for Ryis,set 20.63

While deciphering a picture from the distance of the
most convenient visual search (250—-300 mm), the OR search

time for this scheme of complex processing is reduced by x
times (Fig. 4):

= ( arctg@/% JZ

arctg4./Q/n a0

where S is the area of the given area in the picture; Q is the
area occupied by the OR with a given probability; x is the
time indicator (in times).

1.8

1.6
x, times

1.4

1.2

1

0 20 40 60 80 100
Qio’ kmz

Fig. 4. Dependence of the time indicator of the decryption
process on the size of the monitoring object
at a fixed image size

In this case, the probability of finding the decrypted
object will be determined by the probability of its detection.

The obtained theoretical results were used as the basis
of a mathematical model of complex data processing of the
RM and monitoring using UAV/ADS. Let the main CP of
the third level be monitored. The communication node is
defined by the RM devices as one of the elements included in
the group MO. At the same time, the accuracy of determining
the location by RM devices is R =10 km. The distance of
the communication node from the main PU of the 3™ level
is determined according to the table 1 and is E=n=25 km.
UAV /ADS devices obtained a picture of the area S=10000 km?
with a resolution of 0.5 m (Fig. 5-7).

, q(x.y)io
;‘E! =0.008

—0.006

7: L 0.004

| | L 0.002
i |
|

— 150

Fig. 5. Graphic representation of the distribution law
of the coordinates of the communication node according
to radio monitoring data
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Fig. 6. Graphic representation of the distribution law
of the coordinates of the monitored object according
to radio monitoring data
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Fig. 7. Projections of the horizontal section of the body
of the function qcn(x,!/), qcn,io(xry)r Rdis,set:0-7

The area of the possible location of MO of the given pro-
bability Ryiss:=0.7 is 341 km?,

Given that the resolution of the image is 0.5 m, the ac-
curacy of determining the coordinates of the object during
decoding will be 0.5 m.

According to the results of the calculation (10), the time
to decipher the MO image is reduced by 1.3 times.

The main advantages of the proposed evaluation method
are, in comparison with researches [5-10]:

—it has a flexible hierarchical structure of indicators,
which allows reducing the task of multi-criteria evaluation
of alternatives to one criterion or using a vector of indica-
tors (1) for selection;

— unambiguousness of the obtained assessment of the
object state (expressions (1)—(10), Table 1);

— universality of application due to adaptation of the
system of indicators during work (1);

— it does not accumulate learning error due to the use of
learning procedures;

— taking into account the type of uncertainty and noise
of the initial data (1);

— high reliability of the obtained solutions while search-
ing for a solution in several directions (expressions (1)—(10)).

The disadvantages of the proposed method include:

— the loss of informativeness while assessing the condi-
tion of the monitoring object due to the construction of the
belonging function;

— lower accuracy of assessment on a single parameter of
object condition assessment;

— the loss of credibility of the obtained solutions while
searching for a solution in several directions at the same time;

— lower assessment accuracy compared to other assess-
ment methods.

This method will allow:

— to carry out an assessment of the condition of the object;

—to determine effective measures to improve manage-
ment efficiency;

— to increase the speed of assessment of the object state;

— to reduce the use of computing resources of decision
making support systems.

The proposed approach should be used to solve problems
of evaluating complex and dynamic processes characterized
by a high degree of complexity.

The analysis of the results of the research shows that the
application of the methodological approach of integrated
processing of RM information and monitoring with the use
of UAV/ADS allows to reduce the time required for the
detection of MO by at least 1.3 times. At the same time,
the accuracy of determining the coordinates will be limited
by the resolution of the UAV/ADS equipment and is of the
order of 0.5 m.

This research is a further development of researches
aimed at developing methodological principles for increasing
the efficiency of information and analytical support, which
were published earlier [2, 4, 11, 34, 35].

The directions of further research should be aimed at
reducing computing costs while processing various types of
data in special purpose systems.

6. Discussion of the results of the development
of the method of integrating the results of radio
monitoring and remote sensing of the earth

The developed formalized approach allows for the assess-
ment of highly dynamic, complex and hierarchical objects.
It creates the universality of the approach and allows for the
assessment of various types of objects that have different
origins and belong to the management chain.

A method of integrating the results of radio monitoring
and remote sensing of the earth has been developed.

7. Conclusions

1. The description of the task of analyzing the state of ob-
jects in special purpose information systems is formalized,
which is flexible and universal. As a criterion for the efficiency
of the specified method, the efficiency of the process of ana-
lyzing the state of the object with the given reliability of the
obtained estimate was chosen. In the course of the research,
the concept of presenting the evaluation method in special pur-
pose information systems was formulated. In this concept, the
analysis process is presented in the form of a hierarchical graph.



This makes it possible to create a hierarchical description
of a complex process by levels of generalization and conduct
an appropriate analysis of its state.

2. A method of integrating the results of radio moni-
toring and remote sensing of the earth has been developed,
which allows:

— to take into account the type of uncertainty and noisy data;

— to take into account the available computing resources
of the system for analyzing the state of the object;

— to conduct a multi-level analysis of the state of the
monitoring object on 4 levels and 3 significant events.

3. The proposed method of integrating the results of radio
monitoring and remote sensing of the earth using UAV/ADS
makes it possible to reduce the time required for MO de-
tection by at least 1.3 times, with restrictions only on the
resolution of the UAV/ADS equipment.
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