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The object of the research is the
development of a method for ensuring
the authenticity and integrity of data in
wireless channels based on post-quan-
tum cryptosystems. The development of
modern digital technologies ensures the
transition to smart technologies and the
Jformation of Next Generation Networks.
The formation of smart technologies,
as a rule, uses wireless communica-
tion channel standards IEEE 802.11X,
IEEE 802.15.4, IEEE 802.16, which use
only authentication protocols and pri-
vacy mechanisms, which are formed
on symmetric algorithms. In the condi-
tions of the post-quantum period (the
advent of a full-scale quantum com-
puter), the stability of such algorithms
is questioned. Such systems, as a rule,
are formed on the basis of the syn-
thesis of socio-cyber-physical systems
and cloud technologies, which simpli-
fies the conduct of Advanced Persistent
Threat attacks, both on the internal
circuit of execution systems and on
external control systems. The creation
of multi-circuit information protection
systems allows for an objective assess-
ment of the current state of the sys-
tem as a whole and the formation of
preventive measures to counter cyber
threats. The proposed method of pro-
viding basic security services: confi-
dentiality, integrity and authenticity
based on crypto-code constructions
takes into account the level of secrecy
of information transmitted over wire-
less channels and/or stored in data-
bases of socio-cyber-physical systems.
The use of post-quantum algorithms —
McEliece/Niederreiter crypto-code
constructions on elliptic/modified ellip-
tic/lossy/Low-density parity-check
code provides the necessary level of
stability in the post-quantum crypto-
period (crypto-stability at the level of
10%-10%> group operations), speed
and probability of information (Perr
not lower than 10°-10"?). The pro-
posed method of information exchange
using wireless communication channels
ensures their practical implementation
on resource-limited devices (creating of
CCC on the GF field (2'-25)
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1. Introduction

integration, cyber-physical systems with LTE (Long-Term

Evolution), IEEE802.16, IEEE802.16¢, IEEE802.15.4,

The development of wireless technologies has signifi- TEEE802.11, Bluetooth technologies. Further development
cantly expanded the range of digital services based on  of this direction makes it possible to form smart-city digital




services based on the synthesis of the Internet of things,
mesh networks and smart technologies. The use of wire-
less communication channels can significantly increase
the speed of information transfer and ensure the creation
of socio-cyber-physical systems based on the of LTE,
IEEE802.16, TEEE802.16¢, TEEE802.15.4, TEEE802.11,
Bluetooth standards. To provide security services in cy-
ber-physical systems, as a rule, the KNX/EIB (European
Installation Bus) standard (ISO/IEC 14543) is used
based on the use of virtual private network channels
(encryption AES-128, -256) [1-7]. The KNX standard
in IP Secure mode allows to provide confidentiality and
authenticity services based on the use of an additional
mechanism (protective shell) that protects all KNX-
net/IP data traffic [8]. KNX Data Secure mode uses a
longer KNX frame format based on CCM (Code Block
Chain Message Authentication Counter) with 128-bit
AES block symmetric cipher encryption to ensure infor-
mation integrity. However, the security mechanisms of
the KNX standard (ISO/IEC 14543) do not provide pro-
tection against IP networks channel monitoring, which
allows an attacker based on a false server to intercept
the traffic of the information flow. In addition, according
to experts from the National Institute of Standards and
Technology (NIST) of the United States, the use of sym-
metric algorithms with a key length of 128 bits does not
provide the required level of security in the post-quantum
period [9-11].

In the wireless channels of LTE technologies, only the
3A authentication service (AAA — authentication, autho-
rization, accounting) is provided based on the Diameter

protocol [12—16]. The Diameter protocol has a predefined
set of common AVPs (Attribute-Value-Pair) between two
Diameter nodes, allowing various combinations of the pro-
tocol to be used.

However, the absence of security mechanisms in wire-
less channels of mobile technologies does not allow confi-
dentiality and integrity services to be provided. As practice
shows, in networks based on the Diameter protocol, attacks
aimed at denial of service, disclosure of information about
subscribers and the operator’s network, as well as fraud
against the operator are possible [17, 18]. In addition, an
attacker can forcibly transfer the subscriber’s device to 3G
mode (third generation) — and carry out further attacks
on the less secure SS7 system (signaling system, Signaling
System No. 7) [18]. Table 1 shows the main characteristics
of wireless mobile and computer networks and security
services based on the KNX standard and the Diameter
protocol.

Analysis of the Table 1 shows that in the context of the
emergence of a full-scale quantum computer, hybridity and
synergy of cyber-attacks, wireless channels partially provide
privacy services, which requires new approaches to security
based on post-quantum mechanisms.

Thus, a new concept of the security of systems formed
on the basis of the synthesis of cyber-physical systems
(CPS) and social networks — socio-cyber-physical sys-
tems (SCPS) is needed. Such systems are rapidly devel-
oping based on smart and Internet-of-things technologies
and require a new approach to providing security services
for wireless channels based on post-quantum crypto-
systems.

Table 1
Wireless Network Specifications Table
Trans- Security services
mission/ . . .
Technology recep- V, bps topology Transmission Mo@ula— before PQ in PQ
tion spectrum tion
c| I |A|A |B|C|I|A| A |B
range, m
up to up to 600 MHz no | N 3
LTE (4G) 13400 100 Mbps AIPN 2.5 GHz 640AM + | + /+
Heteroge-
LTE (5G) 500 20 Gbps | neous core | TOMB3OGHZ 1oge v | o | S| [ o o S| o] -
to 300 GHz
network
IEEE 802.11 ac
(WiFi 5) 500 up to 7 Gbps P2MP 5 GHz 256-0AM | + | + |+ |+ ||| -|-|~-/*+]| -
[EEE 8021 1ax, | _ 9607 Mbps | P2MP 5GHz 1024-QAM | + | + | + [+ || | = | = |-+ -
Wi-Fi 6
32 Mbps 640AM
IEEE 802.16 5000 mesh 10-66 GHz + |+ |+ F - - - -/ -
134 Mbps 0-QPSK
IEEE 802.16m 90 Mbps
. 6000 mesh 11 GHz 640AM + |+ F | F - - -/ -
(WiMAX2) 179 Mbps Q /
IEEE 802.15.1
Bluctooth 5 200 2-6 Mbps mesh 2,4-2,485 GHz | 64QAM R I O O e e O B B B o I
- BPSK
IEEE 802.154 | 1000 950 kbps | P2P Clus- 1y 4 o 483 GHZ RN (U N R D R S 2N
ter tree 0-QPSK

Note: C — confidentiality; 1 — integrity; A — availability; Au — authenticity, B — involvement; AIPN — All IP Network,
P2MP — point-to-multipoint, P2P — peer-to-peer, QAM — Quadrature Amplitude Modulation, O-QPSK — quadrature phase shift

keying, BPSK — binary phase shift keying




2. Literature data analysis and problem statement

To provide security services and expand the range
of digital services based on smart technologies, various
approaches are proposed, based on classical symmetric
and asymmetric mechanisms, and blockchain technologies.
Thus, in [19] an analysis of threats to cyber-physical systems
is carried out, and it is also proposed to use the modeling of
information protection systems (IPS). Based on the business
process models notation (BPMN), it is intuitively possible
to describe various approaches to building information se-
curity systems. The proposed concept of building security
systems allows taking into account the physical components
of the CPS, as well as the control flows of the control system
to the physical elements of the CPS. However, this does not
take into account the actual separation of the physical and
control subsystems of the CPS, which does not allow to ob-
jectively take into account the current state of security of the
system as a whole. In [20], modeling approaches based on a
multi-domain language for component-oriented modeling of
CPS Modelica are proposed. This approach accurately cap-
tures the interaction between the physical and cyber com-
ponents within the CPS. However, such models do not take
into account the need to build multicontour information se-
curity systems. With this approach, the inner and outer con-
tours provide not only an objective assessment of the current
state of the system, but also allow to form the necessary tuple
of TIPS elements to provide security services. In [21], the
authors proposed an authentication protocol, which, in their
opinion, provides the required indicators of reliability and
security and can be used in 5G technology. The proposed au-
thentication approach is based on the use of smart cards for
authentication using elliptic curve random number genera-
tors. However, the use of firmware authentication is subject
to scream attacks and does not provide confidentiality and
integrity services over wireless communication channels. To
ensure the security of key data transmission, [22] presents a
protocol based on an improved multi-server key agreement
scheme with hash-based authentication and a standalone
registration server (standalone RS). This approach ensures
the use of a closed channel for the transmission of key data,
but does not provide confidentiality and data integrity ser-
vices. The work [23] presents an analysis of threats on CPS,
as well as an analysis of the use of OTP passwords in various
authentication schemes. However, it is proposed to use pro-
tocols and mechanisms to ensure the authenticity and integ-
rity of classical computer networks as countermeasures for
threats. This approach does not take into account the mul-
ticontour architecture of CPS, as well as the hybridity and
synergy of APT attacks. The paper [24] presents an analysis
of the 2-pass authentication and key agreement (AKA)
protocol for 5G mobile communications (5G-AKA), which
provides data confidentiality and authenticity based on the
use of the A5 stream cipher [25, 26]. The scheme of two-fac-
tor authentication and key agreement (AKA) for 5G mobile
communications is analyzed. 5G-AKA has been proven to be
vulnerable to Linkability of AKA Failure Messages (LFM)
attacks, which does not allow for confidentiality. A modifi-
cation of the AKA scheme is proposed, however, the use of a
stream cipher for confidentiality will not allow providing the
required level of security in the post-quantum period, taking
into account the proposals in [27]. In [28, 29], it is proposed
to use post-quantum algorithms for providing security
services — crypto-code constructs (CCC) McEliece and

Niederreiter on algebrogeometric codes. The papers [29, 30]
present practical ways to reduce energy and computational
costs, which makes it possible to use wireless CCC channels
in the information security system to provide the required
level of security services.

Thus, the analysis showed that the rapid growth of com-
puting resources and mobile technologies determined the
development vector of wireless channels of systems based
on smart technologies. This approach makes it possible to
integrate and form both CPS and SCPS, which significantly
expands the range of digital services. Expanding the range
of capabilities of wireless technologies makes it possible to
form a smart-city system with functionality in various areas,
on the one hand, on the other hand, the inability to resist
APT attacks in the context of the emergence of a full-scale
quantum computer significantly reduces the security level
of such systems [31]. The lack of mechanisms for ensuring
confidentiality and integrity services in 4G-6G technologies
does not allow for their widespread implementation in the
Next Generation Network and smart systems. A promising
direction in the construction of IPS is the use of post-quan-
tum algorithms — CCC on algebrogeometric codes and the
formation of multicontour IPS.

3. The aim and objectives of the study

The aim of the study is to develop a method for ensuring
confidentiality and authenticity in wireless channels. This
approach will make it possible to form a dual-contour secu-
rity system based on mobile and Internet technologies using
wireless channels, and provide security services based on
post-quantum algorithms.

To achieve the aim of the study, it is necessary to solve
the following objectives:

—to develop the conceptual foundations of the CPS
dual-contour security system based on post-quantum algo-
rithms;

—to develop a mathematical model of a method for en-
suring confidentiality and authenticity in wireless channels;

—to develop an algorithm for the practical implementa-
tion of confidentiality and authenticity in wireless channels.

4. Research materials and methods

The object of research is the process of providing securi-
ty services in wireless channels, which makes it possible to
ensure the construction of multicontour security systems in
the conditions of the post-quantum period.

The provision of security services in wireless channels is
associated with a contradiction between the speed indicators of
wireless channels and the need to use cryptographic algorithms
to provide confidentiality and integrity services. In addition, in
the post-quantum cryptoperiod, the requirements for symmet-
ric eryptography algorithms increase significantly, which casts
doubt on the possibility of providing a compromise between
the amount of key data and the amount of memory of switching
devices. Also, the possibility of offline encryption of various
information flows based on symmetric cryptography.

To provide security services, it is proposed to use
post-quantum algorithms - crypto-code construc-
tions of McEliece and Niederreiter on algebrogeometric
codes [28, 29, 31]. Both crypto-code constructions are based




on the principle of using the theory of error-correcting
coding and the orthogonality of the matrices G, the gener-

ating matrix of the linear code, and H, the check

algorithms (McEliece and Niederreiter CCC) in wireless
channels in offline mode.

matrix of the linear code. Taking into account the Table 3
orthogonality of matrices G and H (GxH7=0), these The main parameters of McEliece’s CCC on EC, MEC
;:ryptosysttgms have almost the same energy costs Parameter CCCEC
or encryption. . - ——

Concealment matrices are used as a key se- _ P rlvaFe key size _ x=n"Xk*xm
quence in both crypto-code constructions: information vector size lizkxm

—X - masking nondegenerate randomly cryptogram dimension ls=nxm
equiprobable kxk matrix formed by the source of lative transfer rat. R=1, /1 =kxm
keys with elements from GF(q); reative fransiet rate e 1xm

— P - permutation randomly equiprobably | Param- CCC on shortened MEC CCC on extended MEC
formed by the source of keys nxn matrix with ele- eter
ments from GF(q); ;

) private _ =(x—

- D — diagonal matrix formed by the nxn key | key size Ik xX[IOgZ(Z ‘1+q+1)] I =(x=x,)xlog, (2g ++1)
source with elements from GF(q); infor

— G — kxn generating matrix (McEliece CCC); mation

__ ; : : ; _ l=(a—x)xm [=(a—x+x)xm

H — check matrix with dimension rxn. In ad vector -

dition, a distinctive feature of Niederreiter's CCC size
is the preliminary use of equilibrium coding, which | cryp-
makes it possible to provide a practically relative togram | :(2 q+q+1—x)><m I =(2 gtqtl-x+x )><m
coding rate equal to one. dimen- | s !

Table 2 shows the main characteristics of elliptic sion
(EC) modified elliptic (MEC) codes. Notations: | relative
GF(q) — Galois finite field, X — smooth projective | transfer R=(oc—x)/(2 ‘1+‘1+1_x) R=(°‘—x+x1)/(2 q+q+1—x+x1)
algebraic curve in a projective space P" over GF(q), rate

g=g(X) — kind of curve, X(GF(gq)) — the set of

its points over a finite field, N=X(GF(q)) — their
number. C — divisor class on X power a>g—1, C defines
the mapping @:X—P* !, where k2a—g+1. The set yi=¢(x;)
specifies the code. Number of points in intersection
@(X) with the hyperplane is equal to «, i. e. n—d<a.
This construction allows building codes with parameters
k+d>n-g+1, length n of which is less than or equal to the
number of points on the curve X.

Table 2
EC, MEC main characteristics (n, k, d)

(n, k, d) parameters
of the code that is
built through of the
view @:X— P!

n=2q+q+1, k=a, d=n — a, a=3xdegF,
k+d >n

(n, k, d) parameters

of the code that is n=2Jq+q+1, k=n - «, d=a,

built through of the a=3xdegF, k+d=n
view @:X—P!
Characteristics Shortened MEC Extended MEC

(n, k, d) parameters
of the code that n=2\qg+q+1-x,

k>a—x, d=>n n:2\/§+q+1—x+x1,

is built through k>a—x+xy, d=>n—a
. . —a, a=3xdegF, =t e=nr
mappglg{ (f ;)?413 view biden a=3XdegF

(n,k, d) parameters | p =2 [g+g+1-x,

of the code that is ken—a, d=a, n=2Jqg+q+1-x+x,
built through of the a=3xdegF, k 211—01, d=a,
view @:X-P! btd>n a=3xdegF

Table 3 shows the main parameters of the McEliece
cryptosystem.

The paper [31] presents the results of studies of the
energy consumption of crypto transformations and cryp-
tographic strength. The obtained results confirm the possi-
bility of practical implementation and use of post-quantum

5. Results of the development of a method for ensuring
confidentiality and authenticity in wireless channels

5. 1. Development of the conceptual foundations of the
two-contour CPS security system based on post-quan-
tum algorithms

When developing the conceptual foundations of the
two-contour CPS security system based on post-quantum
algorithms, the approach proposed in [31] was used. It is
based on the concept of double-contour security based on
crypto-code constructions. At the same time, it is proposed
to use integrated solutions for the use of certain codes in
crypto-code systems based on the gradation of the infor-
mation secrecy degree in socio-cyber-physical systems. Ta-
ble 4 shows the ratio of time and the degree of information
secrecy.

Table 4
The ratio of time and the degree of information secrecy
fz ?;Stiﬁ;esezfr:c; Time Suggested codes for CCC
critical up to 1 year MEC, flawed codes
high up to 1 month MEC
medium up to 1 hour EC
low up to 10 minutes EC
very low up to 1 minute LDPC

Fig. 1 shows a block diagram of the conceptual founda-
tions of a dual-contour security system. For a formal de-
scription of the Concept, the approach in [31] will be used:
to ensure the security of the entire protection system, it is
necessary to take into account the threats of the internal and
external contours for each of the platforms:




1) threats of the internal contour, taking into account
the hybridity and synergy of threats for the CPS plat-
form:

CPS ISL _
u/]\ybrid C.1Ausynergeps plagiorm
— CPS ISL C CPS ISL I CPS ISL Au
"V synergcps plattorm ﬂ u/&y"e'gcps platform n ‘V&Wwfs’cps platform * (1)
where W{iﬁ;ﬁi » ¢ — synergy of threats on privacy ser-
PS platform
. CPS ISL I . . .
vice, ane,g — synergy of threats on integrity service,
& CPS platform
CPS ISL - .
mers * — synergy of threats on authenticity service;
YNETE Cps platform

2) threats of the internal contour, taking into account
the hybridity and synergy of threats for the cyberspace plat-
form (CbS):

WCbS ISL —
hybrid C.I,Ausynergcys piaiform
_ Yy7CbS ISL C s ISt I (\P7CbS ISL Au
SYNErgcps platform m SYNEr8ehs platiorm n SYNIZChS platform (2)

where WESBL € gynergy of threats on privacy ser-

SYNEI s platform
. CbhS ISL I . . .
vice, Wanerg,,, ... — synergy of threats on integrity service,
CbS ISL A .. .
fo * — synergy of threats on authenticity service.
CbS platform

Overall threat assessment of the inner loop, taking into
account CPS technologies:

WCPS — WCPS ISL

ISL hybrid C.1,Au SYNETepsplatform

CbS ISL
Whybfid C.1,Au synergcysplattorm * (3)

General assessment of threats of the internal contour,
taking into account the form of ownership of the elements
and technologies of the cyber-physical system (Fig. 1):

CPS  _ yy7CPS
WISL —“/m

general private.

U UWEE @)

corporativ

s L overall assessment of internal contour threats

to the personal property system;
CPfP — overall assessment of threats of the internal
contour for the state property system,;
S overall assessment of internal contour threats
to the cgltfi')dgrate property system;
3) threats of the external contour, taking into account
the hybridity and synergy of threats for the CPS platform:

CPS ESL —
u/}‘.\'b”d C.1,Ausynergcps platiorm
— CPS ESL C CPS ESL I CPS ESL Au
- WW”WBCPS platform m W"J"”Bcps platform m ‘/V«‘Wf'gcps platform ’ (5)
CPS ESL C . .
Where M.Wle'gcps,,wmu — Ssynergy Of threats Oon privacy service,
CPS ESL 1

— synergy of threats on integrity service,

SYMET8 s platiorm

CPS ESL Al
SYNCTE (s platform

* — synergy of threats on authenticity service;

4) threats of the external contour, taking into account
the hybridity and synergy of threats for the cyberspace plat-
form (CbS):

WCbS ESL _

hybrid C,I,Ausynergcys pratform ( 6)
— CbS ESL C WCbS ESL I WCbS ESL Au
T T synergcys platiorm ﬂ SYNETrEchs platform n SYNErgers platform

where WESEL € _ synergy of threats on privacy ser-

SYNETE s platform
vice, W&SBL — synergy of threats on integrity ser-

g
SYMETE b platform

CbhS ESL A
W mer !
SYMTE (1S latform

vice,
service.

General assessment of threats of the external contour,
taking into account CPS technologies:

— synergy of threats on authenticity

WCPS _ WCPS ESL
ESL = ""hydrid C,1,Au SYNCTECPS tform

CbS ESL
I/Vhydrid C,I,Au SYRCTECHS oiiorm (7)
Overall assessment of threats of the internal con-
tour, taking into account the form of ownership of the
elements and technologies of the cyber-physical system

(Fig. 1):

CPS _ CPS CPS CPS
West = Westyo UWesi,, UWistl o ®)
Ecszzs — overall assessment of internal contour threats

private

to the personal property system; WECSIZLQ — overall assess-
ment of threats of the internal contour for the state property
system; Wi’ — overall assessment of internal contour
threats to the (pzérporate property system.

Based on expressions (3), (7), an assessment of threats
in cyber-physical systems in the internal and exter-
nal CPS security contours is formed, and on the basis
of expressions (4), (8) — taking into account forms of
ownership (separately). To provide a generalized assess-
ment of a multicontour security system, the formula was
used:

i =W UWeg )

Required information resource security services I, e {I,}
can be described by a tuple I, =(Typei,Af,Al.',AiA“,Bi). Ty-
pe; — information asset type, described by a set of basic val-
ues: Type;={CI;, PD;, CD;, TS;, StR;, Publ;, ContI;, PI;}, where
CI; — confidential information, PD; — payment documents,
CD; — loan documents, TS; — commercial secret, StR; — sta-
tistical reports, Publ; — public information, Contl; — control
information, PI; — personal data, f; — a metric of the ratio of
time and degree of information confidentiality for an asset
(critical — 1.0; high — 0.75; medium — 0.5; low — 0.25; very
low — 0.01).

Then the general (current) level of security of cy-
ber-physical systems based on wireless mobile technologies
is described by the expression:

— for additive convolution:

2 8 9 8
waffriw :LISLZ121(]A,»/ XB@;’)-FLEsLZfZ;([AV XB;‘]‘ ); (10)
' j=1 i= j=t1 i=
— for multiplicative convolution:
2 8
Lyars, =1—{1—Lm2 (1, x[}ij)]x
' =1 it
2 8
X[1_LE“ZZ(’AU XBv)]‘ 13)
Jj=1 i=t

Such an approach will allow to provide the required
level of security in a timely manner, taking into account
the degree of information secrecy and /or the security time
that is necessary to provide confidentiality, integrity and
authenticity services. To ensure the required security lev-
el, it is possible to combine various codes and CCC, both
McEliece and Niederreiter.




CRYPTO CODE CONSTRUCTIONS

MCcELIECE ! |

NIEDERREITER |

Aic, A[I’ A[Au
A

ATC’A_I’AI_AM

i

EI‘:} Application Services

| Security Development Lifecycle

(SDL) (ISO 27018)
®

[

Service Cloud
Cloud computing

Azure Active Directory Domain Services

Infrastructure as a Service
(IaaS) and Platform as a Service
/e.\o (PaaS) capabilities

(&)

—1 18

Cyberspace platform

SQL Databases

External contour

i

T T

Texuonmoruu Smart-city

¥
s B -

& : -
PYE N

-
"

Wt

Smart home

Internal contour

Cybersystems platform

Fig. 1. Structural diagram of the conceptual foundations of a double-contour security system

3. 2. Development of a mathematical model of a meth-
od for ensuring confidentiality and authenticity in wire-
less channels

The formation of a method for ensuring the confidentiality
and authenticity of information based on a two-contour secu-
rity system is proposed to be implemented at the CCC. The
use of various error-correcting codes, defective and LDPC
codes in McEliece and Niederreiter CCC allows to form var-
ious combinations, taking into account the level of secrecy
(confidentiality), as well as the required time of information
cryptographic strength. Fig. 2 shows a block diagram of the
proposed approach. The main elements of the internal con-
tour are various physical control devices (sensors, counters,
tracking sensors, video cameras, etc.), as well as the server
for dispatching and controlling the physical mechanisms of
the CPS. The elements of the outer contour include a server
for generating key sequences and storing long-term keys, as
well as mobile applications (if necessary) for CPS users.

To provide security services, it is proposed to install McE-
liece CCC software and hardware encoders on the elements
of the internal contour. In this case, on the basis of complex-
ing and the level of circulating information secrecy, various
noise-immune codes are established and used. The dependence
of time and the degree of information secrecy is given in Table 4.

The relationship between the internal and external con-
tours of the security system on the basis of the proposed meth-
od is provided by Niederreiter CCC, the relative coding rate
is close to 1. At the same time, the use of two CCCs increases
the security level by at least 2 times, and the use of various
error-correcting codes integrated provides an increase in the
error reliability. Long-term keys are formed in the external
contour, the use of which allows to reset the CPS security
system (in case of loss of gadgets control, compromise, etc.).
As well as the formation of private keys for use in the CPS in
the internal contour. To ensure security, long-term keys are
stored in encrypted form by McEliece or Niederreiter CCC.




This approach ensures the closure of all channels of information
transmission both in the internal contour — the cyber-physical
system, and in the external contour, as well as communication
channels between the contours. In this case, post-quantum
cryptosystems are used, which makes it possible to use this
approach with the prospect of a full-scale quantum computer.

—a set of direct mappings (based on the use of a public
key — generating/checking matrix of error-correcting codes
(error-correcting code — ECC) (algebrogeometric codes: EC,
MEC; LDPC; flawed codes):

1) for McEliece CCC

key selection
generator CCC

TUU

Key generator

©

Service Cloud

q):((bb ¢27 ey ¢s)7
Secret keys of CCC < where ¢, : M —C, , , i=1,2,..,5;
HSM N 2) for Niederreiter CCC
TS

(P=((P1v @©2, ..., (Pr)y

Cloud computing

where o,: M =8, i=1,2,.. ¢
— set of inverse mappings (based
on the use of a private key — mask-

(MCE“CC CCO) Encoder

server software

1
CP (Niederreiter CCC)

ing matrices):
1) for McEliece CCC

Wt

Cyberspace platform

v

\ External contour

X}\SM.canel

o7 ={0;",0,",. 0.},

where (I)I.‘1:Ck_h/ - M, i=12,..s;

DN

/ GSM-canel

coder/decoder

(McEliece CCC)

2) for Niederreiter CCC

coder/decoder
(Niederreiter CCC)

o' ={o, 0, "0,7},

f";“\‘\ N
+ T et _ N where ¢35, , > M,i=12..¢
r 0 - - T 3 X . —set of keys pz;lramet(tisrizing
' - B : GSM-canel - irect mappings (authorized user’s
## [hﬁé e [lp - <P+ —A= ’/% public key):
1) for McEliece CCC

coder/decoder
(McEliece CCC)

CPS sensors,
transducers, elements

GSM-canel

Cyber systems platform

KU,={KU,,KU,,..,KU,}=
_{GECC GECC GECC}
17t Y2 oYy )

where G — generating nxk
X,

Fig. 2. Structural diagram of the formation of a method for ensuring confidentiality and

data integrity

To form a mathematical model of the method for ensur-
ing confidentiality and authenticity in wireless channels, the
approaches of the works [29-31] will be used.

The initial data for the mathematical models of McEliece
and Niederreiter CCC are:

— set of open texts for McEliece CCC M = {M“MZ'...qu },
where M, :{IO,I,,1 - Ih7 A,V e GF(L]), hj — information
characters equal to zero, |h|=—F, i. e. [;=0, VI;eh; for Nie-

2
derreiter CCC M, ={eo,ehy...ehk ,68_1}, Ve,e GF(q), h. — error

h| :le, that is
e;=0, Ve,eh. Based on the equilibrium coding algorithm, the
plaintext is converted into an error vector;

— set of closed texts (codegrams) for McEliece CCC

vector characters that are equal to zero,

C={C,,CppnC i),

where Ci:(c;ﬂ,c;,...,czj,c; D Vc}f e GF(q); for Niederre-
iter CCC §=5,,5,,..5 ], where 8,={s}.5;...5; .5} },

q 0 i r
VS, € GF(q);

matrix disguised as a random
code. The matrix is determined
from the orthogonality of the gen-
erator and check matrices;

2) for Niederreiter CCC -
KU={KU,, KUy, .., KU}={H],
H,, .., H}, where H'“ — erification (N—K)xN matrix
determines (N-K) checking symbols Py, P, ..., Py.xas a linear
combination of information symbols dj, k=1, 2, ..., K;

— set of personal (private) keys of users:

Internal contour

{x,pP,D}
KR :{KR1,KR2,...,KR,.} = {XH:P D}
It 2

{x,p,D} ={x'.P",D'},

where X’ — masking non-degenerate randomly equally proba-
ble generated by the key source kxk matrix with elements from
GF(q); P' — permutable randomly equiprobably formed by the
source of the keys nxn matrix with elements from GF(q); D'
— diagonal formed by the source of the keys nxn matrix with
elements from GF(g). Due to the fact that the diagonal matrix
is equal to the identity matrix, the value can be neglected,
which reduces the capacity and complexity of the calculation.

The public key is formed by multiplying the masking
matrices by the generator/checking matrices:




P ue{l,2,..s};

— forMcEliece CCC— focu =X"xG""x

— for Niederreiter — Hfj?c” =X"XH*xP" ue{1,2,..,r).

The communication channel receives:

—for McEliece CCC — codeword: C;=M, thCC" +e,
where e — additional session key of each information package

— for Niederreiter CCC — syndromic sequence:

S* :(en)XHfCCT .
On the receiving side, an authorized user who knows the

concealment matrices uses a fast decoding algorithm:
— for McEliece CCC:

M, =f,'(C/ {X,P,D},).

To recover the plaintext the authorized user adds null
information characters C,'=C;+C,_,, from the restored
private text C; removes the actlon of the secret permutation
and diagonal matrices P* and D*.

. -1 -1 T
C =¢;x(D")"'x(P") =(Mi><(foC”) +e}<
><(D“)71

><(P“)71 =| M, x o +e x

decodes the resulting vector using the Berlekamp-Massey
algorithm [32]:

o (o westp) ()

GFCCu

i. e, gets rid of the second term and the factor in
the first term on the right side of the equality, after Wthh it
removes the effect of the masking matrix X% To do this, the
result of decoding M;x(X*)T should be multiplied by (X*):
(M;x(X")Tx(X*)"1=M;. The resulting solution is the essence
of plain text M;;

— for Niederreiter CCC.

Next, an authorized user, using a set of matrices
{X, P,D},~{X", P", D"} formsavextor: ¢ =cyx(D") x(P") ",
thus unmasks the code sequence CX

After substitution, getting the equality:

() x(P)'=

= (e +M,)x(D") ' x(P")" =

€ =CyX

=, x(D") ' x(P) + M, x(D) ' x(P) "

An authorized user who has generated a vector has the
ability to apply a fast (polynomial complexity) noise-cor-
recting decoding algorithm and thus generate a vector
¢ =, x(D") ' x(P*)" andvector M= M, x(D") x(P")"

To restore the information equilibrium sequence M; it is
enough again to multiply vector M} by masking matrices P*
and D%, in reverse sequence:

M, x®gxP* D M, (D) (P*) P* D' M.

Thus, the presented mathematical model makes it possible
to use McEliece and Niederreiter CCC to provide confidential-
ity, integrity, and authenticity services and to practically imple-
ment the proposed method. Fig. 3 presents the main elements
of the proposed method for providing basic security services
in cyber-physical systems based on wireless communication
channels.

Noise-immune codes:
EC, MEC, LDPC

Mathematical model of McEliece and <:|
/| Niederreiter's crypto-code constructions

Information assets
secrecy level (fi)

I

Noise-immune codes:
EC, MEC, LDPC

Service Cloud
Cloud computing

External contour of the

Cyberspace platform ES
T
Jh
of o

= b -

Cyber systems platform

IPS

Intemal contour of the IPS
Cyber-physical system

T T T 3

Mathematical apparatus for assessing the current state of the
level of security based on the assessment of threats to a
multicontour information protection system (IPS)

Fig. 3. Block diagram of the proposed method for providing security services in wireless channels based on crypto-code constructions




The main difference from the known approaches is, while
maintaining the level of bandwidth of the wireless channel,
to provide the required level of security (cryptostrength)
of the channel in an integrated way (cryptosecurity based
on post-quantum algorithms at the level of 102°~1035 group
operations), (Pe;; not less than 109-10-12) [31].

The use of post-quantum algorithms — crypto-code
structures on the MEC allows the formation of crypto-
systems over the field GF (2%), and when using defec-
tive codes, the formation of hybrid cryp-
tosystems over the field GF (2%), which
allows their practical implementation on ™
resource-limited chipsets. The conducted
experimental studies have shown that the
use of CCC in cyber-physical systems based
on wireless channels requires the presence
of a mobile Internet channel (broadband
channel). This limitation is based on the
existing multi-contour CPS model, where,
as a rule, the control system is deployed in
cloud technologies.

Thus, the proposed model for the use of
McEliece and Niederreiter CCC is the basic component of
the proposed method for the formation of cryptosystems to
provide basic security services. Such an approach, taking
into account the multi-contour CPS and an objective as-
sessment of the current state of security, makes it possible
to form a reliable information protection system in the
post-quantum period, taking into account possible APT
attacks with signs of hybridity and synergy.

5. 3. Development of an algorithm for the practical
implementation of confidentiality and authenticity in
wireless channels

One of the variants of the proposed method for ensuring
confidentiality and authenticity in outbred channels is the use
of command transmission security based on two-way com-
munication channels. For example, the connection between
the key fob and the car’s on-board computer. To form a “dia-
logue coding” that requires
a two-way communication

the car, it generates a random number (session key) with a
length of 76 bits.

As a pseudo-random number generator of length 76, it is
proposed to use a pseudo-random number generator based on
a linear recurrent feedback shift register (LFSR) modulo an
irreducible polynomial of 76 degrees. These pseudo-random
number generators generate sequences of the maximum period
and are easily implemented both in hardware and software [33].
The general structural diagram of the LFSR is shown in Fig. 4.

|

| v A A v v A |
LFSR feedback function |

|

Fig. 4. General block diagram of a recurrent shift register with feedback

LFSR during the first k time counts, the key (switch) is
in the upper position, and the shift register is filled with the
key sequence K;=(Kio, Ki, ..., Ki-1). During the following ¢*—1
time readings, the key (switch) is in the lower position and
the values stored in the cells of the shift register are fed to the
output of the device. At each time interval, it is in the lower
position and the values stored in the cells of the shift register
are fed to the output of the device. At each time interval, the
information stored in the shift register moves one cell to the
right, and the value stored in the rightmost cell is fed through
the LRFSR feedback loop. The feedback function specifies a
specific type of feedback circuit switching and ensures the for-
mation of a pseudo-random sequence of the maximum period.

The resulting number of 76 bits is converted into an
information sequence Ijxj9 with elements from the field
GF (2%), due to the use of multiplexers according to the
scheme presented in Fig. 5.

channel (the presence of a Linear Feedback Shift Register

receiver and a transmitter, o5 5 o5t Toon b 1o it 71 bits] 70 bits] 69 bits|68 bits] . 3 bits ] 2 bits ] 1 bit ] 0 bit
both in the main module

and in the key fob), let’s use

McEliece CCC. In this case, ¢ ¢ - ¢ ¢ ¢ ¢ - ¢ ¢ ¢ ¢ - ¢ ¢
the internal security con- Multiplexer Multiplexer Multiplexer

tour is formed on the basis TTT T T T T T T T T T T TITTTT I T T T ITTITTITITIT TTTTTTTT T T T T TTTT
of encryption of the key fob VYV YYVY VYV Y VY VYVYYYVVVVVVYVYYYY VVYVYVVYVYVY YV YY
authentication information P " 7
package and information 19 number from the field GF(2*)| 18 number from the field GF(2°)] |1 number from the field GF(2
packages for the execution Information sequence I1(1xl9)

of various commands (un-
locking the car, opening the
driver’s door, opening the
trunk, etc.). The external
contour (cyberspace plat-
form) stores a long-term secret key that allows to reset the key
sequences of the CCC and, at the request of the user, generates
private keys and public keys of the CCC.

To ensure the service of authenticity — the authenticity
of sending a command from the key fob of an authorized
user, it is proposed to use a random number that is gen-
erated at each “appearance” by the on-board computer of

Fig. 5. Scheme for converting a random number into an information sequence /;x19 with
elements from the field GF (2%)

Let’s consider the algorithm for ensuring the authentici-
ty and confidentiality of the formation of “dialogue coding”
based on McEliece CCC:

Car key fob software:

1. Sends a request to execute a command.

2. Receive over an open channel I5(jx19).

3. Removing masking matrices and receiving [«




Lix19y=Ia(1x19) * PY1(1x19)%D L 1x19).

4. Generation of an additional session key — e (error vec-
tor) — corresponding to some action) (number from 0 to 24).
To form the error location, it is proposed to transform the
sequence [ix19 into a binary sequence and take the corre-
sponding number in decimal number modulo 25.

5. Formation of a cryptogram. To do this, it is proposed
to use the CCC on EC (MEC) (25,19,3)-code:

_ ECC
= [1

Cipan) = 1(p9) XU g TE

where G‘L‘C‘f =X ., %G P  xD ., masking matrices
Xi(1x19), P(1x(i)x1g) and Dyxq9) are long-term keys of the key fob
and on-board computer of the car.

6. cy(1x19) enters the communication channel and is trans-
mitted to the on-board computer of the car.

Vehicle on-board computer software:

1. At the request of the car key software, a random num-
ber of 76 bits is generated.

2. Converted to information sequence I{,19 with elements
from the field GF (2%).

3. Transformation of the information sequence
I1x19 based on the use of McEliece CCC masking
matrices Py(ix19) and diagonal matrix Dyix19):

use of a hardware solution for closing (encrypting) the execu-
tion command on the on-board computer of the car will coun-
teract almost all threats of intercepting the code execution
command and hacking the car’s security system as a whole.

6. Discussion of the results of using the McEliece and
Niederreiter crypto-code constructions to provide
security services

The developed method for ensuring the authenticity and
confidentiality of information in wireless channels is based
on the use of Grover and Shor, resistant to post-quantum
threats, and makes it possible to provide a tunneling mode
in open channels. Given in Table 4, the results of security
service provision studies confirm that the proposed CCCs
on the ECC provide basic security services. Parameters of
noise-immune codes given in Table 1, and the parameters
of asymmetric cryptosystems based on McEliece and Nie-
derreiter CCCs provide their practical application. Table 6
shows the results of studies of the capacitive characteristic in
software implementation on the power of the field.

Table 6

Dependence of the software implementation speed on the power of the

field (the number of group operations)

Iy1x19y=I1(1x19)*P1(1x19)*D1(1x19)-

McEliece GKq)
5 6 7 3 9 10
4. Transmission I5(ix19) on a key fob. cee 2 2 2 2 2 2
5. Upon receipt Ci(1x19) based on the fast Ber- EC 10018042 | 18048068 | 32847145 | 47489784 | 63215578 | 82467897
lekamp-Massey decoding algorithm, the error Shﬁ%eged 10007947 | 17787431 | 28595014 | 44079433 | 61974253 | 79554764
vector is found, which determines the command
that came from the key fob. Cl‘;\r/}gEaéCd 11156138 | 18561228 | 33210708 | 48297112 | 65171690 | 84051337
Table 5 presents the results of the analysis of
the provision of security services: confidentiality,
integrity and authenticity using various wireless The resulting Table 6 shows that the number of group
channels. operations of the software implementation of the CCC, de-
pending on the field strength, is 4.5 times less when using the
Table5  MEC. So, if for the implementation of McEliece’s CCC in the
Comparative characteristics of wireless channels field GF(2'9) it is needed 82,5x10° group operations, then the
— - - implementation of the CCC on the MEC in the field GF(26)
Providing se- | Degree of information . 6 .
curity services secrecy (8) requires 17.7 — 18.6x10° group operations.
Technology 1.1 . Table 7 presents the results of studies of the capacitance
AT | A | AT(1.0]0.7510.510.25/10.01 |  characteristic in software implementation from the field
LTE (4G), LTE (5G) | — | — |—/+| — | — | - | = | - strength when using defective codes and constructing hybrid
TEEE 80211 ac (WiFi5)| — | — |—/+| - | — | - | - | - crypto-code constructions (HCCC).
IEEE' 8021 1ax When using the HCCC, a significant increase in the
Wi-Fi 6+ KNX. e rad Bvas Bl B B B speed of systems has been achieved (at least 20 times in
IEEE 80216 - KNX |+t |+ - | — |- |+ | + terms of the speed of generating a cryptogram), which makes
IEEE862 T it possible to use resource-limited hardware devices for cryp-
(WiM AX2)m eas Ve EVas R N N o tographic information protection by such systems.
IEEE 802.15.1 To conduct statistical studies of the stability of the
Bluetooth 5+KNX | /7771~ ~ |~ |+ | * studied cryptosystems, the package NIST STS 822 was
TEEE 802154+ KNX |—/+|—/+|—/+] — | - | - | + | + used [31]. The research results are presented.in Table 8.
LTE+CCCon ECC(EC) | + | + | + |+ ] + |+ |+ | + Analysis of the Table 8 showed that despite the decrease
LTE+CCCon in the power of the Galois field to GF (25) for CCC on MEC
ECC (MEC) L e s e o N and GF (2%) for the HCCC, the statistical characteristics of

Analysis of the Table 4 shows that the use of symmetric
cryptosystems based on block and stream ciphers (used in
the KNX standard) do not provide full confidentiality and
integrity services in the post-quantum period.

Thus, the proposed algorithm ensures the closing of the
wireless channel using a software and hardware complex. The

such crypto-code structures turned out to be at least as good
as the traditional McEliece CCC on GF (219). All crypto-
systems passed 100 % of the NIST tests, and the best result
was shown by the HCCC on shortened MECs: 155 out of
189 tests were passed at the level of 0.99, which is 82 % of the
total number of tests. At the same time, the traditional McE-
liece CCC on GF (2'9) showed 149 tests at the level of 0.99.




Table 7

Dependence of the software implementation speed on the power of the field (number of group operations)

) GF(q)
McEliece CCC ot 55 o7 9 99 910
shortened MEC 8293075 10007947 17787431 28595014 44079433 61974253 79554764
elongated MEC 8506422 11156138 18561228 33210708 48297112 65171690 84051337
HCCC on elongated MEC 5612316 7900315 14892945 25565274 42279183 58963778 76564173
HCCC on shortened MEC 5942627 7905257 14682411 25595014 42116327 58468143 75474764
Table 8

Statistical security research results

Number of tests in which more Number of tests in which more Number of tests where less than
McEliece CCC than 99 % of the sequences passed | than 96 % of the sequences passed | 96 % of the sequences passed the
the test the test test

EC 149 (78,83 %) 189 (100 %) 0(0%)
shortened MEC 151 (79,89 %) 189 (100 %) 0(0%)
elongated MEC 152 (80,42 %) 189 (100 %) 0(0%)
HCCC on elongated MEC 153 (80,95 %) 189 (100 %) 0(0%)
HCCC on shortened MEC 155 (82 %) 189 (100 %) 0(0%)

This approach confirms that the use of CCC makes it
possible to provide basic security services in wireless chan-
nels without forming VPN channels, which greatly simplifies
practical use in the formation of the architecture of smart-city
networks. Thus, the proposed method on CCC with different
ECCs makes it possible to provide not only security services,
but also to increase the reliability of transmitted information
flows in the channels of LTE technologies in an integrated
manner. The use of a multi-loop information security system
based on CCC also forms an objective assessment of threats,
and the current state of security of the system as a whole.
The main limitation of the proposed approach for providing
security services in wireless communication channels is the
use of either a tunnel mode for point-to-point connection,
or the use of a mobile broadband Internet channel, in which
there are “no” possible filters and limitations of various
mobile communication providers. A promising direction for
further research is to evaluate the effectiveness of using the
proposed method and the Concept of multicontour informa-
tion protection based on the use of McEliece and Niederre-
iter CCC with the formation of a control system based on a
desktop server.

7. Conclusions

1. The formation of socio-cyber-physical systems based
on the integration and synthesis of wireless technologies
and mobile Internet technologies, with Internet of things,
ensures the further development of digital services. The
emergence and development of smart technologies de-
termines not only the vector of further digitalization of
services, but also requires a new approach to the formation
of an objective assessment of security threats. At the same
time, it is necessary to build multicontour information
security systems that take into account not only the hard-
ware/software elements of the CPS infrastructure, but also
the physical location and form of ownership. In the context
of the growth of APT-attacks, the formation of new foun-
dations of the Security Concept is an objective necessity.
The use of CCC in wireless channels allows to provide the
required level of security, due to the formation of tunnel

modes, when connecting point-to-point, or the use of broad-
band mobile Internet channels based on post-quantum algo-
rithms — crypto-code constructions. The proposed approach
allows not only to take into account signs of synergy and
hybridity of threats, but also provides an objective assess-
ment of both the threats themselves to critical elements of
the CPS infrastructure and the assessment of CPS security
as a whole.

2. The proposed mathematical model for constructing
asymmetric cryptosystems based on McEliece and Nieder-
reiter CCC makes it possible to provide the required level
of confidentiality, integrity and authenticity services and to
practically implement the proposed method. This approach
provides the required level of protection of security services,
and the use of various noise-immune codes allows, taking
into account the level of information secrecy, to ensure its
reduction in energy consumption and increase the efficiency
of information transmission.

3. The proposed algorithm for the implementation of se-
curity services based on post-quantum algorithms of McE-
liece and Niederreiter asymmetric cryptosystems on various
algebrogeometric and detrimental codes makes it possible
to close the wireless channel and provides the possibility of
expanding the range of commands and/or functionality.
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