| =,

The objective of this work is to propose a
robust watermarking method as watermarking
techniques are widely used today for preventing
image altering and duplication. With the growth
of image-based IoT applications nowadays, the
need for developing robust digital watermarking
techniques is of high demand. In this work, a robust
yet highly perceptible watermarking scheme is
proposed. The proposed scheme is based on the
Contourlet Transform (CT) and Singular Value
Decomposition (SVD) as the embedding domain in
which the high-frequency components are chosen
Jor embedding. The frequency domain is selected
in order to make the watermarking scheme resists
image attacks as the watermark is spreaded across
different frequency bands in the cover image and
hence the possibility of altering all the embedded
bands is not possible as it will results in destroying
the cover image. On the other hand, the Arnold
transformation was used to insure secure 10T
communication where the Arnold transform
is applied to the binary logo watermark before
embedding for amore secure design. Inthis context,
the host image has been decomposed into the
Sirst level of contourlet transform and the highest
Jfrequency sub-bands are selected for embedding
after performing the SVD on those bands where the
SVD matrix is chosen to be the embedding domain.
Moreover, This work aims to resist the cropping
attack on images where PSNR values were above
52 dB and NC values ranged from 0.8 to 0.9 under
various types of cropping attacks. In addition, the
proposed method demonstrates its ability to resist
various geometric and noise attacks such as JPEG
compression, histogram equalization, gaussian
noising and image brightening. Comparisons with
state-of-the-art work demonstrate the proposed
scheme's efficiency
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1. Introduction

Secure transmission and privacy issues are a hot topic
nowadays specially in IoT devices [1]. As a solution to illegal
access to the IoT, devices must maintain high privacy pro-
tection, anonymization of data, and a strong authentication
mechanism to protect information from illegal access [2].
Moreover, 10T device communications include digital image
transmission and these images are impressionable to illegal
modification and copying. Misinterpretation is possible if
these malicious modifications are applied when the integ-
rity of image verification is disabled [3] which may lead
to altering the image information. For example, a medical
image modification may result in a false diagnosis. Due to
the aforementioned issues, digital images employed in IoT
communications must be protected in terms of integrity and
copyright protection. Such protection could be achieved
easily through watermarking [4].
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Generally speaking, digital watermarking is divided into
two main stages, the embedding stage and the extractions
stage. As for the first stage, the watermark/payload is em-
bedded into the host image using various embedding algo-
rithms depending on the scheme design and the purpose of
protection. In the second stage, the watermark extraction is
carried out and the extracted watermark must be compared
against the original embedded payload for the sake of integ-
rity verification [5]. In this context, watermarking can be
performed using two main domains, namely: watermarking
in the spatial domain and frequency domains [6]. The wa-
termark is injected into the pixel values of the host image in
the spatial domain by modifying the pixel values themselves.
This method has the advantage of low computational cost.
On the other hand, the main disadvantage is presented by
the low robustness as losing random pixel values from the
watermarked host image has a direct negative impact on
the extraction process, especially when using a geometri-




cal attack such as the cropping attack [7]. To enhance the
robustness, the frequency domain is preferred where the
embedding process is performed by inserting a watermark
in different frequency bands and hence it has higher resis-
tance against attacks such as JPEG compression attack, blur
attack and sharpening attack. Among different frequency
transforms, the most common ones are the Discrete wavelet
transform (DWT), Discrete cosine transform (DCT), Dis-
crete Fourier transform (DFT), and Singular value decom-
position (SVD).

In the aforementioned attacks, a part of the watermarked
image is cropped or trimmed which in turn results in a
partial or full loss to the embedded watermark. This type
of attack could be more threatening if 80 % or even 90 % of
the image is cropped [8]. The situation is more challenging
when more than one part of the watermarked image is being
cropped which can be considered a dual attack. This type of
attack has not been well addressed in state-of-the-art work.

Therefore, studies that are devoted developing robust
watermarking scheme capable of tolerating large part of the
watermarked image being cropped are scientific relevance.

2. Literature review and problem statement

Several works were proposed that employed watermark-
ing for image integrity protection. In [9] the authors have
proposed fast multiple zero watermarking algorithms in
medical images using Multi-Channel Fractional Legendre
Fourier moments (MFrLFMs) algorithm. The proposed
algorithm provides high accuracy, robustness and resistance
against common signal processing attacks in terms of phys-
ical layer watermarking. The researchers in [10] applied the
discrete wavelet transformation algorithm to embed and
retrieve secret information. In their work, the pseudo-ran-
dom number is embedded as secret information. In the
detection process, DWT based method gives very low error.
In [11] authors applied redundant discrete wavelet trans-
form (RDWT), Hessenberg Decomposition (HD), and ran-
domized singular value decomposition (RSVD) algorithms
to the COVID-19 CT images for patient data privacy. The
proposed dual watermarking system gives very promising
results in CT and other medical images. PSNR, NC, and
SSIM metrics show very good results for medical MRI and
CT images. It is also very strong against geometric attacks
such as resizing, rotation, scaling, and cropping. However,
the work [11], cannot tolerate the cropping attack when 80%
of the image is removed. Authors of [12] proposed adaptable
scaling factor-based watermarking to achieve more robust
and secure embedding. In both DWT and DCT, most of the
algorithms use scaling factors in the embedding formula.
The usage of the best scaling factor increases robustness and
produces high invisibility in the images. Instead of a sin-
gle watermark, using a multi-watermark provides security
against theft and changes in multimedia elements.

The paper [13] has proposed lifting wavelet watermark-
ing, DCT, and ACM using multi-watermark. The cover
image is transformed into two-level LWT, then low fre-
quencies are transformed into the DCT. Multi watermark
is embedded into the coefficients using the Arnold Cat
map algorithm. Experimental results show very promising
results after the embedding and binary multi-watermark
extraction. NC values are very high in Gaussian, motion
blur, JPEG compression, and salt, and pepper attacks. On

the other hand, the authors of [14] proposed a method to
embed a color watermark into the cover image using DCT.
The proposed work employs PSO and fuzzy logic techniques
to find optimal pixel values to work on. Fuzzy logic checks
neighbor pixel values and find the best locations to achieve
more robust and secure embedding. Results are very strong
against common geometric and statistical attacks.

In [15], the Arnold Cat map, SVD, and DFT techniques
were used to build a reliable watermarking approach. The
cover image is applied to the DFT, then SVD is applied on
the low frequencies. Similarly, a binary watermark is embed-
ded into the selected coefficients using the Arnold Cat map
algorithm. The proposed algorithm is secure, robust, and
resistant against to Lossy JPEG compression attacks but
the main disadvantage is the weakness against geometrical
attacks, especially the cropping attack.

Authors in [16] proposed a robust watermarking algo-
rithm for medical images using Fast Discrete Curvelet Trans-
forms (FDCuT), DCT, and SVD transformations. FDCut
is used on a medical image. which outputs three sub-bands.
High-frequency coefficients are used in DCT and SVD
to embed binary watermarks. In the meanwhile, the SVD
method is applied to the binary watermark. Singular values
in both images are exchanged. Experimental results show
that the algorithm is resilient against several attacks such
as Gaussian noise, resizing, filtering, noise, and cropping.
Authors in [17] proposed the least significant bits algorithm
for medical image watermarking. In this work, there are
two types of algorithms used; special domain and frequency
domain. In frequency domain watermarking, wavelet, cosine
and Fourier transformations are applied to the medical cover
images. A binary watermark is embedded in all techniques.
Results show that the LSB embedding and extraction method
in medical images gives more promising results compared to
frequency domain algorithms, especially in geometric attacks.
In our previous work [18], a unique watermarking method
was described that leverages a hybrid Multiscale/Multireso-
lution frequency coefficient chosen method based on the Fast
Discrete Curvelet Transform (FDCT) in combination with
Singular Value Decomposition (SVD). To provide another
protection layer, the Radon Transform (RT) is applied to
make the method robust against various attacks. The water-
mark is applied to the watermarks before embedding for the
sake of resilience and security.

The authors of [19] introduced a unique combination of
DCT and SVD in the discrete wavelet transform (DWT)
domain using least-square curve fitting based on the chaotic
map. DWT is used to break down the cover picture into
four sub-bands, and the low-frequency sub-band LL is par-
titioned into non-overlapping blocks. Then, for each block,
DCT is performed while several particular middle-frequency
DCT coefficients are recovered to create a modulation ma-
trix that is used to alter the watermark. Similarly, using the
canny edge detector method and the discrete cosine trans-
form (DCT) with singular value decomposition (SVD),
the authors of [20] suggested a watermarking scheme. The
low-frequency coefficients and edge detection vector from
the diagonal matrix of the SVD of DCT DC are combined
to create a binary encrypted watermark. An edge-tracing
method is used to insert watermarks. The authors of [21]
presented a dual watermarking architecture for industrial
picture content authentication and tamper localization.
Watermarks is connected to the cover picture for tamper
detection, are placed in distinct planes of the cover image.



All previous works proposed secure and robust
watermarking schemes, most of them managed to
overcome most common attacks, however, cropping
attack is considered one of the hardest geometrical
attacks especially if it is applied randomly and in
multiple manner. In this work, let’s propose a new
watermarking scheme that is based on the Contourlet
transform (CT), SVD, and Arnold transform. The
proposed scheme is designed to overcome cropping
attacks as the Arnold transform scrambles the water-
mark randomly before embedding. On the other hand,
CT is preferred over other frequency domains (DW'T,
DCT, and DFT) as it can overcome their disadvan-
tages such as poor directionality and failing to repre-
sent curvilinear structures. In addition, CT transform
provides high directivity, reduces noise effects, and
efficiently represents edges and curves [22]. Due to the
increasing number of cyber-attacks and image manipulation,
therefore, the proposed method bridges the gap in this topic.

Image

3. The aim and objectives of the study

The aim of the study is to build a watermarking scheme
that is perfectly resilient to geometric attacks especially
cropping attack as it always shows up as a definitive chal-
lenge for most watermarking schemes if not all including
state-of-the-art work.

To achieve this aim, the following objectives are accom-
plished:

—to build a robust watermarking method to protect
image integrity;

—to make the proposed watermarking method robust
against attacks especially cropping attack.

4. Object and hypothesis of the study

4. 1. Object and hypothesis of the study

In this work, a digital image watermarking scheme that
resists cropping attack is proposed. Altering image information
is possible when no verification techniques are conducted. This
may lead to altering image information. Such protection could
be achieved easily through watermarking. In this work, the
contourlet transform and singular value decomposition were
employed as the embedding domain, MATLAB R2015a is the
implementation tool. Standard test images were employed with
cropping and random cropping to test the algorithm’s robust-
ness. Multiple random attacks were applied which is has not
been observed in any of the previous works in the field.

The contourlet transform, and singular value decomposi-
tion in conjunction with the Arnold cat map transformations
were employed. The host image has been decomposed into
the first level of contourlet transform and the highest fre-
quency sub-bands are selected for embedding after perform-
ing the singular value decomposition on those bands where
the singular value decomposition diagonal matrix is chosen
to be the embedding domain. The Arnold cat map scrambles
the watermark for security and resilience before inserting
the binary logo. The scheme is designed to be resilient to
cropping attacks alongside other geometrical and common
attacks. Fig. 1 below shows the contourlet transform di-
rectional sub-band representation. Similarly, Fig.2 shows
a two-Level Contourlet Transform decomposition of Lena.
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Fig. 1. Contourlet Transform directional sub-band representation:
a — filter bank structure; b — idealized frequency partitioning

Fig. 2. Two-Level Contourlet Transform decomposition
of Lena

The contourlet transform is used for its advantages over
other common transforms, especially in terms of directionality.

In order to overcome the cropping attack, the proposed
scheme is designed in the frequency domain specifically the
Contourlet domain, which is directional and multiresolu-
tion. These properties can be combined with the singular
value decomposition properties to design a robust yet imper-
ceptible watermarking scheme.

4.2. Arnold transformation

A scrambling algorithm is used to increase the security
of the watermark to protect data from cyber-attacks and the
removal of the watermark so the data will be more reliable
after transformation. Due to its simplicity and periodicity,
Arnold scrambling is used in image watermarking to restore
the original data after several cycles, such a scrambling al-
gorithm and the key image will be safe even if cyber extract
it from watermarking. Furthermore, to increase security,
relations in pixels will be broken.

Note that the cycle of Arnold transform has to be less
than N2/2 where N is the image size. The main idea to re-
store the image after several cycling by using the Arnold
transform is to receive the image securely. Arnold’s cat map
is described in (1):

x 1 1Y«
G 2

where (x, y) represents the parameters of the input image
pixel and (¥, y’) represents the parameters of the scrambled



output image pixel. Furthermore, the square image’s dimen-
sions are N. The inverse Arnold transformation can be given

asin (2):

X 2 —1Yx
[y]:[—1 1Iy')modN. 2)

Fig. 3 illustrates the proposed scheme embedding dia-
gram. More details about the proposed method are illustrat-
ed in the flowchart below.

Host Image Watermark
Arnold

el Transform

High freq. Scrambled

Sub-band Watermark

SVD
Diagonal . Watermarked
Matrix. Embedding Image

Fig. 3. Diagram of the proposed system

The host image is transformed with CT where the
high-frequency sub-bad is taken. After that, SVD is applied
and the watermark is inserted in the SVD diagonal matrix
to generate the watermarked image.

4. 3. Embedding
The embedding algorithm is described in the pseudo
code below:

Algorithm 1: Embedding Algorithm.

Input: I, W, o0 (I: host Image, W: binary watermark logo,
o gain factor).

Output: Invogified (Twatermarkea: Watermarked Host):

1. Read the 128x128 binary logo watermark, which is
marked with the letter W.

2. Transform W with Arnold’s transform to get the
scrambled watermark denoted by WS.

3. Read the host medical image with a size of 1024x1024
and denote it by I.

4. Use the first level of decomposition of CT to 1.

5. Perform SVD on the high-frequency sub-bands ob-
tained from step 4 and select the S diagonal matrix of SVD.

6. Insert the watermark into the S diagonal matrix cre-
ated in step 5:

Semhed:S+0L* WS,

where 0=0.1.

7. Apply inverse SVD:
Szm()di/ie¢l:S2+(x* Wer.

8. Apply inverse CT to obtain the final watermarked
image, which is denoted by Lyasermarted-

4. 4. Extraction
Extraction steps are described within the following
pseudo-code:

Algorithm 2: Extraction Algorithm.

Input: Tyatermark (Imodified: Watermarked Host, o gain
factor).

Output: Worrracred (Wertractea: €xtracted watermark):

1. Use CT on ILyatermarkea to get the high-frequency sub-
bands.

2. Perform SVD on high-frequency sub-bands obtained
from step 1 to get the watermarked image diagonal SVD
matrix and denote it by Syaermarked-

3. Extract the watermark:

Wextmcred: (Smutermarked75 )/(X

4. Apply inverse Arnold transform on W, yqcreq to get the
final watermark.

The results were assessed and compared to state-of-the-
art work using peak signal-to-noise ratio and normalized
correlation.

3. Research results of the proposed watermarking scheme
robustness

5. 1. Imperceptibility evaluation

Fig. 4 shows the original binary payload with its scram-
bled version, the scrambling is carried out using the Arnold
transformation with 4 iterations, the scrambling added an-
other layer of security to the embedding mechanism which
also increases the overall security of the scheme in case of
watermark extraction/detection attack. In terms of per-
ceptibility, Fig. 5 illustrates the original and watermarked

test images.
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Fig. 4. Applying Scrambled watermark: a — original
watermark; b — scrambled watermark

It can be noticed that the PSNR value is above 50 dB
and the average PSNR value is 52.52 dB, PSNR value is the
measure of how much the watermarked version is distort-
ed, whether it is noticeably distorted or totally intact, this
concludes that our scheme maintained high imperceptibility
with all test images. Also, the scheme is extendable to any
type of image such as medical images.



Fig. 5. Original and Watermarked test images with Peak-
signal to noise ratio in dB: a — original test image;
b — watermarked image (LenaPSNR=52.49); c — extracted
watermark (NC=0.9999); d— original test image;
e — watermarked image (MandrilPSNR=52.79); f— extracted
watermark (NC=0.9999); /— original test image;
Jj— watermarked image (PeppersPSNR=52.47); k — extracted
watermark (NC=0.9999); /- original test image;
m — watermarked image (AirplanePSNR=52.37);
n — extracted watermark (NC=0.9999); o — original test
image; p — watermarked image (GirlPSNR=52.49 dB);
q — extracted watermark (NC=0.9999)

3. 2. Robustness evaluation

In terms of robustness, the scheme was sepecially designed
to resist cropping attacks of any kind, thus, the main focus
of this section is on testing the scheme against cropping. the
scheme performed outstandingly and provided novel results as
Fig. 6 shows the random cropping against the famous Lena im-

age, random 50 % cropping, random 90 % cropping, and random
multiple cropping applied on Lena image and the results were
excellent as the NC value ranged from 0.8500 to NC=0.9999.
Fig. 7 demonstrates the cropping attack results against which
has high frequency, yet the results show high scheme robust-
ness while NC values ranged from 0.8904 to 0.9999. The same
applies to Fig. 8. The scheme maintained an NC value higher
than 0.9 in almost all attack scenarios.

Fig. 6. Random cropping attack on lena image: a — attacked
image (PSNR=9.28); b — recovered watermark (NC=0.9968);
¢ — attacked image (PSNR=9.24); d— recovered watermark
(NC=0.9622); e — attacked image PSNR=9.56; f— recovered
watermark NC=0.9999; /- attacked image PSNR=7.48;
j—recovered watermark (NC=0.9965); k — attacked image
(PSNR=5.30); /— recovered watermark(NC=0.8500);
m — attacked image (PSNR=5.37); n— recovered watermark
(NC=0.9999); o — attacked image (PSNR=9); p — recovered
watermark (NC=0.9992)

In Fig. 68, the results obtained demonstrate the novelty
of our scheme as the scheme managed to resist all cropping at-
tacks with high efficiency, as mentioned, the main goal of this
work is to achieve a cropping resilient watermarking scheme,
this can be proved by examining the previous results.

In order to prove the scheme’s robustness, different types
of attacks are applied to test the scheme’s robustness against
other types of attacks like common signal processing attacks.
Fig. 9 illustrates the scheme’s robustness against other types of
attacks. The attacks were applied on all standard test images, for
illustration the figure below shows the attacks on Lena image.

The results from the Fig. 6-9 prove that the scheme is
resilient to cropping attack, random cropping, and multiple
random cropping attacks.
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Fig. 7. Random cropping attack on Baboon image: Fig. 8. Random cropping attack on Peppers image:
a— attacked image (PSNR=8.47); b — recovered

a — attacked image (PSNR=9.54); b — recovered
watermark (NC=0.9960); ¢ — attacked image (PSNR=8.78); watermark (NC=0.9605); ¢ — attacked image (PSNR=8.88);
d— recovered watermark (NC=0.8993); d - recovered watermark (NC=0. 0.9999); e — attacked
e — attacked image (PSNR=8.72); f— recovered image (PSNR=8.71); f— recovered watermark (NC=0.9912);
watermark (NC=0.9998)*; /— attacked image PSNR=8.88); /— attacked image (PSNR=8.64); j - recovered
J— recovered watermark (NC=0.8904); & — attacked watermark (NC=0.9998); k — attacked image (PSNR=6.00);
image (PSNR=8.00); /- recovered watermark (NC=0.8110); /—recovered watermark (NC=0.7906); m — attacked
m — attacked image (PSNR=6.34); n— recovered image (PSNR=6.34); n — recovered watermark (NC=0.9848);
watermark (NC=0.9896); o — attacked image (PSNR=10.17); o — attacked image (PSNR=12.71); p — recovered
p — recovered watermark (NC=0.9991) watermark (NC=0.9759)

{7 ¥

Fig. 9. Various attacks against Lena Image: a — attacked image (Gaussian Noise, V=0.1, PSNR=11.5); b — recovered
watermark (NC=0.9896); c — attacked image(Histogram Equalization, PSNR=14.21); d - recovered watermark (NC=0.8969);
e — attacked image (Rotation, PSNR=10.31); f— recovered watermark (NC=1); /— attacked image (JPEG compression,
QF=25 %, PSNR=33.6); j— recovered watermark (NC=0.9981); k — attacked image (Image brightening, PSNR=13.18);
/—recovered watermark (NC=0.7829)



Let’s compare our scheme to previous studies in the lit-
erature in Table 1, then a perceptual quality comparison is
conducted (PSNR in dB). It can be seen from Table 1 that
the proposed scheme outperformed other works in terms
of perceptual quantity were the most relevant average
PSNR value for the findings from [20] was 42.38 dB. Our
proposed scheme outperformed this by an average PSNR
value of 52.58 dB.

of [18,19] is 42.25 and 42.33, respectively, for the peppers
image. Our proposed scheme achieved a significant improve-
ment for the same image by reporting a PSNR of 52.47.

The relatively high complexity in algorithm design can
be considered as a disadvantageous of this work. However,
this complexity can be considered as a trade-off for the
achieved robustness. This point can be alleviated using arti-
ficial intelligence techniques. Hence, this study can be fur-
ther developed by employing machine learning techniques to
make the scheme capable of dealing with big data.

A limitation of the proposed work is represented by the
number of test image used. Employing larger number of test
images will be investigated in our future work.

Table 1
Comparison with related work

Scheme Image PSNR
Lena 52.49
Proposed Baboon 52.79
Peppers 52.47
Lena 40.07
[19] Baboon 37.14
Peppers 42.25
Lena 42.44

[21] Baboon -
Peppers 42.33

The experiments are run on 8 GB of RAM and a 2.5 GHz
Intel Core 17 processor. The simulation is conducted using
a MATLAB environment, standard test images are used
to determine the scheme’s robustness. Random cropping
attacks were applied to prove the scheme’s resilience to crop-
ping. Moreover, several attacks were also applied to test the
scheme’s robustness in general.

6. Discussion of results of the proposed watermarking
scheme efficiency

The proposed method is designed to protect image integ-
rity and resist image attacks. The scheme performed great
subjectively and objectively, the subjective assessment of the
watermarked images can be examined in Fig. 5, no distor-
tions, alteration, or editing of any kind can be noticed on the
images. Moreover, subjective assessments of the extracted
watermarks after every single attack again can be examined,
the extracted watermarks can be recognized visually with
high quality despite of the attack’s strength.

Objectively, assessments are shown in Fig.6—8. The
recovered watermark is of good quality with high NC.
Fig. 9 demonstrates the proposed scheme robustness against
various attacks such as image compression, noising and his-
togram equalization.

Table 1 illustrates that the proposed scheme has a little
effect of the cover image and outperformed the related work.
According to Table 1, the best PSNR reported in the work

7. Conclusions

1. With the indication of the results given it is clear that
the proposed method protects image integrity while keeping
good quality of the cover image. This is clear from the results
and comparisons with related work where the watermarked
image preserved high quality compared to other work.

2. The proposed method is robust against noising and
geometric attacks especially the cropping attack. The re-
sults obtained against cropping attacks are novel in terms
of robustness, as most the state-of-the-art works have not
been able to tackle the multiple, random or cropping more
than 80 % of the watermarked image. This was due to the
scheme’s design that is based on the combination of the CT
and SVD as the embedding environment, Arnold transform
employment to increase the watermark security. Results
obtained are novel, extracted watermarks after all types of
cropping attacks are subjectively and objectively outstand-
ing, as the NC value of the extracted watermarks ranged
from 0.8 to 0.9.
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