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The problem that is solved in the research is
to increase the efficiency of decision making in
management tasks while ensuring the given reli-
ability, regardless of the hierarchy of the system.
The object of the research is the decision making
support system in the field of democratic civil-
ian control over the security and defense sec-
tor (FDCCSDS). The subject of research is the
decision making process in management tasks
using fuzzy cognitive maps and evolving artificial
neural networks. The hypothesis of the research
is to increase the number of sources of informa-
tion about the components of the FDCCSDS, with
restrictions on the efficiency and reliability of
decision making. The research proposed a meth-
od for evaluating the information and analytical
provision of public administration in FDCCSDS.
It was established that the proposed method has
a higher efficiency compared to the known ones
by an average of 40 %, compared to the meth-
ods used to evaluate the effectiveness of strategic
management decisions. The specified method will
make it possible to assess the state of information
and analytical provision of public administration
in the FDCCSDS and to determine effective mea-
sures to improve efficiency. The method will allow
to analyze possible options for the development
of FDCCSDS in each phase of development and
moments in time when it is necessary to carry out
structural changes that ensure the transition to
the next phase. At the same time, subjective fac-
tors of choice are taken into account while search-
ing for solutions, which are formalized in the form
of weighting coefficients for the components of
the integral criterion of efficiency. The specified
method allows to increase the speed of assessment
of the state of information and analytical support
of the FDCCSDS, to reduce the use of computing
resources of and decision making support sys-
tems, to form measures aimed at increasing the
efficiency of information and analytical support
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1. Introduction

Democratic civilian control in the context of military-ci-
vilian relations is one of the interdisciplinary fields of social
science, because historians, cultural scientists, political sci-
entists and legal scholars have made a great contribution to
the research of this phenomenon. Important components of
ensuring the effectiveness of democratic civil control should
be specified as [1, 2]:

— the unification of efficiency research methodology;

— the argumentation for making balanced decisions;

— the implementation control.

It is necessary to have clarity and consistency of interac-
tion of all resources:
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— financial, personnel, material and technical, adminis-
trative and organizational, legal;

—a clear agreed list of criteria for evaluating aims and
results, substantiation of proposals, procedures for selecting
alternatives;

—a delimitation (delegation) of the functions of distri-
bution of powers and responsibilities of management and
control subjects.

Democratic civil control is carried out in two varieties:
public and authoritative, which is determined by the specif-
ics of public administration in any democratic state.

The list of these measures represents a legal framework
for the exercise of public administration of democratic civilian
control, but in reality the mechanisms that affect the ability




of the military to carry out any subversive actions. An imple-
mentation of public management in the sphere of ensuring ci-
vilian control over the security and defense sector in Ukraine
takes place through a number of relevant control processes:

— of civil justice — over the seriousness of military decisions;

— parliamentary — due to the objectivity of the state’s
defense policy;

— judicial — due to the observance of legality in the mil-
itary sphere;

— civilian — from the side of non-governmental organiza-
tions, independent mass media, trade unions, etc.

Full and objective consideration of all factors (resources)
that affect the effectiveness of the functioning the public
administration system in the sphere of ensuring civilian con-
trol over the security and defense sector of Ukraine requires
areduction in subjectivism. This, in turn, requires a minimal
role of decision-makers. The above requires processing var-
ious types of data on the state of the public administration
system in the field of ensuring civilian control over the se-
curity and defense sector of Ukraine, which are different in
origin and measurement units [1-5].

Therefore, the issue of introducing new information
technologies that would allow to fully and objectively assess
the effectiveness of the public administration system in the
sphere of civil control over the security and defense sector of
Ukraine is becoming urgent. Decision making methods, the
improvement of which is carried out on the basis of complex
automation and informatization [6, 7], have a great impact
on the effectiveness of this complex task.

The specificity of this field of research also lies in the
fact that it includes both open information with limited ac-
cess. Currently, there are no publicly available information
systems capable of fully implementing objective and full
democratic civilian control over the security and defense
sector of Ukraine.

The creation and implementation of new highly effective
automated systems and decision making support informa-
tion technologies into the work practice of managers is an
important direction for improving the effectiveness of civil-
ian control over the security and defense sector of Ukraine.

In such conditions, the development of methods for
multi-criteria evaluation of the efficiency of system function-
ing becomes important civil control over the security and
defense sector of Ukraine for their subsequent introduction
into automated and information systems.

In the course of the research, a method for evaluating
the information and analytical provision of public admin-
istration in the sphere of civil control over the security and
defense sector of Ukraine was proposed.

2. Analysis of literary data and formulation of the problem

The work [8] describes an agent-based approach that is
used in a multi-agent information and analytical system and
considers the problems of information support for decision
making. The limitations of the representation of complex
systems should be attributed to the shortcomings of the
mentioned approach, namely, none of the agents has an idea
of the entire system.

The work [9] provides an operational approach for
spatial analysis in the marine industry for the quantitative
assessment and display of accompanying ecosystem services.
This approach covers the three-dimensionality of the marine

environment by considering all marine regions (sea surface,
water column and seabed) separately. In fact, the method
builds 3-dimensional models of the sea by estimating and
mapping those associated with each of the three marine do-
mains through the adoption of representative indicators. The
disadvantages of the specified method include the impossi-
bility of flexible setting (adaptation) of assessment models
while adding (removing) indicators and changing their
parameters (compatibility and significance of indicators).

The work [10] presents a machine-learning model for
automatic identification of requests and provision of infor-
mation support services exchanged between members of the
Internet community. This model is designed to process a
large number of messages from users of social networks. The
disadvantages of the specified model are the lack of mecha-
nisms for assessing the adequacy of the decisions made and
the high computational complexity.

The work [11] presents a method of analyzing large data
sets. The specified method is focused on finding hidden
information in large data sets. The method includes the
operations of generating analytical baselines, reducing vari-
ables, detecting sparse features and specifying rules. The
disadvantages of this method include the impossibility of
taking into account different decision evaluation strategies.

The work [12] proposed an approach for estimating the
cost of living of a client in the field of air transportation.
In this approach, a regression model is used firstly and an
indirect estimation model is used then. At the final stage,
the evaluation results are compared using both evaluation
models. The disadvantages of the mentioned approach in-
clude the impossibility of determining the adequacy of the
obtained assessment.

The work [13] presents an approach to quantitative as-
sessment that is intended for evaluating the optimal selection
and /or testing of analytical methods. Objective criteria relat-
ed to analytical performance, sustainability, environmental
impact and economic costs are evaluated by defining penalty
points divided into five different blocks. For each block, the
overall qualification is scaled from 0 to 4 and is represented by
a regular hexagonal icon, allowing comparison of analytical
procedures. The disadvantages of this approach include the
lack of an opportunity to increase the number of evaluated
indicators.

The work [14] presents the mechanism of transformation
of information models of construction objects to their equiv-
alent structural models. This mechanism is intended to au-
tomate the necessary conversion, modification and addition
operations during such information exchange. The disadvan-
tages of the mentioned approach include the impossibility
of assessing the adequacy and reliability of the information
transformation process. Also, the disadvantage of the men-
tioned approach is the lack of consideration of uncertainty
about information about the object state.

The work [15] developed an analytical web platform for
the research of the geographical and temporal distribution
of incidents. Web-platform, contains several information
panels with statistically significant results by territory.
The web-platform includes certain external sources of data
on social and economic issues that allow to research the
relationship between these factors and the distribution of
incidents at different geographic levels. The disadvantages
of the specified analytical platform include the impossibility
of assessing the adequacy and reliability of the information
transformation process and high computational complexity.



The work [16] developed a method of fuzzy hierarchical
assessment of library service quality. The specified method
allows to evaluate the quality of libraries based on a set of
input parameters. Among the disadvantages of the specified
method should be attributed the impossibility of assessing
the adequacy and reliability of the assessment.

The analysis of works [1-16] showed that the vast major-
ity are based on the use of general scientific methods, such as
systematic, comparative, structural and functional analysis,
the method of expert evaluations, the methodology of sce-
nario analysis of socio-economic systems and the theoretical
and informational approach.

Common limitations of existing methods of multi-crite-
ria evaluation of alternatives are [17-28]:

—the complexity of forming a multi-level evaluation
structure;

— the lack of consideration of the compatibility of un-
evenly significant indicators;

— the lack of consideration of uncertainty about the state
of the system of democratic civilian control over the security
and defense sector;

— the lack of possibility of joint performance of direct
and reverse assessment tasks with the support of choosing
the best solutions.

To create software tools to decision making support
systems of information and analytical of democratic civilian
control over the security and defense sector, it is necessary
to create evaluation methods that must satisfy the following
set of requirements [29-31]:

— the possibility of forming a generalized evaluation
indicator and choosing solutions based on sets of partial
indicators that change taking into account the complex
multi-level evaluation structure;

— the possibility of aggregating disparate indicators
(both quantitative and qualitative) of assessment and selec-
tion of solutions that differ in measurement scales and ranges
of values;

— taking into account the compatibility and different im-
portance of partial indicators in the generalized assessment
of decisions;

— the consideration of various decision evaluation strat-
egies;

— flexible setting (adaptation) of evaluation models while
adding (removing) indicators and changing their parameters
(compatibility and significance of indicators);

— ensuring the possibility of implementation within the
framework of a single model: the direct task of evaluating
a generalized indicator based on partial indicators; inverse
assessment task and joint performance of direct and inverse
assessment tasks.

For this purpose, it is proposed to develop a method that
would allow to evaluate complex information and analytical
support in decision making support systems of civil control
over the security and defense sector of Ukraine. The specified
method should have a flexible setting, implement direct and
reverse evaluation within the framework of a single model.

3.The aim and objectives of the research

The aim of research is to develop a method for evaluating
information and analytical support in decision making sup-
port systems of civil control over the security and defense
sector of Ukraine using fuzzy logic.

To achieve the aim, the following tasks were set:

—to develop an algorithm for the evaluation method of
information and analytical support in decision making sup-
port systems of civil control over the security and defense
sector of Ukraine;

— to propose information system architectures.

4. Research materials and methods

In the course of the research, the general provisions of
the theory of artificial intelligence were used to solve the
problem of analyzing the state of the system of democratic
civilian control over the security and defense sector. Thus,
the theory of artificial intelligence is the basis of the men-
tioned research. The research uses fuzzy cognitive models
and evolving artificial neural networks. The simulation was
carried out using MathCad 2014 software (USA) and an
Intel Core i3 PC (USA).

The problem that is solved in the research is to increase
the efficiency of decision making in management tasks while
ensuring the given reliability, regardless of the hierarchy of
the system. The object of the research is decision making
support system of democratic civil control over the security
and defense sector. The subject of research is the decision
making process in management tasks using fuzzy cognitive
maps and evolving artificial neural networks. The research
hypothesis is to increase the number of sources of informa-
tion about the components of the system of democratic civil-
ian control over the security and defense sector of Ukraine
with restrictions on the efficiency and reliability of decision
making. Possible solutions to this problem are:

— the use of high-performance computing methods (in
our case, the theory of artificial intelligence) with the aim of
forming a system of interrelationships between the compo-
nents of the system of democratic civil control and working
with various types of data;

— in the case of impossibility of solving the problem with
available computing resources and using the theory of arti-
ficial intelligence to make a decision to involve additional
computing resources.

5. Development of a method for evaluating information
and analytical support in decision making support systems

5. 1. Development of an algorithm for evaluating in-
formation and analytical support

The algorithm for evaluating information and analytical
support in decision making support systems of civil control
over the security and defense sector of Ukraine consists of
the following sequence of actions (Fig. 1):

1. Input of initial data. At this stage, initial data on the
state of the system of democratic civilian control over the
security and defense sector are introduced. The number
of sources of information about the state of the system of
democratic civilian control over the security and defense
sector of Ukraine, the type of initial data and their volume
is determined. The available financial, personnel, material
and technical, administrative and organizational and legal
resources are introduced.

2. Determination of the degree of uncertainty of the initial
data. At this stage, the degree of uncertainty of the initial data
is determined based on the authors’ previous research. Uncer-



tainty in this research refers to the degree of completeness of
information that covers the components of the system of demo-
cratic control of the security and defense sector. The degree of
uncertainty of the initial data is the following: complete uncer-
tainty; partial uncertainty and complete awareness [29—31].

3. Reducing the dimensionality of the space of signs of
the system state of democratic civilian control over the secu-
rity and defense sector.

Reducing the feature space is a necessary task in any
information systems. First of all, it is aimed at reducing the
number of computing resources of the system, which are
used to solve problems of assessment and decision making.

The task of reducing the dimensionality of the space of signs
about the state of the system of democratic civilian control over
the security and defense sector has the following form:

X x.xX, =Y x.xY n<m, )

where Xj,...X,, is the initial set of features of the state of the
system of democratic civilian control over the security and
defense sector, Y3,...Y,, is the new set of features of the state
of the system of democratic civilian control over the security
and defense sector, m is the dimension of the initial space of
features of the state of the system of democratic civil control
over the security and defense sector, 7 is the dimension of
the new space of signs of the state of the system of demo-
cratic civilian control over the security and defense sector.
Each of the signs has its own scale X :{xg,...,xf' }, i=1..,m,
Y, = {yf,,ylh }, j=1,..,n, with an orderly gradation of grades.
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Fig. 1. Algorithm for the implementation of a complex method
for evaluating the information and analytical support of civil
control over the security and defense sector of Ukraine

All gradations of evaluations on the scales of signs act
are taken as objects of classification. Grades of assessments
on the scale of the composite criterion act as classes of
solutions of the i-th level. In the classification block of the
(i+1)-th level of the hierarchy, the component criteria of
the i-th level are considered features, the set of evaluation
gradations of which are new objects of classification in the
reduced space of features and the decision classes will now
be the evaluation gradations on the scale of the composite
criterion (i+1)-th level. The procedure is repeated until
there remains a single upper-level composite criterion, the
rating scale of which forms the necessary ordered decision
classes Cy, ..., Cy.

In this way, a mutual and unambiguous correspondence
is established between the classes of decisions about the
state of the system of democratic civilian control over the
security and defense sector Cj, ..., C, and the set of initial
indicators — the set Xj-,... -X,, of all possible combinations
of rating gradations on the criteria scales X, ={xi1,...,x5' },

i=1,...,m criteria Ky, ..., K,, and the boundaries of the classes
are located, which makes it easy to build a classification of
real alternatives Ay, ..., A,, evaluated by many criteria.

4. Calculation of criteria and determination of develop-
ment options.

The method, which is being developed, is designed to
solve the tasks of both direct and reverse planning of the
state of development of the system of democratic civilian
control over the security and defense sector.

The value of the input parameters {X;} and the structure
of the system-dynamic model of the state of the system of
democratic civil control over the security and defense sector
determine the dynamics of the A; value over time (i is the
number of the computational experiment).

5. Determination of the response time of informational
democratic civil control over the security and defense sector.

To calculate the criteria, it is necessary to take into ac-
count the initial speed of development of events occurring in
the system of democratic civilian control over the security
and defense sector — A, the maximum achievable speed of
development of the event A, and the time to reach A,
which is equal to 7. During simulation modeling, options
for the development of the state of the system of democratic
civilian control over the security and defense sector, under
which the value of the speed of the development of the event
falls below the value of Ao/2, are not considered, since this
trend reflects negative processes.

To take into account the end of the development phase
of the state of the system of democratic civil control over
the security and defense sector, the time characteristic Zsqp
is considered, which contains information about the time
of stopping the computational experiment. Its value can be
determined by calculating Asop=kAmax, where £ is a param-
eter, and 0<k<1. Since there are usually two such values at
which A=Ay, the time characteristic at which fsop>tmax is
considered.

6. Formation of the initial scenario of the state of the
system of democratic civilian control over the security and
defense sector.

As a result of a series of N computational experiments,
connected sets of input and output data on the state of the
system of democratic civilian control over the security and
defense sector are formed: Xi »>VYi,i=1N.

For each vector data set Y; normalization of the values
of the elements Apay, tmax, Sp is carried out:
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where N=[{x}*{x2}*{x3}| is the number of variants of computa-
tional experiments regarding the state of the system of dem-
ocratic civilian control over the security and defense sector.
7. Establishing the target state of the system of demo-
cratic civilian control over the security and defense sector.
Using the obtained values of the necessary parameters,
the K,; criteria are calculated for each scenario, taking into
account the weights of the indicators (0<wes~<1) set on the
basis of user preference, which characterize the effective
management of the development of the system of democratic
civilian control over the security and defense sector:

K, =wes,-Sp™™ +wes, - A" —wes, ;7" i=1,N. 3)

8. Analysis of options for influencing the state of the
system of democratic civilian control over the security and
defense sector. -

Parameters and results X,y =X j; Yieq =Y, which must
be found, of the j-th computational experiment, for which the
obtained value of the criterion is maximal:

K, =K, =max(K, )|

9. Obtaining intermediate target states of the system of
democratic civil control over the security and defense sector.

The search on the time axis of the point ¢, of the ef-
fective transition to the next phase of the development of
the system of democratic civilian control over the security
and defense sector is carried out by conducting another
series of simulations taking into account the change at each
point [¢, ¢], determined with some step At. As a result of the
calculation of the criteria for the newly obtained options, the
desired .4 point is determined.

If necessary, a new set of values can be specified at the
treq point X . The point of transition to the next phase ¢, is
determined according to a similar scheme, but with a change
in the structure and possibly parameters of the state model
of the system of democratic civilian control over the security
and defense sector at the ¢, point.

Then aset of values (XMM Xt A" )is formed,
which includes:

- X, X},,» X, are the sets of parameters characterizing

the state of the system of democratic civilian control over the
security and defense sector at the beginning of each of the
analyzed phases of development;
— lygs L,y ATE the points corresponding to the moments
of time of the implementation of structural changes, which
translate each of the phases of the development of the system
of democratic civilian control over the security and defense
sectors, respectively;

— Ay, is the value of the speed of development at the
end of the time interval of forecasting the state of the sys-
tem of democratic civilian control over the security and
defense sector.

This set determines the best option for the development
of the object of analysis under the given initial condi-
tions X,

10. Determination of options for the development of the
system of democratic civilian control over the security and
defense sector.

The system of states for determining options for the devel-
opment of the state of the system of democratic civilian con-
trol over the security and defense sector is the final weighted
oriented graph Gr. The vertices of the graph mutually unique-
ly correspond to the states of the system, characterized by the
current speed of the event (A;), the arcs — control, determined
by a set of parameters (X ), the weight of arcs wj is the cost of
the corresponding transitions, which are calculated according
to the following formula:

w, :ZA,, — fond,, fond, >0,b=1,, %)

where Y A, is the total value of the cost of the system of dem-
ocratic civilian control over the security and defense sector
in the b-th simulation experiment; fond, are the correspond-
ing additions included in the analysis object, / is the number
of scenarios that leads to the specified states.

To determine the necessary trajectory of the system
development, which ensures the achievement of the target
state, the best path is calculated on the formed graph Gr by
the method of dynamic programming in accordance with the
Bellman optimality principle.

According to the theory of the dynamic programming
method [17], the system Sys is considered, which is trans-
lated from the initial state Sysy to the final state Sys,,q as a
result of some Manag control, which is divided into a finite
number of Step steps. It is taken into account that decision
making is carried out consistently at each step. The control
that switches the system Sys under consideration from the
initial state Sys, to the final Sys.,qs will be a set of step-by-
step controls Step, each of which is characterized by the
corresponding value of the function W(Manag).

The solution to the problem of dynamic programming
of the system of democratic civilian control over the secu-
rity and defense sector consists in finding from all possible
management Manag such Manag®, in which the function
W(Manag) will acquire the maximum (minimum) value of
W(Manag").

It is assumed that the state of the system of democratic
civilian control over the security and defense sector S,; under
consideration is determined at each z-th step by a numerical
set XS©) = xsfz),xsgz),...,xsiz)). This sequence is formed due to
the implementation of Manag, governing influences, which
ensure the transition of the system of democratic civilian
control over the security and defense sector from the previ-
ous state X5@D to the next one — X5@. Moreover, the state
of X5® depends only on the state of XS@ and the chosen
method of Manag, management, but not on the method of
transition to a new state of the system of democratic civilian
control over the security and defense sector.

If the implementation of the z-th step leads to the receipt
of a certain income W,(XS@Y, manag,), which also depends on
XS@D, then the entire income while passing all steps will be:

Step

Gain="y W, (X"*", Manag, ) 5)
z=1

Solving the problem of dynamic programming implies
finding such a set of ways of managing the system of dem-
ocratic civilian control over the security and defense sector

Manag® :(managl* ,manag;,...,manag:mp), the application of



which brings the system from the initial state to the final
state and the total gain depending on the management
aim (5) acquires the greatest value.

11. Verification of the significance of

Physically, this complex of programs can be placed on a
server under the control of any server operating system, for
example, Windows 2016 Server, Ubuntu 18.04 Server, etc.

the efficiency of the adopted decisions Data
on the state of the system of democratic | Client Web- processing DBMS
civilian control over the security and de- interface  |«—»| IIS, Apache, [«—| server service [« MySQL
fense sector. Nginx node.js

At this stage, the permissible decision (JavaScript)

making time in the task of assessing and
forecasting the state of the system of dem-
ocratic civilian control over the security
and defense sector is determined.

Criterion of efficiency of the decisions made T, with the
reliability of D not less than the permissible D,qq (D>D.4q)-

Finding the optimal strategy is possible by sequentially
determining the optimal control strategies at the last step,
then the last two steps are considered, then three, and so on,
until we reach the initial state of the system. At the same
time, it is necessary to take into account conditionally opti-
mal management of all possible results of the previous step.

When the initial state is reached, similar operations are
performed, but in the reverse direction — from the initial
state to the final state.

In order to assess the effectiveness of the developed
method for evaluating information and analytical support in
decision making support systems of the system of democratic
civilian control over the security and defense sector, it was
compared with the most popular software products that can
be used for similar purposes:

— ARIS Business Performance Edition (IDS Scheer AG,
Germany);

— IBM WebSphere Business Modeler (IBM, USA);

— System21 Aurora (Campbell Lee Computer Services
Limited, Great Britain);

— SAP Strategic Enterprise Management (SAP, Germany);

— Hyperion Performance Scorecard (Oracle, USA),

— CA ERWin Process Modeler (CA, USA).

5. 2. Information system architecture using the pro-
posed method

The input data for evaluating the effectiveness of the
application of the proposed method in the information and
analytical system for the needs of democratic control over
the security and defense sector are the following:

— legislative power (the Verkhovna Rada of Ukraine).
The total number of legislative acts in the database is 36 in
our case;

— executive power (President of Ukraine, Cabinet of Min-
isters of Ukraine, Defense Ministry of Ukraine). The total
number of legislative acts in the database is 573 in our case;

—internal civilian democratic control of the Armed
Forces of Ukraine and other components of the security and
defense sector. The total number of legislative acts in the
database is 2382 in our case;

— judiciary. The total number of court cases in the data-
base is 547 in our case;

—mass media and civil society. The total number of
high-profile cases in the database is 24 in our case.

The information and analytical system for the needs of
democratic control over the security and defense sector us-
ing the developed method is shown in Fig. 2.

It is based on the database management system (DBMS)
MySQL, server subsystem and client subsystem.

Fig. 2. Functional scheme of the complex of programs of the information and

analytical system

The basis of the data storage and accumulation system in
the “Data lake” in physical form is the MySQL DBMS. The
table structure of the MySQL database of civil control over
the security and defense sector of Ukraine consists of the
following tables:

— table “table1” contains information obtained from open
sources of information. In addition, the table has fields for
identification of the operator who entered data into the “Data
lake” and possible conclusions formed by the data user;

— table “sourcel” contains information on the amount
and type of information on resources that are used in the
interests of the security and defense sector. This information
is classified as confidential. Therefore, the specified system
must have access to protected information systems in which
information classified as “secret” and higher circulates;

— table “pidrozd” contains fields that allows to reveal the
affiliation of one or another subdivision to a group and to indi-
cate its geographic coordinates, if available. This information
is classified as confidential. Therefore, the specified system
must have access to protected information systems in which
information classified as “secret” and higher circulates;

—table “order” contains fields that allow to analyze
the orders of the top management of the Armed Forces of
Ukraine and other components of the security and defense
sector. This information is classified as confidential. There-
fore, the specified system must have access to protected in-
formation systems in which information classified as “secret”
and higher circulates;

— table “radmer” table contains disparate data about the
information component around the security and defense
sector;

—the “user” and “owner” tables are created to separate
users and grant them access rights to the system and moni-
toring of a specified group of messages.

Table 1 shows a comparative analysis of the developed
method from the known ones according to the criterion of
computational complexity.

The results of the comparison, carried out according to
the criterion of calculation time equal to the number of cal-
culations of the object, are given in the Table 2.

Analysis of the Tables 1, 2 testifies to the following:

— the proposed method has a larger number of calcula-
tions than the known ones, on average 10—14 %. This is due
to alarger number of input data, which characterize the state
of the system of democratic civilian control over the security
and defense sector by an average of 40 %,

— while evaluating the state of the system of democratic
civilian control over the security and defense sector by the
evaluation time criterion, while evaluating the same evalua-
tion objects and the same amount of input data, the efficien-
cy is on average 50—54 % higher than the above.



Table 1

Comparison of the computational complexity of the software
and the developed method for assessing the state of the
system of democratic civilian control over the security and
defense sector

No The number|The developed meth-
n/ | The name of the software | of calcula- |od (by the number of’
P tions calculations)
ARIS Business Performance
! Edition (IDS Scheer AG) 67000 69300
IBM WebSphere Business
2 Modeler (IBM) 64500 66724
System21 Aurora (Camp-
3 bell Lee Computer Ser- 57000 58388
vices Limited)
SAP Strategic Enterprise
1 Management (SAP) 39830 42586
Hyperion Performance
> Scorecard (Oracle) 46200 49580
CA ERWin Process Mod-
6 cler (CA) 43050 45236
Table 2

Comparison of computing time of the software and the
developed method for assessing the state of the system of
democratic civilian control over the security and defense sector

No. The name of the software Time, Developed meth-
n/p ms od (time, ms)
ARIS Business Performance
! Edition (IDS Scheer AG) 049 0.7
IBM WebSphere Business Mod-
2 eler (IBM) 0.46 0.36
System21 Aurora (Campbell Lee
3 Computer Services Limited) 0.37 0.27
SAP Strategic Enterprise Man-
4 rgeoent (SAD) 0.28 0.19
5 Hyperion Performance Scorecard 033 024
(Oracle)
6 | CA ERWin Process Modeler (CA) | 0.31 0.23

6. Discussion of the results of the development of the
method for evaluating information and analytical support

A method for evaluating information and analytical
support in decision making support systems for democratic
control over the security and defense sector is proposed.
Simulation of the work of the proposed method was carried
out in the MathSad 14 software environment.

In the course of the research, an algorithm was devel-
oped for the evaluation of information and analytical sup-
port for democratic control over the security and defense
sector using fuzzy logic and artificial neural networks.

As can be seen from the Tables 1, 2, the advantage of
the mentioned method in comparison with the known
ones is the reduce of the evaluation time, which in turn
increases the efficiency of decision making regarding the
system of democratic control over the security and defense
sector.

The main advantages of the proposed evaluation meth-
od are:

— it has a flexible hierarchical structure of indicators,
which allows reducing the task of multi-criteria evaluation

of alternatives to one criterion or using a vector of indicators
for selection;

— it allows to reduce the space of features that are the
subject to priority assessment in the system of democratic
control over the security and defense sector;

— the unambiguity of the received assessment of the state
of information and analytical support of the system of demo-
cratic control over the security and defense sector;

— wide scope of use (decision making support systems);

— simplicity of mathematical calculations;

— no accumulation of errors during training;

— taking into account the type of uncertainty about the
state of the system of democratic control over the security
and defense sector;

—the possibility of adapting the system of indicators
during work;

— the possibility of synthesizing the optimal structure of
the decision making support system.

It is advisable to use the developed method in automated
management systems and decision making support systems
regarding the system of democratic control over the security
and defense sector in order to increase the efficiency and
reliability of the decisions made.

The limitations of the research should be considered the
availability of sufficient computing resources and the avail-
ability of prior information about the system of democratic
control over the security and defense sector. Also, one of the
limitations should be considered the availability of informa-
tion about the degree of uncertainty of information about
the system and the availability of a comprehensive system of
information protection in terms of the protection of informa-
tion that is a state secret.

The disadvantages of the proposed method include:

— lower accuracy of assessment on a single parameter of
assessment of the state of information and analytical support
of the system of democratic control over the security and
defense sector;

— the need for a decision maker to indicate the type of
uncertainty regarding the state of the system of democratic
control over the security and defense sector;

— lower assessment accuracy compared to other assess-
ment methods.

This method will allow:

— to carry out an assessment of the state of information
and analytical provision of the system of democratic control
over the security and defense sector;

—to determine effective measures to increase the effi-
ciency of information and analytical provision of the system
of democratic control over the security and defense sector;

—to analyze possible options for the development of the
system of democratic control over the security and defense
sector in each phase of development and moments in time when
it is necessary to carry out structural changes that ensure the
transition to the next phase. At the same time, subjective fac-
tors of choice (advantages of the decision maker) are taken into
account while searching for solutions, which are formalized in
the form of weighting coefficients for the components of the
integral efficiency criterion. The maximization of the criteria,
calculated taking into account the advantages, makes it possi-
ble to determine the best option for the development of the sys-
tem of democratic control over the security and defense sector;

— to increase the speed of assessment of the state of infor-
mation and analytical provision of the system of democratic
control over the security and defense sector;



— to reduce the use of computing resources of the deci-
sion making support systems of the system of democratic
control over the security and defense sector;

— to develop measures aimed at increasing the efficiency
of information and analytical support.

According to the results of the analysis of the efficiency
of the proposed method, it can be seen that its efficiency is
on average 40 % higher, compared to the methods used to
evaluate the efficiency of the adopted decisions, which are
presented in the Table 2.

This research is a further development of the research
carried out by the authors, which is aimed at the develop-
ment of methodological principles for increasing the efficien-
cy of information and analytical support [26, 29, 30].

The directions of further research should be aimed at
reducing computing costs when processing various types of
data in systems of democratic control over the security and
defense sector.

7. The conclusions

1. The research developed an algorithm for information and
analytical provision of public administration in the field of civil
control over the security and defense sector of Ukraine. The
difference between the proposed algorithm and the known ones
lies in taking into account a greater number of factors affecting
the effectiveness of the functioning of the system of democratic
civilian control over the security and defense sector. This makes
it possible to increase the efficiency of the decisions made re-
garding the state of the system of democratic civilian control
over the security and defense sector due to:

— sequential solution of forward and reverse planning prob-
lems using simulation modeling of the dynamics of the system
of democratic control over the state of the system of democratic
civilian control over the security and defense sector;

— providing a set of development trajectories of the
system of democratic civilian control over the security and
defense sector at each phase;

— analysis of possible options for the development of
the system of democratic civilian control over the security

and defense sector in each phase of development and mo-
ments in time when it is necessary to carry out structural
changes that ensure the transition to the next phase. At
the same time, subjective factors of choice (advantages of
the decision maker) are taken into account while search-
ing for solutions, which are formalized in the form of
weighting coefficients for the components of the integral
efficiency criterion. The maximization of the criteria,
calculated taking into account the advantages, makes it
possible to determine the best option for the development
of the system of democratic civilian control over the secu-
rity and defense sector;

— taking into account the uncertainty about the state of
the democratic civilian system control over the security and
defense sector;

—reduction of the space of features subject to priority
evaluation from the set of available ones.

2. The proposed architecture of the information system
of democratic civilian control over the security and defense
sector. The effectiveness of the information system was as-
sessed using the proposed method. It was established that its
efficiency is 40 % higher, compared to the methods used to
evaluate the effectiveness of the decisions made.
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