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The object of research is the operator of a mobile 
fire installation; the subject of research is the ope­
rator’s characteristics, particularly his reliability. 
The method of determining the reliability of a mobile 
fire installation operator as a functional element of  
a dynamic system is substantiated. Operator failure is 
interpreted as the output of its frequency characteris­
tics beyond permissible limits. Analytical dependences 
for variations of the operator’s frequency characte­
ristics on variations of its parameters – transmission 
coefficient, delay time, and time constant are con­
structed. The amplitude and phase reliability of the 
operator of a mobile fire installation are determined 
using the Laplace functions, the arguments of which 
are the permissible values of variations in the frequen­
cy characteristics of the operator and variations of its 
parameters. Determination of variations of operator 
parameters is carried out by the instrumental method 
using the operator’s activity monitoring system. The 
test effect on the operator of a mobile fire installation 
is carried out in the form of a rectangular pulse that 
formalizes the change in the position of the combustion 
cell at a priori a given distance over a priori prede­
termined time. A signal characterizing the operator’s 
response to the test impact is determined using the 
Laplace integral transform. Measuring the parameters 
of this signal allows you to determine the variations 
in operator parameters that are used to determine its 
reliability. It is shown that for variations of operator 
parameters, the values of which are 10.0 % with RMS 
deviations of 3.3 %, with a probability of 0.8715 the 
amplitude-frequency and phase-frequency characte­
ristics at the time of its control will not differ from their 
nominal values by more than 5.0 %. The requirements 
regarding the reliability of the operator’s activity con­
trol system are determined
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1. Introduction 

Mobile fire installations are one of the promising di-
rections for the development of technical means of fire 
extinguishing. An example of the effective use of such fire 
extinguishing agents is the use of the mobile installation 
«Colossus» by Shark Robotics (France) when extinguishing 
a fire in the Cathedral of Notre Dame (April 2019) [1]. In [2] 
it is noted that there are new technical solutions for mobile 
fire institutions, in particular, based on Segways. Such fire 
extinguishing installations include a human operator, which 
necessitates the coordination of the characteristics of the 
installation itself and the operator [3]. To determine the 
degree of consistency between these components, innova-
tive approaches can be used, for example, human-oriented 
artificial intelligence (HCAI) methods [4]. The success of 
the main task of a mobile fire installation – extinguishing 
a fire is determined by its quality indicators, which have 

two components – subjective and objective. The subjective 
component is determined by the quality indicators of the 
human operator of a mobile fire installation. Such indicators 
of the quality of a human operator include indicators of his 
reliability. These indicators are of particular importance for 
innovative technical solutions for mobile fire installations, 
in particular, made on the basis of segways. In this regard, 
there is a need to conduct research aimed at substantiating 
methods for determining the reliability of operators of mobile 
fire installations.

2. Literature review and problem statement

In [5], using a non-traditional indicator – total equip-
ment efficiency (OEE), the impact of human reliability on 
workstation performance in the short and long term is shown. 
For this, a simulation model is used. But the algorithm for  
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determining indicators of human reliability remains out 
of consideration. The simulation model is also used in [6] 
to study the human factor of the Industry 4.0 system. The 
application of the anthropocentric approach, when a human 
operator makes decisions with the support of cyber-physical 
systems, is considered. Such an organization of management 
decision-making is complicated by the activities of the ope
rator and may make an additional mistake due to the need 
to interact with the cyber-physical system. [7] provides data 
on bibliometric analysis and review of human reliability ana
lysis (HRA) literature over two decades. 271 publications 
taken from the Web of Science on the collaboration network, 
the co-citation network, and the keyword-sharing network 
were analyzed. It is noted that new research trends are de-
fined as «decision making», «data on human performance», 
«dependence assessment» and «ratio estimation». Analysis of  
the keyword-sharing network shows that «quantification» 
and «performance» are most common, but there are no 
«reliability model», «reliability determination method», or 
«structural reliability». In [8], it is noted that human reliabi
lity analysis (HRA) is a method of assessing human error and 
providing human error probabilities (HEP) for use in safety 
probabilistic assessment (PSA). There is no any universally 
accepted HRA method for obtaining HEP estimation, due to 
the scarcity of data for HEP prediction, as well as significant 
differences in HRA in the results of different experts (even 
when applying the same method). In [9] it is noted that 
the assessment of the dependence of human actions has an 
important role in analyzing its reliability. A new approach 
to the evidence network is considered, which is expanded by 
the rules of beliefs and measures of uncertainty. On this basis, 
a structure is provided for assessing dependence. But this 
approach does not completely include various uncertainties 
in the judgments of analysts and the knowledge of experts in 
assessing human reliability. In [10], the dependence of hu-
man reliability on external factors over time is investigated. 
For this, the Bayesian approach is used. A similar approach 
is used in [11], where human errors are assessed using the 
fault tree analysis (FTA) structure and using the cognitive 
reliability error analysis (CREAM) method in combination 
with a fuzzy Bayes network. Unlike [10], [11] does not lose 
information that is used by experts in the formation and 
decision-making. In [12] it is noted that modeling the in-
terdependence between factors that influence human error 
in the CREAM method stimulates the use of Bayesian net-
works (BN) in human reliability analysis (HRA). However, 
identifying subjective probability for BN is often a difficult 
task, requiring a high level of knowledge and engineering 
training from experts. This paper presents a hybrid approach 
to combining the evidence-based argumentation approach. 
The essence of this approach is to develop the worst and 
best possible conditional probabilities for BNs, which are 
used in determining the probability of human error (HEP). 
It should be noted that this approach significantly limits the 
possibilities for predicting indicators of human reliability. 
In [13], the Success Probability Index (SLIM) method is 
used to predict human error by including interval types of  
2 fuzzy sets (IT2ES). SLIM is used to obtain HEP evalu-
ation, and IT2ES is responsible for the subjectivity of the 
process of using expert assessments. In [14] it is noted that 
models for analyzing human reliability, in particular, such 
as THERP, SPAR-H, and ASEP do not have a cognitive 
architecture capable of coping with human information 
processing. The development of ATHEANA, INTEROPS, 

OMAR, and PROCRU (USA), CREAM, COSIMO, MER-
MOS (Europe), as well as SEAMAID and SYBORG (Japan) 
techniques improved this situation, in particular, due to the 
complexity of models. But for the most part, these techniques 
are designed to improve the human-machine interface than 
to analyze human errors. In first-generation methods, such 
as THERP, a person is considered as a mechanical or electri-
cal component [15]. In second-generation methods, such as 
CREAM, operator cognition is considered a major contribut-
ing factor to HEP. It should be noted that both generations 
of development have limitations: high subjectivity, lack of  
a causal mechanism for linking performance factors (PSF) 
with operator performance and incompatibility with safety 
assessment models. In [15] it is noted that the SLIM model is 
one of the widely used methods for assessing human reliabi
lity, especially when data is scarce. However, this method suf-
fers from epistemic uncertainty, due to relying on expert judg-
ment to determine the parameters of the model. In addition, 
if there are multiple tasks, then SLIM calculates the proba-
bility of human error (HEP) without taking into account de-
pendences between tasks. One of the ways to eliminate these 
shortcomings is the use of the Bayesian network (BN) –  
the use of BN-SLIM techniques. The probabilistic structure 
BN allows one to consider uncertainty using previous pro
bability distributions. It also helps reduce uncertainty when 
updated probabilities are replaced by previous probabilities 
as more information becomes available, resulting in a priori 
subjective estimates tending to a posteriori more objective 
results. But it should be noted that the use of the BN-SLIM 
technique only mitigates the effect of epistemic uncertainty 
in the calculation of HEP. In [16], attention is drawn to the 
need to create more systematized structures for the integra-
tion of various sources of information related to HRA (cog-
nitive model, empirical data, and expert assessments). It 
also notes the need to study algorithms in order to avoid 
detecting many relationships through expert judgment. HRA 
methods need to be developed, in particular by expanding the 
scope (to various types of errors and other industries), due 
to their applicability to improve human-machine interfaces. 
In addition, a structured and detailed analysis of the factors 
influencing failure is necessary. It is noted that the Bayesian 
Persuasion Network (BBN) is receiving increasing attention. 
BBNs are models that represent and quantify probabilistic 
relationships between factors. It should be noted that given 
the limited availability of empirical data for comprehensive 
model validation, the phase of model development itself is 
of particular importance. Typically, the main source of in-
formation for developing BBN models is expert judgment. 
Paper [17] presents a hybrid algorithm for developing HRA 
methods using data from modeling causal models and cog-
nitive science. The main elements of the algorithm include 
a complete set of causal factors, team tasks, human and 
machine events, BN causal models, and methods for updat-
ing Bayes parameters. It should be noted that the need for 
science-based models is a major problem in the field of HRA.  
To this end, there are two areas of research – the develop-
ment of HRA databases and the improvement and deve
lopment of methods for reliability analysis. But there is very 
little research on how to use new data from multiple sources 
to quantify HRAs based on cognitive function.

The analysis shows that determining the reliability of 
a human operator as an element of an automated control sys-
tem requires the availability of an array of statistical data in 
conjunction with the use of the method of expert assessments.  
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In particular, the BN-SLIM technique is aimed at this. But 
when solving such a problem in relation to new models of 
technology, problems arise with the formation of arrays of 
statistical data and the formation of expert judgments.

All this gives reason to assert that it is expedient to con-
duct research aimed at creating a method for determining the 
reliability of a human operator of a mobile fire installation. This 
method should exclude the subjective factor and be focused on 
taking into account the dynamic properties of the operator.

3. The aim and objectives of the study

The aim of the work is to substantiate the method for 
determining the reliability of the operator of a mobile fire 
installation, which eliminates the need to use expert judg-
ments. In practice, this opens up opportunities for obtaining 
express assessments in the process of selecting operators of 
such installations, as well as in monitoring their activities in 
normal operation.

To accomplish the aim, the following tasks have been set: 
– to build models for determining the reliability of the 

operator of a mobile fire installation, which are based on 
taking into account its dynamic properties through ampli-
tude-frequency and phase-frequency characteristics;

– to substantiate the determination of variations of 
its parameters using the control system of the operator of  
a mobile fire installation, which are used as initial data in 
obtaining reliability assessments.

4. The study materials and methods

The object of research is the operator of a mobile fire in-
stallation, and the subject of research is the characteristics of 
the operator, in particular, the characteristics of his reliability. 
The main hypothesis of the study is that to determine the 
reliability of the operator of a mobile fire installation, an indi-
cator of his reliability is used – the probability of trouble-free 
operation. This indicator is defined in terms of parametric 
reliability and physically means that the frequency characte
ristics of the operator do not go beyond the permissible limits.

To determine the reliability indicators of a mobile fire in-
stallation operator, methods of probability theory are used, in 
particular, Lyapunov’s theorem and the Laplace function. The 
definition of arguments to Laplace functions is carried out 
using methods of mathematical analysis and using the Laplace 
integral transform. This approach ensures the implementation 
of an instrumental method for determining variations in the 
parameters of a mobile fire installation operator both with the 
help of simulators and directly using mobile fire installations. 
The scheme of the simulator of a mobile fire installation based 
on Segway is given in [18], and the scheme of construction of 
such mobile fire installations is presented in [19].

The main assumptions are:
– variations of the amplitude-frequency and phase-fre-

quency characteristics of the operator of a mobile fire instal-
lation in accordance with the Lyapunov rule comply with the 
normal distribution law;

– test impact on the operator of a mobile fire installation 
is carried out by the system of monitoring its activities (when 
determining the parameters of the operator).

The research used methods of probability theory, methods 
of mathematical analysis, and the integral Laplace transform.

5. Results of justification of the method for determining 
the reliability of a mobile fire installation operator

5. 1. Building models to determine the reliability of 
a  mobile fire installation operator

Mobile fire installation based on Segway refers to auto
mated control systems, due to the inclusion of a human ope
rator in its control loop. The probability of trouble-free ope
ration of such a mobile fire installation in the time interval t, 
t+Δt is determined by two multiplicative components – the 
probability of trouble-free operation of the technical part of 
the installation PT(t, Δt) and the probability of trouble-free 
operation of the operator P0(Δt):

P t t P t t P tT1 0, , .Δ Δ Δ( ) = ( ) ( ) 	 (1)

The presence of an operator in the composition of a mo-
bile fire installation helps to increase its reliability. This is 
due to the possibility of compensating for failures of the tech-
nical part of a mobile fire installation due to the actions of its 
operator. If the operator reproduces the technical part of the 
installation after its failure during the time tV with probabi
lity PV(tV), then the probability of trouble-free operation of  
a mobile fire installation is determined by the expression:

P t t P t P t t P t t P tT T V V2 0 01, , , ,Δ Δ Δ( ) = ( ) ( ) + − ( )  ( )  	 (2)

where t0 is the time at which the technical part of the mobile 
fire extinguisher fails.

It follows from (1) and (2) that during the recovery ac-
tions of the operator, an increase in the probability of trouble- 
free operation of the mobile firefighting system is ensured via 
the quantity ΔP(Δt):

Δ Δ ΔP t P t P t t P tT V V( ) = ( ) − ( )  ( )0 01 , .	 (3)

The properties of the operator as an element of a dynami-
cal system depend on his parameters and are also determined 
by the input and external influences. The characteristics 
of the operator of a mobile fire system, his parameters, and 
the conditions in which its operation is carried out are in-
terconnected by functional dependencies. This gives reason 
to interpret the probability of trouble-free operation of the 
operator as the probability of non-exit of its characteristics 
beyond the permissible limits for some time. The output 
of operator characteristics beyond the permissible limits 
by analogy with [20] is an operator error. In general, the 
definition of such a probability is associated with the use 
of multidimensional probability density of operator charac
teristics. Simplification of this approach is carried out by 
approximating the multidimensional probability density of 
the operator’s characteristics. The main disadvantage of this  
method of determining the reliability of a mobile fire instal-
lation operator is the lack of statistical data. The solution to 
this problem is greatly simplified if we determine the proba-
bility of compliance of the operator not with all its charac-
teristics, but only with a generalized characteristic – func-
tionality. For the operator of a mobile fire installation, as an 
element of a dynamic system, as such functional, it is logical 
to use its transfer function or its mathematical equivalent – 
amplitude-phase frequency response. This frequency char-
acteristic has two components – amplitude-frequency A(ω) 
and phase-frequency j(ω) characteristics, expressions for 
which are defined as follows [18]:



Control processes

33

A Kω ωτ( ) = + ( )





−
1 1

2 0 5.

;	 (4)

j ω ωτ ωτ( ) = − −0 1arctg ,	 (5)

where K, τ0, τ1 are the transmission coefficient, delay time, 
and time constant of the operator, respectively; ω is the cir-
cular frequency.

The use of expressions (4) and (5) makes it possible to 
reformulate the problem of determining the probability of 
failure-free operation of the operator of a mobile fire extin-
guisher as a problem of determining the probability of the 
frequency characteristics A(ω) and j(ω) not exceeding the 
permissible limits. If δA and δj are variations of the fre-
quency characteristics of the operator, then the problem is 
reduced to finding the probabilities:

P P A AA dop= <( )δ δ ;	 (6)

P P dopj δj δj= <( ),	 (7)

where δAdop, δjdop are the permissible values of variations  
in the frequency characteristics A(ω) and j(ω) of the opera-
tor, respectively.

In accordance with (4) and (5), the following expressions 
apply to the variations δA and δj:

δ ω δ
τ

τ δ

δ ωτ ωτ

A A
A
K

K K
A

t

K

= ( ) ¶
¶

+
¶
¶









 =

= − ( ) + ( )





−

−

1

1
1 1

1

2

1

2 1

1 δδτ1; 	 (8)

δj j ω
j
τ

τ δτ
j
τ

τ δτ

ωτ δτ ωτ ωτ

= ( ) ¶
¶

+
¶
¶









 =

= + + ( )


−1

0
0 0

1
1 1

0 0 1 1

2
1 








×

× +[ ]

−

−

1

1

0 1

1

δτ

ωτ ωτarctg , 	 (9)

where δK, δτ0, δτ1 are variations of parameters K, τ0, and τ1, 
respectively.

In accordance with Lyapunov’s rule, the distributions of 
variations δA and δj can be considered to correspond to the 
normal law. As a result of the symmetry, which is determined 
by the signs of the variations of the operator parameters, the 
following occurs:

m mA = =j 0; σ δA mA= 3; σ δjj = m 3,	 (10)

where mA, mj are mathematical expectations of variations δA 
and δj, respectively; σA, σj – root mean square deviations of 
variations δA and δj, respectively; δAm and δjm are the ab-
solute values of the largest values of δA and δj, respectively.

The probabilities PA and Pj are determined using the 
expressions:

P AA dop A= ( )−Φ δ σ 1 ;	 (11)

P dopj jδj σ= ( )−Φ 1 ,	 (12)

where J(·) is the Laplace function.
Fig. 1, 2 show graphic dependences constructed ac-

cording to expressions (8) and (9) at τ0 = 0.2 s; τ1 = 0.3 s; 
δK = δτ0 = δτ0 = δ.δ.

0 2 4 6 8 10 12 14
0

4

8
0
1
2
3
4
5
6
7
8
9

10
dA, %

w, s-1

d, %

 
Fig. 1. The dependence of variations of 	

the amplitude-frequency characteristic of the operator 	
on the frequency and on the variations of its parameters 	

at τ0 = 0.2 s; τ1 = 0.3 s
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Fig. 2. The dependence of variations 	

of the phase-frequency characteristic of the operator 	
on the frequency and on the variations of its parameters 	

at τ0 = 0.2 s; τ1 = 0.3 s

For the above dependences, δAm = δjm = 10.0 %, as a re-
sult of which σA = σj = 3.3 %. If δAdop = δjdop = 5.0 %, then 
PA = Pj = 0.8715. This means that at the moment of time Δt, 
with a probability of 0.8715, the amplitude-frequency and 
phase-frequency characteristics of the operator of the mobile 
fire installation will not differ from their nominal values by 
more than 5.0 %. From Fig. 1, 2 it follows that the largest va
lues of variations δAm and δjm are at ω → 0. If expressions (8) 
and (9) are taken into account, then for the variations δAm 
and δjm the following will occur:

δ δ δ
ω

A A Km = =
→

lim ;
0

	 (13)

δj δj τ δτ τ δτ τ τ
ωm = = +( ) +( )

→

−
lim .

0 0 0 1 1 0 1

1
	 (14)

Due to the fact that the values of τ0 and τ1 are approxi-
mately the same [21], we can adopt δτ0 = δτ1 = δτ and expres-
sion (32) will be transformed into the form:

δj δj δτ
ωm = =

→
lim .

0
	 (15)
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When (13) and (15) are taken into account, the expres-
sions for probabilities (11) and (12) will be:

P A KA dop= ( )−Φ 3 1δ δ ;	 (16)

P dopj δj δτ= ( )−Φ 3 1 .	 (17)

Fig. 3 shows a graphical relationship for probability (16). 
Graphical dependence (17) will be identical to graphical 
dependence (16).
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Fig. 3. Dependence of the probability of non-output 	

of the amplitude-frequency characteristic of the operator on 
the permissible values of its variations and on the variations 

of the operator’s transmission coefficient

It should be noted that tightening the requirements 
for variations in the amplitude-frequency characteristics of 
the operator of a mobile fire installation leads to a decrease  
in his reliability.

5. 2. Determination of variations in operator’s parame­
ters with the help of the mobile fire installation operator 
control system

Determination of variations in the parameters of the 
operator of a mobile fire installation is carried out when con-
trolling his activities. To do this, we use the test effect on the 
operator, the expression of which is:

z t B t t T( ) = ( ) − −( ) 0 1 1 ,	 (18)

where B0, T – amplitude and duration of a rectangular pulse; 
1(·) – the Heaviside function.

The reaction of the operator to the test effect (18) is de-
scribed by the expression:

x t L W p Z p( ) = ( ) ( ) 
−1 ,	 (19)

where L–1 is the inverse Laplace transform operator;  
W(p) is the transfer function of the operator; Z(p) is the 
Laplace image of the function z(t); p is a complex variable.

Due to the fact that the transfer function W(p) takes the 
form [22]:

W p K p p( ) = −( ) +( )−
exp ,τ τ0 1

1
1 	 (20)

the expression for x(t) is described as follows:
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t
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1 0t Tτ

.

When measuring signals x(ti), the moments of time ti, 
i = 1, 2, 3 are specified a priori [23]:

t1; t nt2 1= ; t t T3 1= + ,

where 1 0 1 0 1
1. . ,< < + −n Tt  the following holds:

B KB
t

1 0
1 0
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	 (21)
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−



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exp .
τ

τ
	 (23)

It follows from (21) and (23) that:

K B B B= +( ) −
1 3 0

1.	 (24)

As a result, in accordance with (22)÷(24), it is possible 
to write:

τ τ0 1 1 1 3 2 1 3

1− = + −( ) +( )





−
nt B B B B Bln ;	 (25)

τ τ0 1 1 3 1 3

1− = +( )





−
t B B Bln .	 (26)

After combining (25) and (26), we have an expression for 
the parameter τ1:

τ1 1 3 1 3 2

1
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Combining (26) and (27) results in an expression for τ0:
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The expressions (24), (27), and (28) are used to deter-
mine variations of the corresponding operator parameters:

δK K K K= −( ) −
0 0

1; δτ τ τ τ1 1 10 10
1= −( ) − ; 

δτ τ τ τ0 0 00 00
1= −( ) − ,	 (29)

where K0, τ10, τ00 – nominal values of parameters K, τ1 and 
τ0, respectively.

Monitoring the activities of the operator of a mobile fire 
installation is carried out using a control system, the proba-
bility of trouble-free operation of which is Pk(tk).

The probability that the actions of the operator of a mo-
bile fire installation will be recognized as correct by the result 
of control is described by the expression:

P t t P t t P tk k21 2 0 2, , ,( ) = ( ) ( ) 	 (30)

where tk is the control time.
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The probability of incorrect actions of the operator of  
a mobile fire installation has the expression:

P t t P t t P t Pk k k k G22 01, , ,( ) = − ( )  ( )β 	 (31)

where β, PG – completeness of control and the probability 
that characterizes the non-ideality of the control method.

The probability of errors of the first kind P23(t, tk) and of 
the second kind P24(t, tk) are described as follows:

P t t P t t P P tk k G k k23 01 1, , ;( ) = − ( )  − ( ) β 	 (32)

P t t P t t P tk k k k24 0 1, , .( ) = ( ) − ( )  	 (33)

The expressions (30)÷(33) allow you to formalize the 
degree of trust in the operator of a mobile fire installation in 
the form of:

P t t P t t P t t

P t t P t

dov k i k
i

i k
i

k

, , ,

,

( ) = ( ) = − ( ) =

= ( )+ −
= =
∑ ∑2

1

2

2
3

4

0 0

1

1 ,, .t P P tk G k k( )   ( )β 	 (34)

The presence of a system for monitoring the activities of 
the operator of a mobile fire installation provides an increase 
in reliability in relation to his results by an amount deter-
mined by the condition:

P t t P t tdov k k, , .( ) − ( ) >0 0 	 (35)

When this condition is met for the control system of the 
operator of the mobile fire installation, the probability of its 
fault-free operation is determined by the inequality:

P t P t t P t t Pk k k k G( ) > + − ( )  ( ) 
− −

1 1 0 0
1

1
, , .β 	 (36)

It should be noted that for parameters β and PG:

0 1 0< <βPG . .	 (37)

If we denote the right-hand side of (36) by α(P0, βPG), 
then at the end of monitoring the activity of the operator 
of the mobile fire installation, its graphical dependence will 
take the form shown in Fig. 4.
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Fig. 4. Dependence of the lower limit of the probability of 
trouble-free operation of the operator control system on 	
the probability of its uptime and on the completeness (β) 	

and non-ideality of control (PG )

To meet condition (35), the probability of trouble-free 
operation of the mobile fire installation operator monitoring 
system must be above the surface α(P0, βPG).

The obtained results determine the following edition of 
the method for determining the reliability of a mobile fire 
installation operator:

– with the help of the control system, a test effect is car-
ried out on the operator in the form of a rectangular pulse 
with parameters B0 and T;

– with the use of the operator’s activity control system, at 
a priori given moments of time ti, i = 1, 2, 3 (t1, t2 = nt1, t3 = t1+T, 
where 1 0 1 0 1

1. .< < + −n t ) we measure the signals characterizing 
the operator’s reaction to the test impact (18) – Bi, i = 1, 2, 3;

– according to expressions (24), (27), and (28), the val-
ues of parameters K, τ0 and τ1 are determined;

– with the help of expressions (29), the variations of the 
parameters of the operator δK, δτ0 and δτ1 are determined;

– according to the a priori set permissible values of vari-
ations in the frequency characteristics of the operator δAdop 
and δjdop using expressions (16) and (17), we determine 
the indicators of the amplitude and phase reliability of the 
operator of the mobile fire installation. If the value of the 
variations of parameters δτ0 and δτ1 differ from each other, 
then expression (17) uses the largest of these values.

6. Discussion of the results of justification of the method 
for determining the reliability of the operator  

of a mobile fire installation

One of the factors that significantly affects the success 
of extinguishing a fire with a mobile fire installation is the 
trouble-free operation of the operator of this installation. The 
operator of a mobile fire installation is a functional element of 
a dynamic system, as a result of which its dynamic properties 
depend on its parameters, as well as are determined by input 
and external influences. These dynamic properties of the 
operator are determined by its characteristics, which gives 
grounds to interpret the probability of trouble-free activity 
of the operator as the probability of finding these character-
istics within acceptable limits. The lack of statistical data 
makes it impossible to use the traditional approach, which 
is associated with the use of multidimensional probability 
density of operator characteristics. The use of methods of 
the theory of expert assessments introduces an essential 
component of subjective error. One of the ways out of this 
situation is an approach based on determining the probability 
of the operator not meeting all its characteristics, but only  
a generalized functional characteristic. As such functionality, 
an amplitude-phase frequency characteristic is used, which 
has two components – amplitude-frequency and phase-fre-
quency characteristics. This allows you to reformulate the 
problem, which is reduced to determining the probabilities of 
non-exit of variations in the frequency characteristics of the 
operator beyond the permissible limits. Variations in the fre-
quency characteristics of the operator according to (8) and 
(9) depend on the variations of its parameters – transmission 
coefficient, delay time and time constant, and also depend 
on the frequency. Under the normal law of distribution of 
these random variables, which takes place in accordance 
with the Lyapunov rule, the probabilities of non-exit of 
variations of frequency responses beyond permissible limits 
are determined through Laplace functions. This approach 
makes it possible to obtain estimates of the amplitude and 
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phase reliability of the operator of a mobile fire installation 
at a fixed point in time. The operating frequency range of the 
mobile fire installation operator lies in the infrafrequency 
region (does not exceed (10.0–12.0) s–1). This allows deter-
mining the amplitude and phase reliability of the operator 
through the permissible values of variations of its frequency 
characteristics and through the corresponding variations 
in the transmission coefficient and variations of time para
meters – expressions (16) and (17). When determining the 
variations of operator parameters by instrumental methods, 
the influence is completely excluded expert judgments on 
the results of assessing the reliability of the operator. The 
instrumental method for determining variations in operator 
parameters is implemented using a system for monitoring his 
activities. Such a system forms a test effect on the operator 
in the form of a rectangular pulse that formalizes the move-
ment of the source of fire at a priori specified distance for  
a priori specified time. Using the Laplace integral transform, 
the operator’s reaction to such a test effect is determined, 
which allows obtaining expressions for variations of operator 
parameters. The degree of confidence in the results obtained 
through the operator’s activity monitoring system is deter-
mined by the reliability of its functioning (34). If condition 
(36) is met, the reliability of the results obtained is increased. 
The method for determining the reliability of a mobile fire 
installation operator is presented in a verbal interpretation, 
it does not require the use of an array of statistical data and 
is free in relation to the subjective factor. This method is 
focused on obtaining express assessments of the reliability of 
operators of mobile fire installations during their training, as 
well as monitoring their activities in normal operation. 

The peculiarity of the method for determining the reli-
ability of a mobile fire installation operator is that, unlike the 
approaches provided, for example, in [11] and [16], it is not 
focused on the use of BN or BBN. This, in turn, excludes the 
subjective factor, which is due to expert judgment.

The positive properties of the method for determining 
the reliability of the operator of a mobile fire installation 
include the possibility of obtaining reliability assessments in 
the absence of statistical data, which is especially important 
for new samples of fire installations. Another advantage is the 
absence of dependence on expert judgments.

The limitations of the method for determining the reliabil-
ity of a mobile fire installation operator are related to the type 
of components of its amplitude-phase frequency response.

The disadvantage of the developed method can be attri
buted to the complexity of the formation of test exposure to 
the operator during his regular work.

Further development of this direction of research may be 
associated with the development of methods for the forma-
tion of test effects on the operator during his regular work, 

as well as with conducting experimental studies aimed at 
obtaining estimates of its reliability indicators.

7. Conclusions 

1. To determine the reliability of the operator of a mobile 
fire installation – amplitude and phase, models are construc
ted, which are based on the dependence of variations of his 
amplitude-frequency and phase-frequency characteristics on 
variations of operator parameters. As operator parameters, 
the transmission ratio, delay time, and time constant are 
used. The amplitude and phase reliability of the operator is 
determined using Laplace functions, the arguments of which 
are the permissible values of variations in the frequency cha
racteristics of the operator and variations of its parameters.  
It is shown that for variations of operator parameters, the 
values of which are 10.0 % with RMS deviation of 3.3 %, at 
the time of control with probability 0.8715 the amplitude-fre-
quency and phase-frequency characteristics will not differ 
with respect to their nominal values by more than 5.0 %.

2. To determine the variations in the parameters of the ope- 
rator of the mobile fire installation, a system of monitoring his 
activity is used. With the help of the control system, the test 
effect on the operator is formed, and the variations of the ope
rator parameters are determined based on the signal that cha
racterizes his reaction to this test effect. The test-effect on the 
operator formalizes the movement of the combustion sites at 
an a priori specified value at an a priori specified time interval.  
A verbal interpretation of the method of determining the reli-
ability of the operator of a mobile fire installation is provided, 
the implementation of which does not require the use of an 
array of statistical data and is free from expert judgments.

Conflicts of interest

The authors declare that they have no conflicts of interest 
in relation to the current study, including financial, personal, 
authorship, or any other, that could affect the study and the 
results reported in this paper.

Funding

The study was conducted without financial support.

Data availability

The data will be provided upon reasonable request.

References

1.	 Paris Firefighters Used This Remote-Controlled Robot to Extinguish the Notre Dame Blaze. Available at: https://spectrum.ieee.org/ 

colossus-the-firefighting-robot-that-helped-save-notre-dame#toggle-gdpr

2.	 Firefighter Drones – How Drones are Being Used for Helping Fire Departments. Available at: https://dronenodes.com/firefight-

er-drones/

3.	 Villani, V., Czerniak, J. N., Sabattini, L., Mertens, A., Fantuzzi, C. (2019). Measurement and classification of human characteristics 

and capabilities during interaction tasks. Paladyn, Journal of Behavioral Robotics, 10 (1), 182–192. doi: https://doi.org/10.1515/

pjbr-2019-0016 

4.	 Shneiderman, B. (2020). Human-Centered Artificial Intelligence: Reliable, Safe & Trustworthy. International Journal of Human – 

Computer Interaction, 36 (6), 495–504. doi: https://doi.org/10.1080/10447318.2020.1741118 



Control processes

37

5.	 Barosz, P., Go da, G., Kampa, A. (2020). Efficiency Analysis of Manufacturing Line with Industrial Robots and Human Operators. 

Applied Sciences, 10 (8), 2862. doi: https://doi.org/10.3390/app10082862 

6.	 Angelopoulou, A., Mykoniatis, K., Boyapati, N. R. (2020). Industry 4.0: The use of simulation for human reliability assessment. 

Procedia Manufacturing, 42, 296–301. doi: https://doi.org/10.1016/j.promfg.2020.02.094 

7.	 Hou, L.-X., Liu, R., Liu, H.-C., Jiang, S. (2021). Two decades on human reliability analysis: A bibliometric analysis and literature 

review. Annals of Nuclear Energy, 151, 107969. doi: https://doi.org/10.1016/j.anucene.2020.107969 

8.	 Park, J., Arigi, A. M., Kim, J. (2019). A comparison of the quantification aspects of human reliability analysis methods in nuclear 

power plants. Annals of Nuclear Energy, 133, 297–312. doi: https://doi.org/10.1016/j.anucene.2019.05.031 

9.	 Deng, X., Jiang, W. (2018). Dependence assessment in human reliability analysis using an evidential network approach extended by 

belief rules and uncertainty measures. Annals of Nuclear Energy, 117, 183–193. doi: https://doi.org/10.1016/j.anucene.2018.03.028 

10.	 Abaei, M. M., Abbassi, R., Garaniya, V., Arzaghi, E., Bahoo Toroody, A. (2019). A dynamic human reliability model for marine and 

offshore operations in harsh environments. Ocean Engineering, 173, 90–97. doi: https://doi.org/10.1016/j.oceaneng.2018.12.032 

11.	 Ung, S.-T. (2019). Evaluation of human error contribution to oil tanker collision using fault tree analysis and modified fuzzy Bayesian  

Network based CREAM. Ocean Engineering, 179, 159–172. doi: https://doi.org/10.1016/j.oceaneng.2019.03.031 

12.	 Yang, Z., Abujaafar, K. M., Qu, Z., Wang, J., Nazir, S., Wan, C. (2019). Use of evidential reasoning for eliciting bayesian subjective probabi

lities in human reliability analysis: A maritime case. Ocean Engineering, 186, 106095. doi: https://doi.org/10.1016/j.oceaneng.2019.05.077 

13.	 Erdem, P., Akyuz, E. (2021). An interval type-2 fuzzy SLIM approach to predict human error in maritime transportation. Ocean 

Engineering, 232, 109161. doi: https://doi.org/10.1016/j.oceaneng.2021.109161 

14.	 Alvarenga, M. A. B., Frutuoso e Melo, P. F. (2019). A review of the cognitive basis for human reliability analysis. Progress in Nuclear 

Energy, 117, 103050. doi: https://doi.org/10.1016/j.pnucene.2019.103050 

15.	 Abrishami, S., Khakzad, N., Hosseini, S. M., van Gelder, P. (2020). BN-SLIM: A Bayesian Network methodology for human re-

liability assessment based on Success Likelihood Index Method (SLIM). Reliability Engineering & System Safety, 193, 106647.  

doi: https://doi.org/10.1016/j.ress.2019.106647 

16.	 Mkrtchyan, L., Podofillini, L., Dang, V. N. (2015). Bayesian belief networks for human reliability analysis: A review of applications 

and gaps. Reliability Engineering & System Safety, 139, 1–16. doi: https://doi.org/10.1016/j.ress.2015.02.006 

17.	 Groth, K. M., Smith, R., Moradi, R. (2019). A hybrid algorithm for developing third generation HRA methods using simulator data, cau

sal models, and cognitive science. Reliability Engineering & System Safety, 191, 106507. doi: https://doi.org/10.1016/j.ress.2019.106507 

18.	 Abramov, Y., Basmanov, O., Krivtsova, V., Sobyna, V., Sokolov, D. (2021). Developing a method for determining the dynamic para

meters of the operator of a mobile fire engine based on a Segway. Eastern-European Journal of Enterprise Technologies, 3 (3 (111)), 

58–63. doi: https://doi.org/10.15587/1729-4061.2021.233365 

19.	 Abramov, Yu. O., Sobyna, V. O., Tyshchenko, Ye. O., Khyzhniak, A. A. (2017). Pat. No. 124928 UA. Mobilna pozhezhna ustanovka. 

No. u201711464; declareted: 23.11.2017; published: 25.04.2018, Bul. No. 8. Available at: https://base.uipv.org/searchINV/search.

php?action=viewdetails&IdClaim=246543

20.	 Amin, A. A., Hasan, K. M. (2019). A review of Fault Tolerant Control Systems: Advancements and applications. Measurement,  

143, 58–68. doi: https://doi.org/10.1016/j.measurement.2019.04.083 

21.	 Abramov, Y., Basmanov, O., Sobyna, V., Sokolov, D., Rahimov, S. (2022). Developing a method for determining the time parameters of 

a mobile fire extinguisher operator. Eastern-European Journal of Enterprise Technologies, 6 (2 (120)), 93–99. doi: https://doi.org/ 

10.15587/1729-4061.2022.266825 

22.	 Abramov, Y., Basmanov, O., Sobyna, V., Kovalov, O., Feshchenko, A. (2023). Justification of the method for determining the dyna

mic parameters of the mobile fire fighting installation operator. Eastern-European Journal of Enterprise Technologies, 1 (2 (121)), 

72–78. doi: https://doi.org/10.15587/1729-4061.2023.272318

23.	 Abramov, Yu. O., Sobyna, V. O., Zakora, O. V., Feshchenko, A. B., Kravchenko, Ye. O. (2020). Pat. No. 146173 UA. Sposib kontroliu 

diyalnosti operatora mobilnoi pozhezhnoi ustanovky. No. u202006308, declareted: 29.09.2020; published: 10.01.2021, Bul. No. 3. 

Available at: https://base.uipv.org/searchINV/search.php?action=viewdetails&IdClaim=273989


