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The object of the research is the use of forces (troops) of the
Naval Forces (Navy). The subject of the research is the process
of evaluating the effectiveness of the use of Navy in various ways.
An improved method for assessing the effectiveness of the ways
of performing tasks by the forces (troops) of the Navy during the
performance of the tasks of protecting the economic activity of the
state at sea in the conditions of the enemy’s hybrid actions is pro-
posed. The method has the following sequence of actions:

— an input of initial data;

— calculation of the probability of a timely response to enemy
actions;

— calculation of the probability of the enemy’s refusal to act;

— calculation of the probability of ensuring the protection of
objects conducting economic activity of the state at sea;

— calculation of the mathematical expectation of the number of
objects that conduct economic activity at sea and will be protected
by the Naval forces (troops);

— calculation of the protection degree of objects conducting
economic activity at sea;

— calculation of the degree of decrease in the carrying capacity
of ships (for tasks related to sea transportation);

— calculation of the mathematical expectation of the avoided
loss of economic activity;

— determination of the protection degree of economic activity;

— determination of costs of material and technical resources;

— choosing the best (rational) way of using the Naval for-
ces (troops) in accordance with the chosen criterion.

The novelty of the method consists in the use of an improved
system of indicators for evaluating the effectiveness of the Navy’s
methods of performing tasks, taking into account the dependence
of the amount of mediated damage caused by sea transportation
on the actions of the enemy and taking into account the effect of
the Navy’s demonstration actions and the use of simulation tools
on the effectiveness of task performance. The considered exam-
ple showed a 25-40 % increase in assessment accuracy due to the
consideration of additional conditions and factors
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1. Introduction

Hybrid war is generally understood as military actions
carried out by combining military, diplomatic, informatio-
nal, economic and other ways to achieve political aims. The
specificity of this combination is that each of the military
and non-military methods of conducting a hybrid conflict is
used for military purposes and is used as a weapon. Transfor-
mation into a weapon (weaponization) occurs not only in the
media sphere. Such a functional combination within hybrid
conflicts of heterogeneous phenomena and devices requires
a complex analytical approach from representatives of vari-
ous fields of knowledge [1-3].

The concept of hybrid war turned out to be theoretically
and practically the most suitable for determining the spe-
cifics of the actions of the Russian Federation (RF), which
is trying to achieve its political aims by combining mili-
tary, quasi-military, diplomatic, informational, economic and
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other ways. The specificity of the Russian hybrid aggression
against Ukraine lies not so much in the general methods of
hybrid warfare, but in Russia’s unconditional violation of the
system of international legal agreements, the large scale of
the damage caused and the significant duration of the con-
flict [3-5]. In addition to the above mentioned, it is neces-
sary to note the intensive conduct of hybrid actions by the
enemy in the maritime environment since 2014 in order to
prevent Ukraine from conducting economic activities at sea.

It should be noted that with the beginning of the Russian
Federation’s full-scale aggression against Ukraine on Feb-
ruary 24, 2022, the fulfillment of tasks related to the protec-
tion of the economic activity of the state at sea has not lost
its relevance. A demonstrative example of the importance of
their implementation is the provision of grain export by sea.
The need to counter the enemy necessitates the implemen-
tation of appropriate measures for the planning and use of
forces (troops) of the Naval Forces (Navy) to protect such




activities, which are not inherent in the classical conditions
of conducting an armed struggle at sea. However, the existing
scientific and method apparatus for evaluating the effective-
ness of the use of forces (troops) of the Navy does not allow
to estimate it adequately [5-7].

This determines the need to revise the approaches for
evaluating the effectiveness of the use of forces (troops) of
the Navy during the execution of the tasks of protecting the
economic activity of the state at sea and emphasizes the rele-
vance of the research.

That is why the aim of the research should be conside-
red to be the improvement of the method for assessing the
effectiveness of methods of performing tasks by the Naval
forces (troops).

2. Literature review and problem statement

The authors would like to draw attention to the fact that
hybrid actions at sea are an under-researched topic and quite
closed to the general public. This, in turn, determines the
limitation of scientific works in the specified direction and
their generality.

The work [8] provided a general overview of approaches
to conduct hybrid operations at sea. The main approaches to
conduct a hybrid confrontation at sea in the course of recent
local conflicts are considered. Vulnerable objects of maritime
hybrid warfare have been identified: offshore oil and gas
installations; large hydrocarbon installations; shipping termi-
nals or pipelines; submarine cables and deep-sea drilling rigs.
The attacks on the specified elements of economic activity
of states can negatively affect further investments in the
country or region taking into account the risk of impact on
the environment. Countermeasures against hybrid threats at
sea are proposed. At the same time, the proposed mechanisms
are general and do not provide for a specific mechanism for
counteracting them.

The work [9] presents an overview of hybrid actions of
the Russian Federation in the Baltic Sea. The economic and
energy threats of hybrid actions in the specified economic
region are identified. A separate threat — the blockade of sea
ports is highlighted. It is noted that in order to effectively
counter hybrid threats, convoys of merchant ships should
be opposed on their way between seaports, sea and air ro-
botic platforms should be used. At the same time, the issues
regarding the order of application of the specified forces and
devices, and the evaluation of the effectiveness of countering
hybrid challenges and threats remain unresolved.

The work [10] presents an analytical review of actions
of the Russian Federation at sea. The analysis of the impact
of hybrid actions on the geopolitical world order against the
background of the conflict between the Russian Federation
and NATO was carried out. According to the authors, the
World Ocean will become the most likely environment for
waging hybrid wars of a new type, since it is, in fact, a giant
node of criticality with a division into sub-nodes on a geo-
graphical basis, each of which has its own characteristic
features, properties, characteristics and regional decision
making centers. The main types of hybrid warfare at sea are:
naval proxy warfare, naval economic warfare, naval hybrid
warfare and naval cyber warfare. Sea piracy (sea terrorism,
transportation of narcotic substances), illegal migration and
human trafficking are noted as a separate component of hy-
brid actions at sea. A variant of naval hybrid warfare is given.

General recommendations for increasing the security of the
Russian Federation at sea are given. At the same time, the
issues of assessing the effectiveness of countermeasures at sea
are not listed.

The work [11] considered the influence of hybrid ac-
tions of the Russian Federation on the policy of the Euro-
pean Union. An analysis of the economic, social, informational
and political aspects of the destructive impact on the politics
of the European Union as a result of the hybrid actions of the
Russian Federation was carried out. Particular attention is
paid to hybrid operations at sea. Attention is focused on the
need to revise the mechanisms for the protection of economic
activity both in the entire European Union and in individual
countries. At the same time, the specific mechanisms of the
destructive policy of the russian federation and the procedure
for evaluating their effectiveness are not given.

The work [12] carried out an analysis of the hybrid war
of the People’s Republic of China in the South China Sea.
The economic, energy, military, food and information com-
ponents of the hybrid influence of the People’s Republic of
China in the China Sea are considered. The following mecha-
nisms of countermeasures are proposed: military counter-
measures by introducing a permanent military contingent
into the sea; diplomatic and economic sanctions. However,
the proposed approaches do not contain clear recommenda-
tions for countering hybrid impacts at sea.

The work [13] created a new analytical tool for the
identification of the enemy’s hybrid actions and analysis by
researching the hybrid challenges in the Black Sea region
related to the situation on the Zmiyiniy Island. The approach
makes it possible to identify the ways to establish which of
them could create the most catastrophic consequences for
Romania’s energy security and to assess the aggressor’s prog-
ress in achieving the desired effect. The result of the research
is a seven-step algorithm for identifying hybrid warfare. The
specified approach should be used to identify the beginning
of hybrid actions at sea with the aim of further determining
the order of their neutralization.

The work [14] carried out an analysis of the hybrid
actions of the Russian Federation at sea in the Russian-
Ukrainian war. It was determined that in order to counte-
ract hybrid actions at sea, the use of the forces and devices
of the Navy is necessary.

The work [6] proposed a system of indicators for evaluat-
ing the effectiveness of the use of forces (troops) of the Navy
during the performance of the specified tasks and provided
the main mathematical dependencies. At the same time, the
developed mathematical model of task performance contains
mathematical dependencies for evaluating the effectiveness
of the actions of only the naval personnel of the Navy. The
considered methods of action of the enemy (illegal armed
formations and pirates) do not correspond to the real me-
thods of action used by the forces (troops) in the course
of conducting hybrid operations. The question of causing
indirect damage to the maritime economic activity and the
impact of conducting preemptive (demonstration actions)
by the forces (troops) of the Navy on the effectiveness of the
tasks are not taken into account.

The work [7] proposed a method for evaluating the ef-
fectiveness of the use of forces (troops) of the Navy during
the performance of the tasks of protecting economic activity
at sea, which is based on the elements of the scientific and
method apparatus considered in the work [6]. Taking into ac-
count the above mentioned, the specified method does not al-



low to make an adequate evaluation of the effectiveness of the
use of forces (troops) of the Navy in the existing conditions.

For this purpose, it is proposed to improve the method for
assessing the effectiveness of methods of task performance by
the forces (troops) of the Navy during the performance of the
tasks of protecting the economic activity of the state at sea in
the conditions of hybrid actions of the enemy.

3. The aim and objectives of research

The aim of the research is to improve the method for
assessing the effectiveness of methods of task performance by
the forces (troops) of the Navy during the performance of the
tasks of protecting the economic activity of the state at sea in
the conditions of hybrid actions of the enemy. This will make
it possible to develop software for intelligent decision making
support systems in the interests of the combat management
of the actions of troops (forces).

To achieve the aim, the following objectives were set:

— to determine the algorithm for the implementation of
the method;

—to give an example of the application of the propo-
sed method.

4. Research materials and methods

The problem, which is resolved in the research, is to
increase the accuracy of the assessment of the effectiveness
of the methods of performing the Navy in the conditions of
hybrid operations. The object of the research is the use of
forces (troops) of the Navy. The subject of the research is the
process of evaluating the effectiveness of the use of the for-
ces (troops) of the Navy in various ways in the course of per-
forming the tasks of protecting the economic activity of the
state at sea in the conditions of the enemy’s hybrid actions.

The research is based on the theory of probability for
assessing the impact of the enemy’s hybrid actions on objects
that carry out economic activities at sea and the effectiveness
of neutralizing such impact by using the forces and devices
of the Navy in various ways. The hardware of the research
process is AMD Ryzen 5.

5. The results of the improvement of the method for
evaluating the effectiveness of the methods of execution
by the Naval Forces in the conditions of hybrid actions

5. 1. An algorithm for the implementation of the method
for evaluating the effectiveness of the methods of execu-
tion by the Naval Forces in the conditions of hybrid actions

The improved method for assessing the effectiveness of
the ways of performing tasks by the forces (troops) of the
Navy during the performance of tasks of protecting the eco-
nomic activity of the state at sea in the conditions of hybrid
actions of the enemy consists of the following sequence of
actions (Fig. 1, 2):

Step 1. Input of output data.

At this stage, output data is entered, which is necessary
to determine the methods of performing tasks by the for-
ces (troops) of the Navy:

— defined tasks, the composition of the enemy’s forces,
the capabilities and the expected nature of actions;

—the available composition, state and capabilities of
their forces;

— physical and geographical conditions;

— restrictions on areas and the use of forces and devices in
accordance with the requirements of international maritime
and humanitarian law form input data for the calculation
of partial indicators.

Step 2. Calculation of the probability of a timely re-
sponse of the designated forces (troops) of the Navy to the
actions of the enemy against objects conducting economic
activity at sea.

The value of the probability of a timely response of cer-
tain forces (troops) of the Navy to enemy actions against
objects conducting economic activity at sea is being calcula-
ted Py, by expression:
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where Ppy; is the probability of detection by a specified
devices of the Navy performing the protection task of i-th
object, forces and devices of the enemy at a given range (in
a given area); Pgc; is the probability of successful counter-
measures of the certain ways of the Navy performing the task
of protection of i-th object, forces and devices of the enemy;
tppr; is the time of deployment of a specified Navy me-
thod (the time from the moment of detection of enemy forces
and devices to the moment the specified Navy occupies
a position relative to i-th object, which provides counter-
measures to the forces and devices of the enemy), hour;
tper is the time of movement of the enemy’s forces and de-
vices to i-th object (the time from the moment of detection
of enemy forces by the forces and devices of the Navy to the
moment of impact on the object of protection with the aim of
disrupting (obstructing) its functioning), hour.

According to the experience of the forces, the adver-
sary may engage in the performance of tasks related to the
prevention of economic activity at sea in the conditions of
hybrid actions:

— surface forces (battleships, boats, in the future — un-
manned attack robotic marine systems);

— air attack devices (attack UAV).

Taking into consideration that the probability of de-
tecting enemy surface forces and air attack devices (AAD)
are independent events, the value P, can be determined
by the expression:

Ti
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where P3 is the probability of detection by a specified
method of the Navy, performing the task of protection i-th
object, the surface forces of the enemy, at a given range (in
a specified area); where PJ" is the probability of detection
by a specified method of the Navy, performing the task of
protection of i-th object, devices of air attack of the enemy at
a given range (in a specified area).

The values PJ. and P2 depend on the tactical and tech-
nical characteristics of the available armament of the forces
and devices of the Navy, which are involved in the perfor-
mance of tasks.

According to the existing methods of evaluating the ef-
fectiveness of surface and air search for targets.
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The calculation of the probability of a timely response of the specified forces (troops) of the Navy | 2
on the actions of the enemy against the i-th object conducting economic activity at sea
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Calculation of the deployment time of the determinetlﬁ
forces (troops) of the Navy and their taking up a
position relative to the i-th object of protection
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Calculation of the probability of the enemy’s refusal to act against the i-th object conducting economic activity at | 3
sea as a result of conducting demonstration actions by the forces (troops) of the Navy or using imitation devices
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the enemy from actions against the i-th object as a

result of the use of imitation devices by the forces
(troops) of the Navy
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Calculation of the probability of failure
the enemy from actions against the i-th object as a
result of conducting demonstration actions by the
forces (troops) of the Navy
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0, otherwise

ERi = 0, otherwise
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Calculation of the probability of ensuring the protection of the i-th object that conducts the economic activity of | 4
the state at sea and is subject to protection by the forces (troops) of the Navy
in the conditions of the enemy's hybrid actions
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Calculation of the mathematical expectation of the number of objects that carry out economic activity at sea and | 5
will be protected by the forces (troops) of the Navy during their execution of
Jj-th of the task of protecting such activities in the conditions of the enemy's hybrid actions
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Fig. 1. Structural and logical scheme of the improved assessment method
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Calculation of the degree of protection of objects during the execution of the j-th task of protecting 6
economic activity at sea thanks to the use of Naval forces (troops) in the conditions of hybrid actions
of the enemy
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Calculation of the mathematical expectation of the avoided loss of economic activity
during the performance of the j-th task of protecting economic activity at sea in the conditions of the
enemy's hybrid actions
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Calculation of the degree of protection of the state’s economic activity at sea by application

forces (troops) of the Navy in conditions of hybrid actions of the enemy
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Determining the costs of material and technical resources for the performance of tasks 10
by the forces (troops) of the Navy in the chosen way
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Fig. 2. Structural and logical scheme of the improved method for evaluating the effectiveness of the methods
of performing tasks by the forces (troops) of the Naval Forces (continuation of Fig. 1)

Taking into consideration the probability of successfully
countering the enemy’s surface forces and air attack devi-
ces (AAD) are independent events, the value Ps¢; can be de-
termined by the expression:

Py, = ngipsl/c‘?v? 3)

where PS is the probability of successful countermeasures of
a specified method of the Navy, which are performing the task
of protection of i-th object, against surface forces of the enemy;

where PJ;" is the probability of successful countermeasures
of a specified method of the Navy, which are performing the
task of protection of i-th object, against the devices of air
attack of the enemy.

While calculating the value PS, it is necessary to take
into account the relevant experience of conducting hybrid
operations at sea. Thus, all known cases of actions of surface
forces to impede the activity of objects conducting economic
activity at sea were carried out in the absence of their pro-
tection. In the case of demonstrating the presence of forces



protecting these objects and the determination of intentions
to oppose the enemy, it refused such actions. This testifies to
the inadmissibility of receiving losses by surface forces of the
enemy in the conditions of hybrid operations. It determines
the peculiarities of determining the amount of damage that
the forces (troops) of the Navy must be able to inflict in order
for it to refuse further actions. Experience shows that the ene-
my will refuse to perform tasks even while receiving (threat
of receiving) «deterrent damage» — such dosed damage, in
which it will lose confidence in the expediency of using forces
to achieve the aim of actions. At the same time, there is no
scientifically based approach to justifying the amount of de-
terrence damage in the course of conducting hybrid actions
at sea. Therefore, its value is proposed to be determined in
accordance with the practice of using the forces (troops) of
the Navy during countering the surface forces of the enemy
at sea in the conditions of hybrid operations.

The conducted analysis shows that the enemy refuses to
perform tasks if it receives (threats to receive) the minimum
possible damage, which is:

— for a single object — inflicting damage on it, «suppres-
sion» (inflicting such damage on it that leads to partial ces-
sation (reduction of possibility) of functioning or complete
cessation of functioning within a short period of time);

— for a group object — inflicting damage to it that meets
the criterion no lower than «weakening» (destruction (dis-
ability, suppression) of a part (from 5 to 30 %).

The value Py, is a probability value, but it acquires dis-
crete values (0 or 1). P depends on the ability of the for-
ces (troops) of the Navy involved in the performance of the
tasks of protecting the objects of economic activity to inflict
«deterrent damage» on the surface forces of the enemy and
will take the following values:

; {1, if Py, 20.05v M, ), 5%,

% 0,if P,<0.05v M, (0, < 5%, @
where Py, is the probability of hitting a single surface tar-
get (ship, boat, vessel) that acts against the i-th object con-
ducting economic activity at sea; Myy(c); is the mathematical
expectation of the number of affected main targets (objects)
as part of a group target, which acts against the i-th object
conducting economic activity at sea.

The value of ¢ppr; can be calculated using the expression:
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where t73; is the time of passing information from the mo-
ment of detection of enemy forces and devices to the com-
mand of the military management body that manages the
forces (troops) of the Navy, hours; £ is the time required
to make a decision and set a task for the transfer of speci-
fied forces (troops) of the Navy to the i-th object, hours;
ty is the time of readiness of the determined forces (troops) of
the Navy, assigned to protect the i-th object before the tran-
sition, hours; D,, is the distance of the transition of the de-
termined forccs (troops) of the Navy to the i-th object, along
the shortest route, taking into account sea areas closed by
the enemy or dangerous for navigation, miles; V,, is the speed
of determined forces (troops) of the Navy on the way to the
i-th object, nodes.

In the case of using several devices of the Navy to attack
air targets, the value P%;" can be calculated by the expression:
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Ps[gzw = H DEz (6)

v=1

where Ppg, is the probability of damage to the enemy’s attack
UAV by the v-th devices of the Navy during the protection of
the i-th object conducting economic activity at sea from the
enemy’s hybrid actions, v=1,V.

Step 3. Calculation of the value of the probability of
the enemy’s refusal to take action against objects conduct-
ing economic activity at sea, as a result of the Navy’s for-
ces (troops) conducting demonstration actions and using
imitation methods.

It is proposed to calculate the value of the probability of
the enemy’s refusal to take action against objects conducting
economic activity at sea, as a result of the conduct of demon-
stration actions by the forces (troops) of the Navy and the
use of Prg; simulation tools, using the following expressions:

1.In case of conducting demonstration actions by the
forces (troops) of the Navy:

1 lf FdlE)XhlE)LAV 1
I:Rl

(7)

0—otherwise,

where Fj; is the function of compliance with the detection
by the enemy of forces (troops) of the Navy, which are in-
volved in conducting demonstration actions for the protec-
tion of the i-th object P, ; F,g; is the function of compliance
with the inability of the surface forces of the enemy (ship,
boat, tactical group) to perform the task of hindering the
activity of the i-th object without receiving deterrent Py
damage, “uav, 18 the function of matching the inability of the
enemy’s UAV attack to inflict a specified degree of damage
on the i-th object, P,;,,,,.

Taking into account the fact that in the course of carry-
ing out tasks to prevent the conduct of economic activity at
sea, the enemy conducts complex intelligence (land, sea, air,
space), meaning P, can be calculated by the expression:

P, :1-]3!(1-1{1& ), 8)

where P, is the probability of detection by the k-th type
of enemy reconnaissance of the forces and devices of the
Navy, which are involved in the performance of the defense
task i-th object that conducts economic activity at sea;
ny is the number of designated devices of the k-th type of
intelligence, which the enemy uses.

The probability of the inability of the surface forces of
the enemy (ship, boat, tactical group) to complete the task
in terms of preventing the activity of the i-th object without
them receiving deterrent damage, P, can be calculated ac-
cording to the expression:

r)shl =1- PSS(’,,Z (9)

The probability of the enemy’s UAV attack being unable
to hit the given degree of damage to the i-th object can be
calculated by the expression:

[10-720))

v=1
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where Pp,, is the probability of damage to the enemy’s UAV
attack by the v-th devices of the Navy during the protection



of the i-th object conducting economic activity at sea from
the enemy’s hybrid actions, v =1,V.

Matching functions Fy;, Fygi, Fouayi take the value 1, if the
values of the given probabilities satisfy the following values:

P, 20.9; P, <095 F,,, <0.7. If the specified threshold
Values are not met, then the specified compliance functions
take the value 0, which means that the enemy will not refuse
to perform the tasks of preventing the conduct of economic
activity by the i-th object.

2. In the case of conducting the use of imitation devices
by the forces (troops) of the Navy:

Lif Ey F, Fuy F =1,
) { dit oshit'oUAY, (11

0-otherwise,

E_is the function of the conformity assessment by the enemy
of the detected signs of the functioning of the false object,
created to simulate the activities of the forces (troops)
of the Navy for the protection of the i-th object in the course
of conducting demonstration actions P, .

Matching functions Fg;, F,g, , Fy,, F take the value 1, if
the values of the given probabilities satlsfy the following va-
lues: P, 20.9; P, <0.95; F,;,,, <0.7; P, 20.9. If the specified
threshold values are not met, then the specified compliance
functions take the value 0, which means that the enemy will
not refuse to perform the tasks of preventing the conduct of
economic activity by the i-th object.

Step 4. Calculation of the value of the probability of
ensuring the protection of objects conducting the economic
activity of the state at sea and subject to protection by the
forces (troops) of the Navy.

Calculation of the value of the probability of ensuring
the protection of objects that conduct the economic activity
of the state at sea and are subject to protection by the for-
ces (troops) of the Navy Ppg; can be done by the expression:

Popy =1=(1= Py, ) (1= Pry). (12)

Step 5. Calculation of the mathematical expectation
of the number of objects that conduct economic activity
at sea and will be protected by the forces (troops) of the
Naval Forces.

Calculation of the value of the mathematical expectation
of the number of objects that conduct economic activity at
sea and will be protected by the forces (troops) of the Navy
Mpro; can be carried out according to the expression [6]:

_2 (13)

Step 6. Calculation of the value of the degree of protec-
tion of objects conducting economic activity at sea.

Calculation of the value of the degree of protection of ob-
jects conducting economic activity at sea Spro; can be carried
out according to the expression [6]:

[M PROj JS
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where 7¢; is the number of objects that carry out economic
activities at sea and are the subject to protection by the
forces (troops) of the Navy during their performance of the
Jj-th task to protect such activities in the conditions of hybrid
actions of the enemy.

Step 7. Calculation of the degree of reduction in the car-
rying capacity of ships on the routes of their movement in the
maritime operational area (for tasks related to the protection
of maritime transport).

The impact of the enemy’s actions on the implementation
of sea transportation in the conditions of hybrid operations
at sea will be characterized by a decrease in the carrying ca-
pacity of ships along all (defined) recommended routes. For
its determination, an indicator of the decrease in the carrying
capacity of vessels on the recommended routes of vessel traf-
fic in the maritime operational area during a defined period of
time Qgcc is proposed, the value of which can be determined
by the formula:

(15)

where M, " is the mathematical expectation of the amount
of cargo turnover of the s-th seaport, taking into account the
actions of the enemy to prevent sea transportation, where
s=1,5, t; Q, is the cargo traffic of the s-th seaport in the ab-
Sence ¢ of enemy actions to prevent sea transportation, where
s=1,5, t; S is the number of seaports in the maritime opera-
tional zone (the area where the Navy carries out the tasks of
protecting economic activity at sea).

The value of the partial indicator Qg can be calculated by
the expression:

QS( y)tm

==y

: (16)
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where Q) is the cargo turnover of the s-th sea port in the ab-
sence of enemy actions to prevent sea transportation during
the calendar year, t; ¢, is the time during which the Navy
forces are assigned the task of protecting sea transportation,
days; Ny is the number of days in the current calendar year.

An implementation of measures by the enemy in the con-
ditions of hybrid actions to prevent the implementation of sea
transportation leads to an increase in the time of movement of
ships to ports (from ports). Then the expression for the defini-
tion M, must contain an appropriate coefficient that allows
to take ‘into account the specified influence of the enemy.
In addition, the value M, , it is proposed to count not
as a whole for the s-th seaport but as the sum of the cargo
turnover of all recommended ways of movement of ships to it:

M, ZR M,t,.K,,,

o ptl

A7)

where R, is the average carrying capacity of one vessel in-
volved in sea transportation through the s-th seaport and
moving to this port (from the port) along the /-th recom-
mended route, where [ =1,L, t; M,; is the mathematical ex-
pectation of the number of unaffected ships that are involved
in sea transportation through the s-th seaport and move to
this port (from the port) along the /-th recommended route
per day, where / =1,L; K,, is the coefficient that takes into
account the loss of time by ships on the passage along the
[-th recommended route to the s-th seaport due to the actions
of the enemy, where [ =1,L, is defined as a fraction of a unit;
L is the number of recommended routes for ships to the s-th
seaport; ¢, is the time during which the Navy forces are



assigned the task of protecting sea transportation along the
[-th recommended route to the s-th seaport, days.

Taking into account the types of threats to ships in transit
by sea and in seaports in the conditions of hybrid actions of the
enemy, the importance M, can be calculated by the expression:

M, =nP P (18)

z’1 mp; = usp;?
where #7; is the number of ships that carry out sea transpor-
tation through the s-th seaport and move to this port (from
the port) on the /-th recommended route per day; P, is the
probability that ships will not be hit by naval mine weapons
while moving along the /-th recommended path; P, is the
probability of damage to vessels moving along the /-th recom-
mended route from the actions of underwater diversionary
forces and devices (UDFD) in the port.

To create a mine hazard, the enemy can use sea floating
mines on the routes of passage of ships and sea mines of other
types on the app P, =P, , P, , roach channels to ports, the
value of P,y becomes.

Py, =B Pyl (19)
where P, is the probability of not being damaged by ships mov-
ing along the /-th recommended path during their movement
to the approach channel to the port.

P”‘h is the probability of not being hit by naval mine wea-
pons of ships moving along the [-th recommended path during
their movement along the approach channel to the port.

The value P,, can be calculated by the expression:

B = Poi Fosn» (20)
where P’ - is the probability of detection by vessels of sea
floating mines while moving along the /-th recommended path;
Py, is the probability of ships evading detected sea floating
mines while moving along the /~th recommended path.

Taking into account the fact that the detection of floating
sea mines on the ship’s path involves a one-time inspection by
the observer of its location and the speed of the mine is not
equal to zero, the value P}, can be calculated by the expression:

pept

=1-e 0 (21)

2D,V by

P,
where D, is the detection range of a sea floating mine while
the ship is moving along the /-th recommended path, miles;
V., is the average speed of the relative movement of the ship
and the sea floating mine while moving along the /-th recom-
mended path, nodes; ¢, is the time of survey by a vessel of
the area for the purpose of detecting sea floating mines while
moving along the /-th recommended route, hours; S, is the
area of the area surveyed during the movement of the vessel
along the i-th recommended route, miles?.

The value Py, is a probabilistic value, but it acquires
discrete values (0 or 1) and depends on the ability of the ship
to make a safe maneuver in time to avoid a sea floating mine
and can be calculated by the expression:

. {1, if g,>Aq,

22
“m10,otherwise, @2

where ¢; is the turning angle of the vessel during evasion of
a sea floating mine; Aq is the angle between the direction

to the target and the set point of divergence with the sea
floating mine.
The value of Ag can be calculated by the expression:

. R
Ag = arcsin—-,

nm

(23)

where R is the distance of safe separation from a sea floating
mine, kbt; D,,, is the distance to the sea floating mine, kbt.
The value of R can be calculated by the expression:
R=D +A,+V, 1, (24)
where D, is the width of the response band of the sea floating
mine to the physical fields of the ship, kbt; A; is the margi-
nal error of the relative position of the maneuvering vessel;
V,m is the speed of sea floating mine, high school; ¢ is the reac-
tion time from the moment of detection of a sea floating mine
to the beginning of the maneuver of the vessel to avoid it, min.
The value of A; can be calculated by the expression:

A, =3A*+ A2,

where A? is the mean squared error of the ship’s position;
A’ is the mean square error of the sea floating mine location.

The value P”'f;f the probability of not damaging ships
while moving along the approach channel after conducting
mine countermeasures by the Navy is equal to the given
probability of detecting sea mines on the approaches to the
ports by the Navy.

The value of Py, the probability that vessels will not be
damaged by the actions of the UDFD, can be implemented
according to the mathematical relationship:

(25)

p, =1-(1-p,)",

uspy

(26)

where P, is the probability of detecting sabotage forces and
devices of the enemy in the area of the seaport to which the
ships are moving along the /-th recommended route, upon
its one-time inspection by the designated forces of the Navy;
m is the number of completed surveys of the district.

The value P, is calculated by the formula:

P, =minip, a1
ds, = I £ So,, )

where P, is the probability of detecting sabotage forces and
devices of the enemy in the area to which the ships are mov-
ing along the /-th recommended path (while searching using
technical search devices that are selected from the form and
while using visual devices is 0.8); S, is the area to which the
vessels move along the [-th recommended route and which is
surveyed by the designated forces of the Navy, m% S, is the
given area to which vessels move along the /-th recommended
route and which is subject to survey, m?

The value of Kj,, which takes into account the loss
of time by vessels during the passage, can be calculated by
the expression:

(27)

‘ _ 2%
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(28)

where M,, is the mathematical expectation of the time spent
by vessels moving along the /-th recommended route through



areas dangerous for navigation due to floating mines, hours;

M,, is the mathematical expectation of the time spent by
ships, as a result of waiting for the Navy to carry out mine
countermeasures in the approach channel to the seaport,
during which the movement of merchant ships is not carried
out, hours; ¢, is the additional time spent by vessels to bypass
sea areas temporarily closed to navigation or areas dangerous
for navigation due to sea mines, while moving along the
[-th recommended route, hours; 4, is the time during which
ships are prohibited from moving to ports (from ports) along
the /-th recommended route, hours.

The value M,, will be equal to the sum of the time of navi-
gation twilight (the time when the safe movement of ships
through areas dangerous for navigation due to sea mines is
impossible). The second component of time is the mathema-
tical expectation of the time that vessels will spend after the
end of navigation twilight due to the need to reduce their
speed in case of poor visibility due to weather conditions (fog,
precipitation, etc.).

Considering the specified value M,,
by the expression:

D (V Vb“’i )

buw,

can be determined

M, =t, + (29)

where ty is the time of navigation twilight, hours; Dy is the
length of the route of the movement of vessels along the /-th
recommended path through areas dangerous for navigation
due to sea floating mines, miles; Vi, is the speed of movement
of ships along the /-th recommended route in the absence of
mine danger, nodes; V,,, is the speed of movement of ships
along the [-th recommended route in case of deterioration
of visibility due to weather conditions, university; B, is the
probability of deterioration of visibility on the route of the
passage of vessels along the /-th recommended path due to
weather conditions.

The value B, , the probability of deterioration of visibi-
lity on the route of passage of vessels due to weather condi-
tions will depend on:

— meteorological characteristics of the area and taking
into account the value of the average annual number of
cloudy days (cloudiness of 8—10 points);

— the average annual frequency of fogs and the average

annual number of days with precipitation.
To determine the value M, 150, mathematical expectation
of time, it is necessary to take into account the order of
execution of relevant actions and measures (sequential, si-
multaneous).

Considering the specified value M, with the consistent
implementation of anti-mine actions and anti-sabotage mea-
sures can be determined by the expression:

M

o =M, +M,, (30)
where M, is the mathematical expectation of the time re-
quired to conduct mine countermeasures on the approach
channel to the seaport, along which vessels moving along the
[-th recommended route enter the port (exit from the port)
determined by the order of the Navy forces, hours; M , is the
mathematical expectation of time for carrying out measures
determined by the order of the Navy forces regarding the
survey of the underwater part of hydrotechnical structures in
the seaport area and the underwater part of the hulls of ships
that were moving along the /-th recommended path, hour.

The value M,, with the simultaneous execution of ac-
tions and measures can be determined by the expression:

M

tsa;

=max{M,, M, }. (31)
The value calculation M, , the mathematical expectation

of time for conducting mine countermeasures by the Navy on

the /-th approach path with a given probability of detecting

sea mines (P,,;;=0.95) and the allocated force can be carried

out according to the following mathematical dependencies:
—in case of search (destruction) of anchor mines:

S
M, =— 32
where §, is the area of the approach channel to the seaport,
along which vessels moving along the /-th recommended route
enter the port (exit from the port), on which the search (de-
struction) of sea mines is carried out by a mine-clear-
ing ship (a mine-clearing device, a mine-clearing trawler
group), miles’; W is the productivity of a mine counter-
measures ship (mine countermeasures, mine counter trawl
group) for searching and destroying anchor mines, miles?/h;
N ;) is the number of anti-mine ships (mine anti-mine de-
vices, anti-mine trawling groups) that carry out the task of
finding (destroying) anchor mines; P, is the probability of
combat effectiveness of anti-mine weapons of an anti-mine
ship (mine anti-mine device, anti-mine trawl group);
— in case of search (destruction) of bottom mines:

S,
M, % 33
mey Wh(t)N ( )

Lo
where W,” is productivity of a mine countermeasure ship (mine
countermeasures, mine counter trawl group) for searching and
destroying bottom mines, miles?/h;
— in case of sequential search (destruction) of anchor and
bottom mines:

s,
M, = ,

mC/ a b :
W
W) )T

The value of magnitude

(34)

P, can be determined by the ex-

pression:
})cr, Kfr, Rfo] Pua, Pf, (35)
where K, is the coefficient of combat readiness of trawl,

seeker; Pt/" is the probability of trouble-free operation of
the trawl (seeker) during the implementation of mine
countermeasures; P, is the probability of error-free ac-
tions of the personnel during the implementation of mine
countermeasures; P is the probability of failure of the
trawl (seeker) in the event of the explosion of one mine in
the trawl (seeker).

Calculation M,,, the mathematical expectation of time
for carrying out measures determined by the order of the
Navy forces regarding the survey of the underwater part of
hydrotechnical structures in the seaport area and the under-
water part of ship hulls is described:

Sm

1
i vaP’

uly Yul; ™ ¢

(36)



where §,, is the given area of the seaport, into which the
ships move along the /-th recommended route and which is
subject to inspection by the combat swimmers of the unit to
fight against UDFD, m?; m is the given frequency of survey-
ing the water area of the seaport; N, is the number of groups
of combat swimmers of the unit to fight against UDFD,
which are involved in carrying out the tasks of surveying the
water area of the seaport; w,, is the width of the strip sur-
veyed by one group of combat swimmers of the unit to fight
against UDFD on one tack while surveying the water area
of the seaport area, m; v,, is the average search speed while
surveying the water area of the seaport, m/min; P, is the
probability of combat effectiveness of anti-submarine and
sabotage equipment.

In order to reduce the time for vessels to go around sea
areas temporarily closed to navigation or areas dangerous
for navigation due to sea mines while moving along the
[-th recommended path, it is necessary to determine the most
profitable (shortest route) of their movement D,, . In the
future, it makes it possible to find meaning Ly additional
time spent by ships to bypass sea areas temporarily closed
to navigation or areas dangerous for navigation due to sea
mines while moving along the /-th recommended path, ac-
cording to the following expression:

Mjf DM, >D,,,
bey = » (37)
0,if D,, <Dy,
where D)y is the length of the shortest route for vessels to by-
pass dangerous (potentially dangerous) sea areas in the mari-
time operational zone (the area where the Navy performs the
tasks of protecting economic activity at sea) while moving
along the [-th recommended path, miles; Dy, is the length of
the route of the movement of vessels in the maritime opera-
tional zone while moving along the /-th recommended path in
the absence of enemy actions to prevent maritime transport,
miles; V,, is the average speed of the movement of ships on
the sea crossing along the /-th recommended route, nodes:
1. The value Z,, the time during which ships are prohi-
bited from moving to ports (from ports) on the /-th route
depends on the situation in the maritime operational zone at
the moment.
Thus, taking into account (15)—(37), expression (14) will
have the following form:

S 24
22RM,
M 24+ M, +M,, +,, 1,
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Step 8. Calculation of the mathematical expectation of
prevented damage to economic activity during the imple-
mentation of each task of protecting the economic activity

of the state at sea.

Calculation of value M,,; is calculated by the expression:

M (39)

PLj = N PROjQRCCj Cij
where Cpj is the value of the economic activity that was
subject to protection during the performance of the j-th
task of protecting economic activity at sea by using the for-
ces (troops) of the Navy, j=1, J.

The value of the partial indicator Q. for the tasks of the
forces (troops) of the Navy, not related to the protection of
sea transportation, is equal to 1.

Step 9. Determination of the degree of protection of
the economic activity of the state at sea by the use of for-
ces (troops) of the Navy in conditions of hybrid actions of
the enemy by the chosen method.

Determination of the degree of protection of the econo-
mic activity of the state at sea by the use of forces (troops)
of the Navy in the conditions of hybrid actions of the enemy
is calculated according to the expression:

J
ZMPL]'
Spr( ay=7——100%,
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v

(40)

=t

where Spr(pa) is the degree of protection of the economic
activity of the state at sea by the use of the forces (troops)
of the Navy in the conditions of hybrid actions of the enemy,
measured from 0 (the task is not completed) to 1 or 100 % (the
task is completed in full, within the set time); Mp;; is the ma-
thematical expectation of avoided damage to economic activity
during the performance of the j-th task of protecting economic
activity at sea by the use of Navy forces (troops), j=1, /.

Step 10. Determination of costs of material and technical
resources for the execution of tasks by the forces (troops) of
the Navy in the chosen way.

2. Determination of costs of material and technical re-
sources for the execution of tasks for the execution of tasks
by the forces (troops) of the Navy by the chosen method of
Byrp, can be determined by the formula:

(41)

where Bypg;j is the consumption material and technical
resources of the n-th ship (aircraft, unmanned aerial ve-
hicle, unmanned surface vehicle, etc.) during the j-th task
of protecting the economic activity of the state at sea in
conditions of hybrid actions of the enemy, n=1,N, j=1,],
calculation units; Byg; is the expenditure of material and
technical resources to support the n-th ship during the
Jj-th task of protecting the economic activity of the state at
sea in the conditions of hybrid actions of the enemy, where
n=1,N, j=1, ], calculation units.

Step 11. Choosing the best (rational) method of using
the forces (troops) of the Navy in accordance with the selec-
ted criterion.

After defining the S, ,,, values of the various ways of
performing tasks by the forces (troops) of the Navy, which
were considered during the planning of their implementa-
tion, one of them is chosen that meets the selected criterion.

Using efficiency criterion, it is expedient to determine
the maximum level of the values of the degree of protection
of the economic activity of the state at sea by the use of the
forces (troops) of the Navy in the conditions of hybrid ac-
tions of the enemy:

0,1 MaxSp ), 0 €R, (42)
where v, is a certain 7~th option chosen from the set R of
acceptable variants of the composition and order of use of
forces (troops) of the Navy during the execution of the tasks



of protection of the economic activity of the state at sea,
which are under consideration, in the conditions of hybrid
actions of the enemy; R is a set of options for the composi-
tion and order of use of forces (troops) of the Navy during
the implementation of the tasks of protecting the economic
activity of the state at sea, which are under consideration,
in the conditions of hybrid actions of the enemy.

The limitations are the amount of resources (allocated for
tasks or such that does not exceed the value of the economic
activity subject to protection).

The end of algorithm.

5.2. An example of the application of the proposed
improved method while evaluating the effectiveness of
execution by the forces (troops) of the Naval Forces

An improved method for evaluating the effectiveness of
the methods of task performance by the forces (troops) of the
Naval Forces during the performance of the tasks of protect-
ing the economic activity of the state at sea in the conditions
of the enemy’s hybrid actions is proposed.

A comparison of the proposed method with works [6, 7]
was carried out. The task to be solved was to assess the
effectiveness of the Navy’s forces (troops) in carrying out
navigation protection tasks in the Black Sea operational zone
in «hybrid» conditions during the functioning of the «grain
corridor» (Fig. 3).
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Fig. 3. Scheme of operation of the «grain corridor»

The period from 01.01.2023 to 31.01.2023 was chosen for
simulation. The raw data is taken into account according to
agreements between Ukraine, Turkey and the UN, Turkey,
the UN and the Russian Federation regarding the safe export
of agricultural products from Black Sea Ukrainian ports.
It is taken into account requirements of Memorandum

regarding navigation along the approach corridor to the
ports of Ukraine (Chornomorsk, Odesa, Pivdennyi):

— a grain is exported from three designated ports: Odesa,
Chornomorsk and Pivdenniy;

— the movement of vessels to/from all designated ports is
carried out along the designated «grain corridors;

— it is assumed that the enemy does not damage commer-
cial ships and ports involved in the functioning of the «grain
corridory;

— the humanitarian corridor is controlled remotely by
the parties, therefore warships, planes and unmanned aerial
vehicles cannot approach the «grain corridor» closer than the
distance agreed by the Joint Coordination Center.

Having calculated the value of the degree of protection
of the economic activity of the state at sea by the use of for-
ces (troops) of the Navy in accordance with the works [6, 7],
taking into account the specified conditions, a value of 100 %
was obtained, which does not correspond to the real situation.

At the same time, while conducting a comparative assess-
ment with works [6, 7], it was established that the proposed
method additionally takes into account:

— the presence of a mine hazard on shipping routes due to
the enemy’s use of floating sea mines;

— the actions of underwater diversionary forces and devic-
es on the approaches to ports in the water area of the ports;

— hydrometeorological conditions of the area, etc.

— causing indirect damage to sea transportation through the
enemy’s creation of special conditions on the shipping routes.

Taking into account the specified additional conditions
and factors of the specified factors in the proposed me-
thod allowed:

— to take into account the infliction of indirect damage
by the enemy by sea transportation;

— to determine the value of the mathematical expectation
of the avoided loss and, subsequently, the value of the main
indicator, the degree of protection of the economic activity of
the state at sea by the use of the forces (troops) of the Navy
in the conditions of the enemy’s hybrid actions.

A comparison of the method from the works [6, 7] ac-
cording to the criterion of mathematical expectation of the
avoided loss of economic activity at sea showed that the
profit from the proposed approach is from 25 to 40 %.

6. Discussion of the results of improving the assessment
method of the effectiveness of the ways of performing
tasks by the Naval Forces

It is advisable to use the mentioned research at the stage
of planning the protection of the maritime economic zone
of the state using the forces and devices of the Navy. At the
stage of planning measures to protect the maritime economic
zone of the state, the proposed approach allows:

— to calculate the necessary number of forces and devices
of the Navy, which must be involved in the protection of
the maritime economic zone;

— to determine the possible damage to the state economy
from the enemy’s hybrid actions at sea;

—to plan measures to protect the maritime economic
zone of the state using the forces and devices of the Navy.

The limitations of the research are the need to have an
initial database on the state of the naval operations zones,
the need to take into account the time delay for the collection
and proving of information from intelligence sources.



The advantages of the proposed method are the following:

— additionally to take into account the factors that affect
the adequacy and reliability of the evaluation of the effective-
ness of the ways of performing tasks by the forces (troops)
of the Navy;

—to take into account the dependence of the amount
of mediated damage by sea transportation on the actions of
the enemy (15)—(18);

— to take into account the influence of demonstration ac-
tions by the forces (troops) of the Navy and the use of simu-
lation tools on the effectiveness of task performance (Step 3,
expressions (6)—(11));

—to take into account the existing threats to objects
conducting economic activity at sea in the conditions of
hybrid actions, in particular, the enemy’s use of attack un-
manned aerial vehicles and unmanned maritime robotic sys-
tems (Step 2).

The main advantages of the proposed method are:

— it has an extensive system of evaluation indicators,
which allows to fully and comprehensively evaluate the effec-
tiveness of the use of forces and devices of the Navy;

— unambiguity of the received assessment of the econo-
mic security of the state at sea;

— the possibility of working with different sizes;

— the possibility of adding new indicators to the system.

The disadvantages of the proposed method include:

— the failure to take into account the reliability of in-
put data;

— the lack of possibility of training databases on the state
of economic security of the region.

This method will allow:

— to determine the composition of the forces and devices
of the Navy to ensure the economic security of the region;

—to determine the effectiveness of countering hybrid
threats by the forces and devices of the Navy.

The research is a further development of the researches
on the assessment of the security of the maritime economic
zone of the state [6, 7], taking into account the works [8—16].

It is advisable to use the proposed method to solve the
problems of developing methods of performing tasks and
choosing the optimal method of using the forces (troops) of
the Naval Forces under the given conditions of the situation
in the course of operational planning.

The directions of further research should be aimed at ex-
panding the system of indicators for evaluating the effective-
ness of the use of forces (troops) of the Military and Naval
Forces in countering hybrid threats at sea.

7. Conclusions

1. The algorithm for the implementation of the method
for evaluating the effectiveness of the methods of task perfor-
mance by the forces (troops) of the Naval Forces during the
performance of the tasks of protecting the economic activity
of the state at sea in the conditions of hybrid actions of the
enemy has been defined, which allows:

— additionally to take into account the factors that affect the
adequacy and reliability of the evaluation of the effectiveness of
the ways of performing tasks by the forces (troops) of the Navy;

— to take into account the dependence of the amount of me-
diated damage by sea transportation on the actions of the enemy;

— to take into account the impact of conducting demon-
stration actions by the forces (troops) of the Navy and the use
of simulation tools on the effectiveness of task performance;

— to take into account the existing threats to objects con-
ducting economic activity at sea in the conditions of hybrid
actions, in particular, the enemy’s use of attack unmanned
aerial vehicles and unmanned maritime robotic systems.

2. An example of the use of the proposed improved me-
thod is given. The evaluation of effectiveness was carried out
during the execution by the forces (troops) of the Naval For-
ces of navigation protection tasks in the Black Sea operational
zone in <hybrid» conditions (evaluation of the effectiveness of
the use of forces (troops) of the Navy during the functioning
of the «grain corridor». The specified example showed an
increase in the accuracy of the assessment by 25-40 % due to
consideration of additional conditions and factors.
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