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Secure data exchange in the control sys-
tem of unmanned aerial vehicles (UAVs) is 
an important aspect for preventing unau-
thorized access and safety of aerial vehicles. 
Given the problems of automatic dependent 
surveillance-broadcast (ADS-B) data pro-
tection, the safety level of UAV flight tasks 
and air traffic in general is significantly 
reduced. Therefore, the protection of ADS-B 
data is an urgent task. The object of the 
study is the process of steganographic pro-
tection of ADS-B format data. A relevant 
problem of estimating the probabilistic time 
characteristics of the steganographic pro-
tection process is solved, taking into account 
the features of data embedding in the ADS-B 
format container. To solve it, a mathemat-
ical formalization of the methods of find-
ing probabilistic-temporal characteristics of 
steganographic systems was carried out.  
A model of steganographic data transforma-
tion operations based on the Chinese remain-
der theorem has been built. The main dif-
ference of the model is taking into account 
the features of the ADS-B format data. This 
made it possible to formalize and evaluate 
the time functions of steganographic encod-
ing and decoding of UAV identifiers with an 
integrated ADS-B system. A model of ste
ganographic data transformation operations 
based on the finite integral ring theorem has 
been constructed. A list of operations per-
formed in the developed algorithm has been 
compiled. This made it possible to carry out 
mathematical formalization of operations for 
complex use in the model of steganographic 
protection of UAV identifiers with a built-in 
ADS-B system. The mathematical model was 
studied and the estimation of the random 
value of the time of steganographic trans-
formation of data, as well as the confidence 
interval, was performed. With the help of the 
reported set of models, it is possible to esti-
mate the probability of the algorithm’s exe-
cution time falling within the given interval. 
The results of the calculation of probabi-
listic-time characteristics could be used in 
models of a higher level of the hierarchy
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1. Introduction

Features of steganographic protection make it pos
sible to hide the fact of data processing and transmission 

from intruders and, thereby, to meet the requirements for 
confidentiality and integrity of information. However, 
the constant increase in the intensity of malicious actions 
requires a reasoned choice of methods, techniques, and 
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means of data protection, as well as an increase in their 
effectiveness.

One of the possible ways to assess the quality of the 
applied methods and increase their effectiveness can be the 
process of mathematical formalization of steganographic 
protection. Mathematical modeling describes the process of 
steganographic protection and makes it possible to study and 
analyze it in order to improve the main characteristics and  
security indicators. Modeling helps explore various attack 
scenarios, evaluate the stability of steganographic methods, 
and calculate the most important probabilistic-time cha
racteristics. In particular, detection probability, detection 
time, encoding and conversion time, etc. can be analyzed. In 
addition, mathematical modeling can help in determining the 
optimal parameters for using steganography in specific situ-
ations in practice. This may include choosing effective stega
nography algorithms, choosing optimal hidden data sizes and 
formats, and determining the required degree of nesting.

Such a task is especially relevant in practical applications 
of real-time systems, where the estimation of time parameters 
comes to the fore. One of such practical examples of the use of 
steganographic protection methods is the secure information 
exchange in the UAV flight control system with ADS-B (Auto-
matic Dependent Surveillance-Broadcast) format signal data.

The UAV flight control system uses methods and tech-
nologies for data transmission between UAVs and ground sta-
tions through ADS-B signal data [1, 2]. ADS-B signal data is 
used in the aviation industry to share information about the 
status and other parameters of aircraft. Secure data exchange 
is an important aspect to prevent unauthorized access and 
ensure the safety of the air traffic management system.

Secure ADS-B data exchange is a multi-factorial pro-
cess. The components of the process can be data encryption, 
authentication, and authorization, steganographic process-
ing, and data hiding. Elements such as data integrity control, 
physical security, etc. can also be components.

The evaluation of probabilistic-temporal characteristics 
will make it possible to determine the influence of the main 
parameters of UAV steganographic data processing on the level 
of information protection. This, in turn, will allow optimizing 
process parameters taking into account safety requirements.

Therefore, the issue of adequate assessment of probabi-
listic-temporal characteristics of the process of protected 
information exchange in the UAV flight control system with 
ADS-B signal data is relevant. Solving this issue will improve 
the level of data protection of the ADS-B format.

2. Literature review and problem statement

There are several approaches to protecting ADS-B data. 
For example, work [3] presents an analytical report, the pur-
pose of which is to represent innovative ideas in the field of 
security of ADS-B technology. The work indicates possible 
ways to increase security and ensure confidentiality using 
symmetric and asymmetric encryption mechanisms. However, 
the review nature of the article makes it possible to present  
a general picture of the problem but does not make it possible 
to evaluate the characteristics and safety indicators in practice.

In [4], a cryptographic method of data protection in the 
ADS-B format is considered. A characteristic feature of the 
protection method proposed in the paper is the blockchain 
encryption key management scheme. As the authors have 
shown, this could increase the level of data protection. How-

ever, the time costs of performing cryptographic protection 
operations in the proposed method were not analyzed. There-
fore, there are reasonable concerns about the possibility of 
using the proposed method in real time.

Article [5] presents the classification of UAV cyber 
threats with a built-in ADS-B system. A generalized assess-
ment of cryptographic protection methods adapted to solv-
ing the problems of improving the security of UAVs with an 
integrated ADS-B system is also given. The authors of that 
article indicated the possibility of using steganographic data 
protection in the ADS-B format. However, specific ways of 
implementing this task, the possibilities of assessing probabi-
listic-time characteristics, as well as the use of these methods 
in real time, were not presented.

In a number of works, steganographic methods of real- 
time data protection have been developed and implemented. 
So, for example, work [6] reports a hardware solution for 
discrete cosine transformation of steganographic hiding of 
secret communication data, which was named Crypto-Stego-
Real-Time (CSRT) System. However, the authors of the 
article did not provide the format of the processed data and 
the requirements for them. This reduces the practical value 
and leaves questions about the possibility of using this deve
lopment for the protection of ADS-B format data.

Work [7] proposed a hidden communication technology 
taking into account real-time requirements based on audio 
steganography methods. The article discusses the possibili-
ties of estimating probabilistic characteristics, for example, 
SNR or BER values. However, temporal characteristics are 
not investigated in the article. Also, the audio data format 
differs from the ADS-B format. And this factor must also be 
taken into account in further development.

Article [8] reports the research results of direct spectrum 
expansion technology for hiding data in an audio container. 
The work highlights the advantages of using this technology 
to ensure data security. The result of the work is a conclu-
sion about the expediency of using the technology of direct 
spectrum expansion when hiding data to the ADS-B format 
container. This will increase the level of security under time 
constraints. However, in order to substantiate this fact and 
expand the capabilities of existing steganographic protection 
methods, it is advisable to conduct mathematical modeling. 
This will make it possible to estimate the probabilistic time 
characteristics of the steganographic protection process us-
ing this technology.

Article [9] describes a model approach to the evaluation 
and selection of probabilistic UAV flight characteristics for 
use as a key service in smart cities. A comprehensive ap-
proach to assessing and ensuring the reliability of UAV fleets 
is proposed, including a methodological framework, model-
ing based on queuing theory, and practical recommendations. 
At the same time, the article does not pay attention to the es-
timation of input parameters. This fact is a limitation for the 
use of this modeling approach in describing the protection of 
ADS-B steganographic data.

Paper [10] presents a model of the ADS-B data transmis-
sion process of an unmanned aerial vehicle in a steganogra
phic system using direct spectrum expansion technology. Its 
purpose is to improve the safety of unmanned aerial vehicles 
with a built-in ADS-B system. In the article, a scheme for 
ADS-B data transmission of an unmanned aerial vehicle in 
a steganographic system using the technology of direct spec-
trum expansion is developed. The main security properties, 
indicators and security characteristics of the ADS-B format 
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information signal are also formulated. A generalized model 
of ADS-B data transmission of an unmanned aerial vehicle 
has been built. At the same time, the work requires further 
mathematical formalization, which will allow the following:

– to explore various attack scenarios;
– to evaluate the stability of steganographic methods;
– to calculate the most important probabilistic-time 

characteristics.
Thus, generalized models are used to assess the main 

characteristics and indicators of the steganographic data 
protection process. But generalized models do not take into 
account the peculiarities of the operation of ADS-B techno
logy for unmanned aerial vehicles. This leads to unacceptable 
errors when evaluating the characteristics and indicators of 
the data protection process. Therefore, when modeling, it 
is necessary to focus on the features of the functioning of 
ADS-B technology for unmanned aerial vehicles. But today 
there is no such model. Therefore, the unsolved problem is 
the lack of a mathematical model of steganographic embed-
ding of the UAV identifier in the ADS-B format data.

3. The aim and objectives of the study

The purpose of this study is to build a mathematical 
model of steganographic embedding of the UAV identifier in 
ADS-B format data. This model will allow adequate assess-
ment of the main characteristics and indicators of the process 
of steganographic data protection.

To achieve the goal, the following tasks were set:
– to formalize the methods of finding probabilistic-time 

characteristics of steganographic systems;
– to build a model of steganographic data transformation 

operations based on the Chinese remainder theorem;
– to construct a model of steganographic data transfor-

mation operations based on the finite integral ring theorem;
– to investigate the mathematical model and estimate the 

random value of the time of steganographic transformation of 
data and the confidence interval.

4. The study materials and methods

The object of our study is the process of steganographic 
protection of ADS-B format data. The work considers only 
those UAVs that have equipment that allows the use of 
ADS-B technology. Such UAVs can independently periodi-
cally emit radio messages containing current flight param-
eters. This allows them to broadcast their exact position in 
space using digital communication channels along with other 
data such as speed, altitude, etc. Quite cheap and small radio 
receivers are used to receive ADS-B data from UAVs. Unlike 
conventional radars, this technology makes it possible to 
work at low altitudes and on the ground. Therefore, it can 
be used to monitor air and ground traffic. This technology 
makes it possible to receive information in real time, both for 
pilots and for controllers.

The tuple Z = áX, G, R, Y, C, Qñ was considered as a sys-
tem of steganographic transformation of ADS-B format data,  
where X and Q are sets of original and transformed identi
fiers, respectively; Y and C are sets of inverse transformations; 
G and R are the set of raw data (containers and data about 
pseudorandom sequences, respectively) for steganographic 
transformation of messages. Multifunctional data transfor-

mation takes place within the algebra with the following 
operations:

1. Weighted summing operation. If in systems Сі, i = 1..q, 
the sets X and Q are equal, then a weighted sum is formed:

S p C p C pq q i
i

q

= + + =
=
∑1 1

1

1 , ,	 (1)

where pi are the probabilities of pre-selection of Сі systems 
during data transformation.

2. Multiplication operation. The product is formed:

H Yi
i

q

=
=

∏
1

,	 (2)

for which a necessary condition is the equality of the set 
of values of the system Yi and the set of definitions of the  
system Yi+1.

Research and assessment of probabilistic-time charac-
teristics were carried out using the computer algebra sys-
tem  MathCad.

5. Results of the construction and research  
of a mathematical model of the process of steganographic 

embedding of the identifier of an unmanned  
aerial vehicle

5. 1. Mathematical formalization of methods for find-
ing probabilistic-temporal steganographic characteristics  
of systems

In the study, the methods of finding probabilistic-time 
characteristics of conversion systems Сі, i = 1,2 were con
sidered. Non-linear theoretical and numerical methods were 
taken as a basis [11, 12]:

– Chinese remainder theorem (system С1);
– theorem on a finite integral ring (system С2).
It is known from works [13, 14] that the Chinese re-

mainder theorem allows solving systems of linear equations 
modulo. If:

x  ≡  a1(mod⋅m1) x  ≡  a2(mod⋅m2) ... x  ≡  an(mod⋅mn),

where m1, m2, ..., mn are pairwise mutually prime numbers, 
then there is a solution to this system:

x  ≡  (a1M1y1+a2M2y2+...+anMnyn) (mod M),

where M = m1m2...mn, M1 = M/m1, M2 = M/m2, ..., Mn = M/mn, 
а y1, y2, ..., yn are solutions of the corresponding equations 
modulo Miyi  ≡  (mod mi).

A steganographic transformation model based on the 
Chinese remainder theorem can be used to embed a message 
in an image. 

At the same time, the algorithm of such transformation 
can be described as follows:

– the initial message is divided into blocks of a fixed size;
– a random number is selected for each message block, 

which is a small public key of asymmetric transformation;
– using asymmetric transformation, each message block 

is encoded using a public key;
– the received coded texts of each message block are 

transformed into numerical residues by modules that form  
a set of numbers {a1, a2, ..., an};
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– the carrier image is also divided into blocks of the size 
of the corresponding message block;

– a random number is selected for each block of the image, 
which is a small private key of asymmetric transformation;

– using asymmetric transformation, each block of the 
image is encoded using the corresponding private key;

– the received coded texts of each block of the image are 
also transformed into residuals by modules that form the 
set {b1, b2, ..., bn};

– for each residue ai and its corresponding residue bi,  
the number xi is calculated, which is the solution of the 
equation modulo: xi  ≡  ai (mod pi), where pi is the selected 
prime number;

– the received numbers xi replace the corresponding 
numbers bi in the image blocks.

It should be noted that the received image is a stegano
graphic container since the rest of the message is enco
ded  in it.

For steganographic extraction of a message from an  
image, the procedure is performed in the reverse order:

– numerical residues from image blocks are extracted;
– the system of comparisons is solved;
– the received numerical remainders are transformed into 

coded message texts, which are decoded using the appro
priate private keys of asymmetric transformation.

This method of steganography based on the Chinese 
remainder theorem is quite complex and requires a lot of 
calculations. Nevertheless, it has some advantages compared 
to other steganography methods:

– the hidden text can be encoded using asymmetric 
cryptography methods, which provides a high level of infor-
mation protection;

– the set of simple numbers used to calculate numerical 
remainders can be chosen randomly, this increases the com-
plexity of the steganographic image;

– unlike other methods of steganography, this method 
does not lead to a significant deterioration of image quality;

– this method also has the property of robustness, that is, 
even if part of the information in the image has been damaged, 
the rest of the information can be successfully extracted.

The model of steganographic transformation based on ex-
ponentiation in the ring of integers [15] uses the mathemat-
ical properties of the ring of integers for covert information 
transmission. This model uses integer ring exponentiation to 
hide the message in the image. Let p and q be two large prime 
numbers such that p∙q >> m, where m is the message length 
in bits. Then one can choose some random number r from 
the ring of integers Zpq. Each bit of the message can then be 
encoded as a power of r in the Zpq ring.

If the i-th bit of the message is equal to 0, then the po
wer  r i corresponding to it will be equal to 1 in the ring Zpq. 
If the i-th bit of the message is equal to 1, then the power r i 
corresponding to it will be equal to r in the ring Zpq. The ob-
tained powers r i can be used to calculate image coefficients. 
To do this, you can choose some subset of image coefficients 
and replace them with values corresponding to powers r i.

To get the hidden message, it is necessary to find these 
coefficients and calculate their powers ri in the ring Zpq.  
The resulting exponents can then be used to reconstruct the 
original message.

Thus, the decoding of the message requires knowledge of 
large prime numbers p and q. Therefore, the method of ste
ganography based on exponentiation in the ring of integers 
provides a high degree of information protection.

5. 2. A model of steganographic data transformation 
operations based on the Chinese remainder theorem

It should be noted that when modeling the processes of 
transmission and steganographic protection of UAV ADS-B 
format data, the internal structure of the container differs 
from the structure of the image.

Among the many structural features of the ADS-B for-
mat, we can highlight those that must be taken into account 
in the further modeling of the steganographic system:

– an ADS-B message consists of two parts: a message 
header and a payload. The message header contains the ser-
vice information necessary for the correct processing of the 
message. The payload contains information about aeronauti-
cal data such as location, altitude, speed, etc.;

– the ADS-B message format is defined by the latest 
specification of the DO-260B standard and consists of two 
types of messages: type 0 and type 1. The type 0 message 
contains information about the position and altitude of the 
aircraft, and the type 1 message contains information about 
the speed and direction of flight;

– ADS-B message format uses information coding in 
binary form;

– the ADS-B format uses integrity check codes (CRCs) 
to detect errors in transmitted data.

Taking into account the structural features of the UAV 
ADS-B format, a model of steganographic data conver-
sion  operations was built based on the Chinese remain-
der  theorem.

Data transformation is carried out on the basis of coding 
by modules of mutually prime numbers m1, m2, …, mk:

Z X G R Y C Q1 1 1 1 1 1 1= , , , , , ,	 (3)

where

C
f c m c m

c m
f

k k

1

1 1 1 2 2
1( ) =

≡ ( ) ≡ ( )
≡ ( )













: mod , mod , ,

mod
,

� � …

�
 

K m mk= { }1, , .

The procedure for determining the vector of the studied 
characteristics f1

1−( ) is carried out using the Chinese remain-
der theorem [13, 14].

Let the numbers As and ′As  can be calculated from the 
conditions:

m m m A mk Q Q1 2, , , , =  A AQ Q Q′ ≡ ( )1 mod .	 (4)

Also, let l A A c A A c A A ck k k0 1 1 1 2 2 2= ′ + ′ + + ′ . Then the set 
of l values satisfying the tuple (3) is determined by the 
comparison l  ≡  l0(mod m1, m2, …, mk). Result (4) is found by  
the formula:

A P mQ Q≡ −( ) ( )−
−1

1

1

x
x mod ,	 (5)

where Px–1 is the numerator of the penultimate correspond-
ing fraction in the Euclid algorithm; x is the number of  
incomplete particles.

The part of the algorithm, which includes the procedure 
for encoding the vector of the studied characteristics f1,  
is performed in a time equal to the time of performing k inte-
ger division operations. The more time-consuming part is the 
decoding of the vector f1

1−( ). The main factor that determines 
the spread of execution time is the random number of integer 
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division operations when calculating the Px–1 value of the 
Euclid algorithm [16].

A simulation model was implemented to determine the 
nature of the change of the investigated vector and random 
variable. In the model, with the help of generators of integer 
random numbers, the values of the division corresponding 
to the 32-bit binary representation were set. The following 
numbers were used as divisors:

1) the set of random integer divisors from 1 to 3990;
2) constant value of the divisor equal to 3989.
The number of conducted experiments is N = 1000.
The random and randomize functions were used. The 

random function was used twice – for the formation of high 
and low levels of a random divisor.

The results of simulation modeling are affected by the 
number of experiments N; the number of digits allocated to 
represent the dividend and the divisor. The option of choosing 
a divider – constant or random, is selected from a given range.

Under the constancy of the chosen conditions and the 
growth of N, the random number of integer divisions in the 
Euclid algorithm is described with increasing accuracy by 
some distribution law.

In the general case, one can use the «random number of 
random terms» scheme. This scheme is a method of generat
ing pseudo-random numbers using the addition of several 
independent random numbers. The process of generating 
pseudorandom numbers in this scheme looks like this:

– Step 1. A random number n is generated – this number 
determines the number of terms that will be used when gene
rating pseudo-random numbers;

– Step 2. A random number is generated for each term 
using a cryptographically reliable random number generator;

– Step 3. All these random numbers are added together, 
forming a pseudo-random number;

– Step 4. If it is necessary to generate another pseudoran-
dom number, the process of step 2 is repeated.

Our studies have shown that this pseudorandom number 
generation scheme is quite reliable and safe. It uses cryp-
tographically secure random number generators and indepen-
dent random numbers for each term. The current paper pro-
poses to use the «random number of random terms» scheme 
with the characteristic function ϖ(ς) = A(j(ς)). Here, j is 
the characteristic function of the execution time of integer 
division, and A is the generating function of the number of di-
visions. From the value of ϖ(ς), it is possible to determine W –  
the function of the execution time of the Euclid algorithm.

According to the results of the experiments, it can be 
noted that in most cases the hypothesis about the validity of 
the normal distribution of the random value of the execution 
time of the integer division algorithm was confirmed. Taking 
into account the hypothesis about the validity of the normal 
law of the distribution of the execution time of the Euclid 
algorithm, the model (empirical) values of the mathematical 
expectation a and variance a were determined. Partially, the 
results of the study for two variants of the implementation of 
the simulation model: with random dividers or with a con-
stant divider of 3989 are given in Table 1. With fixed values of 
mathematical expectation and dispersion, the execution time 
of the integer division algorithm was fixed for each run, which 
was compared with the corresponding theoretical value.

The reliability of the hypothesis was tested by the well-
known method according to the χ2-Pearson test. In the re-
search process, the number of degrees of freedom was chosen 
equal to seventeen. The simulation results confirmed the 

hypothesis about the plausibility of the estimate with a sig-
nificance level of a = 0.95.

Table 1

Comparison of the theoretical and experimental execution 
time of the integer division algorithm

Random divisors from 1 to 
3990, the value of mathematical 

expectation a = 7.15 and vari-
ance s2 = 4,4

Constant divisor 3989, the value 
of mathematical expectation 

a = 8.5 and variance s2 = 4

Experimental 
values

Theoretical 
values

Experimental 
values

Theoretical 
values

0.07 0.029 0.084 0.01

0.031 0.045 0.099 0.095

0.088 0.065 0.075 0.101

0.025 0.071 0.094 0.082

0.028 0.089 0.1 0.08

0.047 0.076 0.049 0.1

0.069 0.09 0.1 0.079

0.051 0.045 0.1 0.1

0.09 0.048 0.013 0.098

0.086 0.058 0.05 0.091

0.09 0.091 0.098 0.051

0.08 0.077 0.048 0.101

0.047 0.078 0.064 0.047

0.054 0.083 0.079 0.1

0.047 0.061 0.078 0.079

0.089 0.018 0.028 0.079

0.053 0.088 0.069 0.086

0.019 0.091 0.1 0.1

2.584e-3 0.086 0.045 0.081

0.012 0.084 0.093 0.082

χ2 = 3.4 χ2 = 4.5

The value of Px–1 is found by performing the iterations 
Ps = qsPs–1+Ps–2 in the Euclid algorithm. The execution time 
of one step t(1) can be represented as a set of times:

t t t t t1
1 2 3 4

( ) = + + + ,	 (6)

where t1 is the time of performing a complete division ope
ration; t2 is the time of the multiplication operation; t3 is the 
time of the addition operation; t4 is the time of performing the 
analysis and sign change operation.

The value t(1)is taken as the unit of measurement in our 
paper. At the same time, the distribution of the random 
value of the calculation time Px–1 is described by a normal 
law with the parameters of mathematical expectation a and 
variance s2. The increase in the accuracy of the simulation 
results can also be attributed to the consideration of the solu-
tion time of the comparison of the first degree of finding AQ. 
That is, the time t mod of performing the operation of calcu-
lating mod mQ was taken into account, where t mod = t1/t(1).

For the mathematical formalization and estimation of 
the equivalent W-function of the decoding time, we shall 
use the two-way Laplace transform from the density distri-
bution of the random value of the execution time of elemen-
tary operations [17]. This transformation is the basis of the 
Chinese remainder theorem. The results of these studies are 
given in Table 2.
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Table 2

Results of studies of the function of moments 	
of distribution of a random variable of the time of execution 

of elementary operations

No. Elementary operations Functioning of moments

1 Calculation AQ (k times) e
k

t
s k sa

τ
s+





+1 2 20 5.

2 Calculation ′AQ  (k times) W s eE
C k k

t
s

1

22( ) −( )( ) = τ

3 Calculation A A AQ Q Q′  (k times) W s eE
C ks

t
1

22
( ) ( ) = τ

4 Calculation m1, m2, …, mk W s eE
C

t
s

1

2( ) ( ) = τ

5 Calculation l0 W s eE
C

k t
s

1

31
( )

−( )
( ) = τ

6 Calculation l0 W s eE
C

t
s

1

1( ) ( ) = τ

Since the execution time of operations is described by 
independent random variables, the equivalent W-function 
of the decoding time based on the Chinese remainder theo-
rem W sE

C1( ) ( ) is defined by the expression:

W s eE
C

k
k t k t k t

s k s

1

1
2

2 3 2 2
1 1 1

0 5
( )

+
+( ) + +( ) + −( )











+

( ) =
a

τ
s.

.	 (7)

Formula (7) makes it possible to evaluate the equivalent 
W-function of the decoding time using the two-way Laplace 
transform.

Therefore, a model of steganographic data conversion 
operations was built based on the Chinese remainder theo-
rem, which takes into account the structural features of the 
ADS-B format for UAVs.

5. 3. A model of steganographic data transformation 
operations based on the finite integral ring theorem

Taking into account the structural features of the UAV 
ADS-B format [5, 10] made it possible to put forward a hy-
pothesis: steganographic coding and decoding of ADS-B data 
can be performed on the basis of transformations:

Z X G R Y C Q2 2 2 2 2 2 2= , , , , , , 

where

C
f A M

f c M M
f

2

2

2

2( )
−

=
≡ ( )

≡ ( ) ≡ ( )( )









: mod ,

: mod , * mod



 



ε

γ
jγ ε




;

ε j, ;M( )( ) = 1  j M( ) is the value of the Euler function from the 
module M.

The key data of the steganographic transformation can be 
defined by expressions:

K M K M K K K2
1

2
2

2 2
1

2
2( ) ( ) ( ) ( )= { } = { } = ∪ε γ, , , , .	 (8)

The steganographic transformation (7) is based on the 
well-known propositions of Euler’s and Fermat’s theorems. 
This transformation can be described as follows. When cal-
culating the exponent for encoding the UAV ADS-B format 
message, the exponent ε is set. A steganographic coded mes-
sage is described by the expression с  ≡  lε(mod M). Message 
recovery is performed according to the expression cγ(mod M). 
At the same time, it can be seen that in the functional (10), 

the multiplicative inverse element γ is used. This element is 
determined according to the formula: γ*ε  ≡  l(mod j(M)). The 
given equation modulo has a solution if (ε,j(M)) = 1.

The following procedure is used to calculate the equation 
modulo ς  ≡  xn(mod M) [18, 19]. Let n be represented in bina-
ry notation of the form:

n d d d dw w w
w= + + + +− −

0 1
1

2
22 2 2  ,

where d0 = 1, dj  = 0 (j ³ 1). 
Then, if S0 = d0 = 1 and Sj+1 = 2Sj+dj+1, then Sw = n. By hy-

pothesizing that ς j
Sx Mj≡ ( )mod , we obtain the following:

ς ς ς0 1
2 1= ≡ ( )+

+x x Mj j
d j; mod  and ς ς≡ ( )w Mmod .

Let’s apply the finite integral ring theorem. Then, to find ζ, 
it is sufficient to make one reduction to the square and no 
more than one multiplication by x at each of the log2n steps 
of its execution. Since log2n   <    <   n, it can be claimed that the 
presented algorithm meets the requirements for the speed of 
the steganographic data encoding process.

The list of operations performed in this algorithm is given 
in Table 3.

Table 3
List of algorithm operations

Name of the operation Probability Functioning of moments

Multiplication by ζ 1 e t s2 τ( )

Multiplication by х 0.5 e t s2 τ( )

Determining mod M 1 e t s1 τ( )

It should be noted that the moment function in Table 3 
is represented on the assumption that a uniform distribution  
is selected for all elementary operations of Table 3.

The operations «multiply by ς» and «multiply by x» are 
performed w times, and the operation «determining mod M» 
is performed once. Therefore, the equivalent W-function for 
the algorithm of power remainders W sE

R2( ) ( ) is equal to:

W s e eE
R

wt t s wt t s

2

2 1 2 1

0 5 0 5
2

( )
+( ) +( )

( ) = +. .τ τ 	 (9)

Thus, a mathematical model of the process of stegano-
graphic embedding of the UAV identifier into ADS-B format 
data has been built. The model is based on the Chinese re-
mainder theorem and the finite complete ring theorem. The 
modeling process took into account the features of the UAV 
ADS-B message format.

It should be noted that the considered model could be 
the basis for the implementation of various steganographic 
protection systems.

5. 4. Investigating the mathematical steganographic 
model of the protection of the identifiers of the unmanned 
aerial vehicle

The method of graphical evaluation and analysis (GERT, 
Graphical Evaluation and Review Technique) was used to 
study the mathematical model of the steganographic con-
version process. In particular, the study of the mathematical 
model based on the С1 and С2 systems was carried out using 
the GERT scheme shown in Fig. 1.
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1 2

( )M s( )M s
p

1 p−
 

Fig. 1. GERT data conversion scheme of ADS-B format based 
on С1 and С2 systems

Fig. 1 shows that the number of passes of the arc (1,1) 
may vary depending on safety requirements. That is, a probable 
choice from some limited space of numbers is considered. 
Therefore, the studied model is acyclic.

The functioning of the moments M(s) connects the 
moments of the random value of the steganographic coding 
time f(D1, D2), which depends on the options for using the 
output systems С1 and С2. The presence of the arc (1, 2) 
means that the steganographic transformation must be per-
formed at least once.

The task of the research is:
– to determine the permissible number h of passing the 

arc (1, 1) with a limited execution time of the GERT scheme;
– to find the average time of the process of steganogra

phic conversion of ADS-B format data;
– to find the value of the probability of deviation from 

the average execution time of the GERT scheme.
To consider the probability-time characteristics of the 

GERT network (Fig. 1), we use the properties of equivalent 
W-functions.

The equivalent W-function of the GERT network maps 
one probability distribution to another distribution with the 
same distribution law as the equivalent distribution func-
tion [20]. But a different approach to calculation is used [21]. 
This function is commonly used to approximate the distribu-
tion of random variables that do not have known analytical 
formulas for the distribution function or probability density. 
It is defined as the inverse of the Cumulative Probability 
Density Function (CDF) to the nearest sign. In the general 
case, the equivalent W-function is defined as follows:

W X p F Ye ( )( ) = ( ),

where X(p) – a random variable with an unknown distribution;

Y X

p p

f F X p

=

−( )( )− −( )
( )( )−( )( )

1 1

1

;

F(X(p)) – distribution function; F X p−( )( )( )1  – inverse random 
variable distribution function X; f(x) – probability density of 
a random variable X; p is the value of the probability in the 
interval [0, 1].

Let us present the equivalent W-function of the GERT 
network (Fig. 1):

W s
p p M s

M se

h h

( ) =
−( ) − ( ) 

− ( )
+ +1 1

1

1 1

.	 (10)

It is known that when solving tasks of steganographic data 
hiding, an increase in the number of transformation cycles 
leads to an increase in the execution time of algorithms. This 
random variable can be estimated by the rule of three sigma.  
It is very important that the execution time of the algorithm 

is greater than the permissible value of tsup. The average va
lue taver and the variance s2 of the random value of the exe
cution time of the steganographic transformation were found:

t
W s

s

M s

s

h p h p

p

aver
e

s

s

h h

=
∂ ( )

∂
=

=
∂ ( )

∂
×

− +( ) + +( )
−

=

=

+ +

0

0

1 21 2 1

1
.	 (11)

We changed 
1 2 1

1

1 2− +( ) + +( )
−

+ +h p h p

p

h h

 for the coeffi-

cient ψ1 h( ):

t
M s

s
haver

s

=
∂ ( )

∂
× ( )

=0

1
ψ .	 (12)

We calculated the second derivative We(s):

∂ ( )
∂

=
∂ ( )

∂
× ( ) +

∂ ( )
∂













×
= = =

2

2

0

2

2

0

1

0

2

2

W s

s

M s

s
h

M s

s
he

s s s

 ψ ψ (( ),	(13)

where  ψ ψ2 1
2

2

2 1 1h p h p p i i pi

i

h

( ) = ( ) + −( ) −( )









−

=
∑ .

Then the variance of the random variable of the stegano-
graphic transformation time is:

 

 

s ψ

ψ ψ

2
2

2

0

1

0

2

2 1
2

=
∂ ( )

∂
× ( ) +

+
∂ ( )

∂













× ( ) − (

=

=

M s

s
h

M s

s
h h

s

s

))  .	 (14)

It can be seen from relations (11) to (13) that the values 
of coefficients ψ1 h( ) and ψ2 h( ) depend on the permissible 
number of cycles h. In turn, the value of h can be determined 
from the known tsup and s2. The value of derivatives M(s) de-
pends on the type of transformations С1 and С2. The GERT 
scheme of the weighted composition of steganographic trans-
formation operations is shown in Fig. 2.

1

1'
p

1− p p2

p1

M2(s)

p1

p2

M1(s)

M1(s)

M2(s)

Fig. 2. GERT scheme of weighted С1 and С2 systems 	
summing procedures

Next, the function of moments of the random variable 
of the time of execution of the weighted addition procedure  
was calculated:

M s p e p e ewa

zs k s z s z s( ) = + +( )+( )
1

0 5

2

2 2
1 20 5 0 5

.
. . ,

s

where

z k
k t k t k t

= +
+( ) + +( ) + −( )

a
τ

1 1 11
2

2 3 ,
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z
wt t

1
2 1= +

τ
; z

wt t
2

2 12= +

τ
.

Then: 

∂ ( )
∂

= +
+( )




=

M s

s
p p z

wt twa

s 0

1 2
2 10 5 2

3 2
. ,

τ

∂ ( )
∂

= +( ) + +( ) +( )
=

2

2

0

1 2

2 2 20 5 2
1 2

M s

s
p p z z z z hwa

s

. .s

This has made it possible to calculate the average value  
of taver and the variance s2 of the random variable of the 
transformation execution time:

t h p p z
wt t

aver = ( ) × +
+( )





0 5 2

3 2
1 1 2

2 1. ,ψ
τ

	 (15)

 

 

s ψ s

ψ ψ

2
1 1 2

2

2

2 2

2 1
2

0 5 2

0 25

1
= ( ) +( ) + +( ) +( ) +

+ ( ) − (

.

.

h p p z z z z h

h h))( )⋅ +( )( )p p z z1
2

2
2

22 . 	 (16)

The GERT multiplication scheme in steganographic 
transformation operations is shown in Fig. 3.

The generating function of the moments of the random 
value of the time of the execution of the multiplication proce-
dure during the steganographic transformation of the ADS-B 
format data is as follows:

M s e e e
zs k s z s z s

2

0 5
0 5

2 2
1 2( ) = × +( )+( ). .

. s

The first and second moments of its origin can be defined as:

∂ ( )
∂

= +
+( )




=

M s

s
z

wt t

s

2

0

2 10 5 2
3 2

. ,
τ

∂ ( )
∂

= ⋅ +( ) + +( ) +( )
=

2
2
2

0

2 2 20 5 2
1 2

M s

s
z z z z h

s

. .s

Then:

t h z
wt t

aver = ( ) × +
+( )





0 5 2

3 2
1

2 1. ,ψ
τ

	 (17)

 

 

s ψ s

ψ ψ

2
1

2 2 2

2 1
2

0 5 2

0 25

1 2
= ( ) +( ) + +( ) +( ) +

+ ( ) − ( )( ) ×

.

.

h z z z z h

h h 22
3 22 1z

wt t
+

+( )













τ

.	 (18)

As can be seen, expressions (15) to (18) can be used to 
calculate probabilistic-time characteristics of theoretical-nu-
merical procedures for steganographic conversion of ADS-B 
format data. At the same time, the considered transformations 
can be reflected in the form of fragments of the GERT network.

For example, the execution time of an addition operation 
for systems С1, i q= 1,  with a weighted sum S p C p Cq q= +1 1  , 

pi
i

q

=
∑ =

1

1 can be represented by a fragment of the GERT model 

with q parallel branches. In turn, the time of the multiplication 

operation H Yi
i

q

=
=

∏
1

 can be displayed by q consecutive branches.

It can be noted that the GERT network can be an effec-
tive tool for displaying the transformations of the stegano-
graphic system. At the same time, the branches of the GERT 
network formalize the probability-time characteristic of the 
execution of one of the transformation systems С1, i q= 1, , and 
the probability of branching is interpreted as the theoretical 
probability of choosing the next transformation. The sto-
chastic model, developed on the basis of the GERT network, 
makes it possible to analyze the probabilistic behavior of the 
steganographic data protection system.

The most important characteristics of the analyzed sys-
tem include the average value and variance of the number of 
transformations performed, as well as the average time and 
variance of performing a steganographic transformation based 
on models of the stochastic structure of the GERT network. 
Methods of finding these characteristics were considered 
using the example of the ADS-B format steganographic data 
conversion system shown in Fig. 4.

1

1'
p

1− p
M1(s)

M1(s) M2(s)

M2(s)

Fig. 3. GERT multiplication scheme in С1 and С2 systems conversion operations

1 2 4

3

5

p2

p3

q2

q3

p1

q1

Fig. 4. GERT scheme of the steganographic coding process based on the stochastic model
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A hypothesis was proposed that the moment functions of 
all branches have the value es. Then the equivalent W-func-
tion of the GERT network will be equal to:

W s
q q q e

p p e p p e q q p eE ( ) =
− + + −

1 2 3
4

1 2 1 2
2

1 2 3
31

λ

λ λ λ( )
,

where qi = 1–pi, i = 1, …, 3 is the possibility of choosing bran
ches of the GERT network.

In the system, the average execution time of the steg-
anographic transformation depends on the average value 
of the number of elementary transformations Naver [22, 23]. 
Therefore, it was necessary to calculate and analyze Naver and 
its variance sN

2 :

N
q q q q q p p p

q q qaver =
+ − +3 2 11 2 3 1 2 3 1 2

1 2 3

,	 (22)

s2

1 2 3 1 2

2

1 2 3 1 2 3

2

1 2

1 2 3

2

2 1 1 4

=

=
− +( ) − − ( ) +( )

( )
q q p p p q q q q q p p p

q q q
.	 (23)

An example of the results of our experiment with differ-
ent variants of probabilities and the corresponding values of 
Naver and its variance sN

2  is given in Table 4. From Table 4, it 
can be seen that even for a simple combination of stegano-
graphic transformation, the assignment of different values 
of probabilities qi = 1–pi, i = 1, …, 3 forms a variety of possible 
paths from the source of the GERT network to the drain. 
Each variant of the task of key information corresponds to 
the value of the average number of executions of transforma-
tions Naver and its variance sN

2 .

Table 4

Combinations of probabilities and values of the average 
number of executions of transformations Naver 	

and its variance sN
2

No. q1 q2 q3 Naver sN

2

1 0.2 0.2 0.2 135 22553

2 0.4 0.4 0.4 21 302

3 0.6 0.6 0.6 9 31

4 0.8 0.8 0.8 5.5 6.1

5 0.9 0.9 0.9 4.58 1.56

6 0.2 0.4 0.9 13 112

7 0.9 0.4 0.2 39 1323

For a GERT-scheme of the process of steganographic 
coding based on the stochastic model (Fig. 4), when ana-
lyzing the execution time of the system С1, the following 
expression was obtained:

W s eE
C zs k s

1
2 20 5( ) +( )( ) = .

.
s

With a = 7.5, s2 1 56= . , k = 0.3, and a relative value of τ/10, 
it is possible to calculate W – the function of the execution 
time of transformation С1:

W s eE
C s s

1
22 9 0 2( ) +( )( ) = . .

.

Then the equivalent time function of the steganographic 
transformation is:

W s

q q q e

p p e p p e

E

s s

s s

( ) =

=
− +( ) +

+( )
+( )

1 2 3

11 6 0 8

1 2

2 9 0 2

1 2

5 8

2

2

1

. .

. , . ss s s s
q q p e

+( ) +( )−0 4

1 2 3

8 7 0 62 2. . .
.

The results of our experiment in the form of plots of the dis-
tribution function and the distribution density of the random 
value of the time of the steganographic transformation for the 
practical case when all operations in the system are performed 
using the Chinese remainder theorem are shown in Fig. 5.
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t
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a b

Fig. 5. Fragments of plots of statistical functions of the 
random value of the time of steganographic transformation: 

plot 1 – qi = 0,8, i = 1..3; plot 2 – qi = 0.6, i = 1..3: 	
a – probability distribution; b – distribution density

The average time of steganographic conversion at qi = 0.8 
is 1.18 y. o., and the three-sigma interval is 3.1. The average 
time of steganographic conversion at qi = 0.6 is 1.4 y. o., and 
the three-sigma interval is 6.6. These results coincide with 
known ones under the considered conditions.

For this technology, the main criterion is the ability 
to exchange messages in real time. Our results prove that 
the proposed approach satisfies this criterion, although it 
is somewhat inferior to previously known approaches. But 
according to the security criterion, the proposed approach 
significantly outweighs the existing ones, which is important 
for the aerial objects considered in the work.

Thus, the study of the constructed mathematical model 
has made it possible to calculate the probabilistic time charac-
teristics of the average execution time of steganographic trans-
formations and its variance. In addition, the reported research 
procedure has made it possible to estimate the probability of 
the time of steganographic coding falling into a given interval.

6. Discussion of results of the construction of 
a mathematical model of the process of steganographic 

embedding of the identifier of an unmanned aerial vehicle 

The application of the Chinese remainder theorem and the 
finite integral ring theorem (power remainders) have been con-
sidered. Based on these theorems, a mathematical model of the 
process of steganographic embedding of the UAV identifier into 
the ADS-B format data was built. The simulation results have 
made it possible to estimate the random value of the stegano-
graphic data transformation time and the confidence interval.

We have mathematically formalized and described algo-
rithms for steganographic transformation of data using the Chi-
nese remainder theorem and the finite integral ring theorem. 
The results of the formalization formed the basis of the follow-
ing models of steganographic data transformation operations.

A model of the steganographic data transformation ope
ration was built, based on the Chinese remainder theorem (ex-
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pressions (3) to (5)). The model constructed takes into 
account the peculiarities of the ADS-B format data. This 
has made it possible to formalize and evaluate the equivalent 
W-functions of the time of steganographic encoding and de-
coding of data (Tables 1, 2, formula (7)).

A model of steganographic data transformation operations 
based on the finite integral ring theorem has been built. This 
has made it possible to formalize the operations performed in 
the steganographic transformation algorithm and estimate 
the equivalent W-function for the algorithm of power resi-
dues (formula (9) when performing key data partitioning (8)).

The mathematical model of the process of steganographic 
embedding of the UAV identifier in the ADS-B format data 
was studied. The main difference of this study is the use of 
GERT-network modeling technology to find probabilistic 
time characteristics on the example of the ADS-B format 
steganographic data conversion system. The results of the 
study according to GERT-schemes are shown in Fig. 2–4, 
given in Table 4 and on the plots in Fig. 5.

Our results of the research of the mathematical model of 
the process of steganographic conversion of ADS-B format 
data can be explained by the correct choice of data conver-
sion algorithms and the implementation of proven modeling 
technology using GERT networks.

The following can be noted as a description of directions 
for further research.

One of the developer’s tasks is to estimate the probability 
that the execution time of the algorithm falls within a given 
interval. With the help of the presented set of models, this 
task can be performed. However, it can also be noticed that 
the results of the calculation of probability-time characteris-
tics and distribution density can be used in models of a higher  
level of the hierarchy [24–27]. Consideration of delays when 
encoding steganographic data in the ADS-B format is nec-
essary for building more complex models. These models 
can be related to the computation of control sequences and 
the analysis of queues in devices. They are also useful when 
performing data transfer procedures according to the ADS-B 
format data exchange protocols.

The use of the developed models is possible only for data 
exchange protocols in the ADS-B cooperative surveillance 
technology. At the same time, the models can be used without 
restrictions for the ADS-B IN service. But for the ADS-B 
Out service, the use of models is limited to the total volume 
coming from the information channels FIS-B (Flight Infor-
mation Services – Broadcast) and TIS-B (Traffic Informa-
tion Service – Broadcast). The value of this limit depends on 
the parameters of the equipment used.

As a shortcoming of this study, one should note the lack of 
an approach to determining the limit, at which both proposed 
models can give false results. To eliminate the shortcoming, 
it is necessary to conduct additional research into the nature 
of change in the vector of characteristics depending on the 
number of serviced parameters under heavy load. The load 

at which the hypothesis of the validity of the normal law of 
distribution of the algorithm’s execution time is violated will 
be the desired value of the limit.

7. Conclusions

1. We have mathematically formalized methods for find-
ing probabilistic-time characteristics of steganographic sys-
tems using the Chinese remainder theorem and the theorem 
on a finite integral ring (power remainders). This formaliza-
tion has made it possible to embed a message in the image, 
which ensured a high degree of information protection.

2. A model of steganographic data transformation opera-
tions based on the Chinese remainder theorem has been built. 
The main difference of the model is taking into account the 
features of the ADS-B format data. This has made it possible 
to formalize and evaluate the equivalent W-time functions 
of steganographic encoding and decoding of UAV identifiers 
with an embedded ADS-B system.

3. A model of steganographic data transformation opera-
tions based on the finite integral ring theorem has been built. 
A list of operations performed in the developed algorithm has 
been compiled. This has made it possible to mathematically 
formalize them for complex use in the model of steganographic 
protection of UAV identifiers with a built-in ADS-B system.

4. The mathematical model of steganographic protection 
of UAV identifiers with a built-in ADS-B system was studied. 
The results of the study have made it possible to estimate the 
average time of steganographic conversion of ADS-B format 
data. This time with the probability of choosing branches 
of the GERT network equal to 0.8 was 1.18 y. o, and with  
a probability of 0.6 – 1.4 y. o. The confidence interval for the 
three-sigma rule was also estimated. In the first case, the esti-
mate was 3.1, in the second case – 6.6. These results coincide 
with known ones under the considered conditions.
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